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that won\'t be corrected for years,\" he said, \"but, in time, you 
might be forgiven.\" 


6.(U) Responding to reporters\' questions about the nuclear 
issue, Anmadinejad suggested that Iran does not intend to end 
its cooperation with the IAEA, even in the face of another UNSC 
resolution. He said news reports suggesting Iran had scaled 
back its enrichment activity at Natanz were false and that the 
speed of progress of Iran\'s nuclear program depends solely on 
technical matters. There was no political decision to slow the 
program, he said. Asserting that Iran is cooperating fully with 
the IAEA and working within the framework of the NPT, he said 
however that the IAEA Safeguards Additional Protocol was an 
entirely different matter, inferring that Iran does not intend 
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to adhere to the Additional Protocol. Ahmadinejad called the 
IAEA a \"legal entity\" and cautioned it against political 
decisions which would take it outside its mandate. 


7.(U) Returning to the theme of mismanagement, Ahmadinejad 
criticized the \"powers\" for initially supporting and arming 

Saddam Hussein against Iran in the 1980sY, hoping to \"break 
Iran\'s national will." These same people later opposed Saddam, 
he said, by coming up with \"false claims of weapons.\" After 
deposing Saddam, the \"occupiers\" became the sole cause of the 
problems in Iraq, Anmadinejad said. They have created problems 
that they cannot solve, and the longer they stay, the worse the 
situation will be. When asked, Ahmadinejad denied allegations 
that Iran is behind the current instability in Iraq, accusing 

the US of trying to shift the blame for the failure of its 

policies, instead of analyzing its mistakes. He said the 
\"occupiers of Iraq\" are creating instability and sectarian 

tensions in order to justify their presence there, adding that 

they want to \"divide and rule, conquer the oil wealth, and 

create a central power base.\" Ahmadinejad accused the \"powers\" 
of seeking to undermine the Iraqi government, replace the Prime 
Minister, and change the constitution. Iran, he said favors a 
stable Iraq as the two countries share a long border, cultural 
connections and history. 


8.(U) The political power of the \"occupiers\" is waning and a 
power gap is developing, Ahmadinejad said. Iran is ready -- 

with the help of friends like Saudi Arabia and others -- to fill 

that power gap. Responding to reporters\' questions, Anmadinejad 
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called US accusations of Iranian interference in Iraq false. 

Asked if an apparent lack of US support for the Maliki 
government would affect US-Iran discussions on Iraq, Ahmadinejad 
said that \"as long as there has been no change in request,\" Iran 
is ready to help in Iraq and continue negotiations at an 
ambassadorial level. He said Iran is \"ready to help you come 
out of this bog you have created,\" but that Iran would not 

\"force you out.\" Nonetheless, Ahmadinejad pressed for a US 
withdrawal, saying, \"Let Iraqis run Iraq and go back to your 
country. You are gate crashers. No one sent you an invitation. 
No one rolled out the red carpet.\" 


9.(U) Ahmadinejad warned against a \"new plan to pressure the 
Iraqi government,\" saying it would fail. Referring indirectly 

to the US, he said those advising them in the \"old colonial 

ways\" are working against them, and advised them to sit down and 
review what they have done. \"Two months ago they gave arms to 
people,\" he said, \"and now they\'ve come out of the frying pan 

and into the fire.\" There have been 600,000 deaths, Ahmadinejad 
charged. \"What have you achieved? Who is to blame? Who will be 
tried?\" The problems in Iraq can be solved without further 
casualties, Ahmadinejad claimed, but said the [presumably US] 
government does not listen to the advice of wise men and women. 
\"Don\'t you have brains in your head," he asked. 


10. (U) Asked by reporters about Iran-US negotiations, 
Ahmadinejad said Iran is already working with the international 
community on Iraq security, but is ready for to talk to anyone 
except \"the occupiers of Palestine\" about broader issues if it 
is met on equal terms. Equality is condition for such 
discussions, he said. Ahmadinejad dismissed rumors of a US 
military attack against Iran, saying that the Iranian people are 
not worried. Ahmadinejad said the problems in Afghanistan and 
Iraq would need to be solved first. Asked to clarify French 
President Sarkozy\'s comments about a possible military attack 
against Iran if it continues uranium enrichment, Ahmadinejad 
said Sarkozy is a new president who wants to make his mark. 
Sarkozy\'s comment \"has no political value," he said. 
Ahmadinejad focused instead on Sarkozy\'s call for dialogue, 
praising these efforts. 


11.(U) Asked whether Iran would block the Straits of Hormuz, he 
said it was not on the agenda, and that those who have suggested 
this have done it only to increase tensions and oil prices. 
Ahmadinejad also said he doubted that the US would designate the 
IRGC a terrorist organization, saying it would be \"absurd\" for 
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the US to take such an \"extreme, illegal measure.\" He said it 
was more a reflection of political infighting in the US between 
a group that is \"worried\" about arms sales and is trying to 
create tensions, and more \"logical\" actors. 


12. (U) Asked about the possibility for renewal of ties between 
Egypt and Iran, Ahmadinejad said Iran was willing to send an 
ambassador, and that the two countries\' vice foreign ministers 
are discussing the promotion of ties. Asked why Iran has not 
pursued closer relations with the Gulf, Anmadinejad defended 
Iran\'s diplomacy, saying it maintains friendly relations with 

Gulf countries. He added that Iran\'s annual trade with the UAE 
is $11 billion. 


13.(U) Asked his response to criticism of his economic policy, 
Ahmadinejad said people in Iran are free to express their 
opinions. The economic policy was approved by the legislature, 
and the government is proceeding on that basis. Investments in 
Iran have grown two-fold, he said, claiming that \"Iran is the 
most secure country in the world.\" Some infrastructure in the 
energy and transportations sectors is lacking, he admitted, 
saying that the government has increased investment in those 
sectors. Asked whether there would be further changes in his 
cabinet, Anmadinejad responded with an analogy, likening the 
cabinet to a football team, of which the president was the 
coach. \"No player can expect to stay in the game the whole 
time" Ahmadinejad said, stressing however, that it was still a 
team effort in the end. 


14.(U) Asked whether jailed Iranian-American scholar Haleh 
Esfandiari would be allowed to return to the US, Ahmadinejad 
responded that personally he thinks she is free to return, but 
the final decision on the case lies with the judiciary. 


15.(SBU) Comment. The tone of President Anmadinejad\'s second 
press conference this year was relatively calm and -- though 

firm -- less aggressive than in the past. Anmadinejad appeared 
more relaxed than in previous international press conferences, 
joking with reporters. He began his speech by pointing to 

common beliefs among Judaism, Christianity, and Islam and 
refrained from any strident anti-Israel comments. He reiterated 
several times Iran\'s willingness to engage in discussions with 

the US, and to help in Iraq. 
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PIF-FIJI WORKING GROUP LOSING MOMENTUM 


REF: SUVA 420 
Classified By: Amb. Dinger. Sec. 1.4 (B,D). 


Summary 

1. (C) Commodore Bainimarama\'s interim Cabinet is developing 
fractures. Deposed PM Qarase\'s plan to travel to Suva this 
week was derailed. Qarase alleges a military threat to kill 

him on arrival and a military order to Air Fiji not to board 

him. Interim government (IG) efforts to tame the Great 

Council of Chiefs (GCC) continue. Bainimarama rejected a 
high chief\'s public plea for IG reconciliation. Some 

observers believe the exercise was a prelude to ethnic-Fijian 
action against Bainimarama. The case of Nasir Ali 

illustrates the IG clean-up campaign\'s double standards. 
Recent events raise concerns about Fiji's Court of Appeals. 

A media report suggests PNG PM Somare may be softening his 
view of how the Pacific Islands Forum (PIF) should relate to 

the Fiji situation. The PIF-Fiji Working Group appears to be 
losing momentum. End summary. 


Fractures coming in interim Cabinet? 

2. (C) We hear from seemingly reliable sources that, as 
expected, fractures are developing within the interim 

cabinet. Interim PM Bainimarama is reportedly unhappy with 
interim Finance Minister Chaudhry, interim Attorney General 
Sayed-Khaiyum, and interim Labor/Tourism Minister 
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Rounds-Ganilau. Chaudhry and his Fiji Labor Party colleagues 
are seen as playing political games rather than focusing on 
\"moving the country forward.\" Sayed-Khaiyum is seen as 
complicating the IG\'s legal problems. Sayed-Khaiyum has 
taken quite a low profile in recent weeks, after taking a 

lead public role in the months after the coup. 

Rounds-Ganilau appeared not to be a \"team player\" during the 
recent strikes. Comment: Elements in the ethnic-Fijian 
community have accused Bainimarama of ceding IG 
decision-making to ethnic-Indians like Chaudhry and 
Sayed-Khaiyum. Our impression is that the military council 
remains in control, but Bainimarama may feel pressure to 
prove he, not Chaudhry, is in charge. 


Qarase alleges RFMF threat 

3. (U) Deposed PM Qarase, who has been exiled on his home 
island in the Lau Group since the December coup, announced 
his intention to fly to Suva on Friday, 8/31, to help prepare 

his court case against the IG, reunite with his family, and 
conduct personal business. Interim Chief Justice Gates ruled 
some weeks ago that Qarase has a right to travel to attend 
court. The military (RFMF) signaled it would not object, 
suggesting Qarase is now irrelevant. But yesterday (8/28) 
Qarase reportedly received a phone call threatening his life 

if he returns to Suva. The caller claimed to be military. 

Also Air Fiji, the only airline servicing Lau, received an 

order, purportedly from the RFMF, not to board Qarase. An 
RFMF spokesman denied any military threat to Qarase or order 
to Air Fiji. Qarase has postponed his travel plans and has 
asked associates to see about transporting him by ship. 


Co-opting the GCC? 

4. (C) On 8/24, President lloilo issued a decree 

restructuring the membership of the GCC. The decree drops a 
few members -- the President, VP, PM, and \"life members\" 
(i.e., former PM Rabuka) -- and adds six \"co-opted\" members. 
It is not clear yet what \"co-opted\" means. The big change, 
though, is in who selects. The 14 provinces are still to 

provide 3 members each, but rather than the provincial 
councils selecting them, the Minister for Fijian Affairs is 

to choose. That, if implemented, would truly \"co-opt\" the 

GCC from being an independent institution tasked under the 
Constitution to protect ethnic-Fijian core interests into a 

group hand-picked by the IG. GCC leaders who were deposed by 
the IG in April have re-instituted a lawsuit challenging IG 
authority to institute changes. In the meantime, an 

IG-initiated review team has begun consultations within the 
chiefly system on reforms. Comment: the high chiefs who have 
dominated the GCC in the past will not be pleased by the 
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Chiefly reconciliation plea or call to arms? 
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5. (C) The high chief of Naitasiri Province took out 

full-page ads (English and Fijian) in the 8/26 Sunday Times 
newspaper asking the interim PM to engage in national 
reconciliation. The chief proposed that, given Fiji\'s 

current economic hardship, increased racial hatred, and 
unending political instability, Bainimarama and the IG should 
accept an amnesty for coup perpetrators, elections by late 
2008, demilitarization of government, and an end to \"coup 
culture.\" The chief said, \"Nothing that this regime 

undertakes will ever be legal and the regime cannot force its 
will upon the people. Bainimarama firmly rejected the 
proposal, saying it was \"inciteful.\" He noted the military\'s 
belief that the chief was behind a military mutiny in 

November 2000 that nearly took Bainimaramal's life. The chief 
was convicted of treason and served nearly three years in 
prison before being freed two months ago pending a new trial. 
Comment: some suggest the ad was intended to set the stage 
for action by ethnic-Fijian leaders against the IG: make a 
\"good faith\" offer; see it rejected out of hand; force the 

issue. 


An odd way to combat corruption 

6. (U) Shortly after the December coup, Commodore Bainimarama 
tapped Nasir Ali, a senior Fiji Police officer, to lead the 

charge, often very publicly, in IG anti-corruption 

investigations. With creation of the Fiji Independent 
Commission Against Corruption (FICAC) Ali retained the role. 
Under former Police Commissioner Hughes, Ali had been 
suspended from investigating an \"agriculture scam\" from 
2000-2001, and there were rumors he had engaged in corrupt 
practices while heading the Police Credit Union. 
Bainimarama\'s first Police Commissioner, Jim Koroi, who later 
moved to head an internal police anti-corruption unit, 

resigned from the police last week. Letters he wrote to 
Bainimarama and to then-RFMF Chief of Staff, now Police 
Commissioner, Teleni have just become public. Koroi, a 
straight-shooter, alleged Ali was unprofessional and should 

in no way be allowed a role in investigating Police Credit 

Union corruption issues. Last week, Teleni appointed Ali to 
head the credit union investigation. When asked why, given 
Koroi\'s concerns, Teleni said he trusts the guy. 
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Concerns about the Court of Appeal 

7. (C) Acting Chief Justice Gates announced that three local 
judges will sit as the Fiji Court of Appeal beginning next 

week. In the past, most Fiji Court of Appeal judges have 
come in from Australia and New Zealand; however, the former 
President of the Court of Appeal, Gordon Ward, and a number 
of Aussie and Kiwi judges whose terms ended in July 
reportedly refused to consider extensions, not wanting to 

take an oath to an illegitimate government. The three local 
judges chosen are an interesting group. Two received their 
high-court appointments since the coup, tainting them. One 
of those and the third judge are retirees, serving only 
temporarily on the high court. The list of appellate cases 

to be considered has not yet been revealed. Interestingly, 
Gordon Ward\'s Pacific Harbor home burnt to the ground last 
Saturday night. Ward has been vacationing in Ireland. 
Results of a police investigation have not yet been revealed, 
but people are wondering if the fire was pay-back for Ward\'s 
opposition to the IG. 


Is PNG\'s Somare changing his line on Fiji? 

8. (C) Papua New Guinea PM Somare, PIF Chairman until 
October, reportedly has informed the media that the Pacific 
Island Forum (PIF) \"would do well not to impose unrealistic 
political timetables on Fiji" Somare is quoted as saying 

the region wants Fiji to return to democracy, but that return 
should be \"not temporary but enduring.\" Somare reportedly 
argued that the Forum risks undermining its ability to 

influence the IG if it completely refuses to acknowledge that 
the IG is in effective control of Fiji. Somare suggested 

that the Forum \"should perhaps seriously cede to the 

principle of doctrine of necessity and deal with the Fiji 
Government from within the Forum.\" Comment: Until now, we 
had received the impression, including from the PNG High 
Commissioner in Suva, that Somare was intent to maintain the 
PIF\'s firm line on Fiji. 


PIF-Fiji Working Group losing momentum 
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9. (C) PIF Working Group members tell us the Fiji side\'s 
initial willingness to engage on election-planning issues is 
fading. At a meeting last week, the PIF side raised, yet 
again, the need to move rapidly to hire a Supervisor of 
Elections, from overseas if no qualified Fiji citizen 
applies. The PIF offered to provide very quickly a list of 
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qualified prospects and noted probable donor willingness to 
help fund the right sort of Supervisor. The Fiji side 
(PermSecs Chand and Ligairi) acknowledged interest in 
funding, but then started mumbling about needing to \"sort out 
internal processes\" first. The sense was the Fiji side wants 
to appoint whomever it wants in a time frame that could 
stretch out. We are told it was not an encouraging meeting. 


Comment 

10. (C) The rumored IG Cabinet frictions, the alleged effort 

to keep Qarase exiled, the endeavors to rein in the GCC, and 
controversy surrounding the Naitasiri chief's reconciliation 
plea, all could relate to the sense reported reftel that 
ethnic-Fijian discontent with the IG is undiminished and may 
even be increasing. 
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This cable is the sixth in a series on Chinese (most recent, 
reftel C) activities in Suriname in the spring and summer of 
2007. 


1. SUMMARY (C) Despite mutual commitment of Suriname and 
China to their bilateral relationship, progress in achieving 
tangible results is slow. China\'s hopes of tapping into 
Suriname\'s riches have been tempered by bureaucratic 
processes, ill-conceived projects, environmental concerns, 

and public opinion. Thus, to date, Chinese investment has 

had no discernible impact on the environment. END SUMMARY 


1.(C) Per confidential cable (reftel A), post responds to 
questions posed in paragraph 3. 


a. Chinese companies have not yet finalized any major 
plans or purchases related to investment in the forestry and 
forest products sector, wildlife, energy, or live marine 
resources in Suriname. However, the potential is great, and 
Chinese firms and the Chinese Government are showing interest 
in some opportunities, for example, in bauxite mining, 
offshore oil exploration and drilling, and palm oil 
production. To date, these proposals are more theoretical 
than factual, but the dollar amounts under discussion have 
been substantial. For example, on August 24 media reported 
possible Chinese investment in the bauxite and oil industries 
to the tune of $500 million (septel). A Dutch-Chinese 
consortium recently showed interest in rehabilitating the 
port of Paramaribo, upgrading the airport and setting up an 
automobile assembly plant. Chinese Government and private 
firms have also financed and built roads and constructed the 
Surinamese Ministry of Foreign Affairs headquarters, in part 
to buy good will with the GOS and the public. However, it is 
difficult to assess the environmental impact, if any, of 
these projects. The recently announced repaving of the road 
from Paramaribo to Lake Brokopondo by Chinese road companies 
would open up the interior of Suriname to increased 
agriculture and logging. 


b. There is no current discernible environmental 
impact, as such purchases or investments have yet to be 
undertaken. 


c. There are few domestic environmental codes or 
regulations that would mitigate potential environmental harm 
from such investments. However, environmental impact 
assessments taken for large projects, although not required 
by law, are taken into consideration by the GOS before a 
project is approved. Impact assessments are provided and 
paid for by project developers. 
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d. The capacity of local governments to enforce 
environmental codes and regulations (if regulations existed) 
would be questionable since Suriname lacks resources, 
manpower, equipment, and technical expertise to enforce 
regulations. 


e. Applicable requirements of financial institutions 
related to environmental protection, such as environmental 
impact assessments required by many multilateral financial 
institutions, are unknown in Suriname. 


f. Other information: 


Perhaps the most environmentally-unfriendly Chinese proposal 
to date is the Patamacca palm oil project in the eastern 

district of Marowijne (reftel B), which appears to be stalled 

for the moment. The proposal calls for the clear cutting of 
40,000 hectares of rainforest to set up a palm oil plantation 
and processing plant. The proposed site contains many 
Surinamese hardwoods, which would be harvested by the Chinese 
investor in order to finance the palm oil project. There are 
genuine concerns about the economic viability of the project. 
Furthermore, there are serious concerns that deforestation 
generated by the clear-cutting could cause serious flooding. 
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According to Richard Kalloe, former Minister of Trade and 
Industry, the area receives approximately 2,500-3,000 
millimeters of rain per year, and soil erosion and 
flash-flooding could affect the low-lying lands around 
Patamacca. Finally, local Maroon inhabitants, descendants of 
former slaves, believe many of the 5,000 advertised jobs 
would go to cheaper Chinese immigrant laborers. 


COMMENT: The Chinese likely look to resource-rich Suriname as 
a potential supplier of wood, bauxite, and oil and have 

invested heavily in developing a strong relationship with the 

GOS via major construction projects and exchange visits of 

VIPs. However, the GOC is running into numerous speed bumps 
that are slowing its progress. The recent influx of Chinese 
immigrants has generated resentment among many Surinamers 
that has been exacerbated by Taiwan,s aggressive and highly 
public efforts to court Suriname. Surinamers are offended by 
what they view as stern reproaches by the Chinese Ambassador 
to government officials and private Surinamers regarding 
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contacts with Taiwan. 


COMMENT CONTINUED: Thus, while the GOC appears to be reeling 
on the public affairs front, the advantages of announced 
Chinese development assistance and investment remain 
illusive, prompting the man on the street to quip, \"The 
Taiwanese give us assistance; the Chinese just talk about 
giving us assistance.\" Despite the GOS,s repeated 
affirmation of its "one-China policy,\" the government\'s 
insistence on environmental and social impact studies of the 
Patamacca palm oil scheme suggests that the GOS is not 
willing to sell the jungle to Chinese investors whole-cloth 
just yet. As is often the case in Suriname, the result of 
bureaucratic delay may be the preservation of the status 
quo--and a small slice of the rainforest. 

END COMMENT 

GENTON 
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1. (C) Summary. In the days following President Chavez! 
rollout of his proposed constitutional revisions, debates are 
already taking shape as to the reform process. Chavez\' 
opponents, still divided over whether or not to participate 

at all, have been unsuccessful in their initial attempt to 
influence the form of the constitutional referendum or 
convoke a constituent assembly. The Bolivarian Republic of 
Venezuela\'s (BRV) heavy-handed management of the process 
already is drawing criticism, not only from the domestic 
opposition, but also from Chavez\' former friends and 
erstwhile political allies. Student groups and others are 
preparing to launch efforts to derail Chavez\' proposals (Ref 
A). Nevertheless, the BRV is already seeking to boost 
popular support for the proposal and minimize any sort of 
constructive debate, suggesting that the winner of these 
battles is all but completely pre-determined. End Summary 


2. (SBU) Chavez liberally sprinkled throughout his 
constitutional reform proposal populist benefits, such as a 
reduction in the work week and benefits for self-employed 
workers (Ref B) intended to boost popular support for the 
reform package and make it more complicated for the 
opposition to reject in its entirety. In an attempt to 

isolate these popular initiatives from controversial changes, 
such as indefinite reelection, Chavez\' opponents, and even 
some of his allies, are contending that the reforms should be 
voted on separately once they are submitted for approval in a 
popular referendum. 


3. (SBU) An opposition coalition led by Justice First (PJ) 

and including A New Time (UNT), Copei, Radical Cause, and 
Movement Toward Socialism (MAS) invoked article 344 from the 
1999 Constitution and asked the National Electoral Council 
(CNE) August 21 to clarify the procedure. The article 

permits up to a third of a draft constitutional reform (in 

this case 11 of 33 articles) to be voted on separately in a 
popular referendum if it is requested by at least a third of 

the National Assembly or over five percent of registered 

voters via a petition and signature drive. Even pro-Chavez 
Podemos Governor Ramon Martinez from Sucre State has asked 
the BRV to, at the very least, respect Article 343 of the 

1999 Constitution which calls for the National Assembly to 
consider and debate the revisions article by article rather 

than approved as a bloc as Flores has suggested. 


4. (C) Leading opposition politicians tell us they believe 
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the opposition stands a small chance of defeating the reform 
for indefinite presidential election if it were to segregate 

it from other proposed measures. They also note that 

isolating the more contentious reforms from the populist 
measures would make it easier to frame their debate as 
pro-democracy rather than as anti-Chavez. Indeed, according 
to recent INR data, as of June some 64 percent of Venezuelans 
oppose ending presidential term limits and 60.5 percent 
support voting on the reforms item by item. 


5.(SBU) The BRV quickly--and very transparently--moved to 
preclude any invocation of Article 344 and insisted that the 
reforms be voted on as one package. National Assembly (AN) 
President Cilia Flores August 23 rejected the opposition\'s 
invocation of Article 344. Flores offered the flimsy 
justification that voters cannot petition for separation of 

the reforms in the referendum because the President, and not 
the people, had requested the changes in the first place. 
Flores also ruled that the matter would not be referred to 

the Supreme Court for clarification since, as per her 
interpretation, the 1999 Constitution is quite unambiguous on 
the issue. The lone non-Chavista voice on the CNE board of 
Directors, Vicente Diaz, rejected Flores\' interpretation of 

344 and in an impromptu press conference proposed that the 
reforms be voted on article by article. The CNE board ruled 
against PJ\'s proposal August 24, with Diaz casting the only 
dissenting vote. Chavez himself during an August 25 address 
to United Socialist Party of Venezuela (PSUV) militants 
claimed that the package is \"unified and integral\" and cannot 
be voted on separately. 
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6. (SBU) The BRV has already outlined a very short timeline 
to ramrod through the passage of the constitutional revision 
via legislative debate and referendum rather than through a 
constituent assembly. The National Assembly is scheduled to 
have the new draft ready for a popular referendum by early 
December, limiting the period of congressional and public 
debate to three months rather than the two years that is 
allowed for by the 1999 document. Some members of Chavez\' 
coalition have called for additional time for discussion of 

the proposals. Podemos AN deputies during a special 
legislative session August 21 urged the Assembly not to 
impose such a short timetable. Nevertheless, Chavez has 
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already publicly expressed his approval for a December 
referendum. AN President Flores has requested that the CNE 
be prepared for a vote--thirty days after the Assembly 
approves it--on either December 2, 9, or 16. Timelines and 
election dates often slip in the Bolivarian Republic, but the 
BRV probably hopes to time the referendum with the start of 
the holiday season to coincide with the granting of holiday 
bonuses. Moreover, as with the December 2006 presidential 
election, a December referendum would minimize the 
possibility of street protests following the vote as 
Venezuelans turn their attention to Christmas and the New 
Year. 


7. (SBU) Some opposition leaders and constitutional experts 
are calling for a constituent assembly rather than the 
fast-tracked debate and vote, the same mechanism Chavez used 
in 1999 to draft the new document (Ref C). Luis Miquilena, a 
key drafter of the 1999 Constitution who Chavez once called 
his \"second father,\" held a press conference to insist that a 
constituent assembly is necessary given the National 
Assembly\'s lack of democratic legitimacy following the 
extremely low turnout of the 2005 legislative elections. CNE 
Director Vicente Diaz, PJ\'s Julio Borges, and other 
constitutional experts have argued that the changes are so 
sweeping that they fundamentally alter the character of the 
current document and thus necessitate the convocation of a 
constituent body. The BRV has categorically denied that the 
revisions are so broad, even as Flores noted publicly that 
more changes, in addition to the 33 included in ChavezY 
reform package, will be made during the review process. 


8. (SBU) The opposition is already split over whether or not 

to participate in the debate and referendum on the 
constitutional changes, just as they were in the run-up to 

the December 2006 presidential election. PJ, Copei, MAS, and 
Radical Cause have signaled they probably will join in the 

vote, while UNT is hedging its bets. UNT head and Zulia 

State Governor Rosales said in an August 27 press conference 
that UNT will deploy over 130,000 \"commands\" to fight the 
reforms nationwide and claimed that Venezuelans cannot fight 
\"hidden and staying in their homes.\" He did not, however, 
conclusively reject the possibility of ultimately abstaining 

from the referendum vote. On the other hand, Democratic 
Action, Brave People\'s Alliance, and National Resistance 
Command have said they will not participate in what they 
consider a highly unfair electoral process. Meanwhile, the 
pro-Chavez party Patria Para Todos (PPT) is lobbying Chavez 
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to remove term limits from all elected offices, not just for 
the President. 


9.(C) The BRV is characteristically thin-skinned it its 
response to criticism from former friends and current 
opponents of its handling of the approval process and is 
leveling personal attacks on its critics. Chavez during his 
August 25 address to PSUV members accused a pro-Chavez 
governor, presumably Sucre Governor Martinez, as \"going 
around talking nonsense.\" Luis Miquilena\'s vehement critique 
of the revisions, calling it \"a constitutional fraud\" and its 
populist offerings \"bait for fools,\" received widespread 

press coverage and a strongly worded BRV counterattack. 
Communications and Information Minister Willian Lara alleged 
that Miquilena committed \"constitutional filicide\" when he 
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supported the brief April 2002 interregnum against Chavez and 
acted as a \"bad father\" to the 1999 Constitution. Another 
former ally to Chavez and participant in his failed 1992 coup 
attempt, Yoel Acosta Chirinos, also vowed to oppose the 
reforms and said he might meet with Luis Miquilena and others 
to form an alliance. Jose Toro Hardy, an opposition 

economist and former member of the PDVSA board of directors, 
told Econ Counselor, Petroleum Attache, and Poloff August 27 
that he is, in fact, meeting with Miquilena and others in an 
attempt to devise a strategy to combat the revisions. 


10. (SBU) To counter domestic criticism and demonstrate the 
\"transparency\" of the reform process, the BRV has embarked on 
a nationwide campaign to \"consult\" with the electorate and 
promote the new document. The National Assembly, for 
example, activated some 9,000 electoral groups throughout the 
country August 25 to disseminate the constitutional changes 
and maintain direct contact with its constituents. The 
Assembly also plans to consult directly with various state 
governments. This week, deputies will travel to Valencia to 
hear proposals from the central states. Chavez during his 
August 25 PSUV speech exhorted the party to fuse the 
promotion of the reforms with the party\'s organizational 
activities. 


11. (SBU) The BRV has reacted to condemnation from abroad 
with equal vitriol and a public relations campaign clearly 
intended to convince international audiences of its 
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democratic credentials. Communications Minister Lara accused 
the \"New York Times\" as being Washington\'s \"media arm\" and 
the State Department\'s \"macabre arm of disinformation\" for 
publishing an editorial critical of Chavez\' constitutional 

revision and erosion of Venezuelan democracy. During his 
August 26 \"Alo, Presidente,\" Chavez himself lashed out at a 
British journalist who questioned the elimination of term 

limits and accused European nations of enslaving other 

peoples and questioned the United Kingdom\'s own democratic 
credentials. Reminiscent of the BRV\'s public relations 
campaign in response to international criticism the closure 

of RCTV, Foreign Minister Maduro announced August 24 that the 
BRV is launching a diplomatic offensive worldwide to 
disseminate, explain, and defend the constitutional 

revisions. Maduro also said a task force, headed by National 
Assembly deputy Alfredo Murga, will be charged with spreading 
information on the proposed changes abroad. 


12. (C) Chavez\' proposed constitutional reforms are drawing 
mounting criticism from the still-divided opposition, former 
friends, and even some political allies. Nevertheless, a 
heavy sense of resignation, apathy, and a lack of real 
urgency permeates the political atmosphere in Caracas. While 
most observers see the passage of the radical revisions as a 
fork in the road for the future of what is left of Venezuelan 
democracy, opponents see few avenues left for any real 
efforts to counter Chavez. Indeed, the BRV already appears 
increasingly heavy-handed in its efforts to ram through the 
reforms. While the debates over the changes will continue 
and student groups have yet to mount their efforts, Chavez 
still retains a formidable electoral machine, backed by 
enormous state resources. With roughly 100 days left until 
the likely December 9 referendum, there seems little 
effective action to stop Chavez from steamrolling passage. 

If only by the intensity of its responses to democratic 
criticism and rapid deployment of public relations measures, 
however, the BRV does seem to recognize the reforms as 
potential lightening rods for opposition and divisions even 
within Chavismo. 
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STATE FOR WHA/CAN, EEB/TRA, AND S/CT 


E.O. 12958: N/A 

TAGS: ETRD, EWWT, AMGT, PTER, CA 

SUBJECT: NEW U.S. LAW ON MARITIME CARGO SCANNING 
REQUIREMENTS: INITIAL CANADIAN REACTION 


REF: STATE 119837 


1. (U) Although Embassy Ottawa is so far unaware of any 
official Canadian reaction to the new U.S. law, media reports 
indicate that administrators of Canada\'s posts are meeting 
this week in Montreal to figure out how exactly the law will 
affect their operations. George Malec, vice president of 
operations and security at the Halifax (Nova Scotia) Port 
Authority was quoted in an article appearing in the August 28 
Montreal Gazette as saying \"we are checking this (law) very 
closely with our U.S. contacts. We think it needs a little 
more examination on the impact it will have on us.\" 


2. (U) There may be some confusion in Canada about what the 
law will require. For instance, the Montreal Port Authority 
handles more than one million containers (20-foot equivalent) 
a year, about half of which are destined for the U.S., either 

by truck or rail. The Gazette article indicated that senior 

port officials wonder that if the new law does not apply to 
cargo sent by truck or rail, would Canadian customs agencies 
be required to screen containers arriving in Canada? It 
quotes Bob Hart, vice president and CFO of the Hamilton 
(Ontario) Port Authority and Don Krusel, president and CEO of 
the Prince Rupert (BC) Port Authority as believing that the 

law will not affect their operations. 


3. (U) But Malec and Montreal Port Authority president and 

CEO Dominic Taddeo questioned what kind of scanning the U.S. 
has in mind. Last spring, new radiation detection equipment 

was installed at the Port of Montreal to allow the Canada 

Border Services Agency (CBSA) to check containers for 
potentially dangerous substances. These radiation detection 
systems are also in use at terminals in St. John, New 

Brunswick and their installation is underway in Vancouver and 
Halifax. Taddeo said that the use of the new radiation 
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detection portals to screen virtually all containers arriving 

at Montreal has not caused delays. \"Allthese people who are 
complaining and screaming will have to adjust,\" he said. 
\"Our traffic keeps going up, so the figures speak for 
themselves.\" 


4. (U) Mission Canada will continue to monitor Canadian 
reactions to the new U.S. maritime cargo scanning 
requirements and report developments to Washington agencies. 


Visit our shared North American Partnership blog (Canada & Mexico) at 
http://www.intelink.gov/communities/state/nap 
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ICE HQ PLEASE PASS TO SALT LAKE CITY DRO SUPERVISOR MIGUEL ROBLES 


E.O. 12985: N/A 

TAGS: OTRA, ASEC, NZ 

SUBJECT: FINAU, SHAUN, A078902566; NZ COUNTRY CLEARANCE FOR 
ESCORTING OFFICERS MORTON AND LAWRENCE; SEPTEMBER 20-21, 2007 


REF: ICE 280844Z AUG 07 


1. (SBU) Embassy Wellington and Consulate General Auckland welcome 
and grant country clearance to ICE agents Howard Morton and Martin 
Lawrence for travel to Auckland, New Zealand during the time period 
September 20-21, 2007. The purpose of this visit is an overnight 

return from escorting alien Shaun Finau to Tonga. 


2. (U) Embassy understands that country clearance is the only 
assistance required at this time. 


3. (SBU) Embassy point of contact is RSO James Doherty. 
Contact details are as follows: 
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Office: 644-462-6013 
Fax: 644-462-6070 
Cell: 027-451-2537 
E-mail: dohertyjp@state.gov 


4. (SBU) All TDY visitors to Embassy Wellington who stay over 5 days 
are required to report to the Regional Security Office for a 

security briefing if they have not completed an approved overseas 
personal security training course. 


5. (U) Visitors should use local taxi service, which is generally 
safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately 30 NZD. A commercial shuttle 
service is also offered at the airport. Taxi fare from the airport 
to downtown Auckland hotels is approximately NZD55-NZD65. A 
commercial shuttle service is also offered at the Auckland airport. 


6. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD100.00. Personal checks will not be accepted. 


7. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. 

Travelers found carrying these undeclared items will be immediately 
fined NZD200.00 (USD150.00). Biosecurity is a serious issue in New 
Zealand and fines will be administered immediately and without 
warnings. 


8. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families & Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 
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b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand has a medium threat crime environment. As such, 
Wellington and Auckland have experienced an increase in violent and 
petty crimes, but they are usually non-confrontational in nature. 

However, home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur countrywide but 
primarily in the large cities of Auckland, Christchurch and 
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Wellington, and visitors should be especially aware that street 
crime, such as scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, especially at 
night, to avoid becoming a target of opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 

the world drug situation; however, evidence indicates that New 

Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drug in 

New Zealand is locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as to not become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and 

Christchurch traffic is significantly better; however, during rush 
hour moderate delays can be expected. Visitors are advised that 
traffic drives on the left-hand side of the road. Visitors are 

advised that traffic accidents are common and that it is safe to 

pull over so that police may take an accident report. However, 
visitors who experience hostility or anti-American sentiment should 
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depart the scene immediately and notify the RSO. 


h. (U) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic or 
photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop be permitted to be 
used in the Chancery or connected to Wellington\'s LAN. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand and the most 
recent Worldwide Caution Public Announcements, which are available 
via the Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise appropriate 
caution and be alert to their surroundings with regard to their 
personal security. Suspicious incidents/activities should be 

reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 
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FOREIGN POLICY; 08/27/07 


Column 3 
1. SUMMARY STATEMENT 


Weekend international stories are mainly related to the US policy on 
Iraq; and Argentina\'s upcoming economic and foreign policy. Leading 
\"Clarn\" also carries an interview with Professor James Kenneth 
Galbraith, headlined \"The world no longer wants to be led by the 
US.\" 


2. OPINION PIECES AND EDITORIALS 
- WFrom Vietnam to Iraq, the costs of imperial autism\" 


Marcelo Cantelmi, international editor of leading \"Clarn,\" opines 
(08/25) \"Some with a light perspective on the war in Iraq have said 
that it served the only purpose of capturing the huge oil reserves 

of the country... 


\"However, the idea is a dangerous simplification. Certainly, oil has 

not been the least important element although it has only been part 
of the plans designed to make the imperial arm reach a crucial area 
for the US strategic interests. 


\"In other words, the war was intended to extend the US border to 
those territories, and it naturally included the control of the vast 
energy resources with the main purpose of implementing an overall 
reform of the Middle East\'s political structure, which was aimed at 
consolidating a new geo-political map. 


Y... Not long ago, Henry Kissinger, former US Secretary of State and 
Bush\'s entrusted man, stressed that precisely whatever happens in 
Iraq is much more important for the US than the implications of the 
Vietnam war. 


\"He was referring to what will happen after Washington leaves Iraq, 
which will not only be determined by the costs it will engender (and 

it has already brought a new military defeat for the US) but by the 
consolidation of the regional powers strengthened by the absurd war 
in the Middle East, particularly Iran (the main player included by 
Bush in his extravagant axis of the evil). 


\"... The current deterioration of the situation in Iraq, where there 

is no visible and firm leadership to take power (in contrast to 

Vietnam), made the puppet government of Nuri Al Maliki seek the 
support from the Iranian Shiite theocracy. Pro-US Afghan President 
Hamid Karzai followed suit and he even proposed to mediate between 
Washington and Tehran. The two of them shaped the prophecy of where 
the actual power will lie when the structure mounted by the US 

Pentagon in the region crumbles into pieces. 


\"... The war in Iraq and the chronic conflict between Israelis and 
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Palestinians have done nothing but pave the way for ayatollahs. It 
is precisely this growth as well as the uncontrolled situation which 
makes up a nightmare for the hegemonic power.\" 


- \"Two scenarios and several riddles\" 


Daily-of-record \"La Nacisn\'s\" \"Economy & Business\" supplement 
carries an opinion piece by contributor Nestor Scibona, who writes 
(08/26) \"... Two basic scenarios could be depicted for 2008 
Argentine economy in the event Cristina wins the presidency. 


\"One is change although within the features of the model. This is to 
say, a social pact that will put a brake on public expenditure and 
state subsidies, reversing expectations of bigger inflation, a 

gradual correction of relative price distortions, a focus on mid- 

and long-term investment (particularly in infrastructure) and a 
more predictable economic policy. 


\"... The other scenario would be preserving the current scheme... 


\"With one or the other, there are political decisions to be made by 
the Government that could contribute to improving or worsening the 
climate, and those decisions are still riddles. 


\"One of them is the normalization of the National Statistics 
Institute (INDEC)... Another pending issue is the restructuring of 
the Paris Club debt and a way out for holdouts... 


\"With the progressive deterioration in the country\'s fiscal surplus 
and the current international financial crisis, the external 

financial normalization becomes indispensable, as well as obtaining 
long-term loans from the IDB, the World Bank, in order to alleviate 
the Treasury in funding energy projects... All this will prove 
necessary because next year Argentina will need eight-billion-dollar 
funding, which is not within reach of Hugo Chvez\'s petrodollars.\" 


- \"(Argentina\'s) future foreign policy\" 


Conservative \"La Prensa\" carries an opinion piece by Emilio J. 
Crdenas, former Argentine Ambassador to the UN, who writes (08/26) 
\"... (Argentine Senator) Cristina Fernndez de Kirchner does not 

have too much experience in foreign policy matters. In spite of 

this, this topic seems to be luring to her... so much so that she 

dared suggest that \'we should go back to the world,\' which obviously 
implies the acknowledgement that we \'have distanced ourselves\' from 
the world... Ignoring foreign policy means to end up isolating 

oneself by adopting pathological patterns of behavior along the 

lines of Chvez. 


\"... Hugo Chvez\'s latest visit to Argentina has had an ugly and 
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predictable end - a new corruption case, which we can call the 
suitcase case. While the Argentine Government seemingly wants 
\apologies\' from Venezuela, this will hardly happen. 


\"Instead, we will unluckily continue promoting Venezuela\'s entry 
into Mercosur, which lacks the required cohesion to promote its own 
growth while attending the noisy rallies that make up Chvez\'s 
unattractive international \'circus\'... 


\"The Venezuela of Hugo Chvez is our \'strategic ally\', which has 
replaced Brazil regarding unnecessary regional \leaderships.\' If 
this does not change, we will not Vreturn to the world,\' but we\!l 
go around in a parallel orbit that will not include real 
democracies. 


\"Additionally, Chvez is a \'strategic ally\' of Iran. And if the 
proverb \'the friend of my friend is my friend\' proves true, this 
partnership is very far from being the ideal one to \'return to the 
world.\' As a matter of fact, it will only serve to distance 
ourselves even more from it. Regardless of the praise from 
characters like Susan Segal, the truth is that we are remarkably 
closer to Chvez than anyone else, which is of no help at all. 


\"In order to change, first, we should know where we are heading for 
and then adopt a pattern of behavior that is not swaying... 


\"Nothing of all this has happened in foreign policy so far, which 
implies that Senator Kirchner appears as \'more of the same\' 
regardless of some audacious statements she made. The \'change\' of 
direction we need in foreign policy will hardly occur.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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SUBJECT: MEDIA REACTION; ATTORNEY GENERAL GONZALEZ\'S RESIGNATION; 
INTERNET WATCH OF ALLEGED CASTRO DEATH 08/28/07 


1. SUMMARY STATEMENT 


Key international stories today include the implications of Attorney 
General Alberto Gonzles\' resignation; and the alleged Fidel Castro 
death watch on the Internet. 


2. OPINION PIECES AND EDITORIALS 
- The White House\'s last line of defense\" 


Hugo Alconada Mon, Washington-based correspondent for 
daily-of-record \"La Nacisn,\" comments (08/28) \"More than eight 
high-ranking government officials have recently left the Bush 
administration... 


\"Whether Attorney General Alberto Gonzalez stayed or fell took on 
special importance... He was one of the last members left of Bush\'s 
close entourage and he had arrived at the White House in 2001. And, 
furthermore, he was one of the last \'big walls\' separating the 
president and his VP, Dick Cheney, from the Democrats\' \'artillery.\' 


\"With Rove, Gonzales, Rumsfeld, Paul Wolfowitz, Lewis Libby, among 
others, out of the government, from now until 2008 presidential 
elections, the opposition\'s offensive will aim directly at the 

president. 


\"Senate Majority Leader Harry Reid said yesterday that the 
investigation did not end with Y(Gonzales!) resignation. The US 
Congress should go to the bottom of this mess and follow the facts 
where they lead, into the White House.\' 


\"Reid was referring to the ongoing legislative investigation over 

the controversial removal of eight federal prosecutors for alleged 
political and electioneering reasons. However, he was also referring 
to something broader and more profound - the presidential powers 
Bush attributed to himself. 


\"Gonzales was \'Mr. Yes\', the man who never said no to a request from 
Bush... In Gonzales\' view, the September 11 attacks modified the US 
reality. The government embarked then on a \'war on terrorism\' and 
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amended its constitutional structure in a way that set off 
short-circuits within the US and abroad. 


\"In January 2002, civil rights defenders repudiated (Gonzales\') view 
that some parts of the Geneva Convention about the treatment of war 
prisoners were \'obsolete\' and that some of its guidelines were 
\'picturesque\' and, therefore, should not be implemented. There was 
just a short distance between this and the creation and defense of 
the Guantnamo prison or the Abu Ghraib scandal.\" 


- \"Harassed by scandals, US General Attorney resigns\" 


Ana Baron, Washington-based correspondent for leading \"Clarn,\" 
writes (08/28) \"Attorney General Alberto Gonzles, a personal friend 

of US President George W. Bush, resigned yesterday, in one more sign 
of how weakened the Republican administration is and of the growing 
power of Democrats. 


\"Gonzlez was charged with having legally justified torture and a 
no-warrant wiretapping program and he was in the middle of a scandal 
for having organized the political removal of eight federal 

prosecutors. Democrats had been asking for his resignation for 
several weeks. However, during Bush\'s latest press conference, he 
again said he still trusted Gonzles... 


\"... The truth is that since they became the majority on Capitol 
Hill, Democrats are not willing to pardon anyone who played an 
important role in planning the invasion of Iraq. And much less the 
man who, in their view, infringed on human and civil rights to 
justify the torture of Iraqi prisoners in Abu Ghraib, the arrest of 
suspects in clandestine prisons and the establishment of special 
courts. 


\"Nonetheless, in the midst of a presidential election campaign and 
fearful of been labeled as \'weak and cowardly\' in the war on 
terrorism, Democrats waited until the scandal over the purge of 
eight federal prosecutors broke out to launch an offensive against 
Gonzles.\" 


- \"Death watch blogging\" 


Liberal, English-language \"Buenos Aires Herald\" (08/28) carries an 
opinion piece by Paul Scheltus, who writes \"It\'s hardly news to 
suggest that blogs, or the more explanatory word web-logs, are an 
important source of news... 


\"An example that goes a long way to showing the importance of this 
new medium is the recent Castro death watch... The most insistent 


and by far the best known blogger was Prez Hilton, a Cuban-American 
whose real name is Mario Armando Lavandeira who claimed with \'100 
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percent\' certainty that Castro had died... 


Y... The US participation on this virtual platform is overwhelming 

for reasons of sheer wealth. But, although horribly expensive and 
strictly controlled, Internet in Cuba itself has made online 
commentary possible for those who live under its severe socialist 
rule. One of those who claims to blog out of Cuba is \'Karamchand\' 
who related yesterday that as far as he (or she) knew, Fidel was not 
dead. According to the author of Bitcora Cuban blog, the dictator 
had undergone a tracheotomy and was in a critical state... 


\"This development is encouraging to say the least. The possibility 
to exchange information freely is one of the best checks on power 
there is. If this trend continues and more and more Latinos manage 
to get online and in contact, soon it might not even matter if the 
likes of Fidel Castro live or die. He, and his peers across the 
region, be they leftist power-hungry presidents or rightwing 
unflinching state governors, could simply be left behind.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www.state.sqov.gov/p/wha/buenosaires 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - NIDA EMMONS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: U.S.-TAIWAN RELATIONS, IRAQ 


1. Summary: Taiwan\'s major Chinese-language dailies focused news 
coverage August 28 on President Chen Shui-bian\'s visit to Central 
America; on the DPP\'s final draft version of its \"Normal Country 
Resolution\" Monday; and on the possible development of casino 
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tourism in Taiwan. The pro-independence \"Liberty Times\" front-paged 
a banner headline that read \"Normal Country Resolution Sets the Tone 
for [Taiwan\'s] Name Change and Writing of a New Constitution.\" 


2. In terms of editorials and commentaries, a \"Liberty Times" 
editorial criticized the opposition parties for taunting and jeering 

at President Chen\'s efforts to maintain Taiwan\'s foreign relations. 

A commentary in the on-line paper of the centrist, KMT-leaning 
\"China Times,\" however, criticized President Chen for turning 
Taiwan\'s biggest supporter, the United States, into an enemy. An 
editorial in the pro-independence, English-language \"Taipei Times,\" 
on the other hand, lashed out at the United States for failing to 
support Taiwan and its democracy. A \"China Times\" op-ed discussed 
the impasse the United States is facing in Iraq. The article said 

it is the democracy that Washington sowed in the Middle East that 
has ignited the flames of war in the area. End summary. 


3. U.S.-Taiwan Relations 


A) \"Opposition Parties Should Not Taunt and Jeer Taiwan\'s Efforts to 
Maintain [Ties with] Its Allies\" 


The pro-independence \"Liberty Times\" [circulation: 720,000] 
editorialized (8/28): 


\"... It may be said that President Chen Shui-bian\'s visit to Central 
America this time has suffered considerable frustration, 
inconvenience and suppression. Not only did the United States 
deliberately downgrade the courtesy treatment of Chen during his 
transit due to its opposition to the DPP government\'s push for a 
referendum on Taiwan\'s UN bid, but Taiwan\'s allies in Central 
America also failed to put into words their support for Taiwan\'s UN 
bid in a joint communique signed during the summit. All these 
episodes triggered taunts and jeers from the Blue camp, which 
lampooned that our allies only take money but refuse to voice their 
support for Taiwan, and that Chen\'s diplomatic efforts were nothing 
more than money diplomacy. ... 


Y... Chen\'s clarification was in reality aimed at pointing out the 

fact that the crux of Taiwan\'s diplomatic predicament lies in 

China\'s suppression and not any wrongdoings of Taiwan\'s providing 
aid to other countries. Any political party, when becoming the 

ruling party, will encounter the same predicament and similar 
diplomatic pressure unless it accepts the one-China principle and is 
willing to become part of China. ...\" 


B) \"Why Turn the United States into an Enemy?\" 
Deputy Editor-in-Chief Sheena Chang wrote in the on-line paper of 


the centrist, KMT-leaning \"China Times\" [circulation: 400,000] 
(8/27): 
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\"... Frankly speaking, Taiwan indeed needs the United States\' 
support when it comes to its stance in the international community. 
The proposals of those minor allies [supporting Taiwan\'s UN bid] 
were nothing but an overture [in the UN]. Only the superpower 
United States can really support and sustain Taiwan\'s international 
stance; without the United States\' assistance, Taiwan will hardly 
see any substantive progress with regard to its attempt to seek more 
opportunities to participate in international organizations, because 
when it comes to international politics, first it is about strength, 

and second numbers. 


\"The number of Taiwan\'s allies is far smaller than that of 

Beijing\'s, thus the proposal [of its UN bid] cannot be approved. 

But if the United States can help negotiate for Taiwan proactively 
and come up with some new arrangements, it will likely create major 
breakthroughs for Taiwan\'s situation in the international community. 
In contrast, should Taiwan\'s biggest support in the international 
community change overnight to become obstruction that restrains 
[Taiwan], it will generate incalculable damage to Taiwan\'s national 
interests and future development. ... Taiwan cannot wait to seek 
support from the United States; how can it annoy this big brother 
and turn it into an enemy? Few countries in the world want to 
confront the United States, let alone the fact that Taiwan is in 

such an inferior situation and its reliance on the United States is 

so deep. ...\" 


C) \"No Friend of Democracy in the US\" 


The pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] editorialized (8/28): 


\"The administration of President Chen Shui-bian can be accused of 
many things, from sending mixed signals to contradicting itself on 


promises it made to its allies. But one thing it cannot be blamed 

for is striving to provide Taiwanese with the international space 

and recognition they deserve. And those efforts -- even when they 
irritate officials in the US State Department and result in 

diplomatic jousting of the most juvenile kind -- deserve to be 
commended, for they are indeed in the best interest of the nation. 
What is truly deplorable is that the US -- Taiwan\'s supposed ally 

and a country that, in his new book The Assault on Reason, former US 
vice president Al Gore pompously says brought the gift of democracy 
to the world -- would turn to humiliating practices to force 

Taiwanese officials into a direction that is not in the best 

interest of the people they were elected to represent. Or -- as 

seems to be brewing on the horizon -- for it to pressure other 
countries into blocking Taiwan from seeking UN membership. ... 


\"The end result of the White House\'s unaccountable practices in the 
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past seven years, in fact, is orders of magnitude worse than 
anything Chen could ever do. And yet, on every occasion the White 
House has worked against Taiwanese bids to join international 
institutions, US officials -- including former US secretary of state 
Colin Powell -- will paternalistically, if not condescendingly, 

argue that Taiwan should instead work on \'strengthening\' or 
\consolidating\' its democracy, as if speaking to a small child that 

is unable to walk on its own. ... Oddly enough, we never hear US 
officials call on China to VstrengthenY or \'further\' its democracy. 
Perhaps it is because Beijing chose to walk down a different path, 
one in which the rights and freedoms of the people the Chinese 
government supposedly represents can be trampled without 
consequences. It would seem, therefore, that when a country has to 
deal with the US, being a democracy is in fact a handicap. 


\"If the State Department and the White House want to dictate 
Taiwan\'s choices, they should at least have the decency to refrain 
from couching all of their self-serving policies in democratic terms 
that can only make a travesty of this gift to humanity. Taiwan\'s 
democracy, though imperfect like that of all its brethren, is doing 

well enough. After all, Cuban President Fidel Castro never offered 

to send monitors to oversee elections in Taiwan. The US can\'t say as 
much, ironically. Chen\'s wildest blunders, about-faces and broken 
promises -- all made in the context of the quest for the recognition 

of Taiwan -- have not endangered lives or made a joke of democratic 
principles. Unlike Washington\'s own mistakes, his have not resulted 
in countless deaths, a gargantuan national debt and a step backward 
in what indeed used to be a democratic system that deserved to be 
the envy of the world. Which begs the question: Who should be 
advising whom on the need to further one\'s democracy?\" 


4. Iraq 
\"U.S.-Style Democracy Ignites Anti-U.S. Flames of War\" 
Tsai Zeng-jia, associate research fellow at National Chengchi 
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University\'s Institute of International Relations, opined in the 
centrist, KMT-leaning \"China Times!" [circulation 400 ,000]j (8/27): 


\"... With regard to the impasse the United States is facing in Iraq 
now, some people believe that it is because, following the United 
States\' toppling of the Saddam Hussein regime, the weak elected 
government has made Iraq leaderless. Some, however, interpret it as 
a backlash of the radical Islamic forces in the wake of U.S. 

military entering Iraq. But if we go to the bottom of the matter, we 

find that, to its surprise, the United States\' predicament in the 

Middle East today is an evil result of its sowing democracy, 

something that it is most proud of. The democratic system, whose 
power distribution is based on races and religious sects, has broken 
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the national identification [in Iraq] that used to glue together 
different denominations and ethnical forces and put the Middle East 
in endless chaos and turbulence. ... 


\"With its national identification falling apart, the flames of war 
ignited by the democratic system have turned the simple power 
distribution by denominations and ethnics in the Middle East into 
waves of anti-occupation, anti-U.S. and anti-hegemonic powers in 
Iraq. ... How [President George W.] Bush is going to put out the 
flames of war set by the democracy he sowed is the biggest problem 
that the United States is facing in the Middle East nowadays.\" 
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E.O. 12958: DECL: 08/28/2012 
TAGS: PREL, PGOV, UNAUS, IZ 
SUBJECT: UN ANNOUNCEMENT OF IRAQ AND SUDAN SRSGS 


REF: BAGHDAD 2859 
Classified By: Amb Alejandro Wolff for reasons 1. 4 (b) and (d). 


1. (C) UN SYG Ban phoned Amb Khalilzad August 28 to report 
that he had received agrement from GOS President Bashir to 
appoint Ashraf Qazi as SRSG for the UN Mission in Sudan 
(UNMIS). This decision frees Ban to announce the appointment 
of Staffan di Mistura as SRSG for the UN Assistance Mission 

in Iraq (UNAMI), replacing Qazi. Ban said he expected to 

make the public annoucement of these two appointments on 
August 29. 


2. (C) UN Under Secretary-General for Political Affairs Lynn 
Pascoe informed Amb Wolff August 24 that the UN will keep 
deputy SRSG for political affairs Michael Schulenburg in 
place in Iraq. Pascoe also confirmed the appointment of New 
Zealand national David Shearer to fill the vacant slot of 
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deputy SRSG for humanitarian, reconstruction and development 
affairs. Shearer had formerly served as the highly regarded 
head of the Office for the Coordination of Humanitarian 

Affairs (OCHA) in Jerusalem. Pascoe said that the UN will 
consult with di Mistura on the U.S. proposal to appoint a 

third deputy SRSG for regional affairs. 

WOLFF 
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E.O. 12958: DECL: 08/28/2017 
TAGS: PREL, PHUM, TH 
SUBJECT: THAILAND REPORTS PROGRESS ON ASEAN CHARTER 


Classified By: Political Counselor Susan M. Sutton reason 1.4 (b) and ( 
d). 


1.(C) SUMMARY: DAS Marciel underscored the US interest in 
ASEAN during meetings August 22 and 23 with MFA ASEAN 
officials and MFA Permanent Secretary Virasakdi Futrukul. 
ASEAN DDG Manasvi regretted the cancellation of the 
Secretary\'s trip to Manila for the ARF, and the delay in the 
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30th anniversary summit; he emphasized that Thailand, and 
ASEAN, wanted the US to remain engaged in the region. DAS 
Marciel outlined concrete steps the US was taking to 
demonstrate and deepen its commitment, including the Enhanced 
Partnership. Manasvi outlined Thailand\'s priorities for the 
charter, which he expected would be ready for signature by 

the November summit. He and MFA permsec Virasakdi Futrukul 
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underscored Thailand\'s role in pressing for human rights 
mechanism. End summary. 


2. (C) DAS Scot Marciel discussed progress on the ASEAN 
charter in separate meetings with ASEAN Department DDG 
Manasvi Srisodapol and MFA Perm Sec Virasakdi Futrukul in 
meetings on August 22 and 23. Both reported very good 
progress on the charter, and highlighted Thailand\'s 
commitment to the inclusion of a human rights mechanism. DDG 
Manasvi told DAS Marciel that the charter was \"90 percent 
complete.\" He said Thailand had three goals: 

-- to make ASEAN more transparent and rule-based; 

-- to make ASEAN more people-centered; and 

-- to make ASEAN more effective. 


3. (C) In order to make ASEAN more rule-based, they needed to 
develop a dispute settlement mechanism. Manasvi noted that 
ASEAN had many concluded agreements, but suffered from a lack 
of implementation. In order to address this, they wanted the 
ASEAN Secretary-General to play a role in monitoring 
compliance. The SecGen would bring cases of non-compliance 
to the attention of the summit meetings. Manasvi said that 
ASEAN should increase its consultation with civil society to 
make it more \"people-to-people\" oriented. He admitted there 
were differences within ASEAN on this point; for example, he 
believed that Philippines supported an increased role for 

civil society, but he was not certain how Singapore really 

viewed this issue. Manasvi said that the private sector was 
definitely viewed as part of the people-to-people aspect. To 
make ASEAN more effective, they hoped to strengthen the role 
of the Chair, particularly to play a role if countries fall 

short of their commitments. Manasvi added that, in cases of 
serious breaches, consensus cannot be the only way to resolve 
problems. Manasvi added that they are not defining clearly 
what would constitute a \"serious breach.\" 


HUMAN RIGHTS MECHANISM/BURMA 


4. (C) Both Manasvi and MFA Permsec Virasakdi showed some 
pride in the Thai role in supporting the human rights 

mechanism. Manasvi echoed what we have heard from other MFA 
interlocutors, saying that the Prime Minister had given 
instructions that the ASEAN Charter must provide for a human 
rights body. Permsec Virasakdi said that there had been 

initial difficulties with Burma, and that Vietnam had warned 
continued pressure risked a split between the original six 

and the four new members. Virasakdi claimed that Thai FonMin 
Nitya Pibulsonggram had found a formula that everyone could 
agree on as a basis for further discussion. They were now 
working on the terms of reference. DDG Manasvi said the Thai 
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saw the human rights mechanism as an evolving process. 
Permsec Virasaksi pointed out one problem, that not all the 
ASEAN countries shared the same body of human rights laws. 
The ASEAN Secretariat was checking to see which of the 
relevant UN agreements had been signed by all ten countries; 
these could then form a base on which to build. Manasvi said 
that ASEAN would be open to outside participation in training 
once the HR mechanism was established. Permsec Virasakdi 
pointed out how far ASEAN had come: ten years ago, when Thai 
Fonmin Surin Pitsuwan, tried to introduce \"flexible 
engagement\" to respond to serious problems in Burma, many 
ministers were violently opposed to any interference in 
member states internal affairs; now, the ministers are 
discussing difficult human rights issues freely. 


5. (C) DAS Marciel told Permsec Virasakdi that the US has 
noted a change in the ASEAN approach to Burma, which we hoped 
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was having some effect. Marciel drew attention to our 
particular concerns about the arrests in Rangoon in response 
to anti-government demonstrations. Virasaksi noted that the 
Thai had just met with UN envoy Gambari to discuss the UN\'s 
role in Burma. Gambari had asked Thailand to convey to 
Rangoon that the UN wanted to engage on a comprehensive 
dialog with Burma. Marciel underscored our position that the 
Gambari visit should go beyond protocol. Rather than 
allowing him one call on ASSK, for example, he should be 
able to go back and forth between her and others, to 
facilitate dialog. 


ORGANIZATIONAL ISSUES 


6. (C) The goal is to have the charter finished by the 
November summit, Manasvi said. The foreign ministers would 
meet in NY on the margins of the UNGA to take a last look at 
the draft. Manasvi was not sure how much detail on the human 
rights mechanism they would be able to include at the point, 
but there were certainly be language" in the Charter 

referring to it. Manasvi also noted the importance of 

addressing the development gap between the countries of 
ASEAN. New SecGen Surin Pitsuwan had floated the idea of 
using some of ASEANVs reserves for development work in the 
poorer member states. Manasvi said, \"if we\'re serious about 
having a level playing field,\" the economic disparity among 
member states had to be addressed. He added that the Charter 
would establish a structure for ASEAN, but there is not yet 
agreement on what model to use. Each country covers ASEAN 
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issues differently -- with a \"superminister\" who manages 

ASEAN problems in one country, for example, and an 
agenda-based approach, with different ministers attending 

based on the topics under discussion, in another. Asa 

further issue, he noted that the ASEAN states do not want to 
cede any sovereignty to a strong secretary-general. For 
Thailand, the approval of the draft constitution on August 19 
added a new complication, as the ASEAN Charter would probably 
have to be approved by the Thai legislature. 


SECURITY ISSUES 


7. (C) Manasvi noted that ASEAN had to be able to address 
non-traditional security issues, for example, the question of 
nuclear power. It was important for ASEAN countries to be 
transparent with their neighbors, to assure them that they 

were only interested in nuclear power for peaceful purposes, 

and that they had effective safety plans in place. They are 

also looking at counter-terrorism and counter-proliferation. 

For example, Manasvi said, the Southeast Asia Nuclear Weapons 
Free Zone (SEANWFZ) is \"ASEAN\'s contribution to 
counter-proliferation;\" it might be possible for it to be 

amended to better address concerns about WMD. These were the 
kinds of issues ASEAN would be facing and for which it had to 

be prepared. 


US ENGAGEMENT 


8. (C) Manasvi expressed Thailand\'s disappointment at the 
recent difficulties with US participation in meetings with 
ASEAN counterparts. He noted that, in this region, symbols 
are important, as well as content. Marciel said that the 
Secretary was disappointed that events in the Middle East had 
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prevented her from joining the ARF in Manila, and noted that 
US side was looking for a time and place to reschedule the 
30th anniversary summit, which we hoped to do during 
Singapore\'s chairmanship. The President looked forward to 
hosting the ASEAN 7 at lunch in Sydney at APEC, although this 
was not meant to be a substitute for a summit. Manasvi 
underscored that Thailand wanted the US to be involved in the 
growing regional architecture. \"We are trying to attract 

you,\" he said. Marciel affirmed continued US engagement, 
citing the growing number of activities under the Enhanced 
Partnership agreement as a sign of this. These are concrete 
steps the US is taking as it develops a stronger ASEAN focus. 


9. DAS Marciel cleared this cable. 
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E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 08/29/07 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Opinion polls: 

4) Shuffled Abe cabinet jumps 11 points in Mainichi poll to 33 

PERCENT , but public split 43 PERCENT pro and 47 PERCENT con on 
evaluating the new lineup 

5) Nikkei poll: Abe cabinet support rate leaps 13 points to 41 

PERCENT , with public giving a certain amount of credit to the new 
lineup 

6) Support rate for Abe cabinet jumps 11.5 PERCENT in Kyodo poll, 

but 51 PERCENT of the public still want the prime minister to quit 


7) Yomiuri poll gives Abe Cabinet a 44 PERCENT support rate, up 
12.5 PERCENT , as public seems to have higher expectations of it 
than before shuffle 

8) Abe Cabinet support rate rises 7 points to 33 PERCENT in Asahi 
poll, with non-support rate at 53 PERCENT , down 7 points; 53 
PERCENT against extending MSDF duty in Indian Ocean 


Fate of Anti-Terrorism Special Measures Law: 

9) Nikkei poll finds 53 PERCENT of public against, 30 PERCENT for 
extending anti-terror bill to allow MSDF refueling in the Indian 

Ocean 

10) Asahi poll finds women and young people strongly against 
extending the anti-terror bill soon to go before the Diet 

11) In telephone conference, new Foreign Minister Machimura tells 
Secretary Rice he will make every effort to get the anti-terror bill 
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passed this fall 

12) Prime Minister Abe vows to try every avenue to get the 
opposition camp to go along with the extension of the anti-terror 
law this fall 


North Korea problem: 
13) Japan-North Korea working level talks set for Sept. 5-6 but 
expectations are low 
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14) Foreign Minister Machimura: Government considering providing 
North Korea with humanitarian aid to help flood victims 


Political scene: 

15) Chief Cabinet Secretary Yosano calls DPJ President Ozawa \"a fine 
fellow\" 

16) Vice Defense Minister Moriya at departure ceremony for outgoing 
defense minister Koike says he \"will miss her\" but did he mean it? 

17) New LDP Secretary General Aso blocks appointment for former 
Chief Cabinet Secretary Shiozaki 

18) Anti-Abe lawmaker picked for post of LDP deputy policy research 
chairman 


Yasukuni issue: 

19) Abe: Yasukuni should decide on whether Class-A war criminals 
should be unenshrined from Shinto shrine 

20) No money in the budget again for a secular war memorial 


Articles: 
1) TOP HEADLINES 
Asahi: 
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Abe cabinet approval rating stands at 33 PERCENT ; 53 PERCENT do 
not support it 


Mainichi: 
Survey finds 33 PERCENT approve of cabinet, up 11 points, but 52 
PERCENT do not; Pollees split over evaluation of reshuffle 


Yomiuri: 

Survey on reshuffled Abe cabinet: 44 PERCENT support it, up 12 
points from after Upper House election; 55 PERCENT think it holds 
promise 


Nikkei: 

Abe cabinet: Approval rate reaches 41 PERCENT , up 13 points; Those 
who replied they \"feel a sense of stability\" increases 9 points; 
Moderate praise given to reshuffle 


Sankei: 

Abe cabinet gets underway: Personnel well aware of their prowess 
appointed for key positions; Pursue Diet debate with focus on 
Ozawa: 


Tokyo Shimbun: 
Hostage crisis in Afghanistan: All South Korean abductees to be 
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released with pullout of military troops as condition, South Korean 
government announces 


Akahata: 

Internet cafe refugees reach 5,400; Half of them are nonpermanent 
workers, according to Health, Labor and Welfare Ministry; 26 PERCENT 
in their 20s, 23 PERCENT in their 50s 


2) EDITORIALS 


Asahi: 

(1) Power shortage: Challenges remain after summer 

(2) Murder of woman: Shadowy job referral service should not be left 
unheeded 


Mainichi: 

(1) Increase in cabinet approval rating only due to LDP\'s 
reflection 

(2) Mobile phone site murder case: Time to take second look at 
excessive use of anonymity 


Yomiuri: 

(1) Aegis ships: The way MSDF controls intelligence is far too 
sloppy 

(2) Murder in Aichi Prefecture: Shed light on reality of shadowy 
mobile phone sites 


Nikkei: 

(1) Make best use of unprecedented personnel appointments to revamp 
Health, Labor and Welfare Ministry 

(2) Reasons for raising taxes are hardly satisfactory 


Sankei: 

(1) Military intelligence leak: Aim at becoming the most trustworthy 
country in the world in terms of national security 

(2) Internet murder: Root out criminal sites 


Tokyo Shimbun: 
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(1) Abduction of woman in Aichi Prefecture: Anonymity has given rise 
to heinous crimes 

(2) Japan-China defense exchange should play pivotal role in 
avoiding crises 


Akahata: 
(1) Nuclear-free Japan declaration: The government should take 
action to root out nuclear weapons 
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3) Prime Ministen's Official Residence (Kantei) 


Prime Minister\'s schedule, August 28 


NIKKEI (Page 2) (Full) 
August 29, 2007 


10:10 
Met at Kantei with Upper House Chairman Otsuji and Secretary General 
Yamazaki. 


13:56 
ttended joint cabinet-LDP funeral service for the late Prime 
Minister Miyazawa at Nippon Budokan Hall. 


15:51 
Returned to Kantei. 


18:19 
Returned to his official residence. 


4) Poll: Cabinet support at 33 PERCENT , nonsupport at 52 PERCENT 


MAINICHI (Top play) (Abridged) 
August 29, 2007 


The Mainichi Shimbun conducted a telephone-based nationwide public 
opinion survey on Aug. 27-28. Prime Minister Shinzo Abe shuffled his 
cabinet on Aug. 27. His newly launched cabinet got a 33 PERCENT 
support rate in the survey, up 11 percentage points from the Abe 
cabinet\'s all-time low in the last survey conducted Aug. 4-5. The 

Abe cabinet\'s support rate rebounded to its level before this 
summer\'s election for the House of Councillors. However, the 
nonsupport rate was 52 PERCENT . As seen from the figure, the Abe 
cabinet\'s disapproval rating still accounted for more than half. In 
addition, there were also opinions pointing to the premier\'s lack of 
leadership. The survey showed that there has been no change in the 
public\'s severe view. Respondents were also asked if they supported 
Abe\'s new cabinet lineup and his ruling Liberal Democratic Party\'s 
new executive lineup. In response to this question, public opinion 
was split, with \"yes\" accounting for 43 PERCENT and \"no\" at 47 
PERCENT . 


In the breakdown of public support for political parties, the LDP 

stood at 26 PERCENT , with the leading opposition Democratic Party 
of Japan (DPJ or Minshuto) likewise scoring 26 PERCENT . In the last 
survey, the LDP fell to 17 PERCENT in public support. This time, 
however, the LDP rebounded with a rise of 9 points. The DPJ 
sustained a drop of 7 points. 


5) Poll: Abe cabinet\'s support rate at 41 PERCENT , up 13 points 
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NIKKEI (Top play) (Abridged) 
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Following up Prime Minister Shinzo Abe\'s launching of his shuffled 
cabinet, the Nihon Keizai Shimbun (Nikkei) conducted a spot public 
opinion survey on Aug. 27-28. The new Abe cabinet\'s support rate 
reached 41 PERCENT , up 13 percentage points from the last survey 
taken in late July. The nonsupport rate was 40 PERCENT , down 23 
points. Abe seems to have obtained public support to a certain 
extent for his removal of cabinet ministers who came under fire for 
their gaffes or murky political funds. However, there are also 

critical opinions about the premier who made up his mind to stay on 
after his ruling Liberal Democratic Party\'s crushing defeat in this 
summer\'s election for the House of Councillors. 


In the breakdown of public support for political parties, the LDP 
stood at 35 PERCENT , up 6 points from the last survey. The leading 
opposition Democratic Party of Japan (DPJ or Minshuto) was at 36 
PERCENT . The DPJ still outpaced the LDP. However, the pro-DPJ 
figure dropped 8 points from the last survey. The margin between the 
two parties\' respective figures has narrowed. 


The survey was taken by Nikkei Research Inc. over the telephone ona 
random digit dialing (RDD) basis. For the survey, samples were 

chosen from among men and women aged 20 and over across the nation. 
A total of 1,235 households with one or more voters were sampled, 

and answers were obtained from 687 persons (55.6 PERCENT ). 


6) Poll: New Abe cabinet\'s approval rating rises to 40 PERCENT 


TOKYO (Page 1) (Abridged) 
August 29, 2007 


Following up Prime Minister Shinzo Abe\'s launching of his shuffled 
cabinet, Kyodo News conducted a telephone-based spot nationwide 
public opinion survey from the evening of Aug. 27 through Aug. 28. 
The approval rating for the new Abe cabinet was 40.5 PERCENT , up 
11.5 percentage points from the last survey conducted July 30-31 

right after the July 29 House of Councillors election. The 

disapproval rating was 45.5 PERCENT , down 13.5 points. The Abe 
cabinet\'s support rate last topped 40 PERCENT in mid-May before the 
issue of the government\'s pension record-keeping flaws was taken up. 
In the survey, respondents were also asked if they thought the prime 
minister should step down due to his ruling Liberal Democratic 

Party\'s rout in this summer\'s upper house election. To this 

question, \"yes\" accounted for 51.3 PERCENT , up 1.8 points. 
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In the breakdown of public support for political parties, the ruling 

Liberal Democratic Party stood at 38.8 PERCENT , up 7.3 points from 

a survey taken in late July. The leading opposition Democratic Party 

of Japan (Minshuto) was 25.6 PERCENT , down 12.0 points. New 
Komeito, the LDP\'s coalition partner, was at 3.2 PERCENT , down 1.3 
points. The Japanese Communist Party was at 3.5 PERCENT , up 0.1 
points. The Social Democratic Party (SDP or Shaminto) was at 1.8 
PERCENT , down 0.9 points. The People\'s New Party (PNP or Kokumin 
Shinto) was at 1.3 PERCENT , up 0.5 points. New Party Nippon (NPN or 
Shinto Nippon) was at 1.0 PERCENT , down 0.9 points. The proportion 
of those with no particular party affiliation was 24.1 PERCENT , up 

8.2 points. 


7) Poll: New Abe cabinet scores 44 PERCENT in public support 
YOMIURI (Top play) (Abridged) 
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In the wake of Prime Minister Abe\'s launching of his new cabinet, 
the Yomiuri Shimbun conducted a telephone-based spot nationwide 
public opinion survey from the evening of Aug. 27 through Aug. 28. 
The new Abe cabinet\'s support rate was 44.2 PERCENT , up 12.5 
percentage points from the 31.7 PERCENT rating in a previous 
telephone-based spot survey conducted July 30-31 right after the 
July 29 election for the House of Councillors. The nonsupport rate 
was 36.1 PERCENT , down 23.8 points. 


In the breakdown of public support for political parties, the ruling 

Liberal Democratic Party stood at 31.8 PERCENT . The leading 
opposition Democratic Party (Minshuto) was at 30.9 PERCENT . The LDP 
was up 0.5 points from the post-election survey, with the DPJ down 

0.5 points. However, the public view of the LDP remained severe. 


8) Poll: New Abe cabinet\'s support rate at 33 PERCENT ; Disapproval 
still high at 53 PERCENT 


ASAHI (Top play) (Abridged) 
August 29, 2007 


Following up Prime Minister Abe\'s shuffle of his cabinet, the Asahi 
Shimbun conducted a telephone-based spot nationwide public opinion 
survey from the evening of Aug. 27 through the evening of Aug. 28. 

In the survey, the rate of public support for the new Abe cabinet 

was 33 PERCENT , up from an all-time low of 26 PERCENT in the last 
survey conducted July 30-31, right after the July 29 election for 

the House of Councillors. However, the disapproval rating was still 
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high at 53 PERCENT (60 PERCENT in the last survey). The Abe 
cabinet\'s approval rating has rebounded with the shuffle but it 

remains low. In the survey, respondents were asked about their image 
of the prime minister after his cabinet\'s shuffle. In response, only 

18 PERCENT answered that their image of the prime minister has 
improved, with 9 PERCENT saying it has worsened and 66 PERCENT 
saying it remains unchanged. Respondents were also asked about the 
advisability of extending the Antiterrorism Special Measures Law, 
which will become a major point at issue in this fall\'s 

extraordinary Diet session. To this question, negative answers 
accounted for 53 PERCENT , with affirmative answers at 35 PERCENT . 


In the breakdown of public support for political parties, the ruling 

Liberal Democratic Party stood at 25 PERCENT (21 PERCENT in the 
last survey), with the leading opposition Democratic Party of Japan 
(Minshuto) at 32 PERCENT (34 PERCENT in the last survey). The DPJ 
stayed above the LDP from the last survey. 


Among other political parties, New Komeito, the LDP\'s coalition 
partner, was at3 PERCENT (5 PERCENT in the last survey), with the 
Japanese Communist Party at 3 PERCENT (8 PERCENT in the last 
survey) and the Social Democratic Party (Shaminto) at 1 PERCENT (2 
PERCENT in the last survey). 


9) Nikkei poll on Antiterrorism Special Measures Law: 53 PERCENT 
against extension; only 30 PERCENT support it 


NIKKEI (Page 3) (Full) 


The Antiterrorism Special Measures Law expires on Nov. 1. Regarding 
the question of whether to extend the law, 53 PERCENT replied, \"The 
law should not be extended,\" largely topping the number of pollees 
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who said, \"The law should be extended.\" The Maritime Self-Defense 
Force is carrying out refueling operations in the Indian Ocean for 
vessels of the US and other countries, which are engaging ina 
mopping up campaign in the Afghanistan theater. The government is 
aiming at amending the law in the extraordinary Diet session to be 
convened in September. The fact that the poll showed a pronounced 
number of pollees taking a cautious stance toward an extension of 
the law could affect future Diet deliberations. 


10) Asahi Shimbun poll: Women, young people strongly oppose 
extension of Antiterrorism Law: 


ASAHI (Page 3) (Excerpt) 
August 29, 2007 
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The poll found that many pollees were against an extension of the 
Antiterrorism Special Measures Law with its breakdown showing 35 
PERCENT in favor of the bill and 53 PERCENT against it. Among male 
pollees, 44 PERCENT supported it, and 50 PERCENT opposed it. 
Female pollees took a cautious stance with 26 PERCENT supporting it 
and 56 PERCENT opposed. Another feature of the poll results is that 
respondents in their 20s and 40s were strongly against an extension 

of the law. 


Among those who support the Liberal Democratic Party (LDP), 60 
PERCENT supported the law\'s extension, while 29 PERCENT opposed 
it. Only 17 PERCENT of pollees who support the Democratic Party of 
Japan (JDP or Minshuto) approved it, while a whopping 75 PERCENT 
opposed it. The poll thus showed a stark contrast between the views 

of LDP supporters and DPJ supporters over the question of whether to 
extend the law. 


Regarding Abe\'s appointment of former Iwate Prefecture Governor 
Masuda as internal affairs minister with a view to shifting the 

current policy of slighting regional district, 41 PERCENT expressed 

their positive expectations. The appointment of Masuzoe as health, 

labor and welfare minister, the post to deal with the pension 

fiasco, was also supported by 73 PERCENT . Both figures topped the 
number of those who replied that they had no expectations. Masuzoe\'s 
popularity was visible with more than 80 PERCENT of LDP supporters 
and about 70 PERCENT of DPJ supporters and swing voters expressing 
their expectations. 


11) Machimura promises Rice to do his utmost for extending 
antiterrorism law 


ASAHI (Page 4) (Full) 
August 29, 2007 


Foreign Minister Nobutaka Machimura had a teleconference with US 
Secretary of State Condoleezza Rice yesterday, in which Rice 
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congratulated Machimura for his assumption of office. They also 
exchanged views on the Antiterrorism Special Measures Law, which has 
been the legal basis for the Maritime Self-Defense Force\'s 

assistance to the US-led coalition forces in the Indian Ocean. 

According to the Foreign Ministry, the two leaders agreed that it is 
essential for Japan-US relations to extend the law so that the MSDF 

will be able to continue its refueling operation beyond November 1. 
Machimura promised that he would do his best to extend the law, and 
Rice said that she is counting on him. 


12) Prime Minister Abe: \"I\'ll consult with opposition parties and 
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make every effort\" for extension of antiterrorism law 


NIHON KEIZAI (Page 2) (Full) 
August 29, 2007 


When asked by reporters at the Prime Minister's Official Residence 
yesterday about the question of extending the Antiterrorism Special 
Measures Law, Prime Minister Shinzo Abe told them: \"| want the law 
extended. For that, | want to discuss the matter with the Democratic 
Party of Japan (DPJ or Minshuto) and other opposition parties. I\'ll 
make every effort to obtain their understanding.\" Abe thus indicated 
his willingness to consult the matter with the opposition bloc. 


DPJ Deputy President Naoto Kan in this regard indicated a cautious 
stance in a speech in Otaru City, Hokkaido, by noting: \"I think it 

is not what the public wants to see that our party meets the ruling 
coalition halfway. The first thing for the Liberal Democratic Party 
(LDP) and the ruling bloc to do is to explain what they want to do 
specifically" DPJ Secretary General Yukio Hatoyama, as well, told 
reporters: \"They do not understand our party. Let\'s debate fairly. | 
want the public to judge which side is correct.\" 


13) Japan-DPRK working group to open on Sept. 5-6, likely to discuss 
also how to \"settle the past\" 


NIHON KEIZAI (Page 2) (Excerpts) 
August 29, 2007 


The Japan-North Korea working group on diplomatic normalization is 
to hold talks on Sept. 5-6 in Mongolia. At the session, the Japanese 
government plans to announce its willingness to discuss also the 
question of \"settling the past" as called for by North Korea. This 
move reflects Tokyo\'s desire to elicit somehow a positive response 
from North Korea to the abduction issue by following Foreign 
Minister Nobutaka Machimura\'s statement saying that he would 
consider providing aid to North Korea, which has suffered from a 
flood. Optimism is, however, guarded for it is not known how the 
North, which has been hard-lined toward Japan, will react. 


The Japan-North Korea workingl group will hold talks in Ulan Bator, 
Mongolia. The Mongolian government, which has diplomatic relations 
with North Korea, has previously told Tokyo that it would be willing 

to provide a venue for Japan-North Korea talks. 


The chief delegates to the six-party talks in their meeting in July 
agreed to hold talks at the five working groups, including the one 

on Japan-North Korea diplomatic normalization, within August. The 
three working groups already held talks, but two other working 
groups -- the one on US-North Korea diplomatic normalization (which 
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is to meet on Sept. 1-2) and the one on Japan-North Korea diplomatic 
normalization -- have yet to hold talks. 


14) Machimura: Government is considering humanitarian aid to North 
Korean flood victims 


NIKKEI (Page 1) (Full) 
August 29, 2007 


Foreign Minister Nobutaka Machimura in a press interview yesterday 
indicated that the government would consider extending humanitarian 
aid to flood victims in North Korea. Machimura said: \"In view of the 
severity of the disaster, | wonder if we should link (the aid) to 
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the abduction issue. We are now hastily studying the matter. We must 
come up with an answer swiftly.\" 


Japan and North Korea are scheduled to hold a meeting of their 
working-group to discuss diplomatic normalization for two days from 
September 5 in Mongolia under the framework of the six-party talks. 
Machimura\'s statement on humanitarian aid is apparently aimed to 
induce a positive stance from North Korea regarding the abduction 
issue. 


15) Chief Cabinet Secretary Yosano: Ozawa is a good person 


MAINICHI (Page 5) (Full) 
August 29, 2007 


Chief Cabinet Secretary Kaoru Yosano talked about Ichiro Ozawa, 
president of the Democratic Party of Japan (DPJ), at a press 
conference yesterday: \"| know him well through jobs and our common 
interests. He is a good person.\" He took a completely different 
position from his predecessor, Shiozaki, who had repeatedly 

criticized Ozawa. In the wake of the trading of places between the 
ruling and opposition camps in the House of Councillors, Yosano 
apparently was trying to set forth a cooperative stance with the 

DPJ. 


Yosano said: When | was serving my fifth term in the Diet, he was 

the LDP\'s secretary general." Referring to one of his interests, 
Yosano, who is regarded as the best Go player in the political 

world, jokingly said: \"| have given Mr. Ozawa guidance in the game 

of Go.\" He then revealed that Ozawa had asked him sometimes to play 
Go and that they played only once after Ozawa left the LDP. 


16) \"You will be missed\" -- a farewell address to Koike from Moriya, 
but did he mean it? 
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SANKEI (Page 5) (Abridged slightly) 
August 29, 2007 


Former Defense Minister Yuriko Koike delivered a speech in a 
ceremony for her departure from the post, held last evening at the 
ministry. Koike called for a tighter information management system 
by saying in the speech: \"! would like to see thorough information 
management and an enhanced Japan-US alliance. This is my last 
message.\" Vice Administrative Defense Minister Takemasa Moriya, who 
had locked horns with Koike over his successor, is also scheduled to 
retire on September 1. Moriya calmly delivered a farewell address 
that went, \"You will be greatly missed by all of us at the Defense 
Ministry.\" Moriya\'s message stopped short of mentioning information 
security, however. A chilly atmosphere surrounded Koike and Moriya 
until the last moment. 


17) Plan to appoint Shiozaki as senior deputy chairman of the LDP 
Policy Research Council ends fruitlessly due to Aso\'s opposition 


MAINICHI (Page 5) (Full) 
August 29, 2007 


Following the inauguration of a new cabinet of Prime Minister Shinzo 
Abe, the Liberal Democratic Party (LDP) also launched yesterday a 
new executive board led by Secretary General Taro Aso. Prior to the 
renewal of the LDP executive lineup, it had been expected that 
former Chief Cabinet Secretary Yasuhisa Shiozaki, a symbol of the 
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so-called \"cabinet of friends of Abe,\" would be picked as senior 
deputy chairman of the LDP Policy Research Council, but that 
portfolio did not go to him. It is said that Aso, who has now 
prioritized a policy of placing emphasis on revitalizing regional 
economy, was unwilling to put Shiozaki in that post, assuming that 
he as a reformist might take the initiative in making policy 
decisions by keeping Policy Research Council Chairman Nobuteru 
Ishihara under his control. 


Shiozaki just left the chief cabinet secretary post after being the 
lightning rod for angry charges over the \"cabinet of friends.\" 
Shiozaki and Ishihara, members of the new breed of lawmakers who 
were specialists in making policies, worked hard for consultations 
between the ruling and opposition parties during the 1998 
extraordinary Diet session, which focused on revitalizing the 
financial system. Because of this reason, Ishihara intended to pick 
him as his deputy. 


Aso, however, opposed the idea. He stressed in a press conference 
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held soon after becoming secretary general: \"Our mission is to 
rebuild the LDP that was destroyed (by (former Prime Minister 
Junichiro Koizumi).\" He believes that rebuilding the LDP from the 
humiliating defeat in the July Upper House election can be made by 
revitalizing local economies devastated by the Koizumi\'s structural 
reform drive. He appears to have aimed as underscoring a change in 
the party\'s policy by excluding Shiozaki. 


Instead of Shiozaki, Kisaburo Tokai, a member of the Yamasaki 
faction, was selected. After the Upper House election, Tokai joined 
a study group of lawmakers critical of Prime Minister Abe, but he 
left the group yesterday, saying, \"Since | became senior deputy 
chairman of the Policy Research Council, | cannot continue to be in 
the group.\" 


18) Tokai, critical of Abe, named Policy Research Council senior 
deputy chairman 


ASAHI (Page 4) (Abridged slightly) 
August 29, 2007 


The Liberal Democratic Party decided yesterday to appoint former 
Senior Vice Education, Science and Technology Minister Kisaburo 
Tokai of the Yamasaki faction as Policy Research Council senior 
deputy chairman. Prime Minister Abe had planned the appointment of 
former Chief Cabinet Secretary Yasuhisa Shiozaki, but the LDP 
leadership rejected it. The party apparently aims to play up a 
well-balanced lineup by appointing Tokai, who is critical of Abe\'s 
policy course. 


Tokai was a member of the group launched by LDP Lower House members 
after the July Upper House election calling for a review of Abe\'s 

policy course, including his economic growth strategy. The 

leadership decided to gave Tokai the post upon his withdrawal from 

the group. Policy Research Council Chairman Nobuteru Ishihara 

explained Tokai\'s appointment this way: \"He served as policy chief 

of New Party Sakigake (or Harbinger, established in 1993). We gave 
importance to that experience.\" Meanwhile, Shiozaki worked as a 

driving force of Abe\'s economic growth strategy as chief cabinet 

secretary. Abe urged Ishihara and others to approve the appointment 


SIPDIS 
of Shiozaki, who pushed ahead with the reform policy course, but 
Secretary General Taro Aso and Ishihara reportedly rejected it, 


SIPDIS 
citing Shiozaki\'s coordination ability and other factors. Shiozaki 
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was instead offered the post of research commission chairman, but he 
declined it. 


19) Prime Minister Abe: Yasukuni should decide on whether Class-A 
war criminals should be unenshrined from Shinto shrine 


MAINICHI (Page 5) (Full) 
August 29, 2007 


Asked about Chief Cabinet Secretary Kaoru Yosano\'s pet opinion that 
Yasukuni Shrine should separate Class-A war criminals from it, Prime 
Minister Shinzo Abe responded: 


VI think that is Chief Cabinet Secretary Yosano\'s view. | believe 
that Yasukuni Shrine, a religious organization, should make a 
decision on that (whether Class-A war criminals should be 
unenshrined from the shrine).\" 


20) Government not to make a budgetary request on anew memorial 
facility for next fiscal year budget owing to lack of \"national 
consensus\" 


YOMIURI (Page 2) (Full) 
August 29, 2007 


The government yesterday decided not to make a budgetary request for 
a survey intended for the construction of a new national memorial 
facility (for the war dead) in compiling the fiscal 2008 budget 

bill. 


Prime Minister Abe has indicated his cautiousness about constructing 
anew memorial facility. The government also has judged it is 

difficult to submit a budgetary request in this regard at this point 

in time as an aide to the prime minister said, \"No national 

consensus has been obtained.\" 


The construction of a memorial facility was proposed at the end of 
2002 by then Chief Cabinet Secretary Yasuo Fukuda\'s advisory panel 
because of objections from China and South Korea to then Prime 
Minister Koizumi\'s visits to Yasukuni Shrine. The panel suggested 
that \"it is necessary to construct a permanent, secular facility to 

be run by the state.\" Some in the ruling parties are calling for 

making a budgetary request for a survey concerning the construction 
of such a facility, but a budgetary request has been put on hold 

every year. 


Chief Cabinet Secretary Yosano has insisted on separately enshrining 
the Class-A war criminals from Yasukuni Shrine. Asked about this by 
reporters late yesterday at the Prime Minister\'s Official Residence, 
Prime Minister Abe said: \"I think that is Chief Cabinet Secretary 
Yosano\'s idea. That is a matter the religious corporation Yasukuni 
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Shrine should decide.\" 
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Classified By: Ambassador Kristie A. Kenney for reasons 1.4 (b) and (d) 


1. (SBU) Summary: Admiral Olson, welcome to the 

Philippines! You are coming to the Philippines at an 

important time. The Armed Forces of the Philippines is 
demonstrating impressive combat prowess in ongoing operations 
against terrorists on the island of Jolo. Under the 

leadership of Philippines Chief of Staff General Esperon, the 
Armed Forces is fully committed to the Defense Reform and 
Battalion Retraining Programs. US Special Operations Command 
is an essential partner in our efforts to defeat terrorism 

and help the Philippine military reform itself. The Joint 

Special Operations Task Force-Philippines operating here are 
key partners in assisting the Philippine military defeat the 
terrorists. During your visit you will have a chance to meet 

key Philippine civilian and military leaders and to see on 

the ground in Jolo the impact of USAID\'s and 
JSOTF-Philippines\' civil-military operations. End Summary. 
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POLITICAL-MILITARY RELATIONS 


2. (C) President Arroyo appears determined to press ahead 
with key priorities until the end of her term in 2010, which 
include sustaining momentum in peace talks with the Moro 
Islamic Liberation Front, seeking additional counterterrorism 
successes against High Value Terrorist Targets, maintaining 
solid economic growth and investment, and continuing the 
historic Philippine Defense Reform initiative. Mid-term 
elections in May 2007 gave her coalition parties a large 
majority in the House of Representatives and in provincial 
governments, but led to a solid Opposition victory in the 
Senate, thereby complicating her ability to push her 
legislative agenda. 


3. (C) Despite an abortive coup attempt and week-long 
\"State of National Emergency\" in February 2006 and failed 
impeachment efforts in Congress in 2005 and 2006, President 
Arroyo currently appears in a stable and strong political 
position. She has worked especially hard to ensure good 
relations with the military, and is keen to obtain additional 
military equipment to modernize the Armed Forces of the 
Philippines. New Secretary of National Defense Gilberto 
Teodoro is a Harvard law graduate, brings a new enthusiasm to 
the defense department and is an ally of President Arroyo. 
Initial indications are Secretary Teodoro will stay the 

course with respect to Philippine Defense Reform. The Chief 
of Staff General Hermogenes \"Jun\" Esperon is a strong 
supporter of Defense Reform and a reliable partner in our 
counterterrorism efforts. Of some concern within the 

military, however, was the election to the Senate in 2007 of 

a junior army officer still detained and on trial for 

leadership of a mutiny to effect change in soldier\'s basic 
entitlements in 2003. 


SECURITY AND INSURGENCIES 


4. (C) President Arroyo is a committed counterterrorism 
partner, and has repeatedly demonstrated her willingness to 
work closely with us on combating Islamist extremism. 
Military and law enforcement forces scored several major 
victories in the counterterrorism fight over the past year, 
including the deaths in military operations of Abu Solaiman, 
Khadaffy Janjalani, and Jundam Jamalul (\"Black Killer\") of 
the notorious terrorist Abu Sayyaf Group. Recent payouts of 
$10 million by our Rewards for Justice program for these 
deaths will likely lead to additional captures or killings in 
military operations by the Philippine Armed Forces of wanted 
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Jemaah Islamiyah and Abu Sayyaf terrorists, notably \"Bali 
bombers\" Dulmatin and Patek. In recent military operations, 
Philippine troops killed two significant local Abu Sayyaf 
commanders in Basilan suspected of involvement in several 
terrorist attacks, including an October 2002 bombing that 
killed a U.S. serviceman. 


5. (C) Prospects for peace with the Muslim Insurgency 
remain favorable. We are directly engaged with all players, 
including the insurgency\'s leadership to ensure the severing 
of any remaining ties to the terrorists. The Malaysian-led 
International Monitoring Team has greatly contributed 
stability to the four-year ceasefire between the Philippine 
government and the Muslim Insurgents. Peace talks under 


Malaysian auspices offer signs that the two parties may work 
out a deal that addresses the key issue of Muslim territory 
and self-determination. 


6. (C) The Communist Party of the Philippines/New People\'s 
Army insurgency remains a virulent nationwide threat. While 
its ideology and tactics hold little appeal for the 

overwhelming majority of Filipinos, the movement is fueled by 
poverty, insufficient government services, and discontent 

with the corruption that permeates the political system. The 
US and European Union designations of the New Peoples Army as 
a terrorist organization in August 2002 set back its overseas 
fundraising efforts. Philippine Armed Forces leaders hope to 
redirect assets against the New Peoples Army after they have 
successfully concluded an agreement with Muslim insurgents. 


THE ARMED FORCES OF THE PHILIPPINES 


7. (C) The Philippine Armed Forces remains heavily engaged 

in combating internal security threats but maintains limited 
external defense capabilities. The Philippine government 

plans to spend about US$100 million per year between 2006 and 
2012 to fund Defense Reform, the Capability Upgrade Program, 
and the Battalion retraining program. 


8. (U) The Armed Forces of the Philippines are already 
beginning to see the positive effects of the Maintenance 
Mobility Program. Three C-130\'s are now operational and a 
fourth is awaiting depot maintenance. Several efforts are 
coming together that will eventually bring a total of 46 

UH-1H helicopters to the Philippines. They purchased 20 
reconditioned Hueys from Singapore, all of which have now 
been delivered. In June of this year, we turned over the 

first 10 of 20 UH-1Hs promised by President Bush during 
President Arroyo\'s May 2003 State Visit to Washington. We 
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also delivered an additional six Excess Defense Article 
UH-1Hs refurbished with national funds. 


PHILIPPINE DEFENSE REFORM 


9. (U) There are now 13 US Subject Matter Experts on the 
ground to implement Philippine Defense Reform, which will 
transform the AFP into a more transparent, accountable, and 
modern fighting force and counterterrorism partner. In 
addition to long term institutional changes, the multi-year 
Capability Upgrade Program will upgrade and modernize 72 
Philippine Army and 12 Philippine Marine Corps battalions 
over the next six years. The Battalion Retraining component 
will focus on better training, personnel and logistics 
programs, while introducing new personnel policies, and new 
equipment. 


UNLAWFUL/EXTRAJUDICIAL KILLINGS 


10. (SBU) Allegations continue to surface of involvement by 
military and police elements in the deaths of leftist 

activists and journalists. President Arroyo and senior 
military and police officials have forcefully made clear that 
any such killings violate State policy and that all culprits 
must face justice, regardless of who they are. A special 
police task force is investigating all such killings, while 
special courts will handle the expeditious processing of 
these cases. Both the armed forces and the police have set 
up new human rights offices to assist in the investigations, 
working with the Philippine Commission on Human Rights. 


11. (U) The Embassy carefully vets all proposed military 

and law enforcement personnel about to receive U.S.-funded 
training both internally and with relevant Philippine 

authorities to comply with the terms of the Leahy Amendments. 


THEMES: 
KEEP UP THE COUNTERTERRORISM FIGHT, PDR, AND RULE OF LAW 


13. (C) In your meetings, | suggest you stress the following 
themes: 

-- The Philippines is a strong and valued partner in 
counterterrorism efforts; 

-- Our condolences to the Armed Forces of the Philippines 
and the families of the soldiers who recently lost their 


lives in Mindanao; 
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-- Congratulations on recent successes in the fight against 
terrorists, and commendations to those brave Filipinos who 
provided information leading to these successful military 
operations; 

-- Unlawful or extrajudicial killings undermine confidence 

in the rule of law and in the armed forces. We appreciate 
that the Philippines takes the issue seriously. It is 

important to apprehend suspects in these killings and provide 
a fair judicial process; 

-- Philippine Defense Reform is an important and successful 
tool in transforming the Armed Forces into a more 
transparent, accountable, and effective institution, and we 
will continue to assist in your efforts, along with your 
modernization drive and additional training; 

-- We hope that the Philippines will soon agree to 

participate in the new Global Peacekeeping Operations 
Initiative, especially in light of the important roles your 

military and police personnel already play in UN peacekeeping 
operations around the world. 


Visit Embassy Manila\'s Classified website: 
http://www.state.sgov.gov/p/eap/manila/index. cfm 
KENNEY 
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E.O. 12958: N/A 
TAGS: EAGR, NZ 


SUBJECT: GENT- NEW ZEALAND COUNTRY CLEARANCE 
REF WASHDC 686530 
1. Embassy grants country clearance to David Gent, 


Research Plant Pathologist, USDA/ARS/PWA, Oregon to visit 
New Zealand on personal travel from December 10-20, 2007. 
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2. Point of contact attne American Embassy is the office 
of Foreign Agricultural Service, USDA. Their contact 
details are: 


Atn: Laura Scandurra, Agricultural Attache 
Tel: 64-4-462-6012 

Fax: 64-4-462-6016 

Email: agwellington(at)usda.gov 


3. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
restricted to traveler\'s checks only upto US100.00. 
Personal checks will not be accepted. 


4. Visitors should use local taxi service, which is 

generally safe, reliable and frequent. Taxi fare from 

the airport to downtown Wellington hotels is 

approximately NZD30.00. A commercial shuttle service is 
also offered at the airport. Taxi fare from the airport 

to downtown Auckland hotels is approximately NZD55-NZD65. 
A commercial shuttle service is also offered at the 

Auckland airport. 


5. Travelers can exchange currency at the airport upon 
arrival and ATM machines are readily available throughout 
New Zealand. Check cashing privileges at the Embassy are 
limited to traveler\'s checks only up to USD 300.00 daily. 
Personal checks will not be accepted. 


6. Biosecurity Fines: 


The Government of New Zealand instituted fines for non- 
declared biosecurity hazards on travelers entering New 
Zealand with undeclared plant, animal or food material. 
Travelers found carrying these undeclared items will be 
immediately fined NZD200.00 (USD150.00). Biosecurity is 
a serious issue in New Zealand and fines will be 
administered immediately and without warnings. 


7. Security Information: 


a. All U.S. citizen personnel serving under the Chief of 
Mission authority in a temporary status of 30 days or 

more must complete appropriate overseas personal security 
training prior to travel (04 State 66580). Employees who 
have completed the Security Overseas Seminar course at 
the Foreign Service Institute (FSI) after June 1, 2000, 

meet this requirement. All other TDY personnel must 

either (1) complete the approved seminar at FSI entitled 
\"Serving Abroad for Families & Employees\" (SAFE), or (2) 
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have their agency certify to the Department of State\'s 
Bureau of Diplomatic Security that the employee has 
undergone equivalent security training. The contact for 
this training is Assistant Director for Training at (703) 
205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this 
information is not stated/certified. POC for additional 
information is RSO Wellington. 


b. The U.S. Mission in New Zealand currently rates the 
threat from transnational and indigenous terrorism as 
low. There are no terrorist groups or support groups 
believed to be operating in New Zealand at this time. In 
light of the worldwide security alert all visitors should 
heighten their security awareness and report any unusual 
incidents to the Regional Security Officer. 


c. Anonymous telephonic threats and obscure threat mail 
have occasionally targeted U.S. diplomatic missions in 
New Zealand. In response to U.S. policies and actions, 
various groups in New Zealand have demonstrated 
occasionally at the Embassy in Wellington and at the 
Consulate in Auckland. These demonstrationsare usually 
small and are peacefully conducted. During these 
demonstrations, the host country police and protective 
services normally provide adequate protection to the 
Embassy and Consulate. 


d. New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have 
experienced an increase in violent and petty crimes, but 
they are usually non-confrontational in nature. However, 
home invasion robberies and assaults, once very rare, are 
becoming more frequent. Burglaries and thefts occur 
countrywide but primarily in the large cities of 

Auckland, Christchurch and Wellington, and visitors 
should be especially aware that street crime, such as 
scams and pickpockets is a daily occurrence in these 
cities. Common sense precautions should be taken, 
especially at night, to avoid becoming a target of 
opportunity. 


e. Generally, New Zealand does not play a significant 
role in the world drug situation; however, evidence 
indicates that New Zealand has been utilized as a transit 
point for shipments of Ecstasy, Heroin and Cocaine to 
Australia. The most abused drug in New Zealand is 
locally produced methamphetamine and cannabis. There 
have been increased amounts of lab seizures and violent 
crime associated with groups attempting to control this 
market. 
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f. All forms of public transportation are generally safe 

at all times of the day; however, at night visitors 

should use common sense precautions so as to not become a 
target of opportunity. 


g. The traffic situation in Auckland can be difficult 

with a moderate amount of congestion. Wellington and 
Christchurch traffic is significantly better; however, 
during rush hour moderate delays can be expected. 
Visitors are advised that traffic drives on the left-hand 
side of the road. Visitors are advised that traffic 
accidents are common and that it is safe to pull over so 
that police may take an accident report. However, 
visitors who experience hostility or anti-American 
sentiment should depart the scene immediately and notify 
the RSO. 


h. Precautions should also be taken to not discuss 
sensitive or classified information outside secure 
environments or over unsecured and/or cellular 
telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels 
or residences. 


i. Visitors should also be aware of the State 

Department\'s Consular Information sheet for New Zealand 
and the most recent Worldwide Caution Public 
Announcements, which are available via the Internet at 
http://travel.state.gov 


j. In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings 
with regard to their personal security. Suspicious 
incidents/activities should be reported to RSO Wellington 
(Telephone (64)(4)462-6000, 24 hours/day). 

Keegan 
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STATE FOR INL/AAE KIMMEL AND CARROLL, EUR/RUS WATSON, 

GLANTZ, SOLOMON, SIMAKOVSKY, FINKELSTEIN, L/LEI FOR 

DAUGHTRY AND GUTHERIE, DRL FOR CORKE,DOJ FOR OPDAT/LEHMANN, 
NEWCOMBE AND ALEXANDRE, OIA FOR BURKE AND DITTOE, OCRS FOR 
OHR AND OTT 


E.O. 12958: DECL: 08/28/2017 
TAGS: PGOV, KJUS, KCRM, PHUM, RS 
SUBJECT: SUSPECTS ARRESTED IN POLITKOVSKAYA CASE 


REF: A. MOSCOW 02361 
B. MOSCOW 01933 
C. MOSCOW 01477 


Classified By: Political Counselor Alice Wells for reasons 1.4(b) and ( 
d) 


1. (C) Summary: On August 27, Prosecutor General Yuriy 
Chayka announced that ten people had been arrested for 
participation in the October 2006 murder of journalist Anna 
Politkovskaya. Chayka alleged that the murder was committed 
by an organized crime group, and claimed that a known but 
unnamed person outside of Russia had ordered the murder to 
\"discredit the leaders of the Russian state and to provoke 
external pressure on Russia." Chayka also implied that the 
murder may have been connected to other high profile murders 
such as journalist Paul Klebnikov\'s. Prominent press 
coverage contains widespread speculation about the validity 
of charges, the identity of the person who commissioned the 
murder, and the motive. Many, including Politkovskaya\'s 
newspaper and family, have been pleased with the 
professionalism of the investigation, while casting doubt on 
efforts to implicate a foreign hand in the commissioning of 

the murder. Absent a thorough review of the court documents 
and evidence, none of which are yet available, we are unable 
to assess the validity of the charges, but believe that 

progress has been made in one of Russia\'s most sensational 
crimes. End Summary. 


The Arrests - What We Know 


2. (C) Politkovskaya was murdered on October 7, 2006, near 
her apartment in Moscow. On August 27, Chayka publicly 
stated the following: 


- Ten people have been arrested for participation in 
Politkovskaya\'s murder; 
- Formal charges against the ten will be presented soon; 
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- The murder was planned in a thorough manner and included 
two \"surveillance groups\" whose activity was coordinated by 
the leader of a Moscow crime group of Chechen ethnicity; 

- The Chechen who coordinated the murder has been living in 
Moscow, is involved in criminal business, specializes in 
arranging contract murders and is not connected with the 
current situation in Chechnya or its governing structures; 

- The group responsible for the murder includes former and 
current members of the Ministry of Internal Affairs (MVD) and 

a member of the Federal Security Service (FSB) who surveilled 
Politkovskaya and provided information about her movements to 
the killers; 

- The motive was to \"discredit the leaders of the Russian 

state and to provoke external pressure on Russia\" 

- The same criminal group committed a series of other murders 
with the same goal; 

- The person who commissioned the murder lives outside of 
Russia, was acquainted with Politkovskaya and met with her on 
more than one occasion. Chayka did not provide the names of 
those arrested, identify the person who had commissioned the 
murder or explicitly tie the Politkovskaya murder to the 
Klebnikov murder or any other specific murder. 


3. (U) The investigation has dominated the news in Russia 
today, with the story leading every major television newscast 

and appearing above the fold on the front pages of 

Kommersant, Rossiyskaya Gazeta, Komsomolskaya Pravda, the 
Moscow Times and others. Reports relying on unnamed sources 
from the General Procuracy and defense lawyers identified 
eleven suspects, of whom at least ten have been arrested: 


- Aleksey Berkin - Magomed Dimelkhanov 

- Dmitriy Lebedev - Akhmed Isaev 

- Tamerlan Makhmudov - Sergey Khadzhikurbanov 
- Dzhabrail Makhmudov - Dmitriy Grachev 

- Ibragim Makhmudov - Pavel Ryaguzov 

- Oleg Alimov 


The newspaper \"Your Day,\" reported the three Makhmudovs are 
brothers of Chechen ethnicity, that two are suspected of 

carrying out the murder and the third is suspected of 

organizing it. Some press reports have identified Ryaguzov as 
the FSB officer. 


4.(C) The press has also been rife with speculation about who 
commissioned the murder. Relying on Chayka\'s statement that 
the person who commissioned the murder lives overseas and the 
possible link to the Klebnikov murder, many accounts have 
identified Boris Berezovskiy and Khozh Akhmed Nukhayev as 
likely candidates. (Note: Berezovskiy and Nukhayev were both 
the subjects of unflattering books by Klebnikov. In 2005, the 
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General Procuracy charged Nukhayev with commissioning 
Klebnikov\'s murder as revenge for the book. However, because 
of his fugitive status, he has never been brought to justice 

and none of the evidence against him has been publicly 
disclosed. In April, a representative of the General 

Procuracy told us that the Procuracy has information that 
Nukhayev is located in Azerbaijan and is working to extradite 
him to Russia. (REF B) End Note.) 


Public Reaction 


5. (C) Reaction to the investigation has been largely 

positive, although most observers discount or withhold 
judgment on the GOR\'s implication that the murder was ordered 
by persons outside Russia. Aleksey Simonov, President of the 
Glasnost Defense Fund, expressed satisfaction at what he 
called a \"professional, thorough, and discrete 

investigation.\" \"This is the first serious professional 
investigation of a journalist\'s murder,\" he told us. The 
accused \"seem to be the mechanism that was used to kill 
Politkovskaya,\" he said, \"but the conclusions that Russian 
officials have made about who ordered the killing are at best 
unfounded, and most likely false.\" Politkovskaya\'s family 
issued a brief statement that while not questioning the 

results of the investigation, raised concerns that the 

premature release of information could jeopardize bringing 
some suspects to justice. 


6. (C) In a brief August 28 conversation, Novaya Gazeta 
(Politkovskaya\'s newspaper) Deputy Chief Editor Andrey 
Lipskiy told us that the paper\'s staff was surprised by 

Chayka\'s announcement, which he speculated could have been 
designed to steer the investigation \"where some in the 

Kremlin would like it to go.\" Lipskiy said that the NG staff 

had been pleased with the professionalism of the 

investigation to date, and had refrained from publishing 
information they had independently developed in order not to 
compromise the investigators\' work. Lipskiy was not 

surprised by some of the suspects named subsequent to 
Chayka\'s announcement, but he suggested that the evidence to 
date, at least the evidence developed by the newspaper, does 
not point to a foreign connection. 


7. (C) Chief Editor Sergey Sokolov, Novaya Gazeta\'s liaison 
with the GOR law enforcement organs on the Politkovskaya 
case, told us separately August 28 that his conversations 

with the General Procuracy in the wake of Chayka\'s 
announcement had suggested that at least some of those 
responsible for the investigation had perhaps come under 
pressure to bring the case to closure, which had prompted the 
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\"premature\" announcement by Chayka. Sokolov suggested that 
the announcement might also be traced to competition within 
the General Procuracy in advance of an Office re-shuffle that 
he predicted would occur in early September. Conversations 
with law enforcement contacts had convinced Sokolov that 
Chayka\'s announcement had not, in the end, pre-judged the 
outcome of the investigation. He pointed to an August 28 
article on the case published by the official news service 

RIA Novosti as evidence that at least some of those 
responsible for the investigation were attempting to put the 
lid back on. The RIA Novosti piece urged that the media 
exercise restraint in reporting on developments in the 
investigation, a request which, in Sokolov\'s reading, seemed 
to be at odds with Chayka\'s sensational announcement. 


Klebnikov Connection? 


8. (C) On August 27 and 28, Embassy Resident Legal Adviser 
(RLA) discussed the Politkovskaya arrests with Klebnikov 
family lawyer, Larissa Maslennikova. Maslennikova stated that 
she had spoken to Igor Myasnikov, a senior investigator in 

the General Procuracy with responsibility for both the 
Klebnikov and Politkovskaya cases. Myasnikov refused to 
provide her additional information about the Politkovskaya 
arrests, but did not deny a possible link between the two 
cases. Maslennikova cautioned that without an opportunity to 
review the evidence in the Politkovskaya case, it is 

impossible to draw any conclusions about the validity of the 
charges or a possible connection to the Klebnikov case. She 
also noted that Procuracy investigators had previously told 
her several months ago that they had evidence indicating that 
the Klebnikov murder had been arranged by a Moscow 
\"dispatcher\" who specialized in taking orders for contract 
murders and then farming these jobs out to different hit 

teams (REF A). She speculated that this might be the 
connection between the cases. 


Next Steps 


9. (C) Under Russian law, the General Procuracy must formally 
charge those arrested within 5 to 15 days, depending on 

the circumstances under which they were arrested. Due to the 
dearth of available information about the circumstances of 

the arrests, it is impossible to know exactly when the 

charges will be presented. Typically, after the presentation 

of initial charges, the investigation continues for a period 

not exceeding 18 months. Upon completion of the 
investigation, the investigator presents the complete case 

file to the defendants, their counsel, the victim and 
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victim\'s counsel for review. After the review is completed, 
the investigator drafts a final indictment and the case file 
is sent to court for trial. 


Comment 


10. (C) Absent a thorough review of the evidence and meetings 
with the investigators, we are unable to draw conclusions 
about the validity of the charges, but the evidence suggests 
that real progress has been made. It is also important to 
remember that a possible link to the Klebnikov murder (or to 
other recent high profile murders) does not necessarily mean 
that the same person ordered the murders. Rather, as 
Maslennikova suggested, the link, if there is one, is likely 

at the level of the \"dispatcher,\" or other middlemen. The 
extensive publicity that this case is generating nearly a 

year after her murder is remarkable and demonstrates the high 
level of public and government interest in the case. 

Burns 
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E.O. 12958: DECL: 08/27/2032 

TAGS: PREL, ETRD, PGOV, PMUC, PTER, IR, SU, KN, CH 

SUBJECT: CODEL SKELTON-FORBES MEETING WITH VFM ZHANG YESUI 
ON IRAN, PRODUCT SAFETY, TRADE, IPR, SECURITY COOPERATION 


Classified By: Political Minister Counselor Aubrey Carlson. Reasons 1. 
4 (b/d). 


Summary 


1. (C) CODEL Skelton cited strong constituent concern in 
urging Vice Foreign Minister Zhang Yesui on August 27 to 
cooperate with efforts to solve the Iran nuclear issue, take 
steps to alleviate the American public\'s worries over the 

safety of Chinese exports and the U.S.-China trade deficit 
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and do more to combat Chinese violations of intellectual 
property rights (IPR). VFM Zhang advised giving more time 
for negotiations between the Iran and the International 
Atomic Energy Agency (IAEA), adding that the United States 
and China have no \"strategic differences\" on the Iran nuclear 
issue, but support \"different approaches to the same goal.\" 
Zhang emphasized the need for \"joint efforts\" on issues of 
product safety, trade and IPR, suggesting that China is not 
solely responsible for problems in these areas. The two 
sides also discussed mutual security concerns and shared 
interest in collaborating on such issues as Iran, North 

Korea, Sudan and the Middle East. End Summary. 


2. (U) A delegation led by House Armed Services Committee 
Chairman Ike Skelton (D-MO) and including Representatives 
Randy Forbes (R-VA), John Spratt (R-SC), Robin Hayes (R-NC), 
Jeff Flake (R-AZ), Carol Shea-Porter (D-NH), Delegate 
Madeleine Bordallo (D-GU) and Rear Admiral Mark Ferguson met 
with Vice Foreign Minister Zhang Yesui at the Foreign 

Ministry August 27. 


\"No Strategic Differences\" On Iran, Says Zhang 


3. (C) VFM Zhang told the HASC delegation on August 27 that 
the United States and China have no \"strategic differences\" 
on the Iran nuclear issue, but rather support \"different 
approaches to the same goal.\" He emphasized Iran\'s right to 
peaceful use of nuclear energy, but acknowledged Iran\'s loss 
of the international community\'s trust. On the topic of UN 
sanctions, Zhang said \"timing is very important\" and Iran 
should be allowed time to complete negotiations with the IAEA. 


4. (C) VFM Zhang reiterated China\'s stance on weapons sales 
to Iran, maintaining that such trade is \"in accordance with 

UN Security Council resolutions\" and \"limited.\" Chinese law 
stipulates that China only sells arms to foreign governments 
and forbids buyers from re-selling to third parties, Zhang 
added. Asked by Representative Flake (R-AZ) for China\'s 
opinion on potential U.S. sanctions on Iran, VFM Zhang noted 
Iran\'s current cooperation with the IAEA and remarked that 
sanctions now would \"not be conducive\" to resolving the 
problem. A new resolution should not affect China\'s economic 
and trade interests vis-a-vis Iran, Zhang added. Zhang noted 
that China will send a delegation to the next meeting of 
P5-plus-1 talks in Washington. 


Product Safety Concerns 


5. (SBU) Representative Forbes (R-VA) pressed VFM Zhang on 
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what steps China could take to alleviate the American 
public\'s concerns over the safety of Chinese exports. VFM 
Zhang replied that the Chinese Government pays close 
attention to the issue. For example, he said, Vice-Premier 
Wu Vi is heading a Central Government leading group, which 
will conduct a nationwide campaign focused on production 
procedures, licensing and testing of food and manufactured 
products through the rest of the year. This is only a \"first 
step,\" he said. 


6. (SBU) VFM Zhang claimed that 99 percent of Chinese exports 
are safe, a rate better than that of the United States. He 
added that even one percent of products being \"unsafe\" is 
unacceptable, and China will continue efforts to improve in 
this area. VFM Zhang said producers and importers share 
responsibility for product safety, and China and the United 
States must work together in this respect. He complained 
that the U.S. media sensationalized and politicized the 

issue. Representative Forbes called for U.S. companies to be 
able to conduct safety inspections \"further up the 

(production) chain.\" 


Trade Issues: Imbalance, Market Access 


7. (SBU) Representatives Forbes (R-VA), Bordallo (D-GU) and 
Spratt (D-SC) challenged China\'s earnestness in addressing 
the U.S. trade deficit with China and in expanding access to 
the Chinese market for American companies. Representative 
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Forbes pointed out that only twenty American motion pictures 
are allowed to be shown in China each year. VFM Zhang stated 
that the trade deficit is the result of the present \"economic 
structure,\" not China\'s exchange rate. Zhang noted that the 
RMB has appreciated nearly 10 percent against the dollar 

since July 2005, but has \"not significantly changed\" the two 
countries\' trade imbalance. Zhang also called attention to 
United States\' hindrance of Chinese investment in the U.S. 
economy \"for political or security reasons\" to highlight the 

need for \"joint efforts\" in addressing the problem. After 

Zhang cited China\'s CNOOC oil company\'s failed bid in 2005 to 
buy Unocal as an example, Representative Hayes responded that 
such deals are only a \"small component\" of greater potential 
for Chinese business expansion in the United States. Zhang 
also pointed to U.S. export controls as a contributing factor 

to the trade deficit. 


8. (SBU) Chairman Skelton and Representative Hayes (R-NC) 
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pressed VFM Zhang on the issue of Chinese restrictions on 
imports of U.S. beef. Zhang referred to President Bush\'s 
mention of the issue to Vice Premier Wu Yi in May 2007 and 
suggested mad-cow disease concerns as one reason for such 
restrictions. China\'s partial lifting of a ban on American 

beef is evidence of China\'s intentions to build trust, stated 
Zhang. Representative Shea-Porter (D-NH) raised the issue of 
China\'s exporting steel at unfairly low prices, a concern VFM 
Zhang said he would pass along to the Ministry of Commerce. 


Do More to Fight IPR Violations 


9. (SBU) VFM Zhang stressed that the United States and China 
must work together to combat intellectual property rights 

(IPR) violations, noting that some orders for counterfeit 
products come from the United States. Movies that end up 
being counterfeited also somehow illegally make their way out 
of the United States. Zhang held that the Chinese Government 
is resolutely against IPR violations and has made \"remarkable 
progress,\" but acknowledged that problems remain. 
Representative Forbes noted China\'s efforts, but reminded VFM 
Zhang that \"floors\" of counterfeit products could be found 
\"just a short drive away.\" Representative Flake raised his 
concern over case being litigated in China involving a 
constituent. Zhang assured Representative Flake that the 
case would be handled in accordance with the law. 


Security Cooperation 


10. (SBU) Representative Spratt expressed hope that the 
United States and China could strengthen cooperation 
regarding \"common security concerns\" and proposed using 
security for the 2008 Olympics as a basis for further 
collaboration. VFM Zhang \"fully agreed\" that China and the 
United States have \"increasingly shared interests,\" giving 
Iran, North Korea, Sudan and the Middle East as examples. 


11. (U) The delegation cleared this cable. 
Randt 
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E.O. 12958: DECL: 8/29/2017 

TAGS: PREL, PGOV, MCAP, MARR, OVIP(CNO ADMIRAL MULLEN), CH, TW 
SUBJECT: CNO ADMIRAL MULLEN\'S AUGUST 22 BREAKFAST WITH SHANGHAI 
ACADEMICS 


CLASSIFIED BY: Kenneth Jarrett, CONSUL GENERAL, U.S. Consulate 
General, Shanghai, China, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Summary. Shanghai scholars of strategic and American 
studies urged the United States to suspend arms sales to Taiwan 
through the May 2008 Presidential election in an August 22 
meeting with United States Chief of Naval Operations Admiral 
Michael Mullen. Chen Shui-bian was described as a dangerous 
figure still intent on moving Taiwan to independence, and the 
extent of China\'s reaction to Chen\'s referendum on UN membership 
or other actions is not certain. China, Taiwan and the United 
States thus face a dangerous year ahead, and the USN and USG 
should work with China to prevent the Taiwan issue from becoming 
acrisis. The new joint efforts of the United States, Japan, 
Australia and India will shape China\'s perception of its 

security environment and may be seen as exclusionary and 
threatening. Fudan University\'s Center for American Studies and 
the U.S. Institute for Peace will launch a multi-year crisis 
management workshop this autumn in Shanghai, and will seek 
participation of academics, government officials and military 
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officers. One scholar said Chinese television news coverage had 
underscored the seriousness and successfulness of the CNO\'s 
visit. 


2. (C) Summary continued. Admiral Mullen urged work on crisis 
management, internally and bilaterally. Collaborative efforts 

with other democracies are intended as a positive development 
and not directed against China. Cooperative efforts on North 
Korea -- and Iran -- are imperative. Admiral Mullen urged that, 

if trust is to be built, the success of his visit should not be 

a one-off event never replicated in the future. He also urged 
establishment of a Pentagon - National Defense Ministry hotline, 
and having an informed and empowered interlocutor available at 
the Beijing end should such hotline ever be used. End summary. 


3. (C) Five Shanghai scholars conversant on Taiwan, security 
and American issues met with Admiral Mullen at an August 22 
breakfast hosted by the Consul General. (See para 13 for list 

of participants.) Fudan University Center for American Studies 
(CAS) Director Shen Dingli said China held the highest respect 
for the U.S. Navy and the Taiwan issue was the only issue about 
which there are differences. He asked whether the U.S. military 
could play a constructive role in riding out the turbulent times 
through Taiwan President Chen Shui-bian\'s May 20, 2008 end of 
term. Chen was dangerous and counting on the PRC to be 
constrained from dangerous reactions by domestic stability 
concerns even if provoked by a UN membership referendum on 
Taiwan. Chen\'s purported evaluation is not necessarily correct. 
Shanghai Institute for International Studies (SIIS) Strategic 
Studies Department Director Xia Liping (a retired PLA Colonel) 
averred that Chen held two goals for his planned UN membership 
referendum: (a) influencing the outcomes of the presidential 

and Legislative Yuan elections, and (b) using the referendum 
results as another step forward in Chen\'s approach to Taiwan 
independence. 


4. (C) Shen further suggested that the United States suspend 
arms sales to Taiwan until the post-Chen administration has 
taken office. China was opposed to arms sales to Taiwan on 
principle but dealt with the issue constructively. Shen 
recognized that such a move by the United States would be a 
political, not military decision, but said such a move would 
clearly signal to the Taiwan public that the United States would 
not support irresponsibility and to the Chinese public that the 
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United States was working to contain a dangerous issue. Admiral 
Mullen replied that any change of policy would be a political 
decision, but the United States was not in the business of 
walking away from its friends. The United States understood the 
significance of the Taiwan issue for China. Improved crisis 
management capabilities and further contacts and deepened 
understanding were important means to address the coming 9-12 
months. Neither side should be making up policy steps on the 

fly over the next few months. Taiwan or other press reports of 
proposed arms sales should not be reacted to as if the weapons 
were already deployed in Taiwan\'s military. The Admiral noted 
that the Taiwan domestic political repercussions of a cessation 

of arms sales were by no means certain. 


The Security Dilemma: More Cooperation While 


Preparing for the Worst 


5. (C) Professor Xia noted increased bilateral economic 
interdependence, cooperation on non-traditional security issues 
such as drug trafficking, trafficking in persons and global 
warming, and increased cooperation on issues such as the Korean 
Peninsula and Taiwan. At the same time, the United States has 
prepared for other scenarios, even confrontation with China. In 
response, the PLA has also prepared for worst case scenarios. 
The Asia-Pacific region places great importance on the concept 
of major powers. Sino-American cooperation on Korean Peninsula 
issues has sent an important signal to the region. (The Admiral 
interjected that cooperation on Iran was also needed.) The 
United States effort to form a Japan-Australia-India-United 
States alliance based on shared democratic values would have a 
negative effect on security cooperation with China in the 
Asia-Pacific region. Democracy was a universal value, and 
China, in accordance with its Constitution, was moving towards 
democracy on a step-by-step basis. Was establishment of this 
alliance likely? How would that alliance impact U.S.-China 
relations? CAS Deputy Director Wu Xinbo expressed similar 
concerns about the balance between cooperation and deterrence 
and that the Japan-Australia-India-United States security 
coalition would have a major impact on shaping China\'s 
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perception of its security environment. Wu urged more mil-mil 
cooperation with China. SIIS Department for American Studies 
Director Chen Dongxiao said the coalition could polarize rather 
than stabilize the Asia-Pacific region and make security 
architecture building more exclusionary than inclusionary. 


6. (C) Admiral Mullen said that globalization has moved nearly 
all nations closer together. Militaries must prepare for worst 
situations. Having or developing a high-end Navy did not mean 
that nations must have confrontations. The goal of the 
\"thousand-ship Navy\" was to protect the global maritime trade 
from which China, the United States and so many other countries 
derived tremendous economic benefits. The cooperation between 
the four countries should be seen as a positive relationship and 
not directed against China. The Admiral took note of China\'s 
great concerns about Chen Shui-bian and Taiwan and recalled 
Chinese officials\' unhesitating comments in Beijing earlier 

during his visit that China would choose necessary action on 
Taiwan over a successful Olympics. The Admiral reiterated the 
need for cooperative efforts among many nations, including 
China, to solve difficult issues such as North Korea and Iran. 
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7. (C) Admiral Mullen explained that increased mil-mil 

cooperation with China actually started under the leadership of 
Defense Secretary Rumsfeld and PACOM Admiral Fallon, and their 
successors continued that emphasis to this day. The most recent 
Quadrennial Review clearly showed a shift in emphasis to the 
Asia-Pacific region. One of the reasons the Admiral had 

traveled to China was to hear and better understand China\'s 
concerns. The United States sought positive outcomes and did 

not seek to increase suspicions. 


8. (C) SIIS Department for American Studies Director Chen 
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Dongxiao cautioned that Chen Shui-bian was trying to mobilize 
domestic pressures in Taiwan by deliberately defying pressure 

from the United States. China had not yet defined what steps to 

take against Taiwan movements towards independence, and had not 
yet defined the referendum on UN membership as a step towards 
independence. However, Chinese officials had already described 
the planned referendum as a grave threat. That left little room 

for maneuver for China and made crisis management that much more 
important. China, the United States and others should prepare 

for crisis management, and should put more pressure on Chen 
Shui-bian so that he sees the costs of his actions as too high 

for him and his people. 


9. (C) Admiral Mullen urged creation of fora to discuss 

concerns such as these and to address crisis management 
capabilities and preparations. Since the end of the Cold War, 
deterrence had disappeared. Nuclear weapons proliferation could 
occur in locations that could hurt the United States, China and 
many other nations. Crisis management preparations were needed 
to create off-ramps and avoid escalations of differences to 
confrontations. The United States and China should engage to 
deliberately recognize where we are and what may be next. Many 
challenges confronted the bilateral relationship, such as 
espionage, information security and space policy. His visit was 
intended in part to develop trust but trust would not be 
accomplished overnight. 


10. (C) CAS Deputy Director Wu Xinbo, less than one month back 
from a year at the U.S. Institute for Peace (USIP), explained 

that he had tried to identify potential bilateral crises and how 

they could be managed. Different crises would need different 
approaches and different solutions. He had found no systemic 
studies of future bilateral crises. CAS and USIP will launch a 
multi-year project, beginning with a preparatory session in 
Shanghai this autumn, on crisis management. CAS and USIP will 
each be responsible to obtain the participation of academics, 
government officials and military officers, matching the 
participation of the other side. Admiral Mullen expressed 

interest in learning more and said he would discuss the project 
with USIP\'s Ambassador Solomon. 


Successful Visit Should Not be a One-Off Occurrence 
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11. (C) Jiaotong University Center for National Strategy 

Studies Vice Director Zhuang Jianzhong noted that Chinese prime 
time television news coverage on August 21 (CCTV channel 9) had 
demonstrated the seriousness and successfulness of the Admiral\'s 
visit by broadcasting news about the Admiral first, ahead of 

news of Communist Party and national leaders\' activities. 

Zhuang asked for further views of promotion of mil-mil relations. 


12. (C) Admiral Mullen outlined the steps he had taken to make 
PLA (Navy) Commander Admiral Wu Shengli\'s recent stateside visit 
successful and the unprecedented access he in turn had enjoyed 
on this trip, after having postponed his arrival in China until 

knowing that he had a substantive schedule. The success of this 
visit should not be a one-off event, but rather one to be 

matched or exceeded in the future. Other needed improvements to 
mil-mil relations included changing the programs for visiting 
National War Colleges and Industrial College of the Armed Forces 
delegations, who should not be sent to the same aged destroyer 
year after year. The Chinese military should extend greater 
transparency to cover those sorts of visitors. Transparency and 
reciprocity needs to be kept up. More young PLA officers should 
study in the United States. PLA Navy officers should be at the 
Naval War College in Newport, even if Taiwan Navy officers are 
there. If China wanted to be able to de-escalate cross-Strait 

crises, it made sense for officers to have studied together. 

Mil-mil hotlines should be established and someone at the 

Chinese end should be able to pick up the phone and talk. 

China\'s January anti-satellite test had been of great concern to 

the United States and the PACOM Commander\'s calls to China had 
gone unanswered. Mil-mil hotlines would enhance mil-mil 
relations, trust and crisis management only if someone could 

pick up the phone and could talk. 


13. (U) This report has been cleared by Admiral Mullen\'s 
delegation. 


(U) U.S. Participants 
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Admiral Michael Mullen, Chief of Naval Operations 


Kenneth Jarrett, Consul General, Shanghai 


Donald Camp, Political Advisor to the Chief of Naval Operations 


Captain Bill Moran, Executive Assistant to the Chief of Naval 
Operations 


Captain Thomas Mangold, Naval Attachi, Embassy Beijing 


Christopher Beede, Political/Economic Section Chief, U.S. 
Consulate General, Shanghai 
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(U) Chinese Participants 


Professor SHEN Dingli, Director, Center for American Studies, 
Fudan University 


Professor WU Xinbo, Deputy Director, Center for American 
Studies, Fudan University 


Senior Fellow CHEN Dongxiao, Director, Department for American 
Studies, Shanghai Institute for International Studies 
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Professor XIA Liping, Director, Department of Strategic Studies, 
Shanghai Institute for International Studies 
JARRETT 
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STATE FOR EAP/TC, ISN/MTR, AND PM/DTCC FOR BLUE LANTERN COORDINATOR 
MICHAEL ROMERO, AIT/W 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, TW 

SUBJECT: TAIWAN: RESULTS OF BLUE LANTERN PRE-LICENSE CHECK ON 
APPLICATIONS 050054652 AND 050055297, AND POST-SHIPMENT CHECK ON 
APPLICATION 050037854 


REF: A. 2007 STATE 105206 
B. 2007 AIT TAIPEI 1041 
C. 2006 AIT TAIPEI 3583 


1. (SBU) Per reftel A. request, AIT/T visited the foreign consignee, 

Dong Chin Co., and contacted the end user, ROC Taiwan Navy - Naval 
Magong Logistics Support Command Penghu Shipyard. Based on the site 
visit and the information collected by AIT/T, transactions related 

to pre-license check request appear to be legitimate. The contract 
related to application number 050055297 has been cancelled by the 
Taiwan Navy, however, due to lack of delivery by Dong Chin. AIT/T 
confirmed receipt of the item subject to the post-shipment check by 

the Taiwan Navy. AIT/T also confirmed the bona fides of Lieutenant 
Commander Liang, Tao-hung 


Liang, Tao-Hung 
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2. (SBU) AIT/T confirmed the bona fides of Liang, Tao-Hung, Lt. 
Commander, Procurement Office, Taiwan R.O.C. Navy, Naval Magong 
Logistics Support Command in Peng Hu. 


Taiwan Navy 


3. (SBU) AIT/T contacted Mr. Liang. Mr. Liang stated that Dong Chin 

is a long-standing contractor with the Taiwan Navy. Mr. Liang 

verified the contract numbers, items, and the end-uses of the items 

as stated in the two pre-license checks requests (DTC number 
050054652 for alarm switchboards, and DTC number 050055297 for VRC 
antennas). 


Dong Chin: 


4. (SBU) On August 17, 2007, AIT/T officer visited Dong Chin in its 
Kaohsiung City office located on No 665, Jio-Ru 2nd Rd., San Min 
District, Kaohsiung City. The company has another office located at 
No. 7, Lane 15, Ling Shen Rd., Magong City, Peng Hu, as indicated on 
the license application. Peng Hu is also the place of registration 

for Dong Chin. Dong Chin representatives stated the Taiwan Navy in 
Peng Hu is its sole customer. 


5. (SBU) AIT/T reviewed Dong Chin\'s contract with the Taiwan Navy 
for the alarm switch board, Taiwan Navy\'s end-use statement, and 
Dong Chin\'s purchase order with the U.S. supplier. The contract 
number, commodity, and quantity matched on all documents. 


6. (SBU) AIT/T reviewed Dong Chin\'s contract with the Taiwan Navy 
for the antenna, Taiwan Navy\'s end-use statement, and Dong Chin\'s 
purchase order with the U.S. supplier. The contract number, 
commodity, and quantity matched on all documents. However, Dong 
Chin officials stated that the due to Dong Chin\'s inability to 

deliver this item within the contract time frame, the Taiwan Navy 
cancelled this particular purchase order for AS-1729/VRC Antenna 
(DTC License number 050055297.) AIT/T confirmed the cancellation of 
the order with the Taiwan Navy. 


7. (SBU) Dong Chin officials explained the storage and handling 
procedure for items Dong Chin imports. First, items arrive in Dong 
Chin\'s Kaohsiung office and are directly delivered to the Taiwan 
Navy storage facility in Peng Hu for inspection; after the items are 
inspected and accepted by the Taiwan Navy, they are then shipped to 
the specific Taiwan Navy end-user warehouse for installation. AIT/T 
confirmed this handling process with the Taiwan Navy. 


8. (SBU) For the post-shipment check on license 050037854, Dong Chin 
officials stated that the subject inverter was delivered to the 

Taiwan Navy in April 2007. Dong Chin officials said it does not 

keep copies of delivery receipts when goods are delivered to the 

Taiwan Navy. AIT/T confirmed delivery of the inverter with the 


Column 3 

Taiwan Navy and its use, and also confirmed with Navy officials that 
companies that supply items for the Navy normally do not take 
receipts of delivery when items are delivered directly to tne Navy. 
AIT/T obtained from the Taiwan Navy and reviewed the delivery note, 
inspection report, and test results for the inverter. All 

information reconciled. 


9. (SBU) Dong Chin was established in Peng Hu in 2002 to take 
advantage of a business investment tax incentive offered by the 
county government. When it was first established, its primary 
business was distribution of such items as general machinery, 
electrical tools, precision instruments, painting materials, and 

fire fighting equipment. In 2006, Dong Chin added import and 
government contract as business lines. Dong Chin officials stated 


that one of the reasons for adding government contract and import as 
business lines was because its previous import request through 
Likung failed. When asked if the U.S. supplier explained why the 
previous license application was denied, Dong Chin officials stated 
that the U.S. supplier did not provide an explanation. 


10. (SBU) When asked to explain its relationship with Likung, Dong 
Chin officials stated that Likung is a separate company with same 
ownership as Dong Chin. Likung\'s primary business line is import. 
Likung is registered and located at No 665, Jio-Ru 2nd Rd., San Min 
District, Kaohsiung City. 


11. (SBU) The company officials stated that two other companies, 

Dong Yi and Tai Chuan also have the same ownership as Dong Chin and 
Likung. Dong Yi and Tai Chuan are contractors with the Taiwan Navy. 
All are owned by the Lu family and are co-located in Kaoshiung. 


12. (SBU) AIT/T met with the following principals of the companies: 


-Mr. Lu, Yo-Tsuen, the father 
-Mr. Lu, Dong Ming, the brother 
-Mrs. Lu, Yeh Yu, the mother 


In addition to the family members who are also principals in the 
businesses, the family has one full-time employee in its Kaoshiung 
office. Mr. Lu, Dong Ming, splits his time between the Peng Hu and 
Kaoshiung offices. 


Lastly, Ms. Lu, Jia-Ling Rebecca, the daughter, who resides in Ohio, 
United States, acts as a liaison between the companies and U.S. 
suppliers. 


14. (SBU) Dong Chin officials stated that they are aware of 
restrictions on USML items, especially prohibitions against 
unauthorized re-transfers and re-exports of such items. 
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15. (SBU) AIT/T reached Mr. Liang Tao-Hung through the phone number 
on the license application. AIT/T confirmed bona fides of Mr. Liang 
directly with the Taiwan Navy. The first time AIT/T called the 

number, we experienced the same result; i.e., an older sounding 
female who stated that there is no Mr. Liang. AIT/T called again 

and asked for Mr. Liang using a slightly different way of 

pronouncing his name. This time, AIT/T was able to contact Mr. 

Liang. Also, AIT/T found out that the number on the license 

application is a general number on Taiwan Navy\'s website to call for 
information to bid on government contracts. AIT/T obtained a main 
switchboard number and Mr. Liang\'s cell number both of which worked 
as proper contact numbers for Mr. Liang. 


REF C. 06 State 3583 


16. (SBU) Based on information from AIT/T contacts and the site 
visit, we believe Likung and Tung Yi (also Romanized as Dong Yi) 
have the same ownership but have different roles in transactions; 
Tung Yi bids on contracts with the Taiwan Navy, and Likung imports 
the goods. It appears that when Mr. Liang of Taiwan Navy was 
contacted, he may not have known of the bifurcation of duties by the 
companies nor the relationship because he was new at his job. 
(Note: This bifurcation of responsibilities is common practice among 
small businesses in Taiwan. End note.) AIT/T obtained a copy of 
Tung Yi (or Dong Yi) company registration with the Peng Hu County 
government. Tung Yi however does not appear on BOFT website because 
that website lists importers and exporters only. However, this new 
information does not clarify the discrepancy on the quantity and 
timing of the order by the Taiwan Navy noted in Reftel C. 


YOUNG 
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E.O. 12958: N/A 

TAGS: PREL, UNSC, KPAL, IS, LE 

SUBJECT: GUIDANCE FOR AUGUST 29 UNSC OPEN DEBATE ON THE 
MIDDLE EAST 


1. (SBU) USUN is instructed to draw from the following 
points in its statement at the August 29 UNSC open debate 
on the Middle East. 


Begin points. 


-- Mr. President, on July 16, President Bush called for 
an international meeting this autumn of nations that 
support a two-state solution, reject violence, recognize 
Israel\'s right to exist, and commit to all previous 
agreements among the parties. 


-- This meeting on a two-state solution to the 
Israeli-Palestinian conflict will aim to support 
discussions and negotiations between the parties and 
achieve meaningful progress on the path to peace, 
Palestinian statehood, and an end to the conflict. 


-- We believe the government of President Abbas and 
Prime Minister Fayyad can be a partner 

for peace. 

The international community has recognized 

this and responded by re-establishing diplomatic and 
economic ties with the Palestinian Authority and 
government led by President Abbas and Prime Minister 
Fayyad. As President Bush has said, the international 
community must work with the PA to develop a solid 
institutional and economic foundation for a future 
Palestinian state. 


-- In that vein, Secretary Rice and Palestinian Prime 
Minister Salam Fayyad signed an $80 million assistance 
package aimed at supporting efforts to reform and 
professionalize the Palestinian security forces. The 
Framework Agreement formalizes the intention of the United 
States to provide assistance to the Palestinian Authority 

to promote law and order by strengthening and reforming 
the Palestinian security sector. We believe the ability 

to provide security for the population is a core 
responsibility of any functioning government. The Rule of 
Law and security must be the foundation of any successful 
Palestinian government. 


-- We believe that this assistance package will help 
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improve the Palestinian Authority\'s capacity to deliver 
security for the Palestinian people and fight terrorism, 

build confidence between the parties, and ultimately help 

to meet the security needs of Palestinians and Israelis 

alike. The United States and the Palestinian Authority 

have worked together closely to design this program and 

will continue to cooperate in its implementation. This 
security assistance package is in addition to more than $190 
million in U.S. assistance to the Abbas/Fayyad government this 
year. We encourage others, particularly regional parties, to 
step forward with additional support at this critical time. 


-- We continue to call on all Palestinians to reject terror, 
and on the PA government to arrest terrorists, confiscate 
illegal weapons, and confront corruption. We remain deeply 
concerned by the continuing intransigence and illegal 
occupation of Gaza by Hamas, including recent moves to 
crackdown on freedom of speech there. We are very concerned 
about Hamas\'provision of safe haven to fellow terrorist 
organizations operating in Gaza, and strongly condemn the 
continuing acts of terror, such as recurring indiscriminate 
rocket attacks, being conducted from Gaza against innocent 
civilians in Israel. 


-- We welcome the August 6 and 28 meetings between 
Prime Minister Olmert and President Abbas, the second and 
third since late June. We strongly support direct dialogue 
between the parties. The United States remains committed 
to working with Israel and the Palestinians on day-to-day 
issues that affect the lives of Israelis and Palestinians 

as well as a political horizon for Palestinian statehood. 


-- We have always said that bilateral dialogue between 
the parties is the key to realizing the two-state vision. 
We will continue to work with the parties and the 
international community to this end. 


-- The development of a viable Palestinian economy and 
institutions remains crucial to the success and prosperity 
of a future Palestinian state. The United States looks 
forward to the Ad Hoc Liaison Committee meeting in New 
York next month, and to the Quartet meeting where we 
expect to hear about Quartet Representative Tony Blair\'s 
travel to the region and his recommendations on the 
economic and institutional agenda. 


-- We look forward to continued coordination and 
cooperation with the Palestinians, the international 
community and Quartet Representative Tony Blair to lay the 
foundation for President Bush\'s vision of two states, 
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Israel and Palestine, living side by side in peace and 
security. 


LEBANON 


-- Mr. President, we welcome the unanimous decision of 

the UN Security Council to extend UNIFIL\'s mandate for one 
year. We remain committed to a sovereign, democratic, and 
prosperous Lebanon and continue to call for the full 
implementation of all UNSC resolutions pertaining to 
Lebanon, including 1559, 1680, and 1701. 


-- We remain deeply concerned by continuous, mounting 
evidence of illegal shipments of weapons into Lebanon. We 
call on all states, particularly Syria and Iran, to take 

steps to enforce the embargo against the shipment of 
weapons to Lebanon that do not have the approval of the 
Lebanese government or UNIFIL - an embargo that was 
unanimously approved by the Council in resolution 1701. 


-- We applaud the peaceful and transparent parliamentary 
bi-elections in Lebanon this month. 


-- We congratulate both the Lebanese people for 
exercising their democratic rights in the August 5 

election and the announced winners of the elections, 
Camille Khoury and Mohammed Amine Itani. We also 
congratulate the Government of Lebanon for carrying out a 
transparent, non-violent election with minimal problems. 


-- The Government of Lebanon has shown its ability to 
manage a fair, transparent election process in the face of 
heightened sensitivities due to the fact that these 
vacancies resulted from the brutal assassination of two 
Members of Parliament. 


-- The people of Lebanon deserve to live in an 
independent and free country without fear of violence and 
intimidation from those who would seek to undermine 
Lebanese democracy. 


-- To that end, we look forward to a similarly free and 

fair, peaceful presidential election this fall that is 

held in accordance with Lebanon\'s constitution and is free 
of foreign intervention. 


End points. 
RICE 
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E.O. 12958: DECL: 08/27/2017 

TAGS: EAID, MASS, PREL, GR 

SUBJECT: REQUEST FOR EXEC SEC TO EXEC SEC FOR EUCOM 
ASSISTANCE TO GREEK WILDFIRE RELIEF 


REF: A. A) ATHENS 1687 


B. B) ATHENS 1700 
C. C) ATHENS 1710 


Classified By: CDA Thomas Countryman Reason 1.5 (b.d) 
1. (U) This is an action request, please see para four. 


2.(C) Ref A reports on the outbreak of wildfires in Greece. 
Early on Saturday August 25, MFA SecGen Agathocles told 
Charge that the government of Greece would welcome any and 
all support that the USG or U.S. Military Forces could 

provide to help extinguish the fires which were burning out 

of control throughout Greece. While Greece had in July 
requested only firefighting aircraft and/or funds to lease 

aircraft, this time, given the extent of the fires, the GOG 

would welcome ground assets such as earth moving equipment 
and firefighting personnel. 


3. (U) Ref C reports that on Monday, August 27, the Hellenic 

Red Cross sent a letter to Charge seeking help in providing 

specific relief items such as shelter, food and clothing, to 

communities affected by the firesto 

State/EUR/SE to be sFDA. We believe 

that sbe available also throupion Requested: Embass 

send an Exec Sec to Q requesting that 

DOD taQhether these assets could , and if so, to arrange for the delivery of 
relief supplies to Greece as soon as possible. 

COUNTRYMAN 


120268 
OO RUEHCN RUEHGH RUEHVC 
DE RUEHBJ #5655/01 2410416 


Column 3 

ZNR UUUUU ZZH 

O 290416Z AUG 07 

FM AMEMBASSY BEIJING 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1313 

INFO RUEHOO/CHINA POSTS COLLECTIVE","UNCLAS SECTION 01 OF 02 BEIJING 005655 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PGOV, KIRF, ETRD, PARM, CH 

SUBJECT: CODEL SKELTON ADDRESSES MILITARY TRANSPARENCY, 
TRADE WITH NPC CHAIR WU BANGGUO 


Summary 


1. (SBU) The United States and China share a long history and 
have many common interests that will only grow deeper and 
more plentiful, National People\'s Congress Standing Committee 
Chairman Wu Bangguo told CODEL Skelton August 27. The 
delegation raised tough questions concerning military 
exchanges, China\'s military budget and transparency and the 
U.S. trade deficit with China. Wu said Chinese military 
expenditures are relatively modest and consistent with 

China\'s needs, predicted that transparency will gradually 
improve and offered suggestions for improving the trade 
balance, including reducing U.S. restrictions on high-tech 
exports to China. End Summary. 


A Warm Welcome 


2. (U) A delegation led by House Armed Services Committee 
Chairman Ike Skelton (D-MO) and including Representatives 
Randy Forbes (R-VA), John Spratt (R-SC), Robin Hayes (R-NC), 
Jeff Flake (R-AZ), Carol Shea-Porter (D-NH), Delegate 

Madeleine Bordallo (D-GU) and Rear Admiral Mark Ferguson, 
accompanied by the Ambassador, met with NPC Standing 
Committee Chairman Wu Bangguo at the Great Hall of the People 
August 27. 


3. (U) Wu welcomed Chairman Skelton and his delegation to 
Beijing, and noted that he had seen press reports of the 
delegation\'s visit to the Flying Tigers memorial in Yunnan. 

The \"Flying Tigers period\" is worth remembering, Chairman Wu 
said, because at that time U.S. and Chinese soldiers fought 

side by side, and the United States made huge sacrifices on 
China\'s behalf. Today, China and the United States need to 
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increase mutual understanding and trust. Chairman Skelton 
expressed pleasure at returning to China after two years, and 
noted that the visit to the Flying Tigers memorial was 

moving, especially the experience of meeting Chinese veterans 
who had worked with the U.S. military during the war. The 
more the United States and China work together, the more the 
two sides\' common interests become clear, and with that 
clarity comes the opportunity to build stronger relations. 


4. (SBU) Representative Randy Forbes (R-VA) noted that he 
appreciated the opportunity to attend a church service in 
China and appreciated the flexibility of the Chinese 
government in permitting its people to worship. He hoped 
that the Chinese people would have the freedom and 
opportunity to worship as they wished. Chairman Wu declared 
\"seeing is believing\" and said that through their visit to 
China, the members of the delegation would get a \"clear 
picture\" of current conditions. The United States! 
relationship is China\'s most important, he emphasized, and 
the strategic content of that relationship is more and more 
robust. 


Favorable Assessment of Current Relations 


5. (U) 2007 marks the 35th anniversary of the visit of 

President Nixon and the Shanghai Communique, Wu continued. 
Though the bilateral relationship has experienced \"twists and 
turns and contradictions\" in the ensuing decades, the current 
state of relations is \"so remarkable it could not have been 
imagined 35 years ago.\" He highlighted U.S. and Chinese 
common interests, including bilateral trade and student 
exchanges, and said it is in the interest of both countries 

to continue down the path of growing relations. 


6. (U) Chairman Wu said that interparliamentary exchanges are 
valuable tools for advancing the bilateral relationship, and 

noted that China views the House Armed Services Committee as 
one of the three most important committees in the U.S. 
Congress. \"We can cover areas where we agree and areas where 
we disagree and thus increase understanding,\" he said. The 
two countries need to take a strategic view, Chairman Wu 

said, and understand that common U.S. and Chinese interests 
are growing in number. He noted the upcoming meeting between 
President Bush and President Hu Jintao (at APEC), and said he 
is looking forward to his own visit to the United States in 

late October/early November. 


Military Expenditures, Exchanges and Transparency 


Column 3 

7. (SBU) Chairman Skelton said it had been an honor and a 
privilege to be the first CODEL to visit the Second Artillery 
headquarters (septel). Military-to-military visits are 

\"hugely important\" because there is no better way to improve 
transparency than to have military officers become friends 
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and build understanding. He thanked Chairman Wu for working 
with the United States on mil-mil exchange. He highlighted 

the House Armed Services Committee\'s bipartisan nature, and 
said it reflects the fact that the U.S. military is 

nonpartisan. 


8. (SBU) China \"vigorously promotes\" mil-mil exchanges, 
Chairman Wu said, and transparency will increase with more 
exchanges. The Chinese military budget has increased, he 
acknowledged, but in absolute terms it remains very low. 
China\'s military spending is ten percent of U.S. military 
spending, and on a per-capita basis, it is even lower. 
Increases in the military budget are no more than 17 percent, 
he said, while education expenditures are up 80 percent and 
health expenditures up 40 percent. Most of the increase in 
military spending goes for welfare of the troops; in 

addition, China has 22,000 kilometers of land borders to 
defend and over 18,000 kilometers of coastline. The money 
China spends on its army goes to raising military salaries 
and buying new uniforms. In addition, he continued, China is 
concerned about U.S. involvement in the Taiwan issue. China 
seeks peaceful options for reunification, but also requires a 
military deterrent to separatist forces. China needs 
improved military personnel policies and practices, and its 
budget will grow to accommodate those, but there is no need 
to exaggerate, he said. The United States has far more 
advanced equipment, such as next-generation naval vessels. 


9. (U) Representative Spratt (R-SC) noted that trade with 
China is a concern of the Congress, and said that trade 
should be an engine of positive development of relations. 
The lack of balance in the U.S.-China trade relationship is 
causing problems, and we need to restore some balance to the 
trade relationship, he said. Chairman Wu acknowledged 
China\'s large trade surplus with the United States, but 
highlighted efforts to address the issue, including 
high-level economic dialogue. The designation of Vice 
Premier Wu Yi to meet with Treasury Secretary Paulson to 
discuss the problem is indicative of the seriousness with 
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which China takes these issues, he said. 


10. (SBU) The trade surplus problem is structural, Wu 
explained. U.S. trade deficits with Korea, Japan and Taiwan 
have all moved to China as those economies\' industrial bases 
relocated to China. This is a natural side effect of 

globalization, and the United States and China need to work 
together to demonstrate how businesses and consumers benefit 
from the high trade volume. China is eager to import more 

and procure more from the United States, especially in the 
technology sector. U.S. efforts to relax restrictions on 
high-technology exports to China would go a long way to 
improve the trade picture. Wu cited telecommunications as an 
example. China\'s import market for high technology is worth 
USD 100 billion, Wu explained. However, the U.S. share of 

that is only six percent because of export restrictions. In 
telecommunications, the United States has only two percent of 
the market. European and Japanese firms are \"grabbing\" U.S. 
market share because of unreasonable U.S. government attempts 
to restrict a \"natural effect of globalization.\" 


11. (U) Restricting imports from China to the United States 
would not be an effective way to reduce the deficit, he 
continued. The United States and China have such 
complementary economies that restricting Chinese exports 
would only shift production and procurement to other 
producers in the region without affecting the overall U.S. 
current account deficit. 


Wu\'s Message to the Delegation\'s Constituents 


12. (U) Chairman Wu asked the delegation to pass a message 
along to their constituents: China and the United States 

fought side-by-side in the Second World War; almost a hundred 
thousand Chinese students study at U.S. universities; 

friendly contact between the two parliaments is evidence of 
good relations; and China values the practical benefits of 
relations (including trade relations) and believes they can 

only get better. 


13. (U) The delegation cleared this cable. 
Randt 
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SUBJECT: THAI CIVIL SOCIETY LEADERS TELL DAS MARCIEL THAT 
FOCUS IS ON THE ELECTION 


REF: BANGKOK 04641 (DAS MARCIEL URGES RAPID 
RESTORATION OF DEMOCRATIC RULE) 
Classified By: Ambassador Ralph L. Boyce. Reason 1.4 (b,d) 


1. (C) Summary. In meetings August 22-23, Thai civil society 
leaders told visiting DAS Scot Marciel that Thai voters are 
overwhelmingly focused on coming elections and the formation 
of anew government. Two contacts warned that the biggest 
threat to the coming vote would likely be vote-buying by 

former PM Thaksin supporters. Both a leading economist and 
human rights officials said that the ousted-PM\'s allies could 
very well win and form the next government. This same human 
rights official and a politician denied that the new 

constitution hands greater power to the military and 

expressed frustration with \"inaccurate western\" media 
reporting on this topic. End Summary. 


INTERNATIONAL PRESSURE IS HELPFUL 


2. (C) In a meeting on August 23, Democrat Party Deputy 
Leader and former investment banker Korn Chatikavanij 
expressed appreciation for U.S. pressure on the RTG to keep 
to the election timetable. \"You\'ve been 
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constant...international pressure on this is helpful.\" When 
asked about general political sentiment following the passage 
of the new constitution on August 19, Korn said that the 
public mood is \"let\'s just get on with it.\" He explained 

that \"95 percent\" of the population never read the draft 
charter before they voted. \"Right now it\'s not an issue." 
According to Korn, the public is not in the mood to change 
things. \"They weren\'t interested before; they\'re not 
interested now.\" 


CHARTER NOT LESS DEMOCRATIC 


3. (C) Korn pushed back strongly on western media criticism 
of the new charter. \"I find it amusing when | hear foreign 
journalists say this one is less democratic.\" According to 
Korn, the new constitution is much more democratic in some 
ways, particularly in expanding direct public participation 

in politics. For example, the new charter reduces the number 
of voters needed to take many actions: only 20,000 signatures 
are needed to seek an amendment to the constitution. When 
asked how important this new right is--critics point out that 
Thai citizens are unlikely to use these new powers--Korn 
disagreed. He said that politicians will mobilize voters to 

use these new powers. \"Thaksin\'s people will be out 
collecting signatures.\" 


4. (C) Korn was even more critical of reports that the new 
charter would expand the role of the military in politics. 
\"This is not a pro-military constitution.\" While Korn 
admitted that military leaders on the Council on National 
Security (CNS) hand-picked the drafters, he said those 
charged with writing the charter were not pro-military people 
and did not bow to military demands. \"The military got 
almost nothing that it wanted from the constitution.\" Korn 
pointed to efforts by CNS leaders to establish a non-elected 
prime minister and a fully-appointed Senate; both measures 
failed. Korn drew a parallel to the National Legislative 
Assembly (NLA), which was hand-picked by the CNS, but has 
failed to act as a rubber-stamp for the military. These 
criticisms aside, Korn admitted that the draft Internal 
Security Act (ISA), is disconcerting, but he expects the NLA 
to successfully resist its passage. 


5. (C) Korn lamented the raft of inaccurate media 
characterizations of the Thai political situation. Asked if 

he and other Democrat Party politicians have tried to correct 
these reports, Korn said, \"it\'s too hard to explain the 
complexity of the situation here. We figure, let's just have 
the election, which is what the world wants. The world 
doesn\'t care about the details.\" 
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THAKSIN IS NOT OUT OF THE GAME 


6. (C) Turning to preparations for anew government, DAS 
Marciel asked if, based on apparent CNS disappointment with 
the results of the referendum, the military may attempt to 

play a more direct role in shaping the outcome of elections 
expected for December. Korn responded by saying \"you\'re 
concerned about the military, but I'm concerned about 
Thaksin\'s money. Washington should be equally concerned 
about Thaksin\'s money. Thaksin has never played fair; there 
needs to be a counter-balance of power.\" Korn was confident 
that the CNS will allow those former Thak Rak Thai (TRT) 
politicians not banned from politics in the May court 

decision to run for office. He admitted that his Democrat 
Party was unlikely to face the same scrutiny by election 
officials as former TRT politicians, but expressed concern 
that Election Commission authorities \"aren\'t capable of 
blocking the abuse of money\" during the election. 


7. (C) Regarding Thaksin\'s possible future role in politics, 
Korn said the ousted-PM\'s return to the political scene 
\"would be OK if he had won his popularity in a free and fair 
manner, but he cheats.\" He added, \"Thaksin is corrupt and 
his cronies are corrupt on a scale we\'ve never seen before.\" 
Korn expressed confidence that the former PM will be 
convicted in criminal court. \"In no democratic system does 
anyone advocate that criminals be allowed to compete.\" 


8. (C) Korn went on to warn that \"Thaksin is not out of the 
game.\" He said that the former PM has an interest in 
ensuring that the next government \"doesn\'t accomplish 
anything.\" Korn said that Thaksin will attempt to 
destabilize the next government, cause chaos, and create a 
void that only the ousted PM can fill. 


HUMAN RIGHTS WATCH ON NEW CHARTER, ELECTIONS 


9. (C) In a meeting on August 23, Human Rights Watch\'s (HRW) 
Sunai Phasuk told DAS Marciel that people are not focused on 
the details of the constitution, because it can only be 

changed by the next government. Sunai, like Korn, was 

critical of western media reporting that the new charter 

handed the military more power. \"This is incorrect" Sunai, 
who emphasized that he himself voted against the new 
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constitution, explained that the new charter shifts some 

power from the old, ostensibly non-partisan Senate, to the 
courts and bureaucracy, not the military. The new government 
will be weaker than those under the 1997 constitution and 
subject to more scrutiny by politicians and the people, 

\"which is not a bad thing.\" 


10. (C) Sunai explained that the current focus of public 
attention is on the election and next government. \"The 
general sense is the need to move ahead...people want the 
next election and a new government.\" He further explained 
that Human Rights Watch is concerned about inappropriate 
influence by both the military and Thaksin in the next 
election. Sunai explained that some former supporters of 
Thaksin worry that the local election commissions and the 
military will put them under greater scrutiny than other 
candidates. He pointed out, however, the ineffectiveness of 
the current government in pushing for public support of the 
charter in areas dominated by Thaksin supporters, even in 
areas under martial law. In the Northeast, a majority of 
voters rejected the constitution which, in Sunai\'s view, 
proves how \"inept\" the military government really is. Sunai 
agreed with local media reports that local election 
commission officials tend to look the other way when former 
TRT supporters engage in vote-buying and other fraud, because 
these officials are worried that Thaksin will come back. In 
Sunai\'s view, this is a serious concern for the next 

election. As he put it, Thaksin \"was the mother of all 
vote-buyers.\" Sunai said that Human Rights Watch will 
publicly call on the government to allow independent election 
observers, like those from Thai NGO Poll Net and the European 
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Union. 


11. (C) Sunai said that former TRT politicians, under the 
guise of a new party could very well win a majority, or 
enough seats in the next election to form a new government. 
If the RTG was capable and serious in its intention to rid 

the country of Thaksin, this would not even be possible, let 
alone likely. According to Sunai, it is \"completely wrong\" 

to suggest that the election would be \"one-sided\" against 
former Thaksin supporters. He noted sarcastically that this 
is not because the CNS is \"generous\" but because the current 
government is incapable of seriously \"undermining Thai 
democracy.\" 


12. (C) Expanding on the idea of CNS fallibility, Sunai said 
that the lack of clarity and competence in the government is 
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contributing to human rights problems in Thailand. Political 
uncertainty is taking its toll as well. As an example of 

what Sunai termed a \"free wheeling\" bureaucracy incapable of 
effectively coordinating policy, Sunai cited the case of 

Hmong refugees in Nong Khai province. Before, he said, 
senior government interlocutors were able to set policy in 
response to HRW concerns, but even sympathetic officials have 
had a hard time getting individual agencies and officers to 
follow central government orders. \"The CNS has no control 
over this bureaucracy.\" 


UNCERTAINTY IN THE MARKETS 


13. (C) Phatra Securities\' (a division of Merrill Lynch) Dr. 
Supavud Saicheua told DAS Marciel on August 23 that the 
markets remain concerned about continued political 
uncertainty in Thailand. He pointed to the nearly four 
percent drop in the local market on August 22, in response to 
the latest spate of (unfounded) coup rumors. Supavud said 
that the referendum result underlined the deep divisions in 
Thai society, with all but two Northeast provinces voting 
against the new constitution. He expressed significant 
concern over these \"schisms\" in the body politic. Pointing 
to last month\'s protest outside Privy Council President and 
elder statesman Prem Tinsunlanonda\'s house, he said 
emphasized that \"a lot of lines have been crossed...there\'s 
no telling what can happen next.\" 


14. (C) Turning to the coming election, Supavud noted that 
VitVs clear that (former) TRT politicians have the upper hand 
and they\'re getting more confident.\" He explained that, even 
with 100 TRT leaders banned from politics for five years, 
former TRT candidates can win at least 200 seats in the new 
parliament. Supavud does not see the Democrat Party getting 
more than 120 seats. According to Supavud, some of Thaksin\'s 
supporters are saying that its best for their parties to 

remain in the opposition, discredit a Democrat-led coalition 
government, and come back even stronger in the following 
election. \"They don\'t want to provoke the military too soon.\" 


15. (C) Supavud characterized the dynamic behind the 
September 19 coup as a battle between the old-guard, 
traditionally pro-military elite and the new capitalists led 

by Thaksin. He noted that Thaksin was in serious trouble 
politically before the coup and could possibly have been 
pushed out of office by democratic and peaceful means. 
Supavud said, however, that there was \"too much concern\" 
about leaving him in power while \"the royal succession\" was 
left unresolved. DAS Marciel noted the long history of 
political corruption in Thailand and asked how Thaksin was 
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any different. Supavud explained that, while not the first 
corrupt leader, Thaksin was \"the most organized...he 
monopolized corruption.\" According to Supavud, Thaksin tried 
to turn this monopoly on corruption into a monopoly on power. 


16. (C) DAS Marciel asked which party the military favors. 
Supavud pointed out that the old-guard elite \"doesn\'t like 
any party...theyVre anti-politician.\" He pointed to 
provisions in the new constitution establishing greater 
oversight over elected politicians; \"they simply won\'t have 
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the power they once held.\" 


17. (U) DAS Marciel cleared this message. 
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E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: TOKYO MEDIA REACTION - 8/22 SPEECH OF 
PRESIDENT BUSH ON IRAQ 


LEAD STORIES: Most Wednesday papers led with the 
results of their opinion polls taken after Monday\'s 
cabinet reshuffle, showing that support for Prime 
Minister Abe improved by as much as 12.5 points to 44 
percent. 


1. \"Bush\'s Controversial Reading of War History" 
Washington correspondent Arimoto of the conservative 
Sankei wrote (8/29): \"President Bush\'s speech on August 
22 rejecting calls for a pullout of US forces from Iraq 
has generated controversy for his reference to the US 
victory over Japan in WWII and the Vietnam War. His 
direct linking of the Iraq war and the Vietnam War was 
the most controversial part, as he spoke of the 
\tragedy\' that occurred in Vietnam after the US 
withdrawal. As the president is now in a tight corner 

in the face of calls by some of his fellow Republicans 
to get out of Iraq, it will be interesting to see how 

the US public evaluates President Bush\'s reading of 
history.... The White House is reportedly pleased that 
the speech has elicited so much public interest. It is 
uncertain to what extent his interpretation of the 
Vietnam War will be shared by the public. There is no 
question, however, that he achieved his of igniting 
debate about the comparison.\" 


DONOVAN 
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E.O. 12958: DECL: 08/20/2017 

TAGS: AJ, ECON, EFIN, ETRD, KCOR, PGOV, PREL 

SUBJECT: EEB WS SULLIVAN DISCUSSES AZERBAIJAN\'S ECONOMIC 
SITUATION, EITI, CORRUPTION 


REF: BAKU 000949 
Classified By: AMB. ANNE DERSE for reasons 1.4 (b) and (d). 


1. (C) Summary: During his August 15-16 visit to Baku, EEB 
A/S Sullivan discussed economic cooperation with the American 
Chamber of Commerce Board of Directors, President of the 
State Oil Fund Movsumov, Minister of Economic Development 
Babayev, Minister of Finance Sharifov (septel), and local 
international financial institutions and NGOs. While Movsumov 
and Babayev detailed steps the GOAJ is taking to counter 
growing inflation, they also expressed a view - seemingly 

widely shared within the GOAd - that the economy can handle 
the current 15-20 percent inflation and that this is a period 
Azerbaijan must just \"get through." Babayev reaffirmed GOAJ 
support for WTO accession and said the Ministry of Economic 
Development (MED) had prepared a presidential decree to 
accelerate the process; he also noted that certain sectors 
remained opposed to WTO accession. Local international 
financial institutions and NGOs gave a readout of the 

business operating environment in Azerbaijan and corruption. 
The American Chamber of Commerce highlighted sectors in the 
Azerbaijani economy where the GOAJ has said it hopes to 
attract involvement by U.S. companies. End Summary. 


2. (C) During his August 15-16 visit to Baku, A/S Sullivan 

met with Minister of Economic Development Babayev, President 
of the State Oil Fund Movsumov, Minister of Finance Sharifov 
(septel), the American Chamber of Commerce Board of 
Directors, and local representatives of international 

financial institutions and NGOs. Other USG officials at the 
meetings included Ambassador Derse, EEB\'s Rob Garverick, 
USTDA\'s General Counsel James Wilderotter, DOE\'s analyst 
Tyler Tiller, and Pol/Econ officers (notetaker). A/S 

Sullivan\'s energy discussions are reported septel. 


Breakfast with the American Chamber of Commerce 
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3. (SBU) During a breakfast with the American Chamber of 
Commerce Board of Directors (AmCham Board), A/S Sullivan 
discussed with the Board the potential for increasing U.S. 
companies\' representation in the Azerbaijani market. The 
AmCham Board said that the GOAJ had made clear to them in 
recent meetings that it would welcome U.S. participation in 
major new development initiatives and projects in the 
following sectors: Electricity, Municipal Housing, 
Water/Sanitation, and Franchising. The AmCham Board said 
that it seeks USG support in finding and attracting quality 
U.S. companies to participate in a major trade mission to 
Azerbaijan that it would like to sponsor to take advantage of 
these opportunities. 


4. (SBU) A/S Sullivan offered to connect AmCham with various 
U.S. Chamber of Commerce and Department of Commerce 
representatives that could serve as a conduit for bringing 
AmCham together with interested U.S. companies. A/S Sullivan 
and AmCham also discussed the idea of a \"Business 
Entrepreneurial Council\" to engage in regular dialogue with 
President Aliyev about the business climate, comprised of 
representatives of leading business associations with AmCham 
leading the effort and serving in the Secretariat of the 

Council. A/S Sullivan noted that he had encouraged President 
Aliyev to consider the idea he and the AmCham Board agreed 
that it was important to follow-up with the Presidential 
Apparatus and President Aliyev to discuss the Council. 

(NOTE: In an August 23 meeting with the AmCham Board of 
Directors, Presidential Economic Advisor Vahid Akhundov 
agreed that there was a need to establish regular 
communications between the GOAJ and the business community. 
Akhundov said that he would brief President Aliyev on 
AmCham\\'s vision of a revitalized Business Entrepreneurial 
Council, and would recommend that President Aliyev meet the 
AmCham \"in the near future\" to further discuss the issue). 


SOFAZ President Movsumov 


5. (C) State Oil Fund (SOFAZ) President Movsumov gave a 
brief history of the Fund and said that the Fund currently 

holds roughly $2 billion, an amount he expects to grow by 
another $5 billion in 2008 and by another $9 billion in 2009. 
Movsumov complimented the role that USTDA played in setting 
up the Fund and commented that the Fund\'s institutional 
capacity is inching forward. Movsumov said that the Fund is 
carrying out its mission to manage wealth constructively and 
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channel the funds into projects in the \"social and 
development" areas that will have long-term dividends for the 
GOAJ. In response to a Sullivan query about the kinds of 
projects that the Fund participates in, Movsumov said that 
the Fund helped finance the BTC pipeline, will help finance 
the Baku-Tbilisi-Kars railroad, will finance a local 

irrigation project, the start-up of an Azerbaijani investment 
company in which SOFAZ plays a role on the supervisory board, 
will support the transition of the pension system from 
partially-funded to fully-funded, and the GOAJ\'s new program 
to send students abroad to study. 


6. (C) A/S Sullivan also discussed the Extractive Industries 
Transparency Initiative (EITI) pointing out the \"free rider\" 
problem and stating that many countries belong to the EITI 
and receive the praise for doing so, but have yet to truly 
implement EITI-mandated provisions for transparency. 
Movsumov said that he and the EITI have similar concerns, 
adding that he raised this issue with the Board of Directors 
and other members of the EITI, and that the Board was 
planning to vote on this issue at the next Board meeting in 
Oslo. Movsumov said that the GOAu is currently trying to 
move the UN forward on a resolution endorsing EITI and is 
encouraging Norway to consider becoming an EITI member and 
implement EITI provisions to counter a spreading mindset 
among less-developed countries that the EITI is something 
imposed on them by richer countries. Movsumov hopes that, 
one day, EITI will lead to worldwide implementation of its 
provisions and, perhaps, the U.S. may join. 


7. (C) Movsumov also commented that the Fund is working to 
alleviate Azerbaijan\'s inflation problem. Movsumov said that 
is an on-going debate within the GOAJ about whether to spend 
more of the oil money now on much needed roads and 
construction, which fuels inflation, or to save more and 

invest in long-term projects. Movsumov said that, right now, 
inflation in the economy is manageable because real 
disposable income is rising to compensate for the rise in 
prices. Nevertheless, Movsumov said that the GOAJ is working 
with experts to find ways to counter the problem, including 
working with the BP-provided economic model that shows the 
tradeoffs of funding different, non-oil sector projects and 

their effect on the economy. 


MED Babayev 


8. (C) During his August 15 meeting with Minister of 
Economic Development (MED) Heydar Babayev, A/S Sullivan 
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outlined his visit to Turkmenistan and told Babayev that he 

had mentioned to Turkmen officials that Azerbaijan was a 
better economic model for Turkmenistan,s new leadership than 
the former Soviet Union. Babayev said the GOAJ is receiving 
a positive message from the Turkmen leadership and has a 
bright future as a transit country. The Kazakhs have now 

seen that Russia is an unreliable partner and are supporting 

a Trans-Caspian pipeline, he said. Babayev added that 
Kazakhstan and the GOAJ have created a foundation to finance 
important regional projects. Noting that the GOAJ has signed 
an energy MOU with Greece, Babayev said that transit 
negotiations are underway with Turkey and the GOAJ expects to 
reach a new agreement once the new Turkish government is 
formed. Babayev told Sullivan that Azerbaijan provides 70 
percent of Georgia,s gas demand and there will be a similar 
statistic for Turkey soon. Separately, he said the GOAJ 

would discuss a pipeline project with the Israeli Deputy 

Prime Minister during his visit to Azerbaijan. If Jordan 

remains positive about it, Babayev said there was a potential 
for regional cooperation. 


9. (C) Babayev told Sullivan the GOAJ,s WTO accession 

efforts are ongoing, but that he is unhappy with the slow 

pace. He said that four of the required legislative changes 

have been implemented, and that in June 2007 during the last 
meeting of Azerbaijan,s WTO Commission, it was unanimously 
decided to ask the President to enlarge and expand the role 

and responsibilities of the Commission. The MED also has 
presented a nine-step WTO accession roadmap to the President 
for approval, Babayev said (reftel). Some bilateral 

agreements have been reached with Georgia, Moldova, Oman and 
the UAE, while others are ongoing. Babayev pointed out that 
some recent developments, e.g. in Kyrgyzstan, had negatively 
impacted the image of the WTO, but that the GOAJ is past 
questioning whether to join and is fully committed to 

accession. The GOAJ is definitely examining the benefits and 
costs of accession with a view to addressing the costs. 
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Babayev told Sullivan that the business climate in Azerbaijan 
still requires significant improvement. He said the GOAJ has 
engaged with the authors of the World Bank,s Doing Business 
Report to agree on what improvements, like on licensing and 
registration, should be implemented to improve Azerbaijan,s 
score. Babayev said the GOAJ sees the necessity of the 
changes, as an important method of improving its ability to 
attract additional investment. Sullivan noted that there 

would have to be efforts also to educate the public about the 
WTO and an open economy. 
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10. (C) Babayev said that the lack of progress toward 
economic liberalization has contributed to Azerbaijan\'s 
double-digit inflation. He noted that inflation is higher 

in the food market than in the overall economy and attributed 
that to high quality Azerbaijani products commanding higher 
prices domestically and in Russia. Azerbaijan,s current 
inflation is still acceptable, Babayev asserted, while 
acknowledging that his deputies did not agree. Babayev said 
the GOAJ cannot be afraid of inflation as it spends money on 
essential social infrastructure development. He asserted 
that despite inflation, the population has experienced a 
17-20 percent increase in real income in 2006. Using 
previous U.S. experiences as an example, Sullivan told 
Babayev that once double-digit inflation is built in, it 
becomes harder to eliminate. He pointed to the 
anti-inflationary influence that joining the WTO could have 

by increasing competition and reducing the price of imports. 


11. (C) American companies bring benefits like increased 
training and technology, Sullivan said, and the Ambassador is 
looking for ways to increase their participation. The 
Ambassador told Babayev she had been invited to speak at the 
influential Business Roundtable and that this would be a 

great opportunity to promote greater awareness of actions 

that the GOAJ had taken to improve the business climate, 
assuming that the GOAd is able to move forward on critical 
reforms in the near term. Babayev noted that the ongoing 
court case involving Americans that had purchased 
privatization vouchers, he hoped would be resolved soon. 
Babayev said the Azerbaijan Investment Company (AIC) was a 
good creation that protected foreign investors in the non-oil 
sector from corruption by making them partners with the GOAJ. 
Babayev pointed out that President Aliyev had decided that 
local investors could work with the AIC as well, and that in 

its second year AlC-domestic partnerships eclipsed the 

overall value of foreign investors. 


Local IFls & Economic NGOs 


12. (C) In a lunch meeting hosted by the Ambassador, several 
representatives from the international financial institutions 

and economic non-government organizations briefed Sullivan on 
the current business operating environment. The 

international financial institutions and NGOs in attendance 

were the World Bank\'s Resident Representative Gregory 
Jedrzejczak, Head of the Azerbaijan Resident Mission of the 
Asian Development Bank Faraj Huseynbayov, Director of the 
Public Finance Monitoring Center Ingilab Akhmadov, Director 

of the Center for Economic Research Qubad Ibadoglu, Chairman 
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of the network of NGO\'s for the Fight Against Corruption 
Alimammad Nuriyev, the World Trade Organization\'s Rashad 
Aliyev, Head of the EITI Coalition Sabit Bagirov. The 

meeting featured a broad-ranging discussion of corruption 
issues and the most effective regulatory and institutional 
strategies for promoting anti-corruption reform in 

Azerbaijan. 


13. (C) In response to a question from Sullivan on 
corruption, Akhmadov said that one must distinguish between 
social corruption and government corruption. Akhmadov said 
that social corruption is much harder to control than 
government corruption because laws and administrative 
guidelines cannot effectively regulate traditional social 
norms/practices. Government corruption, however, is more 
easily identifiable because there are laws that set specific 
rules against corrupt government practices. Akhmadov said 
that EITI offers the possibility to tackle both forms because 

it can focus on state-owned companies for its anti-corruption 
efforts which, he emphasized, can have a trickle down impact 
on the workers and change social corruption 
incentives/practices. Nuriyev said that the opportunity to 
eliminate corruption lies in effective implementation of the 
legislation which sets the rules and the 

administrative/judicial enforcement stratagem. As an 
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example, Nuriyev said that the hiring process for government 
positions must change because it is based on nepotistic 
practices. Where someone is from, or someone\'s family ties 
to the regime often determines whether the person gets the 
job. 


14. (C) Sullivan asked the group if they thought it possible 
for the GOAJ to pass legislation making it illegal for 
government workers to own stocks in an important sector, such 
as the oil sector. Jedrzejczak replied that there already is 
legislation that prohibits ministers from being involved in 
businesses, but it has not been implemented. Bagirov said 
that any efforts to correct government structures or remove 
corruption from government structures will need to be 
accelerated in order to impact on the utilization of the oil 
revenues flowing into the GOAJ budgets. 
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E.O. 12958: DECL: 08/28/2017 

TAGS: PREL, PGOV, PINS, IZ 

SUBJECT: SHIVA PARLIAMENTARY MALCONTENTS VENT ABOUT GROUP 
OF FOUR, SADRISTS, AND IRAN 


REF: BAGHDAD 2877 (IRAQI LEADERS REACH AGREEMENT) 


Classified By: Classified By Political Counselor Matt Tueller. Reason: 
1.4 (b) and (d). 


1. (C) Summary: Separate discussions with former Prime 
Minister Ibrahim al-Jaafari, nominally a member of PM 
al-Maliki\'s Da\'wa party, and senior legislators from the 
Fadhila party revealed deep skepticism over the current 
governmentVs ability to achieve meaningful progress and 
interest in forming a new political bloc to challenge the 
Group of Four alignment. Al-Jaafari and the Fadhila reps 
were critical of the Iraqi Islamic Supreme Council (ISCI) for 
its close ties to Iran and for damaging the United Iraqi 
Alliance (UIA), the sect-based coalition which propelled 
ShiVa politicians to power in 2005 elections but has since 
unraveled. Fadhila leaders poured scorn on Iran, which they 
identified as the source of many of lraqVs problems and 
complained that the GOI had done little to counter unhelpful 
or even aggressive Iranian acts such as its shelling of Iraqi 
territory. Identified by Fadhila reps as the Sadrist\'s 

choice as next lraqi Prime Minister, al-Jaafari maintained 
that most of the al-Sadr movement can still be directed into 
the mainstream and that radicals within the movement seize 
upon unemployment, poverty, and \"indiscriminate\" Coalition 
attacks to broaden their appeal among ShiVa. Al-Jaafari 
expressed a wish to visit Washington within a fortnight, but 
we advised him to think more realistically of a late 2007 

trip. End Summary. 


Group of Four/4 1 Agreement: Exclusive and Ineffective 


2. (C) Although our meeting with al-Jaafari occurred prior 
to issuance of a communiqu by five Iraqi leaders on key 
legislation (reftel), he was critical of the \"Group of Four\" 
alignment and told us August 25 that at least one leader 
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(unnamed) among the Group confided deep pessimism about its 
seriousness of purpose and ability to achieve meaningful 
progress. Al-Jaafari emphasized that he and other Da\'wa 
elements oppose Prime Minister al-Maliki\'s decision to lead 
Da\'wa into a new political grouping that has only exacerbated 
\"the Sunni problem.\" Senior Fadhila Party members Hassan 
al-Shammari, Basim al-Sherif, and Karim al-Yakuby were 
unimpressed by the agreement, predicting that it would do 
nothing to solve lraq\'s many problems and complaining that 
they had been given no opportunity to participate in the 
agreement process. They stated that Sunni Vice President 
Tariq al-Hashemi\'s Islamic Party was an unofficial but de 
facto member of the new leadership grouping. Without stating 
explicitly an intent to leave the Da\'wa party, al-Jaafari 
maintained that he and other disaffected Da\'wa cadres are 
exploring the formation of a new political coalition 
(presumably under his leadership) whose composition would be 
based on \"vision and ability\" that cuts across sectarian 
divides \"just like selection of the lraqi national soccer 

team,\" but he declined to identify potential partners. The 
Fadhila reps expressed interest in joining a new political 
coalition but not an opposition front, and made clear they 
could support and work with former PM Ayad Allawi. Comparing 
Allawi\'s tenure positively to that of his two successors, 

they said that there had been little sectarian violence or 
Iranian meddling during Allawi\'s rule. Al-Shammari opined 
that Allawi is the only Iraqi leader who can stand up to Iran 
because, unlike the others, he is not beholden to Tehran. He 
predicted that Allawi may also find support from the Sunni 
Tawafug alliance. 


ISCI, Iran, and the Sadrists 


3. (C) The Fadhila reps and al-Jaafari agreed that the 
once-powerful UIA was currently functioning in name only. 
Fadhila\'s 15 Council of Representatives members left the 
alliance earlier this year, and al-Shammari and his 

colleagues joked that the UIA was either \"on life support or 
clinically dead." Al-Jaafari groused that the ShiVa alliance 

had lost cohesion due to poor management and dominance by 
senior alliance partner ISCI, which he characterized as the 
personal political vehicle of the al-Hakeem family. He 

likened the UIA\'s decline and eventual de facto domination by 
the al-Hakeems to that of ISCI and its predecessor SCIRI, 
which started out as a genuinely broad-based ShiVa coalition 
(he claims to have been a SCIRI founding member in 1983 as an 
Iran-based exile) but \"over time there was nothing left but 

the al-Hakeem family.\" 


4. (C) Al-Jaafari and the Fadhila reps claimed that ISCI has 
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close ties to Iran, and the Fadhila legislators also 

maintained that Iran provides funding and weapons to ISCI and 
its affiliated Badr militia as well as to the al-Sadr 

movement and its Jaysh al-Mahdi (JAM) militia. Al-Shammari 
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decried Iranian interference in Iraq and said that that Iran 
seeks to further its national interests by ensuring 

instability in Iraq. He identified Iran as the root of many 

of Iraq\'s problems, and expressed indignation that the GOI 
had done little to counter unhelpful or even hostile Iranian 
acts such as its shelling of Iraqi territory or the easy 

passage without Iraqi border guard inspection of vehicles and 
cargo coming from Iran. Al-Shammari predicted further 
internecine ShiVa violence in Southern Iraq, principally 
between lran-supplied Badr and Iran-supplied JAM, and sniped 
that the Basrah Governor had not stopped the flow of Iranian 
weapons into Iraq. In the event of a U.S. withdrawal from 
Iraq, he stated that Iran would be \"America\'s replacement.\" 


5. (C) The Fadhila CoR members identified Allawi as their 
personal choice as new PM (although they hastened to add that 
this was not Fadhila\'s official position), and asserted that 
Moqtada al-Sadr loyalists would likely back al-Jaafari. 

Asked about the Sadr movement and the possibility of 
increased USG engagement with reconcilable Sadrists, 
al-Jaafari stated that the movement is divided but still has 

a large number of people amenable to participation in 
mainstream political life but not yet ripe for USG contact. 

He characterized poverty and lack of jobs/services in the 
squalid Baghdad suburb of Sadr City as the basis not only of 
al-Sadr\'s support, but also as an opportunity for a potential 
GOI breakthrough. Jaafari said if the GOI could provide jobs 
and services to Sadr City\'s 3 million residents, most of whom 
are crammed \"10 to 40 people in 1200 square foot houses,\" 
then they would abandon radical al-Sadr elements, thus 
isolating Sadrist hotheads for the GOI security forces to 

deal with. Jaafari also complained that \"indiscriminate\" MNF 
kinetic operations in Sadr City are driving unemployed young 
men into JAM\'s waiting arms. To make his point, he conducted 
an impromptu interview with a member of his household staff 
(a young male Sadr City resident) who attested to \"random\" 
MNF attacks, raids, and arrests/prolonged detentions of young 
male bystanders, all of which resulted in bad feelings toward 
the U.S. In reply to al-Jaffari\'s point that USG release of 
small-fry Sadr City detainees could help improve the USG 
image among Sadrists, we offered a briefing on new USG 
detainee release initiatives in hopes that al-Jaafari and his 
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associates might play a helpful role in vouching for released 
detainees. 
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NEA FOR FRONT OFFICE; NEA/IPA FOR 
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PRM/ANE; NSC FOR ABRAMS/WATERS; TREASURY FOR 
SZUBIN/LOEFFLER/NUGENT/HIRSON; BRUSSELS FOR LERNER; PLEASE 
PASS TO USAID FOR KUNDER/MCCLOUD/BORODIN 


E.O. 12958: N/A 

TAGS: EAID, ECON, KPAL, KWBG, PGOV, PHUM 

SUBJECT: GAZA HEALTH CARE BECOMES PAWN IN HAMAS-FATAH POWER 
STRUGGLE 


REF: JERUSALEM 1764 


1. (SBU) Summary: In reaction to Hamas\' replacement of 
Fatah-affiliated hospital administrators in Gaza (reftel), 

the Fatah-affiliated labor unions of the Ministry of Health 
(MOH) in Gaza have been conducting work-stoppages as of 
August 23. An estimated 95 percent of MOH hospital employees 
have been working only from 0800-1100, Sunday through 
Thursday, according to Gaza-based World Health Organization 
(WHO) contacts. Union leaders have stated that the 
work-stoppage is scheduled until September 13, when a full 
strike may be called if Hamas does not stop \"interfering in 

the Gaza health care sector.\" Hamas, in turn, has threatened 
to close down Gaza\'s \"private clinics,\" which are, in 

general, the homes of Fatah-affiliated physicians who have 
been consulting patients from home (and charging fees) since 
the work-stoppage began. MOH pharmacies remain open only 
three hours each day and hospital in-patients are tended 
mostly by their family members. End summary. 
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Hamas-Fatah Battles 
Extend To Health Care 


2. (SBU) Gaza-based OCHA representative Hamada al-Bayari 
told econoff August 28 that Hamas replaced several 
PA-appointed hospital administrators in early August, 

alleging that they were unprofessional, incompetent and had 
stolen vast amount of hospital furniture for personal use. 
Gaza-based WHO information officer Dalia Salhah told econoff 
August 27 that the new Hamas-affiliated hospital 

administrators are experienced MOH hands, who, as a result of 
accepting the Hamas-filled positions, are no longer receiving 
PA salaries. She said that these new Hamas-affiliated 
administrators accepted their new positions due to their 

Hamas loyalties, and may receive cash payments from Hamas in 
place of PA salaries. 


3. (SBU) The Fatah-affiliated MOH unions in Gaza, including 
those of physicians, pharmacists, technicians, and 
administrators, instructed their membership on August 23 to 
conduct work-stoppages during all hours but 0800-1100, Sunday 
through Thursday, in protest of Hamas\' replacement of 
high-level Fatah-affiliated hospital administrators. 

According to news reports, the work-stoppage was explicitly 
ordered by the Fatah political leadership. Salhah said that 
roughly 95 percent of all MOH hospital employees have 
participated in the work-stoppages, limiting health care 
options for Gaza residents to private hospitals and clinics, 

and NGO health care facilities. She said that the medical 
union leadership plans to continue the work-stoppage until 
September 13, when a full strike may be called if Hamas does 
not stop \"interfering in the Gaza health care sector.\" 


Gaza Physicians Double-Dipping 


4. (SBU) OCHA\'s al-Bayari said that PA hospital physicians 
participating in the work stoppage are returning to their 
homes at 1100 to run private clinics, charging patients NIS 
40-50 (USD 10-12) per visit. (Note: News reports August 28 
state that Hamas plans to close-down all private clinics that 
are not licensed and registered. Hamas has claimed that the 
striking doctors are taking advantage of Gaza\'s sick by 
earning full PA salaries and charging patients at private 
clinics in the afternoon hours. End note) 


Nurses Affiliated With Hamas 
Resist Work Stoppage 
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5. (SBU) Salhah said that the MOH union of nurses in Gaza 
refused initially to participate in the work stoppages, as 

its members had been affiliated with Hamas and did not object 
strongly to Hamas\' administrative changes. She said that the 
PA threatened to withhold the nurses salaries, therefore the 
union leadership on August 26 instructed its membership to 
participate in the work stoppages. 


Poor Health Care Made Worse 
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6. (SBU) According to Salhah, Gaza MOH pharmacists are 
closing their operations at 1100 hours, as well, making it 
more difficult for Gazans for purchase medicine. She 
underscored that emergency services have remained open 
24-hours a day in all public hospitals, with a select few 
nurses managing in-patient services around the clock. She 
added that family members have been helping to care for 
patients requiring over-night hospitalization, but that 
hospital bed sheets, floors, and restrooms remain soiled, 
meals unavailable, and doctors\' visits rare. 
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E.O. 12958: DECL: 08/28/17 

TAGS: ECON, EFIN, KFTN, PTER, PGOV, KWBG 

SUBJECT: PA CLOSES 103 NGOS AND CHARITIES, MOST WITH LINKS 
TO HAMAS 


Classified By: Acting Principal Officer Thomas Duffy, reasons 1.4 (b) a 
nd (d). 


1. (U) PM Salam Fayyad announced August 27 aPA cabinet 
decision to dissolve 103 charitable and non-governmental 
organizations in the West Bank and Gaza due to violations of 
laws governing civil groups. Publicly, Fayyad denied that 

the action is aimed at Hamas institutions, asserting that NGO 
compliance with relevant laws has been under review for a 
long time. He said that the 103 institutions can appeal the 
closures. Fayyad urged beneficiaries of these organizations 
to contact the Ministry of Social Affairs, which will 

consider extending equivalent assistance on a case-by-case 
basis. He noted that there are about 2,400 registered NGOs 
in the West Bank and Gaza. 


2. (C) Ina meeting August 28 with visiting NEA DAS Rob 
Danin, Fayyad said there was no official proclamation; 

rather, he announced the initiative in a meeting with print 
journalists on August 27, and would follow-up ith electronic 
media on August 28. Fayyad said he list of the 
establishments would be distributd soon. He commented that 
the initial number ofclosures \"had to be over 100 to make an 
impact\" ad that he plans on closing other establishments on 
a case-by-case basis. 


3. (C) Palestinian Montary Authority (PMA) Deputy Governor 
Jihad al-Wair told Econoff August 28 that most of the 
instiutions are affiliated with Hamas, including many 
stablished inappropriately during the period when amas led 
the PA. He said that actions taken aganst the 103 are based 
on the Charities Law (Artile 38), enforcement of which is 

the responsibiliy of the Ministry of Interior. He said the 

PMA bgan issuing circulars to banks August 27 to freezethe 
accounts of the targeted institutions. The ames of the 103 
institutions will not be made pulic until these 

notifications are completed. 


. (C) Palestine Stock Exhange CEO Hassan Abu Libdeh told 
Econchief Augus 28 that the action was clearly aimed at 
Hamas-afiliated charities. \"If there are non-Hamas 

charties listed, they are only one or two, and only togive 

the action \'balance\'.\" Al Ayyam editor Akrm Haniyeh told 
DAS Danin that Fayyad is taking a\"very difficult, brave 
decision\" in ordering thecharities closed. 
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E.O. 12958: DECL: 08/28/2017 

TAGS: KWBG, PINS, IS, PGOV, PTER, ASEC 

SUBJECT: FAYYAD COMMENDS PALESTINIAN SECURITY FORCES WHO 
PROTECT IDF OFFICER IN JENIN 


REF: JERUSALEM 1810 


Classified By: Acting Principal Officer Thomas M. Duffy, for reasons 1. 
4 (b) and (d) 


1. (C) At a August 28 meeting with NEA DAS Rob Danin in 
Ramallah, PM Salam Fayyad praised Palestinian Authority 
security forces (PASF) personnel who protected an IDF officer 
who accidentally entered Jenin August 27, passing A/PO a copy 
of his official commendation to Jenin security officers 

(printed in full in para. 3). Fayyad noted the criticism his 
government received from some extremist groups for rescuing 
an Israeli soldier, but said he wanted the commendation 

letter widely distributed as a sign of political support for 

the PASF. Israeli and Palestinian media both gave positive 
coverage to the incident, and Israeli newspapers carried 
Israeli FM Tzipi Livni\'s remark that \"the operation proves 

that the Palestinian government and its forces are growing 
stronger in their action against terror organizations.\" 
Palestinian press noted that Palestinian Islamic Jihad (PIJ) 
condemned PASF protection of the IDF officer, claiming PASF 
had disrupted a PlJ plan to lure the officer into Jenin (PASF 
commanders in Jenin deny this and say the IDF officer was 
lost). 


2. (C) In an August 28 phone call, Jenin National Security 

Forces (NSF) commander Sulayman Umran, whose forces protected 
the Jenin MugataVa (security headquarters) against an angry 

mob that burned the IDF officer\'s truck and fired several 
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shots at the MugataVa, said he \"did not even want to think 
about\" what might have happened if PASF had not identified 
the IDF officer before militants found him. He said NSF 
reinforcements that the Interior Ministry sent to Jenin on 
August 16 had been vital to his ability to hold off the angry 
mob. He added that he hopes the incident will help improve 
security coordination with the IDF. He said Jenin Preventive 
Security (PSO) commander Ibrahim Abu Jazar and the police 
worked closely with the NSF to resolve the crisis without 
violence. 


3. (SBU) Commendation of Jenin PASF by PM Fayyad follows. 


The Palestinian Authority 
The Prime Minister\'s Office 


Major General Abd al-Raziq al-Yahya, 
Greetings, 


Please convey my best regards and highest appreciation to all 
PASF personnel who played a brave and wise role in ending the 
situation of the Israeli officer who mistakenly entered 

Jenin. Their intervention demonstrates the highest 
responsibility and commitment to the ethics of our great 

people. Please also convey the government\'s absolute 
rejection of those voices casting doubts about the security 
forces and their position. | stress my pride in them and 

their brave and responsible action which serves our people\'s 
national interests. 


Please circulate this memorandum to the entire security 
establishment. 


Respectfully, 


Salam Fayyad 
Prime Minister 


Ramallah 
August 28, 2007 
DUFFY 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, KDEM, PINR, MA 
SUBJECT: HIGH COURT ANNOUNCES LEGISLATIVE CANDIDATES 


REF: ANTANANARIVO 813 AND PREVIOUS 


1. (U) On August 23, Madagascar\'s High Constitutional Court 
published the official list of candidates for the September 23 

National Assembly elections. 1,542 candidates, of whom 666 are 
former deputies, will compete for 127 seats. President 
Ravalomanana\'s Tiako | Madagasikara (TIM) party is the only one with 
national coverage. Major political parties are concentrating in 

their traditional geographic support bases and an opposition 

initiative to launch joint candidates appears to have had limited 
success. Most candidates are running as independents; many of them 
nominally TIM members who did not get the party\'s nomination but are 
running anyway. This breakdown of party discipline has somewhat 
encouraged the opposition to think they can win a substantial 

minority - an outright majority remains unlikely. A dissident wing 

of TIM called the Committee to Renew TIM (CRT) has put forward 41 of 
its own candidates. 


2. (U) In a move to rein in parliamentarians and cut down on 
corruption, Prime Minister Rabemananjara announced at a cabinet 
meeting that National Assembly Deputies will no longer enjoy perks 
including sport utility vehicles, gas coupons, telephone credits, 

and free airline tickets. This announcement received strong public 
approval, although many question whether these changes will stick if 
the administration needs to woo Deputies in the future. 


3. (SBU) COMMENT: As usual, rumors abound in Madagascar that the 
French are directly or indirectly backing opposition candidates. 

The President is reportedly hopeful redistricting will help win some 
seats away from the opposition in Tulear, support base of Jean 
Lahiniriko\'s party, and Tamatave, support base of Roland Ratsiraka\'s 
party. The extent of malaise within the TIM party is still unclear, 

but the opposition may have lost its window to take advantage of the 
internal divisions by failing to resolve leadership issues, 


Column 3 
articulate acommon platform, and launch joint candidates in more 
districts. END COMMENT. 


MARQUARDT 
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OO RUEHWEB 

DE RUEHML #2926 2410532 

ZNY SSSSS ZZH 

O 290532Z AUG 07 

FM AMEMBASSY MANILA 

TO SECSTATE WASHDC IMMEDIATE 8048 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/30/2027 

TAGS: KTFN, EFIN, PTER, ETTC, PREL, RP 

SUBJECT: TERRORIST FINANCE: PRE-NOTIFICATION OF DESIGNATION 
OF FIVE SAUDI INDIVIDUALS 


REF: SECSTATE 121245 
Classified By: Economic Counselor Larry Memmott, reasons 1.4 b/c 


1. (S) Embassy delivered reftel demarche and background 
paper to Philippine Anti-Money Laundering Council Compliance 
and Investigation Head Richard Funk on August 29. Funk 
agreed to relay the information to other members of the 
Council and inform us of any responses. 

KENNEY 
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PP RUEHDE RUEHDIR 

DE RUEHKU #1304 2410540 

ZNY CCCCC ZZH 

P 290540Z AUG 07 

FM AMEMBASSY KUWAIT 

TO RUEHC/SECSTATE WASHDC PRIORITY 9821 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 

RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 

RHEFHLC/DEPT OF HOMELAND SECURITY WASHINGTON DC PRIORITY" "CONFIDENTIAL KUWAT 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE PASS TO USTR JBUNTIN 
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E.O. 12958: DECL: 08/26/2017 

TAGS: ETRD, ECON, KIPR, KU 

SUBJECT: ARABIAN ANTI-PIRACY ALLIANCE AND KUWAIT CUSTOMS DG 
CLAIM MAJOR PROGRESS ON IPR ENFORCEMENT 


REF: KUWAIT 642 
Classified By: CDA Alan Misenheimer for reasons 1.4 (b) and (d). 


1. (SBU) On August 22, Commercial Counselor and Econoff met 
with Scott Butler, CEO of the Dubai-headquartered Arabian 
Anti-Piracy Alliance (AAA). Butler was accompanied by Albert 
Marshall, Legal and Business Affairs Manager for Sony 
Computer Entertainment Europe, who was making a tour of the 
Gulf region. AAA supports regional intellectual property 

rights (IPR) efforts on behalf of the Motion Picture 

Association of America, the Business Software Alliance, and a 
number of international record labels. The AAA branch in 
Kuwait, which employs two former police officers from the 
Ministry of Interior, works with local licensed distributors 

to identify vendors selling pirated goods. AAA then 
encourages the relevant government agency (the Information 
Ministry, Commerce Ministry, Kuwait Customs, or police, 
depending on the nature of the case) to carry out raids, 

pursue prosecution, and close down vendors selling illegal 
media. 


2. (SBU) Butler remarked that in the past year, AAA has 
noted positive trends in both the number of raids and the 
number of shops being closed for CD and DVD piracy. 
According to Butler, Kuwait has demonstrated more progress 
than any other state in the GCC in terms of enforcement 
activity. He said he would advocate to have Kuwait taken off 
the Special 301 Watch List as soon as the GOK passes an 
effective copyright law, produces more convictions with 
deterrent sentences, and expands its raids and prosecutions 
to include purveyors of illegally produced business software. 
Butler said beyond current efforts to protect 
over-the-counter digital media, AAA plans to expand its 
activities to reduce internet piracy and satellite television 
piracy. 


3. (C) On August 26, Charge d\'Affaires met with Director 
General of Kuwait Customs Ibrahim Al-Ghanem. Al-Ghanem 
expressed his frustration that despite a sharp increase in 

fines for IPR violations and in the number of raids and 
seizures of contraband media, Kuwait remained on the Special 
301 Watch List this year, while the UAE, which Al-Ghanem 
characterized as a much bigger source of IPR violations, was 
not placed on the Watch List. Al-Ghanem insisted that the 
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USG must do more to pressure countries like Dubai, China, and 
Pakistan, which, according to Al-Ghanem are the sources of 
much of the contraband material that ends up in Kuwait. 
Al-Ghanem praised the strength of the long-standing 
relationship between Kuwait Customs and U.S. Customs and 
expressed his support for an expansion of bilateral training 
opportunities. He indicated his frustration that after 

working for seven years on establishing a Customs Mutual 
Assistance Agreement with the U.S., the signing of this 
document is once again being delayed due to USG concerns over 
inconsistencies between the Arabic-language and 
English-language versions. Al-Ghanem pledged, however, that 
Kuwait Customs would continue to make progress despite the 
lack of a formal agreement. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV 

DE RUEHSM #1055 2410616 

ZNY SSSSS ZZH 

O 290616Z AUG 07 

FM AMEMBASSY STOCKHOLM 

TO RUEHSI/AMEMBASSY TBILISI IMMEDIATE 0139 

RUEHC/SECSTATE WASHDC IMMEDIATE 2588 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE 

RUEHNJ/AMEMBASSY NDJAMENA 0010","S E C R E T STOCKHOLM 001055 


SIPDIS 


SIPDIS 

E.O. 12958: DECL: 08/21/2017 

TAGS: PGOV, PREL, MOPS, GG, SR, SW 

SUBJECT: BILDT ON GEORGIA MISSILE INCIDENT FOLLOW-UP, 
KOSOVO, CHAD 


REF: A. STOCKHOLM 988 
B. STATE 109526 


Classified By: Ambassador Michael Wood, reason 1.4 (b) and (d). 


1. (c) On August 28, the Ambassador raised the Georgia 
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missile incident and Kosovo with Foreign Minister Bildt in a 
meeting devoted to other issues. On Georgia, Bildt 
speculated on the context of the incident and said we need to 
keep diplomatic pressure on, but that Zuzul was not the right 
choice for OSCE\'s representative. On Kosovo, Bildt said we 
need to keep quiet and let the process go forward. End 
summary. 


Georgia Missile Incident 

2. (s) Ambassador Wood discussed the Georgia missile 
incident and its diplomatic follow-up (ref A) with Foreign 
Minister Bildt August 28 in meeting at the Embassy. Bildt 

said that it was clear that the reports of the experts on the 
missile incident were accurate, and diplomatic follow-on had 
so far been useful in putting pressure on Russia to which it 
was paying attention. He added, however, that there seemed 
to be context connected to the incident that had not been 
disclosed by either Georgia or Russia. Bildt said the 

Georgian radar against which the Russian\'s aborted attack may 
have been directed \"should not have been there.\" He said 
that there was also \"something else\" going on in the incident 
in the Kodori valley, though it was not clear what. Bildt 

said Georgia had been importing lots of weapons from Ukraine. 
He offered a hypothetical scenario where the Georgians could 
have shot missiles \"they were not supposed to have\" at the 
Russian aircraft; neither side would want to acknowledge what 
really happened. Bildt thought the Russian incursion had 
been ordered by Moscow and not by the Russian military 
command in the North Caucusus, but it was not clear who in 
Moscow was behind it. 


3. (c) Bildt said the diplomatic follow-on needed to be 

carefully managed. Bildt said he had dined with Georgian 
President Sakashvili August 26 (apparently in Slovenia) and 
told him that Georgia should let its friends handle this one. 

The Georgians, Bildt said, appeared disposed to do so. 

Bildt said he thought Croatian diplomat Miomir Zuzul, who had 
been appointed Personal Representative of OSCE 
Chairman-in-Office Moratinos for this matter was not the 

right person. Bildt said that Zuzul, who was Croatia\'s 
Ambassador to the UN at the time (and later Ambassador to the 
U.S.), was implicated in the decision to go forward with the 
Croatian government\'s 1995 ethnic-cleansing Operation Storm. 
This would discredit him. He said Zuzul should not be the 
OSCE\'s representative for Georgia. 


Kosovo 


4. (c) On Kosovo (ref B), Bildt said what was necessary now 
was a period of quiet, including, he added, from the U.S. We 
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needed to see what technical fixes could be found. He was 
not sure where Russia was. It would take weeks to evaluate 
what is possible. The process had been engaged; it needed to 
be allowed to work its way through undisturbed. 


Chad 

5. (c) Bildt said he will be traveling September 3 to Chad 
in connection with a possible Swedish and EU role in a UN 
mission there. 

WOOD 
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PP RUEHFK 

DE RUEHKO #4004 2410618 

ZNR UUUUU ZZH 

P 290618Z AUG 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7040 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 2863 
RUEHOK/AMCONSUL OSAKA KOBE 6489 
RUEHBJ/AMEMBASSY BEIJING 8686 

RUEHMO/AMEMBASSY MOSCOW 1861 
RUEHUL/AMEMBASSY SEOUL 4747 

RUCNDT/USMISSION USUN NEW YORK 5670 

RHEHAAA/NSC WASHDC" "UNCLAS TOKYO 004004 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, JA 
SUBJECT: CORRECTED TOKYO MEDIA REACTION - 8/22 SPEECH 


Column 3 
OF 
PRESIDENT BUSH ON IRAQ 


LEAD STORIES: Most Wednesday papers led with the 
results of their opinion polls taken after Monday\'s 
cabinet reshuffle, showing that support for Prime 
Minister Abe improved by as much as 13 points to 44 
percent. 


1. \"Bush\'s Controversial Reading of War History" 
Washington correspondent Arimoto of the conservative 
Sankei wrote (8/29): \"President Bush\'s speech on August 


22 rejecting calls for a pullout of US forces from Iraq 


has generated controversy for his reference to the US 
victory over Japan in WWII and the Vietnam War. His 
direct linking of the Iraq war and the Vietnam War was 
the most controversial part, as he spoke of the 
\'tragedy\' that occurred in Vietnam after the US 
withdrawal. As the president is now in a tight corner 

in the face of calls by some of his fellow Republicans 
to get out of Iraq, it will be interesting to see how 

the US public evaluates President Bush\'s reading of 
history.... The White House is reportedly pleased that 
the speech has elicited so much public interest. It is 
uncertain to what extent his interpretation of the 
Vietnam War will be shared by the public. There is no 
question, however, that he achieved his goal of 
igniting 

debate about the comparison.\" 


DONOVAN 
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PP RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHLI #2200/01 2410628 

ZNY CCCCC ZZH 

P 290628Z AUG 07 

FM AMEMBASSY LISBON 

TO RUEHC/SECSTATE WASHDC PRIORITY 6180 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHBS/USEU BRUSSELS PRIORITY","C ON FIDENTIALSECTION 01 OF 02 LISBON 002200 


SIPDIS 
SIPDIS 


STATE PASS TO EUR/WE KEVIN OPSTRUP 
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E.O. 12958: DECL: 08/28/2017 

TAGS: PREL, PGOV, PBTS, EUN, NATO, PO, KV, SR 

SUBJECT: PORTUGAL: SPECIAL ENVOY ON KOSOVO DISCUSSES GOP 
EFFORTS TO BUILD EU CONSENSUS 


REF: BRUSSELS 02687 


Classified By: Pol/Econ Officer Tiffany McGriff for Reasons 1.4 (B and 
D) 


SUMMARY 


1. (C) Antonio Tanger Correa, Portugal\'s Special Envoy to the 
Western Balkans, discussed the GOP\'s efforts to build EU 
consensus on Kosovo and the impact that the situation could 
have on internal EU and transatlantic relations. He stressed 
that the GOP is doing everything within its powers to find a 
realistic solution by the December 10 deadline, but 
acknowledged that there is a slim chance the Slovenian 
Presidency may inherit the issue. The GOP MFA, which offered 
to have Tanger Correa brief the Charge, obviously intended 
the meeting to demonstrate its energetic commitment to 
achieving EU consensus on moving forward in Kosovo. END 
SUMMARY 


PORTUGAL\'S INSIDE MAN 


2. (C) On August 27, Charge met with Portugal's Special Envoy 
to the Western Balkans Ambassador Antonio Tanger Correa who 
had just returned to Lisbon for consultations from a 

fact-finding mission in the Balkans. The two discussed the 
GOP\'s consensus-building efforts and the future of Kosovo. 
While not an official member of the Contact Group, Tanger 
Correa acts as the GOP\'s inside man on Kosovo, meeting with 
officials in the region and reporting to Lisbon. His role is 

vital to helping the GOP craft its approach to the Kosovo 

issue. 


3. (C) Tanger Correa, a seasoned diplomat familiar with the 
key issues and players in the Balkans (he is a former 
ambassador to Belgrade) and a confidant of Foreign Minister 
Luis Amado, painted a picture of tireless GOP engagement in 
building EU consensus, in finding a solution to Kosovo by 
December 10, and in developing a common game plan for what to 
do if and when Kosovo decides, against advice, to declare 
unilateral independence. He said that part of Portugal\'s 
message to its fellow member states is that \"We need to solve 
this problem now, because Kosovo is not worth damaging the 
EU, and Kosovo is not worth damaging transatlantic relations.\" 
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4. (C) The meeting was arranged by the MFA\'s Director of 
European Affairs Liliana Araujo, who during an August 23 
debrief on FM AmadoVs recent trip to Serbia and Kosovo, 
suggested that the Charge meet Tanger Correa to gain deeper 
insight into the GOP\'s consensus-building efforts in the 
region. 


CONSENSUS BUILDING IS A DIFFICULT ROAD TO NAVIGATE 


5. (C) While acknowledging that some states will need more 
convincing than others, Tanger Correa stated that the 
Portuguese believe the process is moving forward but cannot 
guarantee that a consensus will be reached by December 10. 


6. (C) Tanger Correa described consensus building as \"a 
difficult road to navigate\" complicated by \"political 

influences\" and the varying positions of 27 EU member states. 
He also affirmed that \"Portugal is doing everything that it 

can within this time period, but that there\'s a slim chance 

that we will not achieve consensus.\" 


SOLVING THE PROBLEM VS MANAGING THE PROBLEM 


7. (C) Tanger Correa said that there were two main obstacles 
to achieving EU consensus on Kosovo and beginning to \"solve 
the problem rather than manage the problem.\" The first is 

the \"legal issue.\" The EU needs to agree on steps to take in 
the event of a unilateral declaration of independence -- and 
more specifically, whether UNSCR 1244 in fact permits 
independence for Kosovo and continued EU involvement on the 
ground after such a declaration. He said that a team of 
experts would meet beginning August 30 to begin to hash that 
out. More important, however, was to resolve the \"political 
issues." Portugal\'s constant refrain to its partners was 

that the EU had to get serious about finding the political 

will to develop a consensus approach and stick to it. 


SERBIA\'S BRIGHT IDEA... VIRTUAL INDEPENDENCE 


LISBON 00002200 002 OF 002 


8. (C) Tanger Correa noted that Belgrade shared with the GOP 
a solution that it planned to present. This idea, known as 

the 10-Year Plan, envisions a confederation-like agreement -- 
somewhat similar to the Montenegro example -- that would 
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grant Kosovo certain privileges like a separate army and 
virtual independence over a ten-year time frame. Tanger 
Correa said he did not know if Serbia planned to make public 
its plan, but stated that the GOS wanted to present it 
face-to-face to the Kosovars. Tanger Correa, though not 
surprised by Belgrade\'s plan, was dismissive of the proposal 
because he thought the Kosovars would never accept it. 


COMMENT 


10. (C) Tanger Correa, an affable, confident soul, presented 
himself as Portugal\'s energetic problem-solver and inside man 
on Kosovo. It was obvious that he was aware of our concerns 
over his role. His comments were peppered with name-dropping 
about American diplomats he had worked with over the years, 
perhaps in an effort to clarify his bona fides. It is clear 

that he is highly committed to solving the Kosovo issue, yet 
less clear if his commitment and motivation will make a 
difference. His message, however, was a simple 
straightforward one, and one that he knew we wanted to hear: 
The GOP, under FM Amado\'s strong leadership, is sparing no 
effort to push the EU for consensus and is not stalling in 

the hope of passing the Kosovo hot potato to Slovenia. 

Ballard 
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PP RUEHCHI RUEHDT RUEHHM RUEHNH 

DE RUEHGP #1591 2410631 

ZNY CCCCC ZZH 

P 290631Z AUG 07 

FM AMEMBASSY SINGAPORE 

TO RUEHC/SECSTATE WASHDC PRIORITY 3880 
INFO RUCNASE/ASEAN MEMBER COLLECTIVE 
RUEHBJ/AMEMBASSY BEIJING 2600 
RUEHBY/AMEMBASSY CANBERRA 1954 
RUEHBUL/AMEMBASSY KABUL 0037 
RUEHUL/AMEMBASSY SEOUL 4078 
RUEHKO/AMEMBASSY TOKYO 5673 
RUEHWL/AMEMBASSY WELLINGTON 1344 
RUEKJCS/SECDEF WASHDC 

RHHMUNA/CDR USPACOM HONOLULU HI 
RHEHNSC/NSC WASHINGTON DC","C ON FIDEN TIAL SINGAPORE 001591 


SIPDIS 
SIPDIS 
E.O. 12958: DECL: 08/27/2017 


TAGS: MARR, MOPS, PGOV, PREL, AF, SN 
SUBJECT: AFGHANISTAN PRT: NO SINGAPORE COMBAT FORCES, BUT 
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EXTENDING CURRENT SUPPORT \"DOABLE\" 


Classified By: Charge d\'Affaires, a.i. Daniel Shields. Reasons: 1.4 (a) 
(b)(d) 


1. (C) Singapore will not send combat personnel to Provincial 
Reconstruction Teams (PRTs) in Afghanistan, MFA Second 
Permanent Secretary Bilahari Kausikan told EAP DAS Scot 
Marciel and the Ambassador during an August 24 meeting. It 
would be \"politically impossible\" to do so, Kausikan 

asserted. Singapore has a conscript army specifically for 
homeland defense and the GOS would not be able to explain to 
the public a deployment of combat personnel to Afghanistan. 

In the past, Singapore had selected non-conscript army 
regulars for a peacekeeping mission in East Timor and had 
only been able to justify the mission on the grounds that 

East Timor was right on Singapore\'s doorstep. The deployment 
of the army regulars, who ordinarily focus on training of the 
conscripts, had caused immense disruption to the rest of the 
army. 


2. (C) DAS Marciel cited recent comments by Minister Mentor 
Lee Kuan Yew that the United States must \"stay the course\" in 
Iraq and Afghanistan. Reinforcing recent messages delivered 
to the Singaporeans in Washington, he urged that Singapore do 
more to provide assistance in accomplishing that mission. 
Kausikan responded that Singapore had deployed medical and 
engineering teams for three months each to support New 
Zealand\'s PRTs in Afghanistan. He affirmed that extending 
this type of commitment was \"doable\" and that Singapore would 
consider other requests for support that were \"realistic.\" 

Asked by the Ambassador if Singapore would increase the 
number of personnel serving in the PRTs, Kausikan said he was 
unable to answer at this time. 


3. (U) DAS Marciel cleared this message. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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RR RUEHWEB 

DE RUEHGP #1592 2410634 

ZNR UUUUU ZZH 
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FM AMEMBASSY SINGAPORE 

TO RUEHAH/AMEMBASSY ASHGABAT 0011 
INFO RUEHAK/AMEMBASSY ANKARA 0115 
RUEHC/SECSTATE WASHDC 3881 
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SIPDIS 
SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EINV, EPET, PGOV, PREL, SN, AJ, KZ, TU, TX 
SUBJECT: INFORMATION REGARDING SEANA ENERGY 


REF: ASHGABAT 852 


1. (SBU) Per reftel, this message provides information about 
the Singapore-registered company Seana Energy Pte. Ltd. 


2. (SBU) Seana Energy Pte. Ltd. is a limited private company 
established on March 15, 2007. Singapore\'s online business 
directory, Biznet, lists the company\'s principal officers as: 


Name: Anshuman Khanna 
Nationality: India 
Address: K-9 Hauz Khas Enclave, New Delhi, India 


Name: Tan Lay Chin (aka Lynette Tan) 
Nationality: Singapore 
Address: 6 West Coast Place, Hong Leong Garden, Singapore 


Name: Biala Sameer 

Nationality: Singapore Permanent Resident 

Address: 485 Yio Chu Kang Road, #01-08, Castle Green, 
Singapore 


Name: Erdal Celik 

Nationality: Turkey 

Address: Mutlukent Mahallesi, Angora Evleri Denizkizi Cad. 
No. 5, Ankara, Turkey 


Name: Aziz Karaman 

Nationality: Turkey 

Address: Angora Evleri Turkmavisi SK A6/4 Beysukent, Ankara, 
Turkey 


The company\'s major shareholders are: 
Hopp Worldwide Ltd. 

F-44 Bhagat Singh Market 

New Delhi, India 


Lotus Grup Enerji Madencilik Petrol Proje Telekomunikasyon 
Ins Taah San Ve Tic. A.S. 
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Ehlibeyt Mahallesi 
Ceyhun Atif Kansu Cad. 
Gozde Plaza No. 130/28 
Balgat 06520 

Ankara, Turkey 


3. (SBU) DHS/ICE databases revealed no negative information 
about Seana Energy. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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ZNR UUUUU ZZH 
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FM AMEMBASSY ABUJA 

TO RUEHC/SECSTATE WASHDC PRIORITY 0758 
INFO RUEHOS/AMCONSUL LAGOS PRIORITY 7745 
RUEHZK/ECOWAS COLLECTIVE 

RUCPDOC/DEPT OF COMMERCE WASHDC 
RUEATRS/DEPT OF TREASURY WASHDC","UNCLAS SECTION 01 OF 02 ABUJA 001865 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPARTMENT PASS TO USTR (AGAMA) 
DEPT OF TREASURY FOR RHALL, DPETERS 


E.O. 12598: N/A 
TAGS: ECON, EFIN, EINV, PGOV, NI 
SUBJECT: NIGERIA: NAIRA REDENOMINATION FLIP-FLOP 


REF: A. ABUJA 1793 
B. ABUJA 1741 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 
DISTRIBUTION. 


1. (SBU) Summary. The sudden suspension of the naira 
re-denomination policy by the Government of Nigeria (GON) 
demonstrates a lack of coordination and cohesion in President Umar 
Yar\'adua\'s economic team. Such policy flip-flops affect Nigeria\'s 
credibility adversely in the international financial markets and 

with its development partners. The suspension of the 
re-denomination and possibly other components of the Strategic 
Agenda for the Naira jeopardizes Central Bank Governor (CBN) 
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Chukwuma Soludo\'s position and castes doubt on Nigeria\'s plans to 
become Africa\'s financial hub by year 2020. End Summary. 


2. (U) On August 24, Michael Aondoakaa, Attorney-General and 
Minister of Justice of the Federation, announced the suspension of 

the naira re-denomination policy. This was a major blow to akey 
component of the CBN\'s \"Strategic Agenda for the Naira\" announced 
with much fanfare on August 14, 2007 (reftel A). Aondoakaa said the 
suspension was based on the failure of the CBN to obtain the 
President\'s written approval and highlighted section 19, sub-section 

1 and 2 ofthe CBN Act of 2007 (the Act), which requires that any 
matter dealing with issuing new currency and coins must be approved 
by the President. 


3. (U) The media reported, following the August 14 announcement, 
Soludo met with the Federal Executive Council (FEC), to merely 
inform them without seeking approval, and told the FEC he was acting 
within the powers granted to him by the Act. Soludo, after 

hurriedly cutting short his vacation and returning to Nigeria, had 

the CBN issue a press statement on August 27, confirming that he and 
the CBN Board recognized and reaffirmed the President\'s approving 
authority regarding denomination and accepted the decision to 
suspend implementation. It was not clear from the press statement 

if other components of the agenda - current account liberalization, 
inflation targeting, and sharing of part of the federation account 

in U.S. dollars will be affected. 


4. (U) In an August 25 press statement, Segun Adeniyi, Special 
Advisor on Communications to President Yar\'adua, stated that the CBN 
put forward the re-denomination policy \"without appropriate regard 

for the present administration\'s insistence on due process and the 

rule of law\" and the President was suspending the \"Strategic Agenda 
for the Naira.\" Adeniyi commented that Soludo did not seek approval 
from the President before announcing the policy, contrary to the 
provisions of the Act. The press statement indicated that President 
Yar\'adua was not convinced of the naira policy merits and questioned 
whether he approves of the entire project. 


5. (SBU) Sola Awoyungbo, Special Assistant to the Deputy Governor 
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responsible for Financial Sector Surveillance, told us that he would 
have preferred holding more consultations and discussions with 
stakeholders before the announcement. He had doubts whether 
currency re-denomination was a priority because of other more 
pressing economic issues and noted the high cost that would be 
incurred for printing lower denomination notes and coins. Awoyungbo 
doubted that the President would support the policy even if the CBN 
follows the procedure highlighted by the Attorney General. 


6. (SBU) Professor Pat Utomi of the Lagos Business School and Ayo 
Teriba, CEO of Economic Associates approved of the GON\'s directive 
and argued that only countries suffering hyper-inflation and a loss 

of public confidence in the domestic currency should implement a 
re-denomination policy. They agreed these conditions were not 
present in Nigeria and applauded the GON for suspending the policy 
initiative. Bismarck Rewane, CEO of Financial Derivatives, a 

financial consulting firm based in Lagos, said it was regrettable 
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that the rules were not followed by the CBN and the issue was not 
put to a wider debate. 


7. (SBU) Soludo has been a strong advocate for economic reforms, 

and the timing of the AG\'s press statement, while he was on vacation 
and out of the country, was to publicly discredit him. It is 

unclear whether the President will move forward with other agenda 
components. A further demonstration of Soludo\'s falling 

credibility, he was omitted from the President\'s Economic Management 
Team headed by Minister of Finance Shamsuddeen Usman, former CBN 
Deputy Governor. Commentators contend that Soludo, will be asked to 
resign and replaced with a northerner close to the President. 


8. (SBU) This most recent flip-flop follows in the wake of another 
public turnabout on the Economic and Financial Crimes Commission 
directive on investigation and prosecution of suspects (reftel B). 

It implies that President Yar\'adau and his team are not in sync and 
calls into question his leadership. Both policy flip-flops were 
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justified by Attorney General Aondoakaa - leading one to question 
whether he is influencing a broad range of administration policy or 
simply being used to provide a legal mechanism to reverse decisions. 
- This public demonstration of poor cohesion hinders the GON\'s 
efforts to establish its reform credentials to the international and 
donor community. An IMF team is in Nigeria preparing a final review 
of Nigeria\'s Policy Support Instrument (PSI) and paying close 
attention to the evolving situation. 


GRIBBIN 
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RR RUEHWEB 

DE RUEHAN #0870 2410711 

ZNR UUUUU ZZH 

R 290711Z AUG 07 

FM AMEMBASSY ANTANANARIVO 

TO RUEHC/SECSTATE WASHDC 0285 
RUCNDT/USMISSION USUN NEW YORK 0075 


SIPDIS 
SIPDIS 


DEPT FOR AF/E 

DEPT FOR AF/RSA FOR KELLEY, EPSTEIN AND AMADAEO 
IO/PPC BATLLE 

NEW YORK FOR MCBRIDE 

NSC FOR MCDONALD 


E.O. 12958: N/A 

TAGS: PREL, OTRA, OVIP, UNGA, MA, CN 

SUBJECT: UPDATE ON ADDITONAL COMORAN ATTENDEES FOR 62ND UNGA 
REF: A) ANTANANARIVO 835 


B) ANTANANARIVO 760 
C) STATE 101170 


1. The Government of the Comoros provided the following additional 
information on the attendance of their officials at the 62ND UN 
General Assembly (UNGA). Post is providing the information in the 
format requested in ref C. 

2. Additions to the delegation from the Union of the Comoros: 


-- Mr. Bourhane Hamidou, Director of Protocol at the Presidency. 


Arrival and departure dates to and from New York and other U.S. 
locations are not yet available. 
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Spouse is not in the delegation list. 

No interpretation is required. 

-- Mr. Ali Mchangama Soilah, Cameraman. 


Arrival and departure dates to and from New York and other U.S. 
locations are not yet available. 


Spouse is not in the delegation list. 
No interpretation is required. 


3. Post is requesting dates of arrival and dates of birth for the 
members of the GOC delegation and will notify the Department with 
any updates. 


4. Post has been informed that the new Ambassador of the Union of 
the Comoros to the United States and to the United Nations, Mr. 
Mohamed Toihiri, will be arriving in New York on August 31, 2007 via 
British Airways flight 113 at 18:05 into JFK Airport. 


MARQUARDT 
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RR RUEHGI RUEHRN RUEHROV 

DE RUEHKM #1370/01 2410748 

ZNR UUUUU ZZH 

R 290748Z AUG 07 

FM AMEMBASSY KAMPALA 

TO RUEHC/SECSTATE WASHDC 9284 
RUCNIAD/IGAD COLLECTIVE 

RUEHXR/RWANDA COLLECTIVE","UNCLAS SECTION 01 OF 02 KAMPALA 001370 
SIPDIS 

DEPARTMENT PASS TO USTR FOR BILL JACKSON 
SIPDIS 

SENSITIVE 


E.O. 12958: N/A 
TAGS: ECON, EFIN, ETRD, KTDB, PGOV, UG 


SUBJECT: UGANDA: AUGUST ECONOMIC REVIEW 


REF: A) KAMPALA 0160 B) KAMPALA 0406 
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1. (SBU) Uganda breaks ground on USD 800 hydroelectric dam which 
when completed will represent the largest U.S. direct investment in 
the country. The GOU is reporting a recent uranium discovery by a 
Canadian firm. The Ministry of Finance is promising tax breaks for 
foreign investors which is raising concerns in the banking sector 
that Uganda will not have adequate revenue collection for GOU 
services. A new report asserts the GOU lost more than USD 87 
million to corruption during the last fiscal year. The GOU has 
announced it will create a separate corruption court as part of its 
efforts to reduce corruption in the country. The coffee market is 
making a significant comeback with export earnings nearly doubling 
for this year\'s crop. End Summary. 


2. (SBU) Construction on the 250 megawatt Bujagali dam began on 
Wednesday August 22nd. The ground breaking was attended by 
President Museveni and the Aga Khan whose foundation is providing 
significant financial support. Both assert that the dam is the key 

to affordable and accessible electricity in Uganda. U.S. firm Sithe 
Global, part of the private equity firm Blackstone, will finance 

close to half of the USD 799 million project. The project is the 

larges U.S. direct investment in Uganda and is scheduled for 
completion in 2011. 


3. (SBU) In an August 14th article, the New Vision newspaper 
reported the presence of uranium in Uganda. Adam Cegielski, chief 
executive officer of Canadian based Uranium Hunter Corporation 
stated that an aerial survey of both Tanzania and Uganda produced 
positive results. The USD 42 million investigation which began in 
January is being sponsored by the GOU, World Bank, African 
Development Fund, and the Nordic Development Fund. Uranium Hunter 
and NPK Resources have a joint initiative in the Kibaale project 
which consists of the Kagadi and Nkoko properties. Both hope to 
pursue the initial phases of uranium exploration in the upcoming 
months. The Ministry of Energy and Mineral Development Daudi 
Migereko confirmed the uranium find to Econoff. 


4. (SBU) The GOU will offer foreign investors tax incentives and 
exemptions ranging from a 10 year tax holiday on VAT to a reduction 
in VAT on the sale of residential properties. In its July report 
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Standard Chartered Bank recognized the positive performance of the 
Uganda Revenue Authority (URA) in increased revenue collection, but 
criticized the move towards increased tax exemptions. On August 14, 
the Daily Monitor newspaper quoted Razia Khan, the head of Standard 
Chartered as stating, \"It is not clear how Uganda will compensate 

for the revenue forgone as a result of these measures.\" The 
situation is further complicated by Uganda\'s lackluster performance 
in generating revenue. The Standard Chartered report suggested that 
the GOU could lessen the negative effects of the concessions through 
an issuance of high yield T-bills and a reduction in its reliance on 
donors for financing the budget. 


Anti-Corruption / Intellectual Rights 
Property Protection 


5.(SBU) On August 25th the Daily Monitor reported on the release of 
the National Public Procurement Integrity Survey documenting 
corruption in the procurement sector. The report reveals that the 
GOU lost at least USD 87.3 million in the last fiscal year as a 

result of mismanagement by various government agencies, districts, 
and municipalities. The report cites high levels of corruption 

within the Office of the Prime Minister, the Electoral Commission, 
and the Solicitor General\'s Office. The report asserts that 
corruption pervades all aspects of Ugandan society from citizens 
paying bribes to receive basic healthcare to bribery in public 
tenders, suggesting that corruption is part of the local culture. 

Okoth Ochola, head of the Criminal Investigations Directorate 
asserts that corruption can be decreased by better judicial 
management of corruption cases and the ratification of the 
Prevention of Corruption Act. 


6. (SBU) The Daily Monitor reported on August 14, that the GOU was 
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creating an anti-corruption court. The proposal is the result of a 
broad based program to end corruption. Information Minister Kirunda 
Kivejinja stated that, by establishing the court, the GOU will be 
silencing critics and reinforcing its stance against corruption. 

The court will still require an act of Parliament to be created, 

which could take months. The proposed court legislation will be 
supplemented by a proposed whistleblower law which will fill in the 
gaps of the IGG (Inspector General of Government) Act of 2002 and 
the Leadership Code Act of 2002. 
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7. (SBU) According to an August 14th report by the New Vision 
newspaper, Uganda\'s coffee industry is flourishing. In the last year 
export earnings have almost doubled and production is steadily 
rising. The Uganda Coffee Development Authority reports that the 
boom in business is due to the renewal of GOU replanting programs, 
favorable weather, and good prices. Uganda is the leading exporter 
of coffee in Africa, after Ethiopia, and the European Union remains 
its largest purchaser. 

BROWNING 
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PP RUEHWEB 

DE RUEHEK #1081 2410750 

ZNR UUUUU ZZH 

P 290750Z AUG 07 

FM AMEMBASSY BISHKEK 

TO RUEHC/SECSTATE WASHDC PRIORITY 0079 
INFO RUEHGV/USMISSION GENEVA PRIORITY 0696 


SIPDIS 
SIPDIS 
DEPT FOR SCA/CEN - GEHRENBECK 


E.O. 12958: N/A 

TAGS: PREF, PREL, PHUM, ICRC, KG 

SUBJECT: KYRGYZ RECEIVE US CANDIDACY FOR ICRC STANDING 
COMMITTEE POINTS 


REF: SECSTATE 102873 


Poloff delivered reftel points to MFA Department of 
International Organizations and Security Affairs\' Marat 
Moldaliyev on August 28. Post will report any substantive 
response from the MFA separately. 


YOVANOVITCH 
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PP RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHEK #1082 2410751 

ZNR UUUUU ZZH 

P 290751Z AUG 07 

FM AMEMBASSY BISHKEK 

TO RUEHC/SECSTATE WASHDC PRIORITY 0080 
INFO RUCNCIS/CIS COLLECTIVE PRIORITY 
RUEHMT/AMCONSUL MONTREAL PRIORITY 0006 


Column 3 
RULSDMK/DEPT OF TRANSPORTATION WASHDC PRIORITY 
RUEANHA/FAA NATIONAL HQS WASHINGTON DC PRIORITY","UNCLAS BISHKEK 001082 


SIPDIS 
SIPDIS 


DEPT FOR IO/T - LAURA LUFTWIG, EB/TRA/OTP - MEGAN 
WALKER-TIGHE 

USICAO MONTREAL - LAURA FAUX-GABLE 

DEPT ALSO FOR SCA/CEN - GEHRENBECK 


E.O. 12958: N/A 
TAGS: PREL, EAIR, AORC, ICAO, KG 
SUBJECT: KYRGYZ RECEIVE US CANDIDACY FOR ICAO COUNCIL POINTS 


REF: SECSTATE 115443 


Poloff delivered reftel points to the MFA Department of 
International Organizations and Security Affairs\' Marat 
Moldaliyev on August 28. Mr. Moldaliyev listened with 
interest, but made no commitment regarding support for our 
candidate. He agreed, however, to provide Post with 
information on who will lead the Kyrgyz delegation to the 
ICAO Assembly soon. 


YOVANOVITCH 
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PP RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHEK #1083 2410751 

ZNR UUUUU ZZH 

P 290751Z AUG 07 

FM AMEMBASSY BISHKEK 

TO RUEHC/SECSTATE WASHDC PRIORITY 0081 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHGV/USMISSION GENEVA PRIORITY 0697","UNCLAS BISHKEK 001083 


SIPDIS 
SIPDIS 


DEPT FOR PRM 
DEPT ALSO FOR SCA/CEN - GEHRENBECK 


E.O. 12958: N/A 

TAGS: AORC, EUN, PREF, PREL, SMIG, KG 

SUBJECT: KYRGYZ RECEIVE IOM DIRECTOR GENERAL CANDIDATE 
POINTS 


REF: SECSTATE 93916 
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Poloff delivered reftel points to MFA Department of 
International Organizations and Security Affairs\' Marat 
Moldaliyev on August 28. Mr. Moldaliyev said that the Kyrgyz 
Embassy in Washington already received similar points, and is 
currently considering Mr. Swing\'s candidacy. Post will 

report any additional response from the MFA separately. 


YOVANOVITCH 
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PP RUEHDBU RUEHLN RUEHVK RUEHYG 

DE RUEHEK #1084 2410751 

ZNR UUUUU ZZH 

P 290751Z AUG 07 

FM AMEMBASSY BISHKEK 

TO RUEHC/SECSTATE WASHDC PRIORITY 0082 

INFO RUCNCIS/CIS COLLECTIVE PRIORITY 

RUEHGV/USMISSION GENEVA PRIORITY 0698 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 2045","UNCLAS BISHKEK 001084 


SIPDIS 
SIPDIS 


DEPT FOR IO/RHS, L/HRR 
DEPT ALSO FOR SCA/CEN - GEHRENBECK 


E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA, KG 

SUBJECT: KYRGYZ RECEIVE CONVENTION AGAINST TORTURE ELECTION 
POINTS 


REF: SECSTATE 107687 


Poloff delivered reftel points to MFA Department of 

International Organizations and Security Affairs\' Marat 
Moldaliyev on August 28. Mr. Moldaliyev said that Ms. Gaer\'s 
candidacy would be closely considered. He also requested 

U.S. support for Kyrgyzstan\'s candidacy for the UN Human 
Rights Council, 2009-2012; Committee on Sustainable 
Development, 2009-2012; and Security Council, 2012-2013. Mr. 
Moldaliyev added that a note verbale regarding Kyrgyzstan\'s 
candidatures would be sent to Post soon. 


YOVANOVITCH 
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RR RUEHWEB 
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DE RUEHKO #4010/01 2410751 

ZNR UUUUU ZZH 

R 290751Z AUG 07 

FM AMEMBASSY TOKYO 

TO RUEKJCS/SECDEF WASHDC 

INFO RUEHKO/USDAO TOKYO JA 
RUEHC/SECSTATE WASHDC 7048 
RUALSFJ/COMUSJAPAN YOKOTA AB JA 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHEFDIA/DIA WASHINGTON DC 
RUEKJCS/JOINT STAFF WASHINGTON DC 


SIPDIS 


SENSITIVE 
SIPDIS 


SECDEF PASS OSD/P/APSA SOUTHEAST ASIA - T.SHUBERT 


E.O. 12958: N/A 
TAGS: OTRA, PREL, JA 
SUBJECT: COUNTRY CLEARANCE FOR THOMAS SHUBERT 


REF: SECDEF 231711Z AUG 07 


1. (U) Embassy welcomes and grants country clearance for the 
September 21-22, 2007 visit to Japan by Thomas Shubert. 


2. (U) Control Officer for the visit will be Political 
Officer Simon Lee. He can be reached at: 


Office phone: (81-3)3224-5337 

Home phone: (81-3)3224-6881 

Mobile phone: 81-90-4837-5822 

Fax: (81-3)3224-5322 

E-mail: LeeS@state.gov (unclassified) 


3. (U) Tokyo hotel reservations have been made for Mr. 

Shubert at the Hotel Okura 2-10-4 Toranomon, Minato-ku, Tokyo 
105-8416, Tel: (81-3) 3582-0111 Fax: (81-3) 3582-3707. 

Details as follows: 


Arrive: Sept. 21, 2007 
Depart: Sept. 22, 2007 
Conf. No.: 631188 
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4. (U) Visitors should take the airport \"limousine\" bus 
directly to the hotel or the Narita Express (NEX) train to 
Tokyo Station and then a taxi to the hotel. The limousine 
bus counter is located in the Tokyo Narita Airport Arrival 
lobby. Look for the orange signs as you walk through the 
doors from the customs area to the main lobby. The bus fare 
is 3,000 Yen. The NEX train is located in the basement of 
the airport terminal. The train fare is 2,900 Yen. 
Twenty-four hour currency exchange facilities are available 
in the customs area and the arrival lobby of the airport. 
Travel time from Tokyo Narita Airport to downtown Tokyo is 
90-120 minutes, depending on traffic. 


Visa 


5. (U) Holders of U.S. diplomatic or official passports must 
have a Japanese visa to enter Japan. Travelers on a U.S. 
tourist (blue cover) passport may enter Japan as a tourist 
without a Japanese visa for up to 90 days. 


6. (U) The Embassy\'s laptop policy is as follows: Absolutely 

no personal, non-government owned laptop computers may enter 
the Embassy. Absolutely no laptop, even government owned, 
may be connected to the Embassy network in any way. TDY 
employees are reminded that no government owned laptops may 
enter the Embassy without prior RSO approval. Absolutely no 
laptop, even government owned, inside CAA areas unless 
special pre-approval, based on business need, has been given. 

If you would like to bring a US government owned and 

provided laptop computer into the Embassy, please contact the 
RSO\'s office prior to your visit for the briefing and 

approval. 


7. (U) U.S. Government facilities worldwide remain at a 
heightened state of alert. As the U.S. Government has 
reported in public announcements over the last several 
months, U.S. citizens and interests abroad may be at 
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increased risk of terrorist actions from extremist groups, 

which may target civilians and include suicide operations. 
Most recently, we advised that we had unconfirmed information 
that terrorist actions may be taken against U.S. Military 
facilities and/or establishments frequented by U.S. military 
personnel in Korea and Japan. Americans should increase 
their security awareness and avoid locations where Americans 
are generally known to congregate. The Department will 
continue to develop information about potential threats to 
Americans overseas and to share credible threat information 
through its consular information program documents available 
on the internet at the Bureau of Consular Affairs home page: 
http://www.travel.state.gov. 


8. (U) In addition, we continue to be concerned about 
information we received in May 2001 that American citizens 
may be the target of a terrorist threat from extremist groups 
with links to Usama Bin Laden\'s Al-Qaida organization. In 

the past, such individuals have not distinguished between 
official and civilian targets. The Embassy takes all threats 
seriously. The U.S. Embassy Tokyo can be contacted 24 hours 
a day at 03-3224-5000 (locally) or 81-3-3224-5000 
(internationally). 


9. (SBU) The general threat from crime in Tokyo and 
throughout Japan is low. Crime is at levels well below the 

U.S. national average. Violent crime is rare, but does 

exist. The Japanese National Police report continued 
problems with pick-pocketing of foreigners in crowded 
shopping areas of Tokyo. Although street crime is low, 
common sense security measures are advised for all American 
citizens traveling in Japan. 


10. (SBU) Visitors are urged to maintain a high level of 
vigilance and to increase their security awareness. 
Americans should maintain a low profile, vary routes and 
times for all required travel, and treat mail and packages 
from unfamiliar sources with suspicion. Visitors are also 
urged to avoid contact with any suspicious, unfamiliar 
objects, and to report the presence of such objects to local 
authorities. Vehicles should not be left unattended and 
should be kept locked at all times. 

DONOVAN 


120292 

RR RUEHDU 

DE RUEHSA #3012/01 2410752 

ZNR UUUUU ZZH 

R 290752Z AUG 07 

FM AMEMBASSY PRETORIA 

TO RUEHC/SECSTATE WASHDC 1409 
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INFO RUEHBJ/AMEMBASSY BEIJING 0646 
RUEHLO/AMEMBASSY LONDON 1270 
RUEHMO/AMEMBASSY MOSCOW 0654 
RUEHFR/AMEMBASSY PARIS 1143 
RUEHUL/AMEMBASSY SEOUL 0214 
RUEHKO/AMEMBASSY TOKYO 0492 
RUEHTN/AMCONSUL CAPE TOWN 4744 
RUEHDU/AMCONSUL DURBAN 9096 
RUCPDC/DEPT OF COMMERCE WASHDC 
RUEHUNV/USMISSION UNVIE VIENNA 0203 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC","UNCLAS SECTION 01 OF 02 PRETORIA 003012 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF/S, EEB/CBA, ISN 
DOE FOR SPERL, PERSON, BIENAWSKI, AND PARKER 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, KNNP, PREL, ECON, SF 

SUBJECT: SOUTH AFRICA REAFFIRMS ITS NUCLEAR ENERGY POLICY 
TO INCREASE RELIANCE ON NUCEAR POWER 


REF: A. PRETORIA 2494 
B. PRETORIA 317 


1. (SBU) SUMMARY: South Africa released a new draft nuclear 
energy policy on August 13 for public comment. The draft 
policy reaffirms SAG commitment to expanding nuclear power 
generation from the current 6 percent to 15 percent of 
electric power generation by 2025, lessening dependence on 
coal and taking advantage of significant uranium reserves. 
Targeting the long-term goal of self-sufficiency in aspects 
of the nuclear fuel cycle, the policy considers possible 
recycling of spent nuclear fuel and rebuilding South Africa\'s 
enrichment capacity. The SAG stressed that enrichment would 
solely be for peaceful purposes, with the aim of producing 
nuclear fuel for South Africa\'s own reactors and for the 
international market. Westinghouse views the policy as a 
positive step for its pursuit of contracts for constructing 
new nuclear power plants in South Africa (Ref B). South 
Africa could be a partner in providing comprehensive fuel 
services to other partner countries. This might help limit 
the spread of nuclear enrichment capabilities to other 
countries. END SUMMARY. 


2. (SBU) South Africa Department of Minerals and Energy 
(DME) Director General Sandile Nogzina and Chief Director: 
Nuclear Tseliso Maqubela announced the release for public 


Column 3 

comment of the SAG\'s new draft policy on nuclear energy on 
August 13, 2007. According to the draft document, the policy 
aims to expand nuclear power generation within South Africa\'s 
electricity mix (from the current 6 percent to 15 percent of 
power generation by 2025), to diversify dependence on coal, 
to address climate change concerns, to take advantage of the 
country\'s significant uranium deposits, and to create jobs. 

In addition, the policy considers possible recycling of spent 
nuclear fuel and rebuilding South Africa\'s uranium enrichment 
capacity, originally developed for nuclear weapons, but 
voluntarily dismantled before 1994. The SAG stressed that 
enrichment would be for peaceful purposes, with the aim of 
producing nuclear fuel for South Africa\'s own nuclear 
reactors and for the international market. State electricity 
company ESKOM would be tasked to put in place additional 
conventional nuclear power stations and to bring to fruition 
experimental pebble bed reactors. The announced policy 
builds on President Thabo Mbeki\'s expression in the February 
State of the Nation address of commitment to increase South 
Africa\'s reliance on nuclear and renewable energy sources. 
Building on previous law and white papers, the SAG unveiled 
the draft nuclear energy policy for 60-day public comment 

with the aim of finalizing the policy by the end of the year. 

A full copy of the draft was e-mailed to AF/S on August 28. 


3. (SBU) Westinghouse, which is competing for new nuclear 
power plant construction in South Africa, found the draft 

nuclear energy policy paper a positive step. The company 
intends to submit brief positive comments during the 60-day 
comment period. The local Westinghouse General Manager Rita 
Bowser highlighted the following points to Energy Officer in 

a meeting on August 22: 


-- The policy assigns the building of new reactors (new 

build) to state electricity company ESKOM and assigns uranium 
management and value-chain issues to the Nuclear Energy 
Corporation of South Africa (NECSA), separating the new build 
aspect of reactors from the more controversial and political 
aspects of fuel enrichment and production. The Pressurized 
Water Reactor (PWR) procurement does not contain requirements 
for enrichment or reprocessing. Therefore, Westinghouse 
would not be required to participate in enrichment or 
reprocessing. 

-- The policy specifies PWR technology for new build, 
consistent with Westinghouse,s expectations. 

-- The policy addresses the full gamut of \"cradle-to-grave\" 
production, from ore production to spent fuel disposal, 

including exercising better control over uranium ore for 

export purposes to increase benefits to the domestic economy. 
-- The SAG aims to guide actions to develop, promote, and 
sustain the nuclear sector in South Africa. The SAG commits 
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to providing adequate funding to implement its new policy. 


Westinghouse perceives itself as well positioned for gaining 
the nuclear plant construction opportunity given its 
competence and commitment in price, technology transfer, 
nuclear safety, the modular size of its reactor, and 
localization (i.e., working closely with local suppliers and 
engineering services to fill existing gaps in South Africa,s 
nuclear service sector). Its probable comments to the SAG 
may highlight localization, thus playing to its strength. 


4. (SBU) DME Chief Director: Nuclear Tselio Maqubela told 

the Embassy energy team on August 27 that the new policy was 
comprehensive and serious. Recognizing that enrichment was 
inherently political, he noted that bidding companies should 
focus on supplying reactors and fuel. Elsewhere, in multiple 
conversations with Energy Officer, industry observers have 
noted that much of the policy was not new, and was a 
repackaging of existing policy. 


5. (SBU) COMMENT: The SAG,s newly launched policy paper 
represents a significant step forward for South Africa,s 
commitment to increasing its reliance on nuclear power. The 
prospect of vigorous competition with French AREVA means that 
the USG must present itself as a reliable nuclear energy 

partner if Westinghouse is to be awarded the contract. 

Mission reiterates Ref A recommendation that Energy Secretary 
Bodman consider signing the proposed U.S.-S.A. Nuclear R&D 
Cooperation Agreement to demonstrate high level USG support 
for this contract. In addition, South Africa could be a 

partner in providing comprehensive fuel services to other 
partner countries. This might help limit the spread of 

nuclear enrichment capabilities to other countries. 

Teitelbaum 
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SIPDIS 


CONFIDENTIAL 


SIPDIS 
SIPDIS 


STATE FOR EAP/CM AND DRL 
PACOM FOR FPA 


E.O. 12958: DECL: 08/29/2032 

TAGS: PHUM, PGOV, CH 

SUBJECT: Human Rights: Guo Feixiong May Stand Trial Again; 
Wife Sends Open Letter to Hu Jintao 


Ref: Guangzhou 797 


1. (U) Classified by Acting Principal Officer Mike Jacobsen. 
Reason 1.4 (d). 


2. (C) SUMMARY: The trial of Guo Feixiong, previously 
thought to have ended, has been placed on hold to allow 
investigators additional time to turn up new evidence. A 
new trial date, if granted, would likely be in late 

September. Ina letter to Hu Jintao, Guo\'s wife details 

the unfair nature of the case against her husband and asks 
for assistance. END SUMMARY. 


3. (C) Jailed democracy activist Guo Feixiong may once 
again stand trial in late September, according to Guo\'s 
wife, Zhang Qing. In an August 28 telephone conversation 
with a consulate political assistant, Zhang said that Guo\'s 
legal case is still pending because the prosecutor 
requested an additional ten weeks for investigators to turn 
up new evidence. 


4. (C) Reftel states that Guo was awaiting sentencing 

following his conviction for \"illegal business practices.\" 
However, Zhang\'s new comments seem to indicate that Guo\'s 
trial is not yet over. NOTE: It is common in China for 

judges of important or sensitive trials to recess the court 

to allow additional investigation, especially if the 

prosecution\'s case is found wanting. END NOTE. In Guo\'s 
case, there is no indication of why the prosecution 

requested the extra time. 


5. (C) Additionally, in a previous meeting with Poloff, 

Guo\'s friend and fellow democracy activist Tang Jingling 
said he believed that the government would try to resolve 
Guo\'s case before the October party congress, which would 
also suggest a late-September trial date. 
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6. (C) On August 7 Guo was granted access to his lawyer, 
who indicated to Zhang that Guo was in good health. 
According to the lawyer\'s report to Zhang, Guo appears not 
to have suffered abuse in prison or at the hands of 
authorities since before his July 9 trial (Reftel). 


7. (SBU) At the request of her husband, Zhang penned an 
open letter to President of China Hu Jintao complaining of 
Guo\'s unfair treatment in prison and the prosecution\'s use 

of false witnesses during the trial. The full text of the 

letter, which was confirmed delivered to Hu\'s office on 

August 24, may be viewed (in Chinese) at 
http://www.rfa.org/mandarin/shenrubaodao/2007 /08/14/guofeix 
iong/. Zhang still awaits a response. 


JACOBSEN 
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SUBJECT: KEY GROUP OF MUSLIM CLERICS TRENDS CONSERVATIVE 
WHILE ADVOCATING NON-VIOLENCE 

REF: A. A: JAKARTA 0060 
B. B: 06 JAKARTA 03159 
C. C: 05 JAKARTA 11875 


Column 3 
Classified By: POL/C Joseph Legend Novak for reasons 1.4 (b) and (d). 


1. (C) Summary: Indonesia\'s Islamic Clerics\' Council (MUI) 
continues to make highly-publicized and intolerant edicts 
about \"moral\" issues, including a recent announcement by a 
regional council condemning a popular form of traditional 
music. While rejecting violence, MUI nonetheless 
categorically rejects liberal Islam. The group remains 

locked in a turf battle with the Ministry of Religion as to 

who is the final arbiter regarding Islam in the country. 

Overall, MUI remains an influential group, though in need of 
revitalization. End Summary. 


2. (C) MUI was founded in 1974 by the Ministry of Religion to 
encourage unity among Indonesia\'s disparate mass-Muslim 
organizations. In recent years, MUI has adopted a more 
conservative bent that coincides with its expansion to 

include representatives from fringe groups like Dewan Dakwah 
Islamiyah Indonesia (DDII) (Ref A) and Hizbut Tahrir 

Indonesia, in addition to traditional mainstream heavyweights 
Nahdlatul Ulama (NU) and Muhammadiyah. Today, MUI includes 
representatives from 62 separate groups. 


3. (C) While mainstream NU and Muhammadiyah leaders are 
always given the highest positions of authority, in reality 

they have ceded turf to fringe newcomers. MUNs General 
Secretary, Ichwan Syam, has insisted that moderates within 


SIPDIS 

MUI continue to keep hardliners in check, but recently 

admitted to poloff that Cholil Ridwan, DDII\'s representative 

on the Council, was particularly vocal and radical. Many top 
Muhammadiyah and NU leaders have distanced themselves from 
the MUI over the past several years. Moreover, contacts say 

the Muhammadiyah and NU representatives who are still active 
tend to come from the more conservative wings of those groups. 


4. (C) MUN\'s national body is currently holding a series of 
regional meetings aimed at formalizing national control over 
the provincial and local MUI branches. Until now, local MUIs 
have not been under the control of the national MUI, which 
only gets involved if two local branches issue divergent 

edicts (fatwas). Syam, a key driver of these coordinating 
meetings, noted to poloff that meetings have already taken 
place in South Sulawesi, Yogyakarta, and East Java, and that 
he will attend another next month in Bali. 


Column 3 


5. (C) MUI, which lacks a mechanism to enforce its fatwas 
other than moral suasion, continues to push for what it 
considers to be greater \"public morality.\" As recently as 
2005, MUI issued fatwas against liberalism and pluralism (Ref 
C). More recently, a MUI council in West Java issued a 
highly-publicized fatwa banning women from performing dangdut 
(traditional Indonesian singing) on Independence Day. 
Regarding public legislation, Syam of MUI noted to poloff 

that his group supports the controversial anti-pornography 

bill (Ref B), claiming that even the six female members of 
MUIK\'s national council supported the draft bill. (Note: The 
draft bill has sparked outrage among women\'s groups and 
Indonesia\'s arts community, who allege its extreme provisions 
infringe on women\'s and artistic rights.) 


6. (C) While defending its conservative stance in the moral 
sphere, MUI is cognizant of the need to keep some distance 
between itself and fringe groups with an extremist agenda. 
When asked about the recent pro-\"Caliphate\" HTI conference, 
Syam rejected HTI as naive and insisted that MUI firmly 
supports Indonesian nationalism and Pancasila (a national 
creed which respects tolerance and pluralism). Syam also 
praised MUNs ability to engage Jemaah Islamiya co-founder 
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Abu Bakar Bashir, whom he characterized as advocating 
violence and misinterpreting Islam. 


7. (C) MUI clearly prides itself as being a sort of \"moral 
compass\" for Indonesia, and steadfastly tries to defend what 
it sees as its turf. A Ministry of Religious Affairs 

contact, Director General for Islamic Community Guidance 
Nasruddin Umar, told poloff of a heated battle over the 
Ministry\'s initiative to undercut MUI\'s monopoly on halal 
certification (a means of ensuring that food is manufactured 
or prepared in accord with Islamic edicts), a major source of 
legitimacy for the Council in the eyes of the Indonesian 
public. Umar, who characterized MUI as little more than an 
NGO, made it clear that the Ministry of Religion, not MUI, 
was the ultimate arbiter of Indonesian religious law. MUI, 


Column 3 
however, does not accept this. 


8. (C) Contacts tell us that MUN's influence among the 
Indonesian public is uneven. Competing as it does for 
influence on a crowded playing field, MUI is also in need of 
revitalization, both organizationally, and with respect to 
membership--many of its leaders are aged in this nation where 
30 percent of the population is under the age of 14. MUI 
seems to be aware of this, though edicts--such as the one 
banning dangdut (traditional singing)--subject it to some 
ridicule and probably do not help draw in a younger crowd. 


HUME 
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DEPT FOR AF/S R. MARBURG, WHA/AND 

E.O. 12958: DECL: 08/27/2017 

TAGS: PREL, VE, SF 

SUBJECT: CHAVEZ CANCELS SOUTH AFRICA VISIT AT LAST MINUTE 
REF: PRETORIA 02636 


Classified By: Charge d\'Affaires Donald Teitelbaum. Reasons 1.4(b) and 
(d). 


1. (C) Venezuelan President Hugo Chavez canceled his 
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long-planned September 4-5 visit to South Africa despite 
extensive preparations, according to Department of Foreign 
Affairs (DFA) Deputy Director Annelize Schroeder (protect). 
Schroeder said that Venezuelan officials called on August 25 
to inform her of the decision, citing \"security reasons.\" 
Chavez was to visit Kenya, South Africa, Ethiopia, Namibia 
and Mali (reftel). Elements of Chavez\'s advance team had 
already arrived in South Africa. 


2. (C) Schroeder said that South African officials were 
\"extremely frustrated\" by the late cancellation. They had 
invested significant effort and time into the Chavez trip, 
which was to be a State visit with a formal address to 
Parliament. Chavez\'s decision was particularly annoying 
since it was the Venezuelans that had been pushing for more 
than two years for the visit. Schroeder recounted, for 
example, a Chavez request at the NAM Summit in Havana in 
September 2006 to join Mbeki on his plane the next day for a 
surprise visit to South Africa, a request Mbeki politely 
declined. 


3. (C) DFA Director General Ayanda Ntsaluba and a team of 
senior officials spent a week in Venezuela in late July to 

lay the groundwork for the Chavez visit. Schroeder, who 
accompanied Ntsaluba, said the Venezuelans were \"very 
disorganized,\" \"worse than the Africans.\" When the South 
African delegation arrived in Caracas, no appointments were 
scheduled. Only when Ntsaluba called the Venezuelan 
ambassador in Pretoria to complain did their schedule begin 
to fall in place. 


4. (C) While SAG officials were frustrated by the late 
cancellation, Schroeder admitted that they were also 

privately relieved. The SAG had attempted to \"contain\" the 
Chavez visit by restricting him to Cape Town, which they 
hoped would minimize opportunities for public embarrassment. 
Chavez had requested to do a \"walkabout\" in Soweto to be 
\"with the people,\" as well as unveil a statue of Bolivar in 
Pretoria. The SAG said no to both requests. 


5. (C) Schroeder said the South Africans believe that Chavez 
remains relatively popular at home, particularly with the 

poor. However, his management of the Venezuelan economy and 
commitment to democracy Wleave much to be desired,\" Schroeder 
commented. Chavez has inserted his military allies in key 

ministry positions, and sidelined experienced, competent 

officials. Schroeder said that officials joke about the 

ForMin, a former \"bus driver.\" Venezuelan officials told the 

South African delegation that Chavez expects to stay in power 

until 2030, the 200th anniversary of Bolivar\'s death. 
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6. (C) COMMENT: By canceling his visit at the last minute, 
Chavez made few friends in South Africa. The clumsy handling 
of the DG\'s July visit to Caracas also had an impact. While 
the SAG will continue to show wholehearted support for the 
NAM and G-77 policy agendas, they may be more reticent to 
follow Chavez\'s unilateral initiatives. 

Teitelbaum 
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STATE FOR SCA/CEN, EUR/RUS, EAP 

E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, PREL, RS, CH, ZK, TX 

SUBJECT: TURKMENISTAN DOES NOT SEEK SCO MEMBERSHIP 

Classified By: CHARGE RICHARD E. HOAGLAND FOR REASONS 1.4 (B) AND (D) 
1. (C) During an August 28 meeting with Foreign Minister 

Rashit Meredov (other issues septels), Charge asked if 


Turkmenistan seeks to join the Shanghai Cooperation 
Organization (SCO), noting President Berdimuhamedov had 
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attended the August 16 SCO Summit in Bishkek -- a first for 
Turkmenistan. 


2. (C) Meredov replied, \"You obviously didn\'t read the 
president\'s Bishkek speech carefully.\" He summarized that 
Berdimuhamedov had simply thanked the SCO for inviting him 
and stated his willingness to work with any forum that 
respects the goals of peace, stability, security, and 

economic growth, of which the United Nations is the prime 
example. Meredov said, \"If we had the intention to join, we 
would have chosen different words.\" 


3. (SBU) Meredov elaborated that Turkmenistan, at least for 
the near term, will focus on promoting the United Nations\' 
Regional Center for Preventive Diplomacy, which is expected 
to open in Ashgabat before the end of the year. 


4. (C) COMMENT: Meredov is sometimes a lawyerly schoolmarm 
who shows exasperation with dull students. He pointed out 

dryly that \"work with\" does not denote \"become a member of.\" 
Turkmenistan holds tightly to its self-proclaimed and 
UN-sanctioned policy of \"positive neutrality.\" The 

government likely perceives correctly that SCO is still a 
special-interest club dominated by China and Russia. END 
COMMENT. 

HOAGLAND 


120297 

PP RUEHCHI RUEHDT RUEHHM 

DE RUEHJA #2375/01 2410820 

ZNR UUUUU ZZH 

P 290820Z AUG 07 

FM AMEMBASSY JAKARTA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5983 

INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHBY/AMEMBASSY CANBERRA 1071 

RUEHKO/AMEMBASSY TOKYO 0707 

RUEHWL/AMEMBASSY WELLINGTON 1693 
RUEHJS/AMCONSUL SURABAYA 1915 

RHHMUNA/HQ USPACOM HONOLULU HI 

RUCPDOC/DEPT OF COMMERCE WASHDC 

RHMFIUU/DEPT OF ENERGY WASHINGTON DC","UNCLAS SECTION 01 OF 02 JAKARTA 002375 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR EAP/MTS AND DS/IP/EAP, DOE FOR CUTLER AND 
GILLESPIE, COMMERCE FOR USDOC 4430 
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E.O. 12958: N/A 

TAGS: ECON, EINV, EPET, ELAB, PGOV, ASEC, ID 

SUBJECT: EAST JAVA MUDFLOW UPDATE: FULL ECONOMIC IMPACT 
DIFFICULT TO QUANTIFY 


REF: SURABAYA 26 (AND PREVIOUS) 


JAKARTA 00002375 001.2 OF 002 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE PROTECT 
ACCORDINGLY. 


1. (SBU) Summary: During EAP Deputy Assistant Secretary Scot 
Marciel\'s visit to the Sidoarjo muflow site, the site manager 
expressed confidence that current efforts were mitigating the 

risk to surrounding areas, but warned about possible seismic 
activity. Local economic experts were univerisally critical 

of government efforts to address the impact of the mudflow on 
surrounding neighborhoods and businesses, despite positive 
growth numbers. Minimal government money has been allocated 
to relocate critical infrastructure and the mudflow 

management body is facing serious financial difficulties. 

The Japanese Consul General warned publicly about the 
mudflow\'s impact on East Java\'s investment climate. End 
Summary. 


2. (SBU) On August 26, DAS Marciel, accompanied by two 
staffers from the House Foreign Affairs Committee, visited 
the Sidoarjo mudflow and received an update on operations 
from Sofian Hadi, Director of Operations for the Sidoarjo Mud 
Distaster Management Board (BPLS). Sofian told the visitors 
that the situation at the site had improved in the 
three-months since BPLS had been in operation, but would 
become more difficult when the rainy season began in 
November. He expressed concern, however, that recent 
increases in mudflow rates (currently at one cubic 
meter/second) and the emergence of new water geysers 
throughout the area signaled the near-term onset of siesmic 
activity that could threaten the dams! integrity. He 

reiterated previous predictions that the flow rate of the 
Porong river during the rainy season would be sufficient to 
move the mud out to sea. Sofian admitted that financial 
concerns threatened operations, mentioning that he had not 
been paid in three months. (Note: We understand that 
although BPLS is a government body, the Lapindo company is 
responsible for paying the bills.) 


3. (SBU) In a August 26 lunch with DAS Marciel, six local 
economic experts painted a contradictory picture of the 
impact of the mudflow on East Java\'s economy. According to 
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Indra Nur Fauzi, Managing Director, Regional Economic 
Development Institute, East Java\'s economic growth in 2006 
was approximately 5.80%, down only marginally from 5.84% in 
2005. He suggested that the numbers were somewhat misleading 
because there had been a significant shift from manufacturing 
to trading and services over the past year. The provincial 
government viewed this shift as a positive trend toward a 
more mature economy. The experts disagreed with this 
assessment, as the manufacturing sector had declined badly, 
forcing manufacturing workers and business owners to move 
into trading (primarily as importers of Chinese products). 
Kresnayana Yahya, Director of Enciety Business Consultants, 
said that the transportation sector had declined 

approximately 60% in the effected area, increasing costs to 
companies exporting through Surabaya\'s ports. Tourism in 
areas south of the mudflow had been hard hit, with occupany 
rates in Malang\'s 28 hotels falling to less than 20% 
occupancy. 


4. (SBU) All agreed that the government had failed to take a 
serious or comprehensive approach to deal with the mudflow\'s 
impact. Subagyo, a professor at Airlangga University, said 
that the government, for example, had only allocated Rp 600 
billion (approximately USD 63 million) in 2007 to buy land 

for relocating infrastructure. Projected timetables to 

replace the toll road ranged from 2008 to 2010, even though 
construction had yet to begin. Yahya and Indra complained 
that BPLS did not have the budget or the authority to handle 
the problem. Yahya added that although the BPLS deputies 
responsible for social and infrastructure issues had many 
plans, they had no budget with which to implement them. The 
experts lamented that neither the central nor provincial 
governments had developed or implemented plans to offset the 
economic impact of the mud flow through tax breaks, 
rescheduled debts, economic incentives, fee waivers, etc. 


5. (SBU) Representatives from Bank Indonesia noted that the 
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bank had taken steps to provide special treatment to members 
of the business community affected by the mud, but this 

policy was limited to only five municipalities and regencies. 
Bank Indonesia is considering expanding coverage, but needs 
to evaluate carefully claims that the mudflow is responsible 

for business failures. While the Sidoarjo regency used to be 

a favored property location in East Java, customers are 
turning to other regions and property located miles from the 
mudflow fail to find buyers. They noted that some businesses 
have relocated to other areas in East Java or to Central 
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Java/Jogyakarta where salaries are lower. Bank Indonesia reps 
referred to a \"paradox of growth,\" where growth rates 

remained high, yet poverty and unemployement increased. Bank 
Indonesia statistics put East Java\'s second quarter growth at 
6.01%, with expectations that export values will break 

records for the year. 


6. (SBU) In separate conversations with Principal Officer and 
local media, the Japanese Gonsul General Yushi Suzuki 
complained that the mudflow was harming Japanese businesses 
and deterring Japanese investment in East Java. Most 
existing Japanese investors are located at the Pasuruan 
Industrial Estate Remang, located just south east of the 
Sidoarjo, and are thus experiencing serious delivery 
disruptions. According to the East Java Investment Board, 
although Japan traditionally ranks fourth in East Javanese 
investments (after Taiwan, South Korea, and China), in the 
first six months of 2007, there has been no new Japanese 
investment. According to the investment board, Japanese 
companies have invested in 127 projects valued at USD 2.198 
billion. Since January 2007, Japanese investment has been 
limited to expansions of existing projects, valued at USD 
21.807 million. 

HUME 
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RUEHBJ/AMEMBASSY BEIJING 8688 
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DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 08/29/07 


Index: 
(1) Opinion poll: Support rate for new Abe cabinet at 40.5 PERCENT 
(2) Spot poll on new Abe cabinet 


(3) Council on Economic and Fiscal Policy losing voice in decision 
making 


(4) Facts about civilian control (Section 4): Thinking of SDF as 
Japan\'s new garrison-SDF in transformation (Part 4): Gulf trauma 
expands SDF\'s overseas activities 


(5) UN geographical panel supports Japan\'s rebuttal, noting, \"A new 
name can\'t be forced on Japan\" 


(6) New Abe cabinet: Faltering growth strategy; Argument calling for 
putting on hold consumption tax hike; Premise for corporate tax 
break collapses 

ARTICLES: 

(1) Opinion poll: Support rate for new Abe cabinet at 40.5 PERCENT 


SANKEI (Page 5) (Full) 
August 29, 2007 


In the wake of the establishment of the new Abe cabinet, Kyodo News 
Service conducted a nationwide telephone opinion survey from the 
night of August 27 through the 28th. The rate of support increased 
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11.5 points to 40.5 PERCENT from the previous survey conducted on 
July 30-31 immediately after the July 29 House of Councillors 

election. The disapproval rate dropped 13.5 points to 45.5 PERCENT . 
The approval rate has surpassed the 40 PERCENT level for the first 
time since mid-May. 


Asked for reasons for supporting the cabinet, 34.3 PERCENT of 
respondents -- the largest number -- said \"because there is no one 
more appropriate,\" 25.0 PERCENT cited \"trust in the prime 
minister,\" and 9.4 PERCENT said because they pin hopes on political 
reform. A mere 2.2 PERCENT of respondents said the prime minister 
has leadership. 


(2) Spot poll on new Abe cabinet 


YOMIURI (Page 2) (Full) 
August 29, 2007 


Questions & Answers 
(Figures shown in percentage) 


Q: Prime Minister Abe shuffled his cabinet on Aug. 27. Do you 
support the new Abe cabinet? 


Yes 44.2 

No 36.1 

Other answers (O/A) 2.6 
No answer (N/A) 17.1 


Q: When you saw the Abe cabinet\'s new lineup and his ruling Liberal 
Democratic Party\'s new executive lineup, did you think Prime 
Minister Abe has changed his political approach? 
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Yes 25.0 

Yes to acertain degree 14.2 
No to a certain degree 10.3 
No 37.5 

N/A 12.9 


Q: Do you think something can be expected of the new cabinet as 
compared with the one before its shuffle? 


Yes 54.8 

No 28.1 

Can\'t say which 9.5 
N/A 7.6 
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Q: Do you think the new cabinet has many people who are able or 
experienced? 


Yes 62.1 
No 22.7 
N/A 15.3 


Q: Do you think the new cabinet has many people who are fresh? 


Yes 28.1 
No 57.8 
N/A 14.1 


Q: Do you think the new cabinet has many people who are close to 
Prime Minister Abe? 


Yes 29.7 
No 48.0 
N/A 22.3 


Q: Do you think Prime Minister Abe considered LDP factions and 
heavyweights? 


Yes 54.9 
No 26.4 
N/A 18.6 


Q: What would you like the new cabinet to tackle on a priority 
basis? Pick as many as you like from among those listed below, if 
any. 


Economy, employment 82.4 
Consumption tax 57.3 
Pension system 87.5 
Social divide 56.2 
Education 69.5 

North Korea 63.2 

Politics and money 73.4 
Constitutional revision 35.1 
O/A 0.6 

Nothing in particular 0.5 
N/A 1.0 


Q: Do you think it would be better to dissolve the House of 
Representatives as soon as possible for a general election? 
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Yes 38.8 
No 53.2 
N/A 8.0 


Q: Which political party do you support now? Pick only one. 


Liberal Democratic Party (LDP) 31.8 

Democratic Party of Japan (DPJ or Minshuto) 30.9 
New Komeito (NK) 4.0 

Japanese Communist Party (JCP) 2.4 

Social Democratic Party (SDP or Shaminto) 1.9 
People\'s New Party (PNP or Kokumin Shinto) 0.3 
New Party Nippon (NPN or Shinto Nippon) 0.1 
Other political parties --- 

None 25.2 

N/A 3.5 


Polling methodology: The survey was conducted from 7 p.m., Aug. 27, 
through Aug. 28 on a computer-aided random digit dialing (RDD) 
basis. A total of 1,753 households were found to have one or more 
eligible voters. Valid answers were obtained from 1,036 persons 

(59.1 PERCENT ). 


(3) Council on Economic and Fiscal Policy losing voice in decision 
making 


MAINICHI (Page 11) (Abridged) 
August 29, 2007 


The Council on Economic and Fiscal Policy (CEFP), which has been 
serving as a driving force behind the structural reform drive by the 
Koizumi and Abe administrations, is on the verge of collapse. The 
reason is that with the opposition bloc controlling the House of 
Councillors following the July election, chances are increasing that 
the authority to coordinate and determine essential economic 
policies will shift to talks between the ruling and opposition camps 
and between the government and ruling coalition. Although Hiroko 
Ota, who will continue to serve as state minister in charge of 
economic and fiscal policy in the new Abe cabinet, has described 
fiscal consolidation and economic growth as \"two wheels of a cart,\" 
the government\'s economic policy itself might change in quality. 


The Abe administration, inheriting the scheme of overhauling the 
nation\'s revenues and expenditures at the same time from the 
previous Koizumi administration, has aimed at achieving a budget 
surplus in 2011. The CEFP chaired by Prime Minister Abe produced in 
June what is called the Economic and Fiscal Reform 2007 that 
advocates continued spending cuts. 


The CEFP is markedly less powerful than during the Koizumi era when 
the council often bulldozed its views regarding postal privatization 
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and other tough issues. Still, the council has been serving as the 
venue for the Kantei (Prime Minister\'s Official Residence) to make 
policy decisions, allowing Prime Minister Abe to squelch objections 
in the government and ruling parties. 


That was all based on the ruling bloc\'s dominance in the Diet. The 
situation has dramatically changed with the subsidy-oriented 
Democratic Party of Japan\'s overwhelming victory in the July Upper 
House election. 


In reshuffling his cabinet, Abe has given the post of chief cabinet 
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secretary to Kaoru Yosano, a former economic and fiscal policy 
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minister and currently a CEFP member attaching importance to fiscal 
discipline. Abe has also retained Economic and Fiscal Minister Ota. 
But today\'s political situation no longer allows the CEFP to play a 
central role in decision making. 


The opposition bloc is likely to press the ruling coalition hard for 
greater spending in the upcoming budged compilation. Even if the 
CEFP calls for strict fiscal discipline and a continued reform 
course, its voice might be toned down in Diet deliberations. 


(4) Facts about civilian control (Section 4): Thinking of SDF as 
Japan\'s new garrison-SDF in transformation (Part 4): Gulf trauma 
expands SDF\'s overseas activities 


TOKYO (Page 1) (Full) 
August 22, 2007 


One says Japan has a \"trauma\" from the Gulf War. 


In 1990, Iraqi troops crossed the border and invaded Kuwait. 
Multinational forces launched operations to remove the Iraqi 

occupation troops in Kuwait in the Gulf War. Japan contributed a 

huge amount of money to the tune of 13 billion dollars, equivalent 

to 1.7 trillion yen at the time. However, Japan came under fire in 

the international community for not sending any troops from its 
Self-Defense Forces to help Kuwait. Japan was blamed for shedding no 
blood or sweat. 


Japan felt small in those days. This bad feeling became a trauma, 
which motivated Japan to send SDF members for overseas activities. 
Whenever Japan was called to send SDF troops for overseas 
activities, the Gulf War trauma always flashed back in the Diet. 

What was the truth? 
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In March 1991, the government of Kuwait ran an advertisement in a US 
newspaper to thank 30 countries, including the United States. 
Japan\'s name was not on the thank-you list. 


The then chief cabinet secretary, Koichi Kato, a former secretary 
general of the ruling Liberal Democratic Party, recalls: \"In the 

LDP, 40 PERCENT were upset. But 60 PERCENT in the party gave up 
because they knew money can\'t buy everything.\" 


In point of fact, however, the 13 billion dollars might have been 
mostly paid to the United States, which led the multinational 
forces. 


In addition to its initial donation, Japan seconded the 

multinational forces with another outlay of 9 billion dollars or 

1.18 trillion yen. In that money\'s disclosed breakdown, 1.079 yen 
went to the United States. However, the amount of money that went to 
Kuwait was only 630 million yen-far smaller than the money paid to 
the United States. The money was originally for the postwar 
reconstruction of Kuwait. However, the money was not used for that 
purpose. That is why Japan was not in the thank-you ad. 


\"That\'s the Foreign Ministry\'s fault,\" says a former high-ranking 
official of the government. This former government official added: 
\"Japan paid the greater part of the war costs. But the Foreign 

Ministry didn\'t explain this fact to Kuwait. They say a country that 
makes no personnel contributions is not appreciated in the world. 
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That\'s wrong.\" 


However, the Japanese government did not give up on personnel 
contributions in the Gulf War. 


In August 1990, when Iraq invaded Kuwait, a group of Foreign 

Ministry officials gathered every night in their administrative vice 
minister\'s room. Their meetings lasted till dawn. The discussions 
heated up on whether to send civilians like the Japan Overseas 
Cooperation Volunteers (JOCV) or whether to send SDF personnel. The 
then administrative vice foreign minister, Takakazu Kuriyama, 
maintained that the SDF is a military force. The Foreign Ministry 

then planned to have SDF members take days off and send these 
off-duty SDF members in the capacity of civilians. 


However, the then LDP secretary general, Ichiro Ozawa, who now heads 
the leading opposition Democratic Party of Japan (Minshuto), agreed 
with the Defense Agency, now the Defense Ministry, on its plan to 

send SDF members. The government brought a \"United Nations Peace 
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Cooperation Bill\" before the Diet. However, the opposition bench 

voted against the legislation. In the end, the bill died stillborn. 

What came up next was an agreement of the LDP, New Komeito, and the 
Democratic Socialist Party (DSP or Minshato) to create another body 

that is apart from the SDF. This non-SDF entity was intended to work 
together with the United Nations on its peacekeeping operations. It 

was a compromise with an image of civilians. 


The idea of launching a non-SDF body faded out in the process of 
parliamentary deliberations. Instead, a law for cooperation on UN 
peacekeeping operations or the so-called PKO Cooperation Law, which 
features allowing Japan to send SDF personnel for overseas 

activities, was enacted in June 1992. The LDP often referred to the 
\"Gulf War trauma\" as a telling phrase. 


Nine years later, in September 2001, terrorists attacked the United 
States at its nerve centers. Shortly thereafter, the Foreign 

Ministry asserted that the Gulf War trauma must not be repeated. The 
Diet speeded up its deliberations to legislate special measures 
against terrorism. After a month\'s deliberations, the legislation 

was enacted into the Antiterrorism Special Measures Law. Under this 
antiterror law, Japan has sent a Maritime Self-Defense Force 
squadron to the Indian Ocean to back up an antiterror campaign in 
Afghanistan. 


The \"Gulf War trauma\" was talked about in Diet deliberations on the 
Iraq Special Measures Law for Japan\'s dispatch of SDF troops to 
Iraq. \"The SDF makes a good show when going out,\" says former 
Ambassador to the United States Shunji Yanai, who was director 
general of the Treaties Bureau at the Foreign Ministry when the Gulf 
War broke out. \"In the case of 13 billion dollars,\" Yanai added, \"it 
doesn\'t.\" 


What touched off the \"Gulf War trauma\"? Was it really the Foreign 
Ministry\'s fault? The trauma has been a source of energy for Japan 
to expand the scope of SDF activities overseas. In December last 
year, the Self-Defense Forces Law was revised at long last to task 
the SDF with overseas activities as its primary missions. Its magic 
spell is still alive. 


(5) UN geographical panel supports Japan\'s rebuttal, noting, WA new 
name can\'t be forced on Japan\" 
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August 29, 2007 


Masako Nagato, New York 
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The ninth United Nations Conference on the Standardization of 
Geographical Names was held. In the session on Aug. 27, South Korea 
and North Korea suggested renaming the Sea of Japan \"East Seal" or 
\"Korean Sea\" respectively, but the discussion made no headway with 
many participants favoring Japan\'s rebuttal saying that \"this 
conference is neither a conference to discuss a certain geographical 
dispute over renaming nor is it a conference with the authority to 
decide on a geographical name.\" 


South Korea and North Korea have made similar assertions since 1992, 
the year after they joined the UN, but Chairman Ormeling indicated 

that the matter should be resolved through talks among the countries 
concerned, noting: \"Each country cannot force other countries to use 

a certain geographical name. The standardization of geographical 
names will be promoted if there is a consensus among the countries 
concerned.\" 


Japan intends to hold discussions with South Korea, but the South 
Koreans criticize Japan\'s position, arguing, \"Japan is not 
cooperative about consultations.\" 


South Korea and North Korea have insisted that they have 
historically called this sea area the \"East Sea\" or the \"Korean 
Sea\", but that they were forced by Japan to call it the Sea of 
Japan. 


On the other hand, Japan rebutted that Western countries in their 
maps created in the early 19th century already called that area the 
\"Sea of Japan,\" and that the act of naming it the \"Sea of Japan\" had 
nothing to do with Japan\'s colonial rule of Korea. 


Japan also explained that the name \"Sea of Japan\" has been endorsed 
or used by the UN and the International Hydrographic Organization 
(IHO), adding that a survey conducted in 2005 by the Ministry of 

Foreign Affairs found that some 90 PERCENT of textbooks and maps 
used by 67 countries described that area the Sea of Japan. 


According to the Japanese government, there was no country that 
declared its support for either South Korea\'s or North Korea\'s 
proposal, but Japan\'s assertion received agreement from Australia, 
Britain, France, and some other countries, including indirect 
agreement. 


(6) New Abe cabinet: Faltering growth strategy; Argument calling for 
putting on hold consumption tax hike; Premise for corporate tax 
break collapses 


ASAHI (Page 9) (Excerpts) 
August 29, 2007 
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Prime Minister Abe replaced some key ministers in the cabinet 
shuffle on Aug. 27. The new cabinet has gotten under way with the 
opposition camp now controlling the Upper House. It is going to face 
many tough issues including an extension of the Antiterrorism 
Special Measures Law, the immediate focus of attention, as well as a 
number of livelihood issues, including tax reform, pensions and 
education. Where is policy heading now? 
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Tax and fiscal policy 


Asked about his impression of the new Abe cabinet, Yasuaki Wakui, 
president of Kuraray, a leading chemical company, during a press 
conference on Aug. 28, categorically said, \"| cannot possibly 
imagine this cabinet will serve out until the Lower House members\' 
tenure expires in Sep. 2009.\" He continued, \"It is not possible now 
for the cabinet to adopt policies as we wish. | don\'t think we can 
drastically reform the tax system. The cabinet has no power base to 
accomplish its various policy goals.\" 


Business circles are increasingly concerned that the realization of 

a corporate tax break, on which they are pinning high hopes, might 
be put off further into the future. A corporate tax reduction 

intended to boost the competitiveness of companies and to lure 
foreign companies has been a key pillar of the government\'s growth 
strategy, which is one of the showcases of the Abe cabinet\'s 
management of the economy and fiscal administration. 


Business circles have been strengthening a call for lowering by 10 
PERCENT the effective tax rate of 40 PERCENT imposed on companies. 
It would have been a major tax break amounting to 4 trillion yen. 

However, their calculation was derailed due to the crushing defeat 

of the ruling parties in the July Upper House election. 


The newly-appointed Chief Cabinet Secretary Yosano attaches 
importance to the reconstruction of public finances. Some business 
leaders take the view that Yosano is negative about a corporate tax 
cut because he attaches importance to fiscal reconstruction, as can 
be seen in the fact that he played a leading role in the fiscal 
structural reforms of the Hashimoto administration. 


What makes this prospect more decisive is the fact that it has 

become difficult to hike the consumption tax, which had been 

regarded as a precondition for a corporate tax break. It had been 

expected that a bill hiking the consumption tax would be introduced 

during the ordinary Diet session next year. However, an increasing 

number of LDP Tax System Research Commission members now take the 
view that it would be useless to submit a bill that the opposition 
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camp is strongly opposing. 


Since the Democratic Party of Japan (DPJ or Minshuto) has become the 
first party in the Upper House election, even if the ruling camp 

submits a bill amending the tax system or a budget bill, it can no 

longer secure Diet approval for certain. In order to realize policy 
proposals, talks with the DPJ have become necessary, but it will not 

be an easy job. 


The ruling camp has hinted at a desire to give priority to facing 

the DPJ over such issues as the Antiterrorism Special Measures Law 
and the \"politics and money\" scandals for the time being. However, 
if minimum pension benefits and subsidies for farmers become 
subjects for Diet debate, the issue of how to finance expanded 
benefit payouts will crop up. The DPJ has yet to make full 
preparations for discussions on such issues. 


The cabinet will receive pressure not only from the DPJ but also 
from the ruling camp over the compilation of the fiscal 2008 
budget. 


In the budget request guidelines compiled right after the Upper 
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House, the cabinet has managed to maintain its policy of cutting 

public works by 3 PERCENT and constraining social security spending 
by 220 billion yen. However, ruling party members are not content 

with the outcome, with some complaining, \"We were defeated in the 
Upper House election, because we were unable to secure enough 
budgets for regional districts.\" 


The fiscal environment is extremely harsh. Efforts to reconstruct 
state finance strapped with more than 580 trillion yen in 
outstanding balance of debts have yet to be put on the track. 
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E.O. 12958: DECL: 08/27/2017 
TAGS: PTER, PGOV, KJUS, ASEC, CASC, ID 
SUBJECT: BALI BOMBER DEATH SENTENCES REPORTEDLY UPHELD 


REF: A. JAKARTA 138 
B. 06 JAKARATA 10037 


Classified By: DCM John Heffern, for reasons 1.4(b) and (d). 


1. (C) A reliable source at the Supreme Court has told us 

that the Court has denied the Judicial Review request 
submitted by Amrozi bin Nurhasyim, Imam Samudra and Ali 
Gufron alias Muklas. The three men were sentenced to death 
in 2003 for their roles in the 2002 Bali bombings. The Court 
has declined to confirm the report, and the decision 

reportedly will not be made public for another month. If the 
report is true, the decision would mean that all legal 

avenues of appeal for the three bombers are now exhausted. 


2. (U) Lawyers from the Muslim Defense Team (TPM) 
representing the three men submitted the request for Judicial 
Review in September 2006, just weeks after the Attorney 
General\'s Office threatened to proceed with their execution 
(ref B). The TPM had an opportunity to make oral arguments 
in a Bali court in January but chose instead to walk out of 

the session on grounds that their motion to move the court 
venue to Central Java had been ignored (ref a). 


3. (C) The TPM\'s Judicial Review request argued that the 
convictions should be overturned because the men had been 
convicted under a retroactive provision of the 2003 

Anti-Terror Law. The retroactive provision was eventually 
annulled by a 2004 Constitutional Court (CC) ruling. At that 
time, Supreme Court Chief Justice Bagir Manan stated publicly 
that under Indonesian law the CCVs 2004 decision did not 
require that convictions won prior to that decision be 
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invalidated. The current decision, if true, would confirm 
this principle. Moreover, the original trials were by all 
accounts fairly conducted and there is no doubt that the 
three men played a direct role in the bombings. 

HUME 
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E.O. 12958: DECL: 08/28/2017 

TAGS: KUNR, PHUM, PREF, UNHRC-1 

SUBJECT: DAS SINGH AND AMBASSADOR REES\' GENEVA TALKS - 
HUMANITARIAN MEETINGS 


REF: GENEVA 01992 
Classified By: Charge d\'Affaires, Mark Storella. Reason 1.4 (b)(d) 


1. (SBU) Summary: IO Deputy Assistant Secretary Singh and 
Special Representative for Social Issues Rees used a human 
rights-focused August 6-8 visit to Geneva to also address a 

range of humanitarian, refugee, and health issues, as well as 

UN reform. DAS Singh also underscored the importance the USG 
attaches to U.S. employment in UN organizations. (Reftel 

reports on discussions of human rights during the visit.) 

End Summary. 


2. (SBU) DAS Manisha Singh and Special Representative for 
Social Issues Grover Joseph Rees held a series of discussions 
on humanitarian, refugee and health issues as well as U.S 
employment in UN organizations and UN reform during their 
August 6-8 Geneva visit. They met with Director of the 
Geneva Office for the Coordination of Humanitarian Affairs 
(OCHA) Kasidis Rochanakorn and his senior staff; with Craig 
Johnstone, Deputy at the Office of the UN High Commissioner 
for Refugees (UNHCR), and his staff; with the Executive 
Director and others in the World Health Organization (WHO); 
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and with Debbie Wynes, Chair of the Joint Inspection Unit 
(JIU). 


Humanitarian Affairs 


3. (C) Rochanakorn, who heads the Geneva OCHA, and his senior 
staff outlined OCHA priorities. He said Undersecretary 

General for Humanitarian Affairs, Sir John Holmes, was 
focused on consolidating the UN humanitarian reform process, 
maintaining a strong advocacy and policy role for OCHA and 
developing an OCHA structure that could meet the expectations 
that humanitarian reform had placed on it. He expressed 
concern about the erosion of humanitarian space, as evidenced 
in Lebanon, &where we were stuck in hotels.8 This would 
require reinforcement of the UN,s ability to work closely 

with various partners, including the Red Cross/Red Crescent 
Movement. 


4. (C) Rochanakorn said that OCHA did not have enough trained 
personnel to deal with civilian military affairs in a major, 
tsunami-like humanitarian crisis. However, Gerhard 
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Putman-Cramer, head of the OCHA Emergency Services Branch, 
averred that OCHA did not need simply to increase overall 
training ) that might even be scaled back ) but should 

place more focus on better targeted civilian-military 

training. Rochanakorn said the humanitarian community 
accepted the special role of the military, but that issues 

were more sensitive in complex humanitarian crises involving 
conflict situations, where military units would focus on 

force protection while humanitarians would focus on 
integrating with the local population. DAS Singh also asked 
about the Global Humanitarian Platform, and Rochanakorn 
responded that the reform effort was seen as too UN-centric 
and that the platform was a necessary step to rebuild 
confidence with UN partners. 


UN High Commissioner for Refugees 


5. (U) DAS Singh and Ambassador Rees also met with Johnstone, 
the Deputy at the UNHCR. Johnstone (AmCit) noted UNHCR,s 
overall responsibilities, including its primary role to 

protect refugees and ensure that governments uphold and 

respect relevant legal instruments. He added that stateless 
persons and internally displaced persons (IDPs) were also 
populations of concern to UNHCR and were covered within 
UNHCR, s crosscutting protection issues. Johnstone noted 

that UNHCR worked closely with the office of the UN High 


Column 3 

Commissioner for Human Rights (UNHCHR), particularly on the 
rights of refugees and IDPs. He noted that UNHCR had been 
working with the Jordanian government to fulfill displaced 

Iraqi children,s rights to education in Jordan and that the 

Syrian government was being very responsive by ensuring the 
protection of displaced Iraqis in Syria. He described the 

human rights situation in Iraq as seriously lacking due to 

the lraqi government,s inability to respond adequately to 

human rights abuses. Johnstone hoped the USG would resettle 
the UNHCR-referred Iraqi refugees, recognizing the delays 
related to security issues. 


6. (U) Emphasizing the importance of protection, Ambassador 
Rees noted that precautions against sexual exploitation of 
refugees were of concern to the USG. He asked about UNHCR 
mechanisms to prevent such exploitation, adding that 
perpetrators could also be NGO workers, peacekeepers, and 


refugees themselves. Both Johnstone and Merida 
Morales-O,Donnell, Director of the Division of Human 
Resources Management, emphasized that UNHCR was very 
cognizant about responding to such misconduct and that the 
organization had a zero tolerance policy, including summary 
dismissals. Morales-O,Donnell explained that all UNHCR 
staffers were required to sign an agreement to uphold the 
Code of Conduct that outlines the policy against exploitative 
and non-consensual relationships with beneficiaries and 
requiring disclosure to superiors of relationships that the 

UN employee regarded as consensual and non-exploitative. She 
added that UNHCR partners were also obligated to sign the 
agreement. 


U.S. Employment in UN Agencies 


7. (U) DAS Singh underscored to Johnstone that employment of 
U.S. citizens in UN organizations continued to be highly 
important for the USG. Asked for his thoughts on how to 
increase the number of Americans at UNHCR and retain them, 
Johnstone replied that it was currently difficult for UNHCR 

to hire new staff due to a hiring freeze. He added that the 
organization was also cutting back staff positions to make 
UNHCR leaner and more efficient under the current reform 
efforts. 


World Health Organization and Maternal Mortality 


8. (U) In meetings with the Executive Director of the WHO 
Director General\'s Office and with WHO officials working on 
family health and maternal mortality issues, Ambassador Rees 
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explained his portfolio as Special Representative for Social 
Issues, its link with President Bush\'s Human Dignity Agenda, 
and USG interest in WHO maternal mortality programs. Dr. 
Bill Kean noted that improving maternal mortality centered on 
effectively managing pregnancy with pre-natal visits by 
qualified health workers as well as on managing labor. In 
Kean\'s view, the world should be ashamed that maternal 
mortality had not been reduced. 


9. (U) Daisy Mafebelu, Assistant Director General for Family 

and Community Health, and Dr. Quazi Monirul Islam, head of 

the WHO\'s Making Pregnancy Safer program, described the WHO\'s 
work on maternal mortality. Ambassador Rees emphasized USG 
interest in seeing the WHO be more programmatic on maternal 
health issues rather than merely holding conferences and 
advising governments. Islam lamented that improvements 
towards Millennium Development Goals on women and children, 
while real, had not made a dent in the problem. WHO was 

still working to increase the number of skilled birth 

attendants and move small communities away from overwhelming 
dependency on unskilled traditional birth attendants. Islam 

also highlighted the close worldwide link between maternal 
mortality and the survival of the child, particularly female 

children. The WHO had instituted \"essential newborn care 
training\", in conjunction with UNICEF and UNFPA, to address 
some of these issues. Commenting that USAID funding for 
maternal health had decreased in recent years because money 
was diverted to fight HIV/AIDS and malaria, Islam hoped that 
USG funding would increase again to reflect the importance of 
maternal health issues. 


UN Reform 


10. (U) DAS Singh met with Debbie Wynes, Chair of the Joint 
Inspection Unit (JIU), to discuss U.S. reform goals for the 
UN. Wynes emphasized the importance of the new initiative to 
implement oversight committees at the UN and at various 
agencies. Where oversight committees existed (in World 
Meteorological Organization ) WMO - and World International 
Property Organization - WIPO), their effectiveness was 
limited by lack of expertise among committee members. This 
also affected the JIU structure and effectiveness. Wynes 
urged the U.S. to encourage senior representatives from 
member states - both Western and G-77 - to nominate only 
top-level people to the oversight committees. 


11. (U) DAS Singh asked for examples of &success stories8 
that would illustrate achievements by the UN in the area of 
reform. Wynes did not cite any specific examples and noted 
that many oversight mechanisms were relatively new. She 
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indicated that while it might appear redundant, an oversight 
structure consisting of internal audit, external audit and 
oversight board was a standard practice in the private 

sector. She further stated that UN members needed to get the 
structure right, with adequate funding and qualified staff. 


Wynes also noted that leadership was very important, citing 
the WMO and WIPO as contrasting examples of the role of the 
director general. 

STORELLA 
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E.O. 12958: DECL: 08/28/2017 
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SUBJECT: SBY REPLACES AILING HOME AFFAIRS MINISTER 


REF: A. JAKARTA 2051 
B. JAKARTA 1282 


JAKARTA 00002377 001.2 OF 002 


Classified By: Deputy Pol/C Stanley J. Harsha for reasons 1.4(b,d) 


SUMMARY 
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1. (C) On August 28, President Yudhoyono appointed Central 
Java Governor Mardiyanto to replace Mohamad Ma\'ruf as the 
Minister for Home Affairs. Mardiyanto was sworn in on August 
29. Outgoing Minister Ma\'ruf suffered a debilitating heart 
attack in late March, and SBY surprised many observers by 
failing to move more swiftly to replace MaVaruf after it 

became clear his condition was not improving. A retired army 
major general, Mardiyanto has no political ties and is widely 
respected as an impartial figure with a strong governing 
record. End Summary. 


SBY FINALLY PULLS THE TRIGGER 


2. (C) Nearly five months after Mohamad Ma\'ruf suffered a 
heart attack that put him into a coma, President Yudhoyono 
named a replacement to take over the rudderless Ministry of 
Home Affairs. The move filled a critical hole in SBY\'s 

cabinet, and ended months of speculation about his plans for 

the position. Coupled with the cabinet modifications the 
President made in May (Ref B), the move shores up SBY\'s team 
as he approaches the third year anniversary of his five year 

term. 


MARDIYANTO THE MAN 


3. (C) According to Umar Juoro, a former staffer for 
President Habibie, Mardiyanto had a strong reputation as a 
reform minded general during his military days, and has 
maintained that reputation throughout the course of his 
governorship. Juoro told us that Mardiyanto was widely 
admired for his stewardship of Central Java, and noted that 
his lack of political connections had allowed him to operate 
without the political party pressures that have hampered the 
effectiveness of many other Governors. 


4. (U) Press coverage of Mardiyanto\'s appointment has been 
uniformly positive, and politicians seemed to be tripping 

over each other to offer words of praise for him. Yuddy 
Chrisnandi, a parliamentarian with Golkar, offered an 
assessment of Mardiyanto that was representative: \"There are 
three reasons why Mardiyanto is the right person, namely that 
the president knows him well, he has the required 

capabilities for the job, and is widely accepted.\" 


TOP PRIORITIES FOR MARDIYANTO 


5. (C) Mardiyanto\'s top priority as Home Affairs Minister 
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will be to coordinate the implementation of the 
Constitutional Court\'s decision to allow independent 
candidates to contest sub-national elections (Ref A). 
According to Embassy contacts, Mardiyanto\'s status as a 
political outsider should give him the credibility to lead 

the government\'s efforts to create the electoral mechanism 
for independent candidates. Mardiyanto will also serve as 
the President\'s lead negotiator with Parliament on a package 
of four political bills currently under consideration and 

likely to pass early next year. 


BIO NOTES 


6. (U) Mission has the following bio notes on the new 
Minister: 


-- Mardiyanto: Born November 21, 1949....graduated from the 
National Military Academy in 1970...served as the Commander 
of DANREM in Kalimantan in 1991...served as the Head of the 
Military Tactical Department of the Military Academy from 
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1993-1995 and then as Rector of the Academy from 
1995-1997...served as the Commander of the IV /Diponegoro 
Area Military Command from 1997-1998...as Governor of Central 
Java from 1998-2007...speaks English fluently...is married to 

Effi Nurbayati and has two sons. 

HUME 
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STATE FOR EAP/CM 


E.O. 12958: N/A 
TAGS: PREL, PGOV, ECON, SOCI, MG, KZ 
SUBJECT: Mongolia\'s President Visits Kazakhstan, Bolsters Ties 


Reftel: Ulaanbaatar 418 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 


1. (SBU) SUMMARY: Mongolian President Enkhbayar\'s August 13-15 
visit to Kazakhstan produced several cooperative agreements, firmed 
up already solid bilateral relations, and convinced at least some of 

the visiting Mongolians that development through authoritarianism is 
undesirable. One agreement, on disaster response, was concluded in 
the wake of a deadly helicopter crash in a remote part of Mongolia 
(reftel). Kazakhstan\'s President N. Nazarbaev agreed to make a 
reciprocal visit to Mongolia sometime in 2008. END SUMMARY. 


2. (SBU) Mongolian President Enkhbayar\'s official visit to 
Kazakhstan from August 13 to 15 strengthened already firm bilateral 
ties and produced several cooperative agreements, according to 
Mounkhou, the Foreign Ministry\'s Deputy Director for the Americas, 
Middle East and Africa. In an August 28 meeting with the DCM, 
Mounkhou confirmed that agreements were concluded on disaster 
response, sports and tourism. Presidents Enkhbayar and Nazarbaev 
also discussed Mongolian support for Kazakhstan\'s bid to join the 
World Trade Organization, as well as potential Kazakh investments in 
Mongolian gold, silver and copper exploration. 


DISASTER-RESPONSE AGREEMENT 


3. (SBU) The Foreign Policy Advisor to Mongolia\'s President, 
Tsogtbaatar, who journeyed to Kazakhstan with his boss, told us on 


SIPDIS 

August 21 that the need for a disaster-response agreement became 
painfully clear in June, when a Russian-built helicopter on a 
firefighting mission crashed in northern Mongolia. The GOM 
struggled to locate the site of the crash, at which 15 people died 
(reftel). Now, Tsogtbaatar explained, the GOM has no more 
functioning helicopters. (NOTE: Mishandling of the accident has 
led to calls for the resignation of four ministers, including the 
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Ministers of Roads, Transportation and Tourism, Defense, Emergency 
Management, and Justice.) 


DEVELOPMENT, YES. AUTHORITARIANISM, NO. 


4. (SBU) Tsogtbaatar said the Mongolian visitors were impressed by 
Kazakhstan\'s success in developing oil, gas and mineral resources. 
But he believed that this success has come at a high price. \"Is it 
worth developing through authoritarianism? No. Things should 
develop in their natural way.\" Tsogtbaatar also said that although 
signs of new wealth in Kazakhstan are clearly visible, this wealth 

is not being distributed equally. Mongolia has its own problems in 
this regard, he said, but to a lesser degree. 


DUAL CITIZENSHIP DISCUSSED, REJECTED 


5. (SBU) During their summit, the two Presidents referred to the 
60,000 to 70,000 Mongolians (mostly of ethnic Kazakh descent) who 
emigrated legally to Kazakhstan in the late 1990s; some are seeking 
dual citizenship. The two leaders ruled this out, stating through 

their spokesmen that the dual-citizenship issue needs to be decided 
in line with the relevant laws of the two countries. (Note: Neither 
country allows dual citizenship.) 


6. (U) At the invitation of President Enkhbayar, President Nazarbaev 
agreed to make an official visit to Mongolia sometime in 2008. 
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TAGS: NATO, KCFE, PARM, PREL, IC 
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SUBJECT: ICELAND: TIMELINE ON ADAPTED CFE DELIVERED 


REF: STATE 116194 
Classified By: Amb. Carol van Voorst for reasons 1.4 (b) and (d). 


(C) Pol Chief called the Icelandic Ministry for Foreign Affairs (MFA) 
on August 20 to alert the Ministry to the rollout of a proposed 
Adapted Treaty on Conventional Forces in Europe (CFE) timetable in 
Washington that day, and delivered reftel points and timetable in a 
follow-up meeting on August 21. MFA Minister Counsellor Nick 
Hannigan noted his appreciation for Washington\'s efforts to find a 
way forward on the issue of the CFE and Russia\'s unmet Istanbul 
Commitments, though noting that \"the Russians don\'t seem to be in a 
constructive mood of late.\" He added that Iceland\'s delegation to 
the September 13 HLTF meeting would be prepared to discuss the 
timetable. 


2. (C) Post notes that Icelandic ratification and entry into force 

of the original CFE Treaty took over a year, though most of this 
delay involved translation of the proposed treaty into Icelandic. 

The Althingi (parliament) opened its session that year on October 1, 
1991. The actual time from the introduction of the treaty in the 
Althingi Foreign Affairs Committee on November 25, 1991 to its 
approval by the full Althingi on December 14, 1991 and ratification 
by the government on December 24, 1991, was comparatively short. 
Barring a need to completely re-translate an Adapted CFE, it would be 
plausible that the Government of Iceland could push through 
ratification during the upcoming October 1 - May 31 Althingi session. 


van Voorst 
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PACOM FOR FPA 

USDA FOR FAS/PECAD, FAS/CNMP, FAS/AAD, APHIS; 

BANGKOK FOR USAID: JMACARTHUR, APHIS:NCARDENAS, REO:JWALLER 


E.O. 12958:N/A 
TAGS: EAGR, EAID, AMED, PGOV, PREL, CASC, TBIO, KFLU, BM 
SUBJECT: GOB DECLARES MON STATE FREE OF Al 


REF: RANGOON 689 


1. (SBU) Summary. The Burmese Livestock Breeding and Veterinary 
Department (LBVD) on August 23 declared Thanbyuzayat Township in Mon 
State free of Avian Influenza after the July 26 outbreak. LBVD 

officials conducted post-outbreak surveillance in the area, and 

collected samples from 28 chicken farms and 7 duck farms. All 

samples and swabs tested negative for H5N1. As a result, LBVD 

lifted the restriction on the movement of poultry and poultry 

products. The source of the July 26 outbreak is still unknown. End 
Summary. 


2. (SBU) Burmese Livestock Breeding and Veterinary Department 
(LBVD) officials notified us, the FAO, and the WHO on August 23 that 
it considers Thanbyuzayat Township in Mon State, home to the July 26 
outbreak (Reftel), to be Al free. LBVD local officials conducted 
post-outbreak surveillance in Thanbyuzayat Township and the 
surrounding areas in the month following the outbreak. Officials 
collected 753 serum samples and 324 cloacal swabs from 28 chicken 
farms and 7 duck farms in the area. All samples, which were checked 
at the Central Veterinary Laboratory in Rangoon using both PCR and 
HA HI (Hemagglutination and Hemagglutination Inhibition) tests, 
tested negative for H5N1. 


3. (SBU) Per GOB policy, LBVD can declare an area free of avian 
influenza if the area meets several conditions - 21 days without a 
new Al outbreak in the area, completion of satisfactory cleaning and 
disinfection of the infected farms, surveillance of farms in the 


Column 3 

surrounding area, and negative results for all samples taken from 
surrounding farms. Because Thanbyuzayat Township met the above 
conditions, LBVD on August 23 declared the area Al free and lifted 
the restriction on the movement of poultry and poultry products that 
was implemented immediately after the outbreak. The GOB still has 
not uncovered the source of the July 26 outbreak. 


4. (SBU) Comment: Although it appears LBVD has done all that it 
can to ensure that the Thanbyuzayat area is clear of Al, LBVD 
officials cannot locate the source of the outbreak because they lack 
the necessary epidemiology skills. By participating in future 
regional Al workshops, Burmese veterinarians should develop the 
skills they need to better detect and prevent new Al outbreaks. End 
Comment. 


VILLAROSA 
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E.O. 12958: DECL: 08/28/2017 

TAGS: PROG, PREL, EUN, RS 

SUBJECT: POLAND, LITHUANIA BREAK CONSENSUS ON EU HEADS OF 
MISSION REPORT ON EU-RUSSIAN RELATIONS 


Classified By: Minister-Counselor for Political Affairs Alice G. Wells 
(1.4 b/d) 


1. (C) Summary: The EU Heads of Mission Report, prepared for 
the informal September 7-8 EU foreign ministers meeting on 
EU-Russia policy, was submitted to Brussels without the 
endorsement of Poland and Lithuania. In an unexpected move, 
the Polish embassy refused to sign off on the assessment, 
arguing that the report was too soft on Russia, and the 
Lithuanian mission agreed. EU diplomats conceded that this 
was the first report Moscow EU missions submitted to Brussels 
without a full consensus, but doubted this would 

significantly affect the ministerial talks in Gymnich or the 

EU\'s policy towards Russia. The parochial view here is that 
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Poland overplayed its hand, but that the HOMs tempest will 
help fuel what is already expected to be an interesting 
debate on EU-Russia relations. End Summary. 


Poland and Lithuania Refuse to Endorse Report 


2. (C) In preparation for the September 7-8 informal meeting 
of EU foreign ministers in Gymnich, Brussels instructed EU 
heads of mission (HOMs) in Moscow to prepare a comprehensive 
assessment of EU-Russian relations \"from a local 
perspective.\" The report was prepared by the Portuguese, the 
Slovenians, and the European Commission, with significant 
input from France, Great Britain, and Germany. EU diplomats 
involved in the preparation of the report informed us that 

the final draft of the report was \"remarkably good\" in that 

it addressed the positive and negative trends in Russia\'s 
domestic and foreign policies. EU colleagues cited as an 
example that the report included clear language on Russia\'s 
democratic backsliding, but the report also outlined areas in 
which there was noticeable progress in EU-Russian relations, 
and underscored that Russia remained an important EU 
strategic partner. 


3. (C) After a weekend of last-ditch efforts by the 25 HOMs 

to convince their Polish and Lithuanian counterparts to 

accept the text, and despite compromise language that met 
Lithuania\'s one stated objection to the report, Portugal 
forwarded the document to Brussels noting that \"27 minus 2\" 
HOMs supported the assessment. EU diplomats contrasted this 
failed effort at consensus to the non-controversial 

production of the May 2007 report that preceded the EU-Russia 
Summit in Samara. 


Polish and Lithuanian Disagreements 


4. (C) EU diplomats told us that the Poles\' objection was 

that they found the text \"too soft\" on Russia and that the 

report did not adequately reflect Polish concerns over 

Russia\'s embargo of Polish meat. The Polish embassy asserted 
that the other EU member states were too focused on securing 
a new Peace and Cooperation Agreement (PCA) with Russia, 
arguing that EU should wait until Russia \"desired a new PCA 
as much as the EU does.\" Some EU diplomats agreed that the 
report could have been tougher, but stressed that all member 
states had to make some compromises to achieve consensus. 
Since the Polish embassy did not offer any alternative text, 

EU colleagues said it was difficult to address their 

concerns, and an effort to have Poland insert dissenting text 
was rejected by the Polish Embassy. Many EU diplomats 
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attributed the Polish embassy\'s position on the report to 
strict instructions from Warsaw. 


5. (C) Lithuania also cited last-minute objections to the 

report, including that the assessment did not address crimes 
against Lithuanian businessmen in Kaliningrad, which was 
subsequently resolved in the final negotiating session. EU 
diplomats believe Lithuania refused to sign off on the report 
mainly out of solidarity with Poland. They also noted that 
although Latvia and Estonia maintain strong views on Russia, 
both countries\' missions agrued the HOMs report was a 
balanced document. EU contacts, burned by the HOMs exercise, 
stressed that they tried \"to take care of the Baltic states\" 

and, in general, prepare a report that was sensitive to the 
concerns of EU member states formerly part of Russia\'s sphere 
of influence. 


Impact on the EU Foreign Ministers Meeting? 


6. (C) Although the August HOM report was the first time EU 
HOMs in Moscow submitted a report without full consensus, 
most EU diplomats told us that the dissent from Poland and 
Lithuania will not have a significant impact on the 

discussions in Gymnich. EU diplomats noted that Poland\'s 
efforts to hold the report hostage to the Polish-Russian 
dispute over Polish meat revealed Poland\'s \"unwillingness to 


play by EU rules.\" Convinced that Poland overplayed its 
hands, most EU contacts predicted that the EU foreign 
ministers will agree that the HOM represents a \"balanced 
assessment of the situation on the ground.\" At a minimum, 
they note, the report underscores the significant divisions 
over the direction of EU\'s Russia policy, and the lack of 
consensus on the HOM report will certainly fuel what already 
promises to be an interesting discussion in Gymnich. 


Burns 
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SUBJECT: DENGUE: A GROWING PROBLEM IN BURMA 
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1. (SBU) Summary. Dengue fever is a growing concern in Burma, with 
more than 9,500 reported cases and 117 deaths due to dengue in the 
first seven months of 2007. The number of cases reported, however, 
may not reflect the real situation, as the World Health Organization 
(WHO) believes that non-symptomatic or mild cases go unreported, and 
some of the reported cases may not actually be dengue. WHO 
continues to work with the Ministry of Health (MOH) to improve 
diagnosis of dengue cases and ensure that health officials have the 
equipment necessary to treatthe disease. The under-funded Ministry 
of Health cannot afford to use insecticide to kill mosquitoes, and 
instead mobilizes local communities to help destroy mosquito 

breeding grounds and control the spread of the disease. End 
Summary. 


Dengue: The Facts 


2. (SBU) We met with Dr. Leonard Ortega, World Health Organization 
(WHO) Medical Advisor for Malaria and other Mosquito Borne Diseases, 
on August 23 to discuss the current dengue situation in Burma. The 
dengue virus, Dr. Ortega noted, can be transmitted throughout the 
year, but is more prevalent during the rainy season (May-October). 
Additionally, as the dengue mosquito tends to breed in urban areas, 
cities rather than rural areas are more affected. There are four 

strains of dengue; in 2007, the Type 3 strain is most prevalent. 

Dengue experts consider the Type 2 strain to be the most deadly -- 
this is the strain that medical experts found in 2001 and 2005, when 
the most dengue-related deaths occurred (see chart below). A 

cyclical disease, dengue has a higher death rate every 2-3 years. 

The WHO, Dr. Ortega verified, believes that the rate of 

dengue-related deaths in Burma will increase dramatically compared 
to last year\'s figures, possibly exceeding 2001 levels. 


Outbreaks in Burma 


3. (SBU) According to the Ministry of Health and WHO, as of August 
11, there have been more than 9,500 reported dengue cases and 117 
dengue-related deaths. The Ministry of Health claims that through 
July 2007, Burma has experienced a 29 percent increase in dengue 
cases compared to the same period in 2005. Dr. Ortega, however, is 
not as quick to cite these statistics. Instead, he explained that 

while the number of reported cases has increased compared to recent 
years, not all cases may actually be dengue. Mothers, concerned 
about the dengue virus, are quick to take their children to the 

hospital at the first sign of fever and chills, he clarified. Some 

of these cases, which may be the flu rather than dengue, are 
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reported as early-onset dengue, which distorts dengue statistics. 


Reported Dengue Cases and Deaths in Burma 


2000-2007* 
Year Cases Percent Deaths Percent Mortality 
Change Change Rate 
2000 1,884 -- 16 -- 0.85 


2001 15,629 129.6 204 1175.0 1.33 

2002 16,047 2.7 171 - 16.2 1.06 

2003 7,117 -556 81 - 526 1.13 

2004 7,207 13 85 4.9 1.18 

2005 17,360 140.9 170 100.0 0.98 

2006 11,383 -34.4 128 24.7 1.12 

2007* 9,578 117 1.22 

“Through August 11, 2007 

Source: Ministry of Health, World Health Organization 


4. (SBU) At the same time, Dr. Ortega is certain that there are 

more cases of dengue, either non-symptomatic or mild cases, that go 
unreported annually. People who contract a mild dengue virus often 
do not seek medical treatment; because the Ministry of Health 
obtains dengue figures from medical practitioners, these cases are 
not included in overall statistics. Thus, he explained, the overall 
number of dengue cases may actually be higher than reported. 


5. (U) Although the number of dengue cases in Burma is on the rise, 
the mortality rate continues to hover around one percent. Dr. 
Ortega, emphasizing that the number of dengue-related deaths 
reported is accurate, does not believe that the mortality rate will 
increase. The WHO attributes the mortality rate to a variety of 
factors, including high awareness among the Burmese about the 
disease and better case management by the Ministry of Health and 
local doctors. 


6. (SBU) In previous years, Mon State and Rangoon and Mandalay 
Divisions, sites of three of Burma\'s largest cities, were home to 90 
percent of Burma\'s dengue outbreaks, with an average of 50 percent 
of cases occurring in Rangoon Division. This year, Dr. Ortega 
observed, the majority of cases have been reported in Mon State, 
Rangoon, and Irrawaddy Divisions, with 2,152, 2,053 and 1,697 cases 
respectively. Of the 117 deaths in 2007, 88 have occurred in these 
three areas. Dr. Ortega noted that MOH officials expect a dengue 
outbreak in Mandalay Division in September and October due to 
predicted heavy rains. To prepare for this outbreak, MOH and 
Mandalay authorities, working with the WHO, continue to educate the 


RANGOON 00000810 003.2 OF 004 


Column 3 


local population about dengue and mobilize community support to 
prevent the spread of the disease. 


GOB Response to Dengue 


7. (SBU) Because of severe budget constraints, the MOH is working 
with local and international NGOs to address the growing threat of 
dengue. The WHO estimates that the GOB has allocated less than 
$5,000 for dengue prevention and treatment in 2007. Prioritizing 

its response to dengue, MOH officials have focused their efforts on 
ensuring that health clinics and hospitals have the necessary 
equipment to treat dengue, including IV fluids, blood for 
transfusions, and plasma expanders. Dr. Ortega also highlighted 
that the MOH continues its nation-wide education campaign to teach 
the population how to avoid catching dengue, as well as how to spot 
and treat the disease. The MOH is also mobilizing communities to 
assist in destroying mosquito breeding grounds, such as open jars, 
flower pots, and coconut shells. The biggest challenge, Dr. Ortega 
opined, is how to encourage communities to take a proactive, rather 
than reactive, approach to dengue. Only with community 
participation in destroying breeding grounds will the GOB be able to 
effectively control the spread of dengue, he asserted. 


8. (SBU) Although the GOB has taken steps to address the dengue 
outbreak, only with NGO assistance will the GOB be able to truly 
address the problem, Dr. Ortega noted. Like many Southeast Asian 
countries, the GOB cannot afford the insecticides needed to kill 
mosquitoes. While the MOH does sporadic fogging in priority areas, 
it does so once or twice a season, rather than 3-4 times a month. 
Additionally, the GOB continues to request from international NGOs 
key medical supplies, including rapid diagnostic tests, blood bags 
for donations and IV fluids. While the WHO and UNICEF have provided 
more than 4,000 rapid tests and blood bags this year, the GOB 
continues to lack the medical supplies necessary to treat dengue. 


Comment 


9. (SBU) Although tens of thousands of children could contract 
dengue fever this year, the GOB allocates less than $5,000 for 
dengue prevention and control, despite receiving $2 billion in 
revenues from oil and gas exports. Instead, they apportion an 
overwhelming majority of the GOB budget for the defense and 
maintenance of the regime rather than for basic social services. 
Their refusal to fund the most basic health services shows where the 
Burmese Government\'s priorities lie: maintaining the good life for 
senior generals, regardless of the cost to the people. 
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RUEHJS/AMCONSUL SURABAYA 0046","UNCLAS SURABAYA 000031 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR EAP/MTS, G/AIAG, AND OES 

USAID FOR ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/MSTLOUIS AND HHS/NIH 
GENEVA FOR AHO/HOHMAN 


E.O. 12958: N/A 
TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID 
SUBJECT: AVIAN INFLUENZA -- BALI OUTBREAKS UPDATE 


REF: JAKARTA 2333 AND PREVIOUS 


This message is Senstive but Unclassified. Please protect 
accordingly. 


1. (SBU) During an August 24 courtesy call by the Principal 
Officer, the Governor of Bali Dewa Made Beratha stressed that 
local government and health officials were taking proactive 
measures to restrict the spread of Avian Influenza (Al) on the 
island. The Governor admitted that Balinese officials had 
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become complacent after four years without a human infection and 
had made a major mistake by not compelling local residents to 

cull their infected flocks. He added that local residents were 

so scared by the confirmed deaths of two people from Al that 

they were now culling their flocks without government 

instruction. The Governor said that culling had occurred in 80 
villages in areas where Al in birds had been reported. 


2. (SBU) The Governor expressed concern that government efforts 
to control the spread through culling, regular applications of 
disinfectant, education of the population, training of medical 
personnel, and poultry import limitations would be undermined by 
smuggling from neighboring Lombok and East Java. Officials 
don\'t have the capacity to stop these operations. The Governor 
said that Bali had received assistance from the central 
government and international community, in particular Japan, 
over the past four years in the form of vaccines, disinfectant 

and compensation funds for poultry farmers. He reiterated that 
the recent deaths were an anomaly. 


3. (SBU) Local tourism officials and hotel general managers 
noted that reports of Al deaths in Bali were not having an 
impact on tourism, having occurred in regions outside the major 
tourist destinations. The general managers cautioned that a 
case of Avian Influenza within the tourist community could have 
a detrimental impact on rebounding tourism figures. One GM 
relayed unconfirmed reports that the victim from the Tabanan 
District (reftel) was married to an employee at one of the major 
hotel chains. According to the Tourism office, 5,823 Americans 
(direct foreign arrivals) traveled to Bali in July 2007, putting 
American travel on track to reach over 50,000 visitors in 
CY2007, a return to pre-bombing levels. The Australian Consul 
General told PO that the Australian Government and media were 
watching the situation carefully, but the Consulate had received 
few inquiries from tourists. 


MCCLELLAND 
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FM AMEMBASSY BANGKOK 

TO RUEHC/SECSTATE WASHDC PRIORITY 9253 
INFO RUEHZS/ASSOCIATION OF SOUTHEAST ASIAN NATIONS 
RUEHBJ/AMEMBASSY BEIJING 4767 
RUEHBY/AMEMBASSY CANBERRA 7602 
RUEHUL/AMEMBASSY SEOUL 3556 
RUEHKO/AMEMBASSY TOKYO 9718 
RHHMUNA/CDR USPACOM HONOLULU HI 


Column 3 

RUEKJCS/SECDEF WASHINGTON DC 

RHEFDIA/DIA WASHDC 

RUEAIIA/CIA WASHINGTON DC 

RHEHNSC/NSC WASHDC"","C ON FIDENTIAL SECTION 01 OF 06 BANGKOK 004653 


SIPDIS 
SIPDIS 


DEPT FOR EAP/MLS, INR (VINCENT), S/CT 
NSC FOR PHU 


E.O. 12958: DECL: 07/17/2017 
TAGS: PGOV, PTER, PINR, ASEC, TH 
SUBJECT: SOUTHERN VIOLENCE: UNDERSTANDING THE INSURGENCY 


REF: A. 05 BANGKOK 07573 (LABELING THE MILITANTS \"BRN-C\") 

B. BANGKOK 03378 (NEW VIOLENCE STATISTICS MORE 
DEADLY AMBUSHES) 

C. BANGKOK 03813 (SECURITY FORCES MOVING FORWARD AS 
SECTARIAN TENSIONS SIMMER) 

D. BANGKOK 04168 (LEADING ACADEMIC EXPERT SEES SOME 
IMPROVEMENT) 

E. BANGKOK 04217 (GOOD POLICY POORLY IMPLEMENTED) 


Classified By: Ambassador Ralph L. Boyce. Reason 1.4 (b,d) 


1. (C) Summary. A better understanding of the insurgency 
behind the nearly three year spate of violence in southern 
Thailand is emerging, but this village-based, horizontal 
network of cells defies neat characterization. There is no 
single label, or hierarchy behind the violence, and divisions 
between different leadership nodes may be developing. 
Elements of an insurgent group founded in the 1960s, the 
Barisan Revolusi Nasional-Coordinate (BRN-C), played a key 
role in setting the stage for this latest round of violence, 

but the movement has grown beyond the control of this group. 
Many of the militants behind the recent spate of violence 
consider themselves \"Patani Freedom Fighters\" in the local 
dialect, but do not have a clear sense of their own 

leadership. Their goals appear limited to continued violence 
that erodes state authority and drives Buddhists out of the 
three provinces. Divisions over tactics, goals, and even 
between old and younger generations of militants appear to be 
growing, or at least more visible. While some elements of 
the separatist movement increasingly use religious language 
to justify their attacks, the insurgency remains a localized, 
ethno-nationalist movement. There are no new indications of 
significant foreign involvement in the violence. The 
separatist cause is succeeding in building a climate of fear 

in the South, but a parallel political agenda has not emerged 
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and their brutal tactics may be provoking a decrease in 
public support for the movement. End Summary. 


2. (C) Reftel (A) outlined a growing consensus among Thai 
security experts that members of the Barisan Revolusi 
Nasional-Coordinate play a key role in the violence in 
Thailand\'s ethnic-Malay Muslim provinces of Pattani, Yala and 
Narathiwat. Indeed, security officials may have taken this 

idea too far, labeling the entire separatist movement in the 
South \"BRN-C.\" Nearly two years later, our best contacts in 
the South are painting a picture of a broad, but splintered 
separatist movement that is much more than just the BRN-C. 


IDENTIFICATION FAILURE 


3. (C) Since the latest wave of insurgent violence began in 
2004, Thai officials have struggled to put a face or name to 
the militant cause. Indeed, initially, RTG officials denied 
that a new chapter in this century-long separatist conflict 
had begun, derisively ascribing a rise in violent attacks to 
criminals and corrupt politicians. As the violence 
continued, however, marked by near-daily assassinations and 
frequent multi-province coordinated attacks, security 
officials publicly shifted their stance to an acknowledgment 
that the separatist cause was alive and well in three 
southern provinces. 


4. (C) Even as they acknowledged the revival of the 
separatists, however, RTG officials undercut their own 
efforts to clearly identify and counter this movement. 

Rather than focus on developing a bottom-up picture of the 
current insurgent movement through the effective 
interrogation and rehabilitation of captured fighters, the 

Thai security apparatus became fixated on identifying the top 
leaders of the movement and neutralizing them. This focus on 
cutting the head off of the snake, as it were, was driven by 
the success of a similar strategy in the last upsurge in 
separatist violence in 1997-98. Following several weeks of 
cross-province violence in the South, RTG officials were able 
to identify, and with Malaysian assistance, detain, four top 
insurgent leaders from the Pattani United Liberation 
Organization (PULO). Following these coordinated arrests, 
RTG officials publicly offered amnesty to separatists who 
turned themselves in. This lightning-strike decapitation, 
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followed by broad amnesty, broke the spirit and commitment of 
the separatist movement in short order, leading to an uneasy 
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peace for several years. 


5. (C) While this historical lesson offers several 

significant learning points relevant to the latest round of 
violence--the need for close cooperation with Malaysia, the 
benefits of amnesty programs, the importance of good 
intelligence--by 2005 Thai commanders had whittled this list 
down to a single element: determine who the top leaders of 
the separatists are, and capture them. 


6. (C) This error of overwhelmingly focusing on one level of 
the separatist movement was compounded by another, more 
subtle, miscalculation. RTG security and intelligence 
leaders, who were already hampered by poor information 
sharing, a reliance on unvetted information and the lack of 
rigorous analytic support, approached the question of \"who 
are the insurgents\" with an answer firmly in mind. Indeed, 
rather than build a picture of the current militant movement 
based on arrests, interrogations and intelligence, RTG 
officials apparently used information from the field to fit a 
preconceived framework of what they, the Thai government 
experts, thought that the insurgency should look like. 
Naturally, these professional soldiers and police believed 
that the insurgents operated within a clearly defined, 
well-organized hierarchy, just as the Thai government did. 


7. (C) But what if the basics of this framework were wrong to 
begin with? What if, instead of a clearly delineated, 
hierarchical structure--much like the military or police--the 
insurgency had evolved into a locally-based, horizontal 
patchwork of attack cells and support groups, without a 
clearly identified leadership that the government could 

strike? Even worse, what if this new generation of 
separatists purposely decentralized key command and control 
functions? 


SECRECY A CONSCIOUS CHOICE 


8. (C) RTG officials were not alone in looking to the 1998 
arrests as a key learning point. Insurgent leaders drew 
their own lessons from that period. According to Jane\'s 
Intelligence\'s Anthony Davis (protect), a long time security 
analyst in Thailand, he recently met with several \"old 
generation\" insurgents in Malaysia. These contacts said that 
separatist leaders were \"shocked\" by the 1998 arrests, 
specifically the willingness of the Malaysian security forces 
to cooperate with the Thai. Before, Thai insurgents in 
Malaysia could expect tip-offs from local security personnel 
and politicians before official raids. These contacts told 
Davis that, following these events, insurgent leaders 
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specifically decided to refrain from taking credit for any 

future attacks. These exiled leaders also improved their 
personal security, often changing houses each night, and 
pulled back from contact with Malaysian officials. More 
importantly, they moved to decentralize command and control 
of the movement to improve security. 


LAYING THE GROUNDWORK FOR WAR: 1998-2004 


9. (C) Davis emphasizes that, while many analysts look at 
2004 as the \"start\" of the latest period in the southern 
insurgency, the roots of the current violence lie in the 

period following the 1998 PULO arrests. According to Davis, 
these detentions opened the door for a new generation of 
BRN-C leaders like Masae Useng and Sapaeing Basoe. From 1998 
to 2004, BRN-C, which had its roots in efforts to resist 
government control over local education, worked to expand its 
network of support in both religious and state schools. 

Davis points to a slight rise of small attacks in 2001-2003, 
particularly in BRN-C\'s home province of Narathiwat, which he 
called preparations for the wider campaigns of 2004 and 
onward. 


SO WHO ARE THE INSURGENTS? 


BANGKOK 00004653 003 OF 006 


10. (C) BRN-C appears to have played a key role in reviving 
and expanding the separatist cause, but the movement appears 
to have grown beyond the control of this single organization. 
Our contacts are increasingly in agreement that the current 
round of violence is driven by a horizontal network of 
village-based insurgent cells with varying degree of 
connections to older, more established groups like BRN-C. 
Human Rights Watch\'s Sunai Phasuk (protect), who maintains 
regular contact with insurgent figures in the South says that 
BRN-C serves as the \"backbone\" of the insurgency, but that 
most insurgents call themselves \"Patani Freedom Fighters\" or 
\"Pejuang Kemerdekaan Patani\" in the local Melayu dialect. 
These fighters are not recruited into BRN-C, but are often 
spotted and trained through networks--often in religious 
schools--that were established by BRN-C. Davis agrees that 
that the insurgency is a mix of figures from the older, 
established separatist movement and a new generation of 
autonomous \"fighters\" at the village level. 


11. (C) Sunai says that the militants lack a strong group 
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identity. He says that most of the separatists he talks to 

don\'t even know the names of the BRN-C\'s senior leaders. 
According to Sunai, cell leaders are usually in their 30s, 

while fighters carrying out attacks are in their teens to 

early 20s. These cells recruit two kinds of kids: very 

pious, educated \"true believers\" who are identified in 

Pondoks or private Islamic Schools, and drug addicts, petty 
criminals or \"troubled kids\" who are given a chance to redeem 
themselves through violence. Sometimes they are simply guns 
for hire and are paid to kill. 


12. (C) According to Davis, the penetration of the insurgency 
is uneven across the South, with some villages home to a 
particularly well organized cell of separatist \"fighters\" 

while some others serve as temporary refuges for the cause. 
Sunai says that particularly adept operational cells 
sometimes travel to different provinces to undertake more 
difficult or brutal operations. For example, Sunai says that 
the Yala-based cells are \"the worst\" and have traveled to 
nearby Pattani to undertake special missions, such as the 
April 30 murder of two Buddhists in Pattani. Both bodies 
were burned and then booby-trapped. 


13. (C) Within the movement, those fighters who have received 
more advanced training in Thailand (Note: we have heard no 
serious allegations that this generation of fighters have 
received training overseas. End Note.) are labeled \"RKK\" or 
members of the Runda Kumpulan Kecil. When originally 
confronted with this designation in 2004, RTG officials took 
this Bahasa language phrase as evidence of Indonesian 
training, rather than understanding that this was a local 
Jawi-language label. Davis points out, however, that even 
recent improvements (ref B) in insurgent attacks against 
military and police tactics are still relatively crude. \"The 
insurgents have never been that good, these are not 
supermen.\" According to Davis, their training is poor and 
they lack \"strategic space," munitions, and a political 
agenda. 


A MOVEMENT WITHOUT LEADERS 


14. (C) No one group or leader appears to be in control of 
the violence. Francesca Lawe-Davies from the International 
Crisis Group (protect) says that most village level cells are 
acting largely autonomously, permitting the individual cells 
to decide what constitutes a legitimate target. Horizontal 
contacts between cell leaders allow for large scale 
coordinated attacks to occur such as the January 18, 2006 
arson attacks, but there is still little evidence that a 

larger leadership structure directs the attacks. Davis 
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contends that, there is a missing layer" of leadership 
between the separatists in exile and fighters on the ground: 
\"there is no middle layer,\" he says. 


15. (C) Some RTG officials judge that Sapaeing Basoe, the 
former principal of the Thammawithaya Foundation School is 
the real mastermind behind the attacks. An NGO official who 
has had contact with BRN-C does not believe that Sapaeing is 
the top leader. He said he had found that the movement was 
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\"run by committee.\" This same official said there are 
several factions within the militants and a lot of internal 
rivalry and competition over funds. In the end, when the 
insurgency reaches the point when a titular leader is to come 
forward it will likely be former Senator Den Tomina, the son 
of revered separatist leader Haji Sulong. 


16. (C) Davis points out that this diffuse structure \"is 

their strength and their weakness.\" While denying the RTG an 
easily identifiable center of gravity to attack, this lack of 
command and control precludes the wider political 

organization and mobilization needed to take the \"next step.\" 
Davis says that the current generation of \"fighters\" lack a 
clear plan beyond spreading violence and eroding government 
control in the provinces; \"they only focus on what is in 

front of them.\" Notable security expert Dr. Panitan 
Wattanayakorn echoes this view, saying Wwe have been 
fortunate that the militants are so poorly organized. Things 
could have been much worse.\" None of our contacts has seen 
evidence of serious separatist efforts to build public 

support for their movement or provide government-like 
services and organization to the local population. 


RIFTS IN THE MOVEMENT 


17. (C) Our contacts point to increasing evidence of 
generational, geographic and other divisions within the 
insurgency. Of these divisions, that between older 
separatists--many schooled in the protest politics of the 

1970s and now in exile--and the younger generation engaged in 
violence appears to be the most important. Dr. Panitan says 
that the new generation of militants does not identify 
themselves as being part of BRN-C or other separatist groups. 
These youth appear to have little knowledge of -- or 

interest in -- belonging to the traditional groups and have 

widely divergent backgrounds -- some are devout Muslims, some 
are petty criminals and drug addicts.\" 
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18. (C) National Security Council Secretary-Seneral Prakit 
Prachonpachanuk emphasizes the significance of the generation 
shift between the old and new generation of militants, noting 

that older leaders cannot control the angry young men behind 
the attacks. RTA Gen. Pathompong Kasornsuk, former assistant 
4th Army Commander echoes this point, saying that traditional 
leaders in the South cannot control the new generation of 
militants. According to Pathompong, \"there is no connection 
between PULO and the old guys and the new generation.\" 
Professor Duncan McCargo, who spent a year in Pattani 
researching the current situation, says that there has been a 
large generational shift in the South, with many traditional 
leaders voicing concern that the younger generation can not 

be controlled. Sunai echoed this comment, saying that the 

older generation is \"losing control\" of the new breed of 
militants. 


19. (C) Several observers believe the cells are very turf 
conscious and that there is a lot of competition between 
groups who often are also involved in criminal activities. 
Dr. Panitan believes that several \"warlords\" representing 
groups in separate districts are emerging and often act 
independently with different objectives. Sunai says that 
some younger militant cells are starting to expand their 
involvement in criminal enterprises, leading to rifts with 
more \"pure\" cells in other districts. 


CONFLICT OVER GOALS 


20. (C) A more subtle rift over the tactics and goals of the 
movement appears to be growing, exacerbated in part by the 
decentralized nature of the movement. Both Davis and Sunai 
point to older separatists\' disagreement with the more brutal 
tactics of the new generation, including attacks on 

civilians, Buddhist monks and school teachers. This 
revulsion appears to be shared by an increasingly large 
segment of the local population. Davis wonders if older, 
more moderate groups such as PULO can take advantage of what 
he terms \"popular frustration\" with BRN-C tactics. Sunai 
emphasizes that, while many local villagers in the South are 
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sympathetic to some separatist demands (the need for justice 
and better RTG administration, an end to assimilation 
efforts), those that support the current generation of 
\"fighters\" often do so out of fear. He points out that 
insurgent tactics focus on punishing local villagers who 
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support the authorities, rather than rewarding them for 
supporting the separatist cause. Sunai believes that popular 
\"backlash\" to these tactics is increasingly likely, but only 

if RTG security officials can provide better security. 


21. (C) The possibility of negotiations with the Thai 
government is also creating divisions within the movement. A 
close contact of exiled leader Wan Kadir--the self proclaimed 
leader of the Bersatu separatist umbrella organization--says 
that Wan Kadir would likely be killed by other insurgents for 
\"selling out\" (i.e. supporting dialogue with the RTG) if he 
returned to Thailand. Sunai says that even BRN-C notables 
Masae Useng and Sapaeing Basoe are under criticism for 
acknowledging the possibility of peace talks with the RTG. 


22. (C) The insurgents appear to be divided over goals as 
well. Sunai says there is still no unity of objectives among 

the militants. Some want government troops withdrawn, some 
want Melayu to be the official language of the South, and 
some want independence. Davis points out that the 
differences over separatist goals have led to repeated splits 

in the movement in the last thirty years and prevented 
previous attempts to build unity. 


\"ETHNIC CLEANSING\" 


23. (C) Sunai is extremely concerned, however, by the growth 
of a new, more explicitly hard-line objective among some 
factions of the insurgency. He points out that, 

historically, the most hard-line separatists called for 
independence and the re-establishment of the Sultanate of 
Patani. This goal, according to Sunai, did not include the 
death or expulsion of all ethnic-Thai Buddhists from the 
South. Since 1998, he continues, some \"fringe\" elements of 
the separatists have called for such a wide-sweeping move, 
and he believes that increasing numbers of militant cells 
espouse this strategy. While provoking ethnic-Thai Buddhists 
to leave the South out of fear has been an ancillary benefit 

of previous violence, Sunai worries that \"ethnic cleansing\" 

is now on the insurgents\' agenda. 


THE ROLE OF ISLAM AND THE WORLD 


24. (C) The insurgent movement remains overwhelmingly rooted 
in ethnic-identity nationalism, but Sunai, like several of 

our contacts, points out that religion is a key, immutable 

part of that ethnic-Malay identity. Even the earliest calls 

for the restoration of a fabled Patani Sultanate fifty years 

ago were couched in religious terms and obligations. 
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Ethnic-Malay Muslim students who studied overseas in the 
1970s and 1980s returned to Thailand to energize a new round 
of separatist struggle, often invoking the nationalist, 

socialist and religious language they learned abroad. But 

the broader separatist movement, while using religious 

identity and language as tools in their cause, did not cite 
religious tenets as the motivation for their struggle. That 

may be changing. 


25. (C) Now Sunai says that he is seeing traces of a 

simplistic, more conservative Islam among some of the newer 
separatist factions. These factions, while not espousing the 
creation of an Islamic state or imposition of Sharia law, 

often focus on the need for ethnic-Malay Muslims in the South 
to be more devout. Such groups sometimes issue \"simplistic\" 
edicts against karaoke or other \"bad things.\" They are also, 
according to Sunai, labeling ethnic-Thai Buddhists \"infidels\" 
and decrying ethnic-Malay Muslims who support the State as 
\"hypocrites.\" 


26. (C) These factions, Sunai argues, are \"definitely not 
Wahabi\" or fundamentalist, and evince a remarkably low level 
of educated Islamic knowledge, suggesting that this is not 

the result of foreign influence. Instead, they are trying to 
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hone the use of religion to increase their legitimacy. Davis 
agrees that there are some strains of separatists that 

continue to use religious language--as they have always done, 
he points out--but says that he \"doesn\'t understand the 
emphasis of some academics on Wahabists.\" Davis points out 
that well known Wahabist educators like Dr. Lutfi Japagiya 

are seen by many insurgent figures as agents of patronizing, 
foreign and alien Islamic thinking. The insurgents, the 
self-professed guardians of a local political-religious 

tradition are \"the antithesis of Wahabists.\" 


27. (C) There are no new indications of active foreign 
participation or support for the insurgency. Indeed, the 
impact of global events and news on the separatist movement 
remains very low. Davis says that he has always been struck 
by how \"provincial\" and \"localized\" the separatist movement 
is, despite the influence of local leaders who have studied 
abroad, and he sees no signs of that changing. Sunai says 
that he has seen no signs of local interest in regional, let 
alone international, issues. He adds that insurgent leaders 
\"oppose internationalizing the conflict\" out of fear of 

losing control of what for them is a local struggle. Davis 
agrees with the deep-rooted focus on local goals, saying \"you 
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could have 100 Indonesians suddenly arrive and take up arms, 
and it wouldn\'t change the nature of the insurgency.\" 


COMMENT 


28. (C) Our understanding of the insurgency remains a work in 
progress, but this emerging picture suggests that the 
separatist cause is a long way from organizing either a 
massive public uprising against the Thai state or 

establishing a sophisticated political movement to supplant 
Bangkok\'s authority. But just as the decentralized nature of 
the insurgency may frustrate attempts to take the struggle to 
the next level, it will also continue to challenge RTG 

efforts to bring peace to the South, whether through improved 
security operations, negotiations or some combination of the 
two. Even with the best of progress on both fronts, Thai 
authorities will be hard pressed to walk-back the culture of 
fear and violence that grips the South. A significant 

portion of southern inhabitants now bear the scars of daily 
violence, either as victims or perpetrators, and undoing that 
damage will take years. 

BOYCE 
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SIPDIS 

FOR IO/RHS, L/HRR 

E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA, KU 

SUBJECT: KUWAIT TO SUPPORT US NOMINEE FOR COMMITTEE AGAINST 
TORTURE 

REF: SECSTATE 108617 

On August 28, Kuwaiti MFA International Organizations 


Director Ambassador Mansour Abdullah Al Awadi confirmed to 
poloff that the GOK will vote in favor of U.S. nominee Ms. 
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Felice Gaer in her candidacy for re-election to the United 
Nations Committee Against Torture. 
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For more reporting from Embassy Kuwait, visit: 


http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 


http://www.state.sgov.gov/p/nea/kuwait/ 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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DEPT PASS FAA HQ 

DEPT ALSO PASS NTSB FOR MACINTIRE/BENZON/ENGLISH 


DEPT FOR EAP/MTS AND EB/TRA/AN 
SINGAPORE FOR FAA-WALSH 
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SINGAPORE FOR TSA- SAHAGIAN 
SINGAPORE FOR COAST GUARD- LT CDR PURGANAN 


E.O. 12958: N/A 
TAGS: EAIR, ECON, ETRD, ID 
SUBJECT: TRANSPORTATION MINISTER DISCUSSES ISPS ANDADAM AIR 


REF: A) JAKARTA 1282 B) JAKARTA 1690 C) JAKARTA 2363 


1. (U) Summary. On August 27, Ambassador Cameron Hume called on 
Jusman Syafi\'i Djalil, Minister of Transportation. The Minister 
commented on the recently delivered International Ship and Port 
Security (ISPS) Code demarche, the need for foreign investors in 

rail and port infrastructure, the progress of the Adam Air recovery 
operation, and airport security. End Summary. 


2.(U) The Minister was well informed about the contents of the 

ISPS demarche the Embassy delivered on August 24 to Director General 
of Sea Transportation, H. Harijogi (reftel C). He commented on 

the,\" gap between U.S. standards and Indonesian capacity\". Minister 
Jusman noted that most major ports visited by the Coast Guard had 
one large exempt facility (i.e. a facility implementing ISPS and 

exempt from a possible Port Security Advisory) and one large 
non-exempt facility. In the short term he expected the majority of 
trade to shift to these exempt facilities while the non-exempt 

facilities started to improve and implement ISPS. The Minister 

stated that he considers the ISPS issue \"very serious\" and is 
committed to close cooperation with the U.S. to increase ISPS 
implementation and overcome a future Port Security Advisory. 


3. (U) Minister Jusman intends to increase infrastructure and 
capacity in the Indonesian Rail and Port sectors. The Minister 

hopes to attract increased foreign investment in railway 

infrastructure and investment projects with majority foreign 

ownership made possible by the new Railway Law (Law 23/2007). 
Minister Jusman also encouraged increased foreign ownership of ports 
in order to, \"break the monopoly\" of the state-owned port authority 
and the central government. (Note: This is not under Minister 
Jusman\'s purview, however, and the investment law passed in March 
and its accompanying negative list for foreign investment limits 
foreign ownerships of ports to 49%. End Note.) 


4. (U) Minister Jusman strongly believes that recovery of the Adam 
Air black boxes is critical since Indonesia, \"needs investigation to 
guard against the future\". The Minister was pleased to announce 

that the Adam Air Recovery mission successfully located one of two 
voice data recorders (black box/CRV). (Note: The recovery ship 
successfully recovered both data recorders on August 28. The 
Indonesian National Transportation Safety Committee (NTSC) plans to 
send both recorders to Washington D.C. next Tuesday (September 4) 
for analysis at the NTSB laboratory. End Note.) On aviation 
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security, the Minister stated that Indonesia plans to use Bali 
Denpasar Airport as abenchmark to increase security at other 
Indonesian airports. The Minister also asked for a status report on 
the cancellation of the 2005 TSA Public Notice on Bali Airport. 


Hume 
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Column 3 
Classified By: Charge d\'Affaires Richard E. Hoagland for reasons 1.4(B) 
and (D). 


1. (C) SUMMARY: An August 19-25 visit by a delegation of 
commissioners and staffers from the U.S. Commission on 
International Religious Freedom (USCIRF) demonstrated that 
Turkmenistan is starting a transition that could lead to 
substantially improved religious tolerance. Given 
unprecedented access, the USCIRF group -- all outspoken 
critics of past religious policies here -- was told by 

President Berdimuhamedov and others that they are willing to 
make changes needed (including, if necessary, revamping 
Turkmenistan\'s law on religion) to improve Turkmenistan\'s 
religious freedom environment. That said, religious groups 

-- especially non-traditional groups -- continue to 

experience serious difficulties with practicing their faith. 

The delegation was promised that the government would 
continue to release individuals imprisoned for complicity in 
the 2002 attack against former President Niyazov\'s motorcade, 
and would 

hold a roundtable with religious groups to discuss problems 
they are facing. But the biggest problem in bringing about 
change may prove to be convincing lower-level government 
personnel, who still continue to follow old practices, that 
change is needed. END SUMMARY. 


GOVERNMENT OPENS ITS DOORS TO USCIRF 


2. (SBU) The USCIRF delegation included Chairman Michael 
Cromartie, Commissioner Donald Argue, Commissioner Imam Talal 
Eid, and staff members David Dettoni, Catherine Cosman and 
Christopher Swift. This week-long visit by a group known to 

be outspoken critics of the government is 

unprecedented -- and would have been impossible a year ago. 
Yet, the delegation\'s schedule was jam-packed: the 

delegation requested -- and was granted -- meetings during 

its August 19-25 visit with the heads of every government 

body that touches on religious freedom, including President 
Gurbanguly Berdimuhamedov (ref a). (NOTE: Our understanding 
is this is the first time USCIRF has met with a head of 

state. END NOTE.) 


3. (SBU) Other meetings were with Deputy Chairman of the 
Cabinet of Ministers/Foreign Minister Rashit Meredov (ref c), 
Director of the Institute of Democracy and Human Rights 

Shirin Akhmedova, Minister of Internal Affairs Hojamyrat 
Annagurbanov, Minister of Education Muhammetgeldi Annaamanov 
(ref b), Chairman of the State Service for Registration of 

Foreign Citizens Yaylym Berdiyev, Chairman of the Mejlis 
(Parliament) Committee on Protection of Human Rights and 
Freedoms Juma Jumaev, Minister of Justice Myrat Garryev, 
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Minister of Culture Kakageldi Charyardurdyev (ref d), and 

Council of Religious Affairs Chairman Charygeldi Seryayev and 
Deputy Chairman Nurmuhammet Gurbanov. The delegation members 
also visited a number of cultural and religious sites, 

including four mosques and a Russian Orthodox church. 


NON-TRADITIONAL GROUPS REPORT PROBLEMS 


4. (C) During the course of two Embassy-hosted roundtables, 
non-mainstream registered and unregistered religious groups 
told delegation members of the difficulties under which they 
were operating. While the unregistered groups were facing 
the most serious problems, including harassment from 
law-enforcement and local religious affairs authorities, even 
the registered groups indicated that they, too, were not 
operating without challenges. Registered groups complained 
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about the increased administrative load they were facing as a 
result of requirements to report all activities. They also 

agreed that they continued to face serious difficulties with 
getting their sacred texts imported or printed in-country and 
with finding places to worship. One already-registered group 
of Pentacostals reported that a session held to attract new 
members on July 31 was summarily broken up, and that all 200 
individuals attending the session had been trucked offto a 
police station, where they had been photographed and 
questioned. 


5. (C) That said, however, the registered and unregistered 
group representatives were also able to deliver some good 
news. Most reported that they had recently been told they 
would be allowed to travel abroad -- in some cases, for the 
first time ever. And most (including unregistered groups) 
also indicated that, notwithstanding the harassment and other 
problems they faced, their congregations were continuing to 
grow. Although members of some of the minority religious 
groups expressed trepidation at being seen meeting with the 
USCIRF delegation, all subsequently reported that they were 
not harassed by authorities either prior to or following the 
meetings. 


GOVERNMENT MEETINGS TOUGH BUT CONSTRUCTIVE 


6. (C) The delegation came prepared to make some tough 
points. In meeting after meeting, members hammered home 
their concerns over the problems faced by those -- especially 
in non-traditional groups -- seeking to practice their 

faiths. Imam Talal Eid expressed the discomfort that he had 
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felt seeing passages from the Ruhnama on the walls of the 
Gypjak mosque and called for the government and Muslim 
clerics to be supportive of minority efforts to 

worship. Delegation members urged the government to 
eliminate the registration requirement -- or, at least, to 
allow all groups trying to register to do so. Commissioners 
Argue and Eid stressed that the members of the 
non-traditional groups were good, productive citizens who 
posed no threat to the government and should not be harassed 
or ill-treated by Turkmenistan\'s law enforcement bodies. 
Commissioners Cromartie and Argue pushed for the government 
to allow printing of religious materials in Turkmenistan, or 
for customs laws to be revised so that religious groups can 
easily import the materials they need to practice their 
faiths. All pushed for religious leaders outside 
Turkmenistan to be allowed to visit members of their faiths, 
and for members of religious groups to travel abroad for 
religious study. They also encouraged the government to 
assist non-traditional groups to find places to worship and 
to address problems faced by conscientious objectors. 


7. (C) While many of the ministers were clearly unused to 
and uncomfortable with discussing these issues, the 
atmosphere in all meetings remained productive and 
constructive. In many cases, the ministers acknowledged 
there were problems, expressed the desire to resolve those 
issues, and asked for USCIRF\'s assistance in revamping 
Turkmenistan\'s law on religion. Only the Minister of 
Internal Affairs denied that there were any problems and, in 
fact, a deputy minister in the meeting claimed, \"We are not 
involved in these (cases of harassment). We do not harass 
religious groups. Our job is only to ensure public 

security.\" Likewise, the Chairman of the State Service for 
Registration of Foreign Citizens claimed that any 
individuals being denied permission to depart Turkmenistan 
were not facing problems because they were members of 
religious groups, but rather, for other reasons. In a few 
cases, ministers tried to pass off responsibility for the 
problems religious groups were experiencing to other 
agencies. The Minister of Justice, responsible for 
registering religious groups, referred the delegation to the 
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Council of Religious Affairs, while the Council referred the 
delegation to the Ministry of Justice. 

A SEDAKA OF THANKSGIVING 


8. (C) One of the most touching events that the delegation 
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participated in was a sedaka (feast of thanksgiving) offered 
by the family of the former Grand Mufti of Turkmenistan, 
Nasrullah ibn Ibadullah, in honor of his recent release from 
prison. The event was held at the Council of Religious 
Affairs -- of which Nasrullah has just become a member. 
Nasrullah was not only in attendance at the feast, but also 
was given a small speaking role during the meeting with the 
Council. He was treated with tremendous deference by almost 
everybody in attendance. When embassy officer leaned over 
and whispered in the ear of one elder attending the event, 
\"Are you pleased with his release?\" the old man grinned and 
responded back, \"You have no idea how pleased we are.\" 


COUNCIL OF RELIGIOUS AFFAIRS: AN INSTRUCTIVE MEETING 


9. (C) The two-hour session at the Council of Religious 

Affairs was by far the toughest of the delegation\'s meetings. 
After the members of the USCIRF delegation made their 
initial points about the inclusion of the Ruhnama phrases in 
the Gypjak mosque, the Grand Mufti responded by criticizing 
the United States for not allowing calls to prayer -- or even 

the ringing of church bells -- in many communities. He also 
flatly rejected Imam Eid\'s suggestion that Turkmenistan was 
doing anything against ShariVa law by allowing verses from 

the Ruhnama inside Gypjak mosque. Father Sapunov (who serves 
as Secretary of the Council) disputed the need to print 

Bibles and other religious literature in Turkmenistan. 

Deputy Chairman of the Council on Religious Affairs Gurbanov 
jumped in and emphasized Turkmenistan\'s desire to correct any 
human rights problems, and pointed out that one of the 
biggest problems was a lack of understanding of the 
non-traditional groups. The Adventists had sought to address 
this problem by holding a very successful \"Healthy 

Lifestyles\" exposition in Ashgabat. It was initiatives like 

this that helped enhance public understanding of these groups 
-- and cut down on problems the groups were experiencing. 


10. (C) Ina follow-up meeting August 28 with the Charge, 
Foreign Minister Meredov reiterated points he and President 
Berdimuhamedov had made to USCIRF. \"We have made the 
decision to change. When you become aware of problems, tell 
us and we will resolve them. You understand conceptual 
change will take a longer time to achieve. However, we are 
committed to that change. In the meantime, we ask respect 
from you and fairness.\" 


11. (C) COMMENT: We believe that a few, like the president, 
Foreign Minister Meredov and Gurbanov clearly understand the 
need to make changes to the way the government deals with 
religious groups and are committed to bringing that about. 
However, the speed and degree of change will depend most of 
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all upon the ability of these individuals to gain buy-in from 
those below, many of whom see the emergence of 
non-traditional groups as a threat and/or competition. 
Changing a deeply ingrained mind-set as a country begins to 
emerge from absolutist control and pervasive fear will be a 
very long process. In the coming years, the challenge for 
the international community will be to find constructive ways 
within this political culture to promote change, while 

realizing that all change takes time. 


12. (C) COMMENT CONTINUED: The USCIRF delegation seemed to 
agree that it visited Turkmenistan at the beginning of a 

process of transition. While all members were keenly aware 

of and concerned by the many problems still faced by 

non-traditional religious communities, however, the 
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willingness of Turkmenistan\'s government officials to meet 

and discuss those problems is noteworthy. We hope that the 
delegation\'s final report will reflect that development, as 

well as constructively recommend areas for improvement. END 
COMMENT. 

HOAGLAND 
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E.O. 12958: N/A 
TAGS: EAIR, ECON, ETRD, ID 
SUBJECT: TRANSPORTATION MINISTER DISCUSSES ISPS, ADAM AIR 


REF: A) JAKARTA 1282 B) JAKARTA 1690 C) JAKARTA 2363 


1. (U) Summary. On August 27, Ambassador Cameron Hume called on 
Jusman Syafi\'i Djalil, Minister of Transportation. The Minister 
commented on the recently delivered International Ship and Port 
Security (ISPS) Code demarche, the need for foreign investors in 

rail and port infrastructure, the progress of the Adam Air recovery 
operation, and airport security. End Summary. 


2. (U) The Minister was well informed about the contents of the ISPS 
demarche the Embassy delivered on August 24 to Director General of 
Sea Transportation, H. Harijogi (reftel C). He commented on the," 
gap between U.S. standards and Indonesian capacity\". Minister Jusman 
noted that most major ports visited by the Coast Guard had one large 
exempt facility (i.e. a facility implementing ISPS and exempt from a 
possible Port Security Advisory) and one large non-exempt facility. 

In the short term he expected the majority of trade to shift to 

these exempt facilities while the non-exempt facilities started to 
improve and implement ISPS. The Minister stated that he considers 
the ISPS issue \"very serious\" and is committed to close cooperation 
with the U.S. to increase ISPS implementation and overcome a future 
Port Security Advisory. 


3. (U) Minister Jusman intends to increase infrastructure and 

capacity in the Indonesian Rail and Port sectors. The Minister 

hopes to attract increased foreign investment in railway 

infrastructure and investment projects with majority foreign 

ownership made possible by the new Railway Law (Law 23/2007). 
Minister Jusman also encouraged increased foreign ownership of ports 
in order to, \"break the monopoly\" of the state-owned port authority 
and the central government. (Note: This is not under Minister 
Jusman\'s purview, however, and the investment law passed in March 
and its accompanying negative list for foreign investment limits 
foreign ownerships of ports to 49%. End Note.) 


4. (U) Minister Jusman strongly believes that recovery of the Adam 
Air black boxes is critical since Indonesia, \"needs investigation to 
guard against the future\". The Minister was pleased to announce 
that the Adam Air Recovery mission successfully located one of two 
voice data recorders (black box/CRV). (Note: The recovery ship 
successfully recovered both data recorders on August 28. The 
Indonesian National Transportation Safety Committee (NTSC) plans to 
send both recorders to Washington D.C. next Tuesday (September 4) 
for analysis at the NTSB laboratory. End Note.) On aviation 
security, the Minister stated that Indonesia plans to use Bali 
Denpasar Airport as a benchmark to increase security at other 
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Indonesian airports. The Minister also asked for a status report on 
the cancellation of the 2005 TSA Public Notice on Bali Airport. 


Hume 
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E.O. 12958: N/A 
TAGS: EAIR, ECON, ETRD, ID 
SUBJECT: TRANSPORTATION MINISTER DISCUSSES ISPS ANDADAM AIR 


REF: A) JAKARTA 1282 B) JAKARTA 1690 C) JAKARTA 2363 


1. (U) Summary. On August 27, Ambassador Cameron Hume called on 
Jusman Syafi\'i Djalil, Minister of Transportation. The Minister 
commented on the recently delivered International Ship and Port 
Security (ISPS) Code demarche, the need for foreign investors in 

rail and port infrastructure, the progress of the Adam Air recovery 
operation, and airport security. End Summary. 


2.(U) The Minister was well informed about the contents of the 

ISPS demarche the Embassy delivered on August 24 to Director General 
of Sea Transportation, H. Harijogi (reftel C). He commented on 

the,\" gap between U.S. standards and Indonesian capacity\". Minister 
Jusman noted that most major ports visited by the Coast Guard had 

one large exempt facility (i.e. a facility implementing ISPS and 

exempt from a possible Port Security Advisory) and one large 
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non-exempt facility. In the short term he expected the majority of 
trade to shift to these exempt facilities while the non-exempt 
facilities started to improve and implement ISPS. The Minister 
stated that he considers the ISPS issue \"very serious\" and is 
committed to close cooperation with the U.S. to increase ISPS 
implementation and overcome a future Port Security Advisory. 


3. (U) Minister Jusman intends to increase infrastructure and 
capacity in the Indonesian Rail and Port sectors. The Minister 

hopes to attract increased foreign investment in railway 

infrastructure and investment projects with majority foreign 

ownership made possible by the new Railway Law (Law 23/2007). 
Minister Jusman also encouraged increased foreign ownership of ports 
in order to, \"break the monopoly\" of the state-owned port authority 
and the central government. (Note: This is not under Minister 
Jusman\'s purview, however, and the investment law passed in March 
and its accompanying negative list for foreign investment limits 
foreign ownerships of ports to 49%. End Note.) 


4. (U) Minister Jusman strongly believes that recovery of the Adam 
Air black boxes is critical since Indonesia, \"needs investigation to 
guard against the future\". The Minister was pleased to announce 
that the Adam Air Recovery mission successfully located one of two 
voice data recorders (black box/CRV). (Note: The recovery ship 
successfully recovered both data recorders on August 28. The 
Indonesian National Transportation Safety Committee (NTSC) plans to 
send both recorders to Washington D.C. next Tuesday (September 4) 
for analysis at the NTSB laboratory. End Note.) On aviation 

security, the Minister stated that Indonesia plans to use Bali 
Denpasar Airport as a benchmark to increase security at other 
Indonesian airports. The Minister also asked for a status report on 
the cancellation of the 2005 TSA Public Notice on Bali Airport. 


Hume 
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NSC FOR DENNIS WILDER 

USDOJ FOR CHRISTOPHER LEHMANN, OFFICE OF PROSECUTORIAL 
DEVELOPMENT, TRAINING AND ASSISTANCE, AND KYLE LATIMER, OIA 


E.O. 12958: DECL: 08/29/2032 
TAGS: PGOV, PHUM, PINR, KJUS, SOCI, CH, HK 
SUBJECT: HONG KONG VIEWS ON PRC LEGAL REFORM (C-AL7-00894) 


REF: A. HONG KONG 02244 
B. SECSTATE 110828 
C. GUANGZHOU 0789 
D. GUANGZHOU 0806 
E. HONG KONG 01589 
F. BEIJING 01103 


Classified By: Acting E/P Chief Craig Reilly; Reasons 1.4 (b,d) 


1. (C) Summary: Contacts and cooperative arrangements between 
Hong Kong law schools, academics, and executive and judiciary 
branch officials and their mainland counterparts have 
accelerated in recent years. The Closer Economic Partnership 
Arrangement (CEPA) has provided a similar boost for Hong Kong 
law firms interested in mainland business. An ongoing 
mainland research project by the Chinese University of Hong 
Kong is collecting detailed information on the PRC criminal 
court system and procedures; one early but unsurprising 

finding is that defense lawyers do not play major roles in 
criminal trials. While a few Hong Kong contacts believe the 
Chinese judicial system is increasingly open, most question 

the extent to which mainland judges, lawyers, and officials 

have benefited from Hong Kong training or experience. 

Several leading Hong Kong legal figures believe \"rule of law\" 

in the mainland will remain largely an empty slogan until 

full judicial independence is realized. Chairman Albert Ho 

of the Human Rights Lawyers Concern Group opined that 
meaningful implementation of rule of law would be \"the only 
way President Hu Jintao can keep his promise of establishing 

a truly harmonious society.\" (Note: This cable is the second 

of two prepared by the visiting Embassy Beijing Resident 

Legal Advisor and E/P Section\'s summer intern, with 
assistance from E/P officers. The first cable (ref a) 

discussed rule of law in Hong Kong.) End Summary. 


Years of Cross-Border Legal Relations 


2. (SBU) Professional exchanges between the Hong Kong and 
mainland legal sectors began long before the 1997 handover. 
Over the past two decades, Hong Kong academic institutions, 
private law firms, and organizations such as the Law Society 

of Hong Kong have created venues for interaction between Hong 
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Kong and mainland lawyers, judges, and legal academics, in 
part to support the \"one country, two systems\" principle and 

in part to support and influence legal reform in the PRC. 

The law departments of Hong Kong University and Chinese 
University of Hong Kong have sponsored research on Hong 
Kong\'s legal system by mainland scholars. The universities 

as well as the Hong Kong Law Society also have conducted 
legal seminars and financed training courses on the Hong Kong 
judicial system for mainland legal personnel. The Law 

Society has greatly increased its communication with the All 
China Lawyers Association, mainly in the form of delegation 
visits, conferences, and moot court performances. The 
Society has established cooperative arrangements with 28 
provincial and municipal counterparts in the mainland, mostly 
focused on commercial and financial law. Their programs have 
included \"road shows\" on joint ventures, arbitration, wealth 
management, taxation, and establishment of offices in China. 


3. (SBU) Hong Kong law firms also have gained greater access 
to the mainland through the Closer Economic Partnership 
Arrangement (CEPA) between Hong Kong and the PRC. In April 
2006, the Guangdong Province Department of Justice approved 
the first local partnership in Guangzhou between Hong Kong 
and mainland law firms. The signing of CEPA Phase IV in June 
2007 furthered the development of a Hong Kong-mainland 
\"hybrid legal system\" by removing the territorial restriction 

on Hong Kong firms entering into associations with a mainland 
firm. Each Hong Kong legal representative office on the 
mainland now can form a partnership with one domestic law 
firm in the same province or municipality. At present, there 

are 71 Hong Kong law firm representative offices in the 
mainland, and six mainland law firms have opened branches in 
Hong Kong. 


Criminal Law: Fewer Exchanges 


4. (C) In criminal law, however, Law Society Criminal 
Committee head Stephen Hung said opportunities for exchange 
are much more limited, primarily because the differences 
between the two legal systems are too great. In actual 

criminal cases, Hong Kong criminal defense solicitors often 

are asked to assist when Hong Kong residents are detained in 
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the mainland for debt disputes, are in custody for various 
reasons, or are seeking general legal advice on criminal 
matters. Mainland lawyers who have visited Hong Kong and 
attended its court procedures generally remark that the Hong 
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Kong criminal justice system is inefficient. 


5. (C) A five-year research project has collected extensive 
information and empirical data on the PRC criminal justice 
system and procedures. Professor Michael McConville, 
Director of the recently established School of Law at the 
Chinese University in Hong Kong, has formed partnerships with 
numerous mainland universities and legal scholars. He has 
obtained relatively unrestricted access - an unusual 
privilege -- to courts in 13 mainland districts. 

McConville\'s researchers have attended 220 trials and 
reviewed 1,444 case files ranging from minor infractions to 
death penalty cases. McConville plans to deliver a published 
report to the PRC Ministry of Justice before presenting it to 
the United Nations by the spring of 2008. He said his 
general sense thus far is that defense lawyers do not play 
major roles in the PRC\'s criminal justice system. Their only 
realistic opportunities to affect the ultimate outcomes are: 
(1) the formal transmittal of the case from the Public 
Security Bureau to the Procuracy; (2) the prosecution\'s 
formal request for additional investigation after the formal 
charge; (3) the prosecution\'s request for a formal opinion 
from the court to dismiss or transfer the case to 
administrative proceedings. 


PRC-Taiwan: More in Common? 


6. (C) Professor Albert Chen of Hong Kong University believes 
the mainland has more interaction on rule of law issues with 
Taiwan than Hong Kong, probably due to the common use of 
Mandarin and the civil-law nature of the PRC and Taiwan legal 
systems. The mainland is not as interested in Taiwan\'s 
developing democracy, Chen said, because it has fostered 
independence-minded politicians. For the same reason, the 
mainland is suspicious of Hong Kong\'s political parties that 
advocate greater democracy in the region. 


PRC Rule of Law: Progress or Empty Slogan? 


7. (C) At a July seminar sponsored by the China Human Rights 
Lawyers Concern Group (a Hong Kong based NGO), views on the 
development of rule of law in China were generally positive. 
Barrister Cheung Yiu-Leung believes the Chinese judiciary is 
\"opening up.\" Judges in some major cities regularly attend 
training courses conducted by the National Judges\' College, 
where Cheung has been invited to speak. He was impressed by 
the \"frank, open, and vibrant dialogue; with no apparent 
pressure, no taboo, and no defined limit of discussion 

topics.\" 
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8. (C) Cheung\'s experience, however, is not typical. Many 
Hong Kong lawyers and scholars are less optimistic and 
question the extent to which mainlanders have benefited from 
legal education and interactions with Hong Kong. Various 
sources told us they see \"very little substance\" generated 

from the delegation visits, conferences, vocational training, 
mock trials, etc. According to Hong Kong solicitor Kevin 

Steel, most mainland lawyers who frequent Hong Kong also are 
engaged in non-legal businesses and are more interested in 
Hong Kong\'s economic development and commercial laws and 
regulations. 


9. (C) Several contacts opined that at present \"rule of law\" 

in the mainland will remain largely an empty slogan until 

full judicial independence is realized. According to Court 

of Final Appeal Justice Bokhary, who has extensive contacts 
with PRC legal scholars, Chinese courts operate more as a 
government bureau than an independent branch of government. 
Similarly, law professor Albert Chen of Hong Kong University 
believes that \"vertical structuring\" of the courts, whereby 

the Communist Party would no longer exercise power over 
courts, judges, and lawyers, would be the only truly 

effective reform. Department of Justice government counsel 
Wayne Walsh told us that the difficulty for Hong Kong 

residents to receive a fair trial in mainland China is one of 

the main impediments to an extradition agreement between Hong 
Kong and the mainland. 


10. (C) Legislative Councilor Albert Ho, who is Chairman of 
the Human Rights Lawyers Concern Group and also Chairman of 
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the Democratic Party, said Hong Kong NGOs have been working 
hard to provide various kinds of assistance to mainland human 
rights lawyers and legal activists, many of whom have been 
wrongfully prosecuted. He believes, however, that meaningful 
change can only occur if the central government takes 
\"immediate steps\" to implement the rule of law. Ho said this 
would be \"the only way President Hu Jintao can keep his 
promise of establishing a truly harmonious society.\" 
Cunningham 
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SIPDIS 
SIPDIS 


DEPARTMENT FOR NEA/ARP, G/TIP, AND DRL 
DEPARTMENT OF LABOR FOR JAMES RUDE 


E.O. 12958: DECL: 08/28/2017 

TAGS: PHUM, PREL, KCRM, KWMN, SMIG, ELAB, KMPI, MU 
SUBJECT: TIP GETS NEGATIVE PRESS COVERAGE; GOVERNMENT 
MAKING PROGRESS 


REF: A. MUSCAT 734 


B. MUSCAT 778 
C. MUSCAT 651 


Classified By: Ambassador Gary A. Grappo, reasons 1.4 b/d. 


1. (C) Summary: Throughout the summer, Oman\'s press has 
given negative coverage to the 2007 Trafficking in Persons 
(TIP) report and Oman\'s Tier 3 designation, with multiple 
articles questioning the report\'s credibility and U.S. 
motives. Nevertheless, the government continues to make 
progress on improving its capacity to combat TIP, with the 
Ministry of Foreign Affairs (MFA) championing comprehensive 
anti-TIP legislation, and the Ministry of Manpower (MOM) 
considering new regulations to control and monitor the 
recruitment of foreign workers. The discrepancy between 
shock and anger expressed in public and the government\'s 
steady, yet quiet action suggests that the government may be 
trying to save face while attempting to fulfill the 
recommendations in the TIP action plan. End summary. 


2. (U) Since mid-July 2007, Oman\'s private English- and 
Arabic-language papers have given extensive - and primarily 
negative - coverage to Oman\'s Tier 3 designation in the 2007 
TIP report. Most articles defend Oman\'s record on human 
rights and express anger at what are characterized as 
baseless and speculative accusations of forced labor and 
commercial sexual exploitation in Oman. On August 26, the 
Arabic daily Al-Watan published interviews with expatriate 
laborers, including a Pakistani butcher, Chinese hairdresser, 
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and several mid-level managers of private companies, who 
uniformly praised their treatment in Oman and the protections 
provided them by Oman\'s existing labor laws. Coverage also 
has called attention to trafficking in the United States, 

with two articles citing a 2006 United Nations Office of 

Drugs and Crime report on human trafficking that lists the 
U.S. as a destination country with a high level of reported 
trafficking cases, in order to question the \"moral and 

political authority\" of the U.S. to \"pass public comment on 
Oman\" (ref A). 


3. (U) While on balance the coverage has been critical, 
several pieces have questioned Omani labor practices and 
cited specific instances of abuse. Talib al-Dhbari, 

Secretary General of the Oman Journalists Association, wrote 


SIPDIS 

an editorial carried in Al-Watan on August 19 in which he 
called on Omanis to \"act more responsibly regarding manpower 
issues,\" and criticized those employers who \"(take) advantage 
of expatriate workers.\" An August 6 article that appeared in 
the Times of Oman, one of two private English language 
papers, called for heightened public action and awareness to 
protect foreign laborers from abuse. As an example of such 
maltreatment, the article reported an incident in which an 
Omani sponsor locked seven expatriate workers in a house for 
four days before the Royal Oman Police (ROP) intervened and 
freed them. (Note: A diplomat at the Indian Embassy 
confirmed the incident. While the sponsor was forced to pay 
back wages and the costs of repatriation, the sponsor has not 
faced criminal charges to date, the diplomat said. End note.) 


4. (U) In what they claimed was an attempt to allow the U.S. 
an opportunity to respond to criticism and answer public 
concerns and questions about the TIP report, Al-Watan and the 
English daily The Oman Tribune sent three reporters to 
interview the Ambassador on August 27. While the reporters\' 
questions reflected both newspapers\' previously critical 
reporting on TIP, the Ambassador was able to call attention 

to the global nature of the crime and the need for all 
governments - including Oman\'s - to take concerted efforts to 
combat it. Post will provide a full read out of the 

interview septel after it is published. 


5. (C) Behind the press, contacts report that Oman is making 
steady progress toward fulfilling the TIP action plan, as 
well as taking additional steps not included in the report\'s 
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recommendations. An interagency task force has completed a 
draft of comprehensive anti-trafficking legislation (ref B). 

The Director of the Under Secretary\'s Office at the MFA, 
Humaid al-Ma\‘ani, told poloff that lawyers in the Ministry of 
Legal Affairs have adopted most of the recommendations of an 
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outside expert, with whom the MFA shared a draft of the law, 
in order to enhance the protections and services provided 
victims. Al-MaVani told poloff that the MFA plans to present 
the draft law at a workshop in late September for officials, 
lawyers and non-governmental organizations in order to win 
broad support before submitting the law to the Council of 
Ministers sometime later in the year. 


6. (C) The MOM also has taken steps recently to combat 
trafficking. Shahswar al-Balushi, CEO of the Oman Society 
for Petroleum Services (OPAL) and informal advisor to 
Minister of Manpower Juma bin Ali al-Juma, told poloff that 
the Minister has identified domestic workers, as well as 
low-skilled laborers in the agricultural and construction 
sectors, as the groups most vulnerable to becoming 
trafficking victims and has decided to focus his Ministry\'s 
initial anti-TIP efforts on changing the way that these 
workers are recruited and brought into the country. The 
Minister has accepted the broad outlines of a proposal to 
establish a limited number of government-licensed, privately 
operated companies that would assume the responsibility of 
recruiting foreign workers to Oman based on market demand - a 
move, al-Balushi stated, that has the potential to change 
significantly Oman\'s sponsorship system (ref C). 


7. (C) In addition, Minister Juma plans to institute 

regulations to hold foreign recruitment agencies accountable 
for how they recruit and process low-skilled workers coming 

to Oman, starting with domestic workers. Under the 
Minister\'s plan, all foreign agencies under contract with one 
of Oman\'s proposed recruitment companies would have to 
provide domestic workers with cultural and Arabic language 
training, as well as functional training such as instruction 

in housekeeping and cooking, before the workers could depart 
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for Oman. The Minister also is considering pushing for a 
minimum wage for domestic workers, a move that would become 
politically feasible, al-Balushi noted, once agencies begin 

to improve and standardize the skills of workers recruited to 

be maids. Al-Balushi continued that if the Minister\'s plan 
succeeds, the MOM likely would expand the regulations in a 
phased approach to cover workers in the agriculture and 
construction sectors. 


Comment 


8. (C) It is exceptionally rare for Omanis to hear 

information critical of their country. Local media are more 
accustomed to reporting the country\'s otherwise commendable 
respect for human rights and rule of law, especially when 
compared with the records of Oman\'s neighbors. So, the Tier 
3 ranking came as a major embarrassment for Oman, and top 
officials are feigning surprise. This is astonishing to Post 
given the dialogue, sometimes intense, that Post has had with 
the MFA and other ministries on the trafficking issue. The 
journalists who interviewed the Ambassador were surprised to 
hear that U.S. and Omani officials have been discussing TIP, 
including the need for Oman to move on multiple fronts, for 
the past two years. 


9. (C) According to the MFA\'s al-MaVani, while Oman wants to 
get off Tier 3 - and is taking action to do so - it does not 

want to be seen as responding directly to U.S. pressure. 

Given that sentiment, it is likely that the government is 

using the press to gain face-saving cover on the issue of TIP 
before the release of new anti-trafficking legislation and 

going public with other actions. Allowing nominally 
independent papers to carry uncharacteristically caustic 
coverage of the issue also gives the government the 
appearance of a dignified distance from the criticism. 

Despite the obviously biased reporting, the media stories 
nevertheless raise public awareness of trafficking in Oman - 

a key objective of Post. In any event, the media coverage 

and government reaction suggest that the USG should proceed 
carefully in pressing Oman on TIP in order not to halt the 
momentum we clearly have helped to generate. 

GRAPPO 
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TO RUEHC/SECSTATE WASHDC 3886 

INFO RUCPDOC/DEPT OF COMMERCE WASHDC 

RUEAHLC/DEPT OF HOMELAND SECURITY CENTER WASHINGTON DC 
RUEKJCS/SECDEF WASHDC 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 
TAGS: ETTC, MNUC, PARM, PGOV, PREL, KNNP, SN 
SUBJECT: SINGAPORE TO AMEND STRATEGIC GOODS ACT 


REF: 06 SINGAPORE 2854 


1. (U) The GOS introduced the Strategic Goods Control Bill 

in Parliament on August 27. If passed, the Bill would amend 
the Strategic Goods Control Act to include dual-use goods and 
technologies. The Bill also introduces amendments regulating 
strategic goods that transit Singapore and the brokering of 
strategic goods. The Bill must undergo two more readings and 
then be approved by the President (a formality) before it is 
enacted. The proposed amendments are part of efforts to 
expand Singapore\'s Strategic Goods Control List (reftel), 
according to a Customs official. MFA told us separately that 
the control list expansion might also require amendments to 
the Chemical Weapons Prohibition Act. 


2. (U) The full text of the legislation may be viewed at: 
http://www.egazette.com.sg/Document/bs/2007/0 70035.pdf 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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E.O. 12958: N/A 
TAGS: MNUC, PARM, KNNP, SN 
SUBJECT: 1737 SEMINAR INVITE DELIVERED 


REF: STATE 119645 


Econoffs delivered reftel draft agenda to MFA\'s International 
Organizations Directorate and encouraged Singapore to attend 
the seminar. The MFA official had no immediate response, but 
said she would pass the information along to her colleagues 
within the Ministry and at the relevant technical agencies. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
HERBOLD 
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NOFORN 
SIPDIS 


DEPARTMENT FOR EAP AND EAP/CM 
NSC FOR DENNIS WILDER 


E.O. 12958: DECL: 08/29/2032 
TAGS: PGOV, PREL, PINR, SOCI, HK, CH 
SUBJECT: HONG KONG\'S GREEN PAPER: NO SIGN OF PROGRESS 


REF: A. HONG KONG 0603 
B. HONG KONG 01833 
C. HONG KONG 02170 
D. HONG KONG 02067 
E. HONG KONG 2202 


Classified By: Acting E/P Chief Craig Reilly; Reasons 1.4 (b, d) 


1. (C) Summary: Hong Kong\'s \"Green Paper\" process to develop 
a broad consensus on how to implement universal suffrage has 
stalled. The key players, including the Hong Kong Government 
(HKG), the pro-Beijing and pro-HKG political parties, the 
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pro-democratization parties, and the central government in 
Beijing, all seem unwilling to engage in meaningful 
consultation or to compromise. The HKG has begun staging 
public forums to discuss the issues, which the pan-democrats 
ridicule as a public relations show. The generally pro-HKG 
and pro-Beijing DAB has been absorbed with funeral 
arrangements for its deceased chairman and selection of his 
successor. The pro-business Liberal Party (LP) has backed 
away from its previous support for universal suffrage for the 
2012 Chief Executive (CE) election in favor of \"not later 

than 2017 if conditions are ripe.\" The leader of the 
pro-Beijing Federation of Trade Unions (FTU) recently 
remarked that universal suffrage in 2012 would be 
\"impossible,\" after which Democratic Party (DP) Chairman 
Albert Ho told him to \"keep his mouth shut.\" The 
pan-democrats continue to criticize their opponents 
vociferously while standing fast for universal suffrage for 

both the 2012 CE and Legislative Council (Legco) elections. 
The central government openly entered the fray when a senior 
Hong Kong-based PRC official observed that a majority of Hong 
Kong people found 2017 an \"acceptable\" date for universal 
suffrage. A recent public opinion poll suggests majority 
support for universal suffrage in 2012 for both elections. 

End Summary. 


2. (C) Comment: Rather than progress toward a Green Paper 
consensus, mutual animosity and rancor seem to be escalating. 
The pan-democrats fear that the central government and its 
local allies, by urging the public to accept 2017, will 

succeed in lowering expectations and rendering the people 
resigned to their fate. The HKG seems amenable to that 
approach, or simply resigned to the fact that Beijing has the 
final say. At this point a compromise solution is not in 

sight. Veteran political commentator Frank Ching told us 

that unless CE Donald Tsang had a \"hidden plan\" and could 
\"pull a rabbit out of his hat,\" Ching did not see how the 

Green Paper process could succeed. He also pointed out that 
Beijing continues to insist that the Basic Law gives it 
substantive authority to formally appoint the CE; even with 

full universal suffrage, that power would enable the central 
government to reject the winner of a CE election. End 
Comment. 


3. (SBU) During his re-election campaign early this year, 

Hong Kong CE Donald Tsang publicly and repeatedly vowed to 
\"resolve\" the universal suffrage issue within his term of 

office -- i.e., by 2012 (ref a). With the July 11 release of 

the Green Paper!" listing various options for reform, the HKG 
said it hoped to stimulate a public debate leading to 

consensus on the way forward (ref b). CE Tsang previously 
had specified that a consensus proposal would require 
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approval by the HKG, likely approval by two-thirds of Legco 
members, support from at least sixty percent of the Hong Kong 
public, and \"standing a good chance\" of gaining acceptance 
from the central government in Beijing. Since then, however, 
the various players in the process -- the HKG, the 

pro-Beijing and pro-HKG political parties, the 
pro-democratization parties, and the central government in 
Beijing -- do not appear to have engaged in any meaningful 
consultation, nor do they appear willing to compromise. 


Hong Kong Government 


4. (SBU) On August 21 the HKG, represented by Chief Secretary 
Henry Tang, Secretary for Mainland and Constitutional Affairs 
Stephen Lam, and Secretary for Home Affairs Tsang Tak-sing, 
convened the first of four public forums on the Green Paper. 

Tang emphasized the need for consensus and urged attendees to 
strive for a balance between economic and political 

development and to avoid the use of civil disobedience to 
pressure the government. Several pro-democracy participants 
criticized the HKG\'s \"monopolization\" of the forum, which 

they characterized as a public relations show. 


5. (SBU) On August 27, Secretary Lam told a district council 
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meeting that \"some sectors in the community\" believed that 
universal suffrage in 2012 might be inconsistent with the 
Basic Law\'s requirement of \"gradual and orderly progress.\" 
Furthermore, two other issues -- formation of a CE nomination 
committee and reform of the Legco functional constituencies 
-- were similarly controversial. In response, pro-democracy 
Confederation of Trade Unions legislator Lee Cheuk-yan said 
Lam had \"opened up this box\" to attract intervention from the 
central government. 


Pro-Government Parties 


6. (SBU) Hong Kong\'s largest political party, the Democratic 
Alliance for the Betterment and Progress of Hong Kong (DAB), 
almost always supports the central government and generally 
supports the HKG on major policy issues. Since the August 8 
death of party chairman Ma Lik (refs d and e), however, the 
DAB leadership has been absorbed with funeral preparations 
followed by the election of a new chairman, Tam Yiu-chung, on 
August 28. Now that their internal issues are more settled, 

the DAB likely will play a greater role in the public debate 


Column 3 
on constitutional reform. 


7. (SBU) The Liberal Party (LP), which reflects the interests 

of Hong Kong\'s leading tycoons and also supports the HKG on 
many issues, has backed away from its previous support for 
universal suffrage in the 2012 CE election. In a position 

paper submitted to CE Tsang during a consultation on the CE\'s 
annual October policy address, the LP says it now favors 
returning the CE by universal suffrage \"not later than 2017 

if conditions are ripe.\" For Legco, the LP paper said reform 
should be phased in sometime after the CE election is 
democratized. LP Vice Chair Selina Chow claimed \"not later 
than 2017\" was clearer than its previous conditional support 
for 2012. While the Democratic Party immediately criticized 
the LP\'s \"U-turn,\" political scientist Ma Ngoc noted that the 
party had little choice but to \"follow Beijing\'s line.\" 


8. (SBU) The Federation of Trade Unions (FTU), Hong Kong\'s 
largest labor confederation, is strongly pro-Beijing and 

usually pro-HKG. Its President, Cheng Yiu-tong, is a member 
of both the Executive Council and Legco, and the FTU has two 
other Legco members as well. On August 25, Cheng remarked 
that it would be \"impossible\" to attain universal suffrage in 
2012 because to do so would conflict with the Basic Law\'s 
requirement for \"gradual and orderly progress.\" After 
pan-democratic leaders including Democratic Party Chairman 
Albert Ho objected strongly, telling Cheng to \"keep his mouth 
shut,\" he subsequently clarified his statement by saying he 
was merely expressing his personal views. 


Pro-Democracy Parties 


9. (SBU) Members of the various pan-democratic parties also 
have been somewhat pre-occupied with selection of a joint 
candidate to contest the December 2 by-election for Ma Lik\'s 
Legco seat. Several democrats continue to promote their 
proposal to implement a form of universal suffrage for both 
the CE and Legco in 2012. They would expand the CE 
nomination committee and modify the functional constituency 
election process to make it more democratic. At the same 
time, the democrats have responded vigorously and critically 
to comments by HKG leaders, the LP, the FTU, and the central 
government (see paras 4, 5, 7, 8, 10). 


Beijing 


10. (SBU) The central government, represented by the Central 
Government Liaison Office (CGLO) and the Ministry of Foreign 
Affairs Office, tends to keep a very low public profile in 
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Hong Kong. For the most part, they have avoided much comment 
on the Green Paper, leading some observers to believe their 
tactic was simple procrastination. On August 22, however, a 
senior mainland official, CGLO Deputy Director Li Guikang, 
observed that more than half of the Hong Kong people found it 
\"acceptable\" if universal suffrage for the CE and Legco could 
not be achieved in 2012. This, he said, demonstrated the 
increasingly \"rational\" views of the Hong Kong people. The 
pan-democrats immediately complained that Li\'s comments 
revealed that the Green Paper process was a \"fake\" because 
Beijing already had ruled out the possibility of universal 
suffrage in 2012. Several days later, veteran politician 

Allen Lee -- who has close ties with Beijing -- called on the 
pan-democrats to accept 2017 and then focus on ensuring that 
target is met. 
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Hong Kong Public Opinion 


11. (SBU) Recent public opinion polls on the Green Paper and 
universal suffrage have indicated large fluctuations in 

public support for the various options, probably due to the 
less-than-clear nature of the Green Paper itself and to 
differences in phrasing by the pollsters. Hong Kong\'s most 
authoritative pollster, Hong Kong University Professor Robert 
Chung, recently issued findings that appear to show strong 
support for universal suffrage in 2012. In a survey 
conducted August 20-24, Chung found that 55 percent of 
respondents favored universal suffrage for the CE and 50 
percent for Legco in 2012. However, he also found that an 
additional 10-15 percent of the respondents favored universal 
suffrage sometime before 2012. Combining the two groups, 
Chung produced support rates for universal suffrage not later 
than 2012 of 69 percent for the CE and 60 percent for Legco. 


Cunningham 
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SIPDIS 

DEPT ALSO FOR AF/S, IO; 


E.O. 12958: N/A 
TAGS: PREF, SOCI, UN, LT 
SUBJECT: LESOTHO: 2007 UNFPA COUNTRY PROGRAM DOCUMENT COMMENTS 


REF: A) STATE 114072; B) MASERU 408 


1. Inresponse to REF A, Embassy Maseru submits the following 
comments regarding the 2007 UNFPA Draft Country Programme 
Document for Lesotho. 


2. UNFPA\'s five-year proposal (2008-2012) properly focuses on 
appropriate objectives: preventing HIV/AIDS; improving 
reproductive health; promoting sustainable population growth and 
development; and fostering gender equality. 


3. In paragraph 2, the document states that the current 

population of Lesotho is estimated at 2.2 million and that the 
results of the 2006 population and housing census are not yet 
available. On July 5, Minister of Finance and Development 
Planning Thahane released preliminary census data which has now 
been widely disseminated through Lesotho\'s mass media (REF B). 
According to this data, Lesotho\'s population is currently 1.88 
million, reflecting virtual stagnation in the country\'s 

population growth since the 1996 census. 


4. In paragraph 20, the document refers to analyzing the 

results of the 2006 population and housing census as well as 
supporting the intercensal demographic and health survey. We 
suggest including specific language about analyzing the effects 
of HIV/AIDS as a demographic phenomenon. While Lesotho\'s 
population has stagnated, fertility rates have not, various 
rationalizations (i.e., emigration, smaller family size) have 
obscured recognition of the significant impact of the world\'s 

third highest HIV/AIDS prevalence rate. A UNFPA analysis of the 
demographic effects of the pandemic would be useful. 


MURPHY 
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DEPT FOR EAP/CM, INR/B AND INR/EAP 

STATE PASS USTR FOR STRATFORD, WINTER, MCCARTIN, ALTBACH, READE 
TREAS FOR OASIA - DOHNER/CUSHMAN, WRIGHT 

USDOC FOR ITA/MAC - A/DAS MELCHER, MCQUEEN 

NSC FOR WILDER AND TONG 


E.O. 12958: DECL: MR, X1 
TAGS: PGOV, PINR, EINV, ECON, CH 
SUBJECT: MORE DETAILS ON BEIDAIHE MEETINGS 


REF: A) SHANGHAI 508; B) SHANGHAI 485; C) SHANGHAI 527 


SHANGHAI 00000549 001.2 OF 004 


CLASSIFIED BY: Simon Schuchat, Deputy Principal Officer, U.S. 
Embassy, Beijing, Department of State. 
REASON: 1.4 (b), (c), (d) 


1. (S) Summary: According to a well-connected contact, informal 
meetings have continued at Beidaihe since the close of the first 
Work Conference on August 10. A second Work Conference to begin 
finalizing the name list for the Politouro and the Politburo 

Standing Committee (PBSC) would likely take place within the 

next two weeks, if it was not already underway. The newest 
version of the PBSC name list included incumbent members 
President Hu Jintao, Premier Wen Jiabao, and Vice President Zeng 
Qinghong, while all others would be forced to retire. The 

current personnel discussions reflected tensions among several 
different factions, including the Communist Youth League, 
Shanghai, and bureaucratic (guanliao) factions. The highly 

fluid situation in Beijing was due to Hu\'s inability or 

unwillingness to exercise independent leadership too far in 

advance of the Party Congress. End summary. 
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2. (S) During an August 27 discussion, Nanjing University 
Professor Gu Su discussed rumors he had heard from his contacts 
in Beijing concerning the ongoing leadership meetings at 

Beidaihe (Note: See Ref A for an initial read out from Gu on the 
Work Conference. End note.). Gu said that his contacts told 

him that the initial Work Conference was held between August 
2-10, but that less-formal meetings have been continuing during 
the intervening time as time permitted in the various leaders\' 
schedules. Moreover, top leaders\' secretaries were still 
encamped at the seaside resort and continued to lay the 
groundwork for personnel and policy negotiations that could 

later be ratified by their respective bosses. Party elders had 

also either recently held or would very soon be holding another 
\"Democratic Life Meeting\" to discuss their own suggestions on 
issues to be discussed at the Party Congress this fall. 

Likewise, another Work Conference was either currently underway 
or would convene within the next two weeks after the leadership 
got feedback from the provinces on their personnel and policy 
proposals. Gu noted that the 7th Plenum was currently scheduled 
for sometime in September and that the mid-late October 
timeframe for the Party Congress still appeared to be holding. 
(Note: Official media announced on August 28 that the Party 
Congress would commence on October 15. End note.) 


3. (S) Gu said that according to a friend of his who had 

recently returned from the Beidaihe meetings--where the friend 
had been a participant--the most recent version of the PBSC name 
list had seven positions. Hu, Premier Wen Jiabao, and Vice 
President Zeng Qinghong would remain on the PBSC, while all the 
other current members would retire. Zeng would take over from 
Wu Bangguo as Chairman of the National People\'s Congress (NPC). 
Although Zeng was currently 68--one year older than Wu 
Bangguo--Gu opined that the party would cite \"work necessities\" 
as the rationale for allowing him to violate the so-called 

\"seven up, eight down rule\" that had been devised to force Li 
Ruihuan from the PBSC at the last Party Congress. According to 
the rule, a person could either be promoted to or remain on the 
PBSC if they were 67 or younger but--in order to \"rejuvenate\" 

the leadership--anyone 68 or older at the time of the Party 
Congress needed to retire. Gu said that party elder Jiang Zemin 
had been insistent on having Zeng remain, wanting at least one 
person on the PBSC to represent his interests. Jiang was happy 
to have Wu Bangguo step down, since Wu was not particularly 
close to Jiang. 


4. (S) Hu protege and Liaoning Party Secretary Li Kegiang was 
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set to take over Zeng\'s old position on the PBSC and backfill 

for Zeng as Vice President and head of the Central Party School, 
as well as take oversight of the Organization Department. Hu 
protege, General Office Head, and Politburo alternate member 
Wang Gang would also join the PBSC, taking over the propaganda 
portfolio from current PBSC member Li Changchun and the Central 
Disciplinary Inspection Commission from PBSC member Wu 
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Guanzheng. Politburo member and Guangdong Party Secretary Zhang 
Dejiang was also set for promotion to the PBSC to take over for 

Huang Ju as Executive Vice Premier. From this slot, Gu 

speculated, Zhang might be positioned to take over from Wen as 
Premier in 2012, although he also recognized that Zhang could 

simply remain in place if Bo Xilai was named Premier in 

2012--also a possibility. Gu said that Zhang had initially been 

a Jiang protege, but had switched his allegiance fairly early on 

after the last Party Congress to Hu. Rounding out the PBSC 

namelist was NPC Executive Vice Chairman Wang Zhaoguo--a protege 
of late Party Secretary Hu Yaobang--who would presumably 

backfill for Jia Qinglin as head of the Chinese People\'s 

Political Consultative Conference (Ref B). 


5. (S) Jiangsu Party Secretary and Hu protege Li Yuanchao, 
Shanghai Party Secretary Xi Jinping, Minister of Commerce Bo 
Xilai, and Qinghai Party Secretary Zhao Leji were likely to be 
elevated to the Politburo. Of these, the first three--Li, Xi, 

and Bo--were also members of the so-called \"princeling 
faction\"--children of former high-level cadres. Gu assessed 

that these three also stood a good chance of promotion to the 
PBSC in 2012. Gu also thought that United Front Work Department 
Head Liu Yandong might replace Vice Premier Wu Yi--who was 
slated to retire--as the female representative on the Politburo. 

Gu predicted that Vice Foreign Minister Dai Bingguo would 
assume WuYs SED and other trade and foreign economic relations 
responsibilities, in tandem with Bo Xilai. 


6. (C) Gu further expanded on his multi-faction personnel fight 
theme, noting that there were at least three main factions vying 
for key slots, including the Communist Youth League (CYL), the 
bureaucratic (guanliao), and Shanghai factions. Of these, Gu 
assessed that the Shanghai faction was playing a smaller and 
smaller role, especially since the arrest of former Shanghai 

Party Secretary, Politburo member, and Jiang loyalist Chen 
Liangyu on corruption charges, and the death of Jiang ally Huang 
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Ju. The CYL faction was largely comprised of people who had 
spent their careers inside China\'s party apparatus, whereas the 
bureaucratic faction consisted of people who had mainly served 
in government positions. Their differences stemmed largely from 
their approach to problem solving, with the CYL faction more 
focused on using ideology and the bureaucratic group focused on 
using procedure to implement change. This divide was similar to 
that which existed in early reform era, between Hu Yaobang and 
Zhao Ziyang. Gu explained that there were also other factional 
groupings; factional divides were not always clear-cut. People 

in one group could also be categorized as members of another 
group, complicating the personnel selection process. For 
instance, the princeling faction cut across other factional 

lines and included people from the Communist Youth League 
faction, the bureaucratic faction, and the Shanghai faction. 


7. (S) Gu assessed the current leadership situation as Wmore 
unstable that it has been in years.\" He blamed this primarily 
on Hu\'s failure to establish his independent leadership earlier 
on in his term. Hu had continued to consult Jiang on many 
issues even after Jiang\'s full retirement, perpetuating a 
tradition of quasi-subservience that had enabled Jiang to retain 
some influence. Jiang\'s influence, in other words was not 
necessarily based on his strength, but rather on Hu\'s passivity, 
relative weakness, and failure to make necessary changes earlier 
on. As a result, the various factions all had a stronger voice 
than they had had in the run-up to previous party congresses. 


8. (S) This situation had begun to change with the arrest of 

Chen. Hu had first sought Jiang\'s approval to sack Chen. 
However, since his arrest, Hu had begun showing greater 

political independence. For instance, Hu had sacked Foreign 
Minister Li Zhaoxing, a protege of former NPC Chairman Li Peng 
who was perceived as a Jiang holdover. Hu had also succeeded in 
tracking down Chen Liangyu\'s son and removing him to China from 
Australia (Note: According to several other sources, including 

that reported in Ref C, the son was extradited from Malaysia. 

An Australian diplomat in Shanghai with whom we spoke was 
confident that Chen\'s son had not been extradited from 

Australia. End note.) Chen\'s son, who had been good friends 
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corruption of his eldest son, Jiang Miankang. Along those 
lines, Gu also noted that the late-vice premier Huang Ju\'s 
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personal secretary had been arrested and possessed a wealth of 
information on Jiang Mianheng\'s financial misdeeds that he was 
now readily sharing with investigators. Gu believed that if 

Jiang tried to exercise undo influence after the Party Congress 
Hu was prepared to use the information he was collecting to 
force Jiang into a more docile position. Gu\'s friends in 

Beijing had told Gu that Hu now regretted that he had waited so 
long to begin establishing himself. 


9. (C) Gu believed that Hu had gained sufficient ground to 
overcome objections to his Harmonious Society ideological 
formulation. Harmonious Society, Gu assessed, would still be 

the dominant ideological theme coming out of the Party Congress 
with the Scientific Development Concept as the subordinate theme. 


10. (C) Gu said that Hu enjoyed a near perfect record on 
foreign policy. His Japan policies were seen as successful. 
Hu\'s Taiwan policy was also widely seen as more effective than 
Jiang\'s. Hu refused to say anything publicly about the 

situation prior to the Taiwan elections in an effort to avoid 
negatively influencing the outcome of the elections. Many 
blamed Chen Shui-bian\'s victory in part on Jiang for his 

strident anti-Chen rhetoric prior to the last election. Hu 

relied on the United States to keep Chen under control, allowing 
him to play the role of patient statesman. In general, Hu was 
seen as more patient than Jiang and more adept at working with 
the United States to encourage it to help maintain a stable 
international situation. 


11. (C) As an aside, Gu noted that many government officials 
preferred working with Republican administrations. Although the 
party was in theory more in sympathy with the Democratic Party, 
Republicans had historically given more and better attention to 
the U.S.-Sino relationship. Gu quoted Mao Zedong\'s statement 
that he preferred foreign rightists to leftists. Republicans 

had a better reputation for trustworthiness among Chinese 
officials and were seen as better at keeping their promises. 


12. (S) Gu noted that Hu\'s family was apparently free from 
rumors of corruption, making him relatively impervious to 
retaliatory investigations. Premier Wen\'s family--particularly 
his two children--on the other hand, was involved in many 
questionable dealings. Gu noted that this familial 
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corruption--which Gu referred to as Wen\'s \"long tail\"--left Wen 
more vulnerable to attack. Wen had recently been complaining 
about criticism he had faced from party leftists that mingled 
both criticism of his policies with criticism of his family. 


13. (C) Although they still remained a voice within the party, 

Gu noted that leftists were decreasing in influence. Gu said 

there was still an \"old-school\" leftist faction--most of whom 

were in their 80s or older--who advocated bringing the party 

back to its policy glory days of the 1960s. However, Hu had 
recently shut down this group\'s website titled \"Red Flag and Mao 
Zedong Thought.\" \"Neo-leftists,\" too, were diminishing in 
influence, thanks in part to people like Wu Bing, the Chief 

Editor of \"Du Shu\" magazine. Wu was the niece of Wu Zuguang, a 
famous playwright who was purged as a rightist in the 1950s for 
criticizing Communism. Under Tsinghua academic Wang Hui\'s 
editorship \"Du Shu\" had promoted \"new-leftist\" views, but more 
recently its readership had dropped by more than half, and the 
publisher had brought in Wu to try to \"fix\" the problems with 

the publication. 


14. (C) Comment: We note that over the past several weeks, 
several different accounts of the Beidaihe events, and 
particularly the PBSC name list have emerged in the foreign 
press as well from our own contacts. For instance, in Ref A, Gu 
himself gave a somewhat different take on the PBSC name list. 
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While tempting to chalk this up to people throwing out their own 
wild guesses or to view these changing lists as proof of the 
unreliability of different sources, we would argue against this 
for two reasons: 1) it is in the interests of different factions 

to float different name lists through different channels as 

trial balloons to gauge the reaction of different 

constituencies; and 2) the situation is constantly changing, so 
that it is possible--indeed likely--that some contacts are 
providing accurate information as of the time they received it. 
Whether that information remains accurate week to week is a 
different story. The set of commonly cited names, while still 
greater than the number of places on the PBSC, is relatively 
stable, however, and with the August 28 announcement that the 
Party Congress will begin on October 15, it is possible that the 
party is beginning to reach some measure of consensus. End 
comment. 

JARRETT 
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E.O. 12958: DECL: 08/29/2027 
TAGS: ENRG, MNUC, PARM, PGOV, TRGY, BO 
SUBJECT: SOSNY TRUST AND COOPERATION HIGH, SECURITY LOW 


REF: MINSK 365 
Classified By: Charge Jonathan Moore for reason 1.4(b,d,e,f,g). 


Summary 


1. (C) The U.S. Department of Energy (DOE) team continued its 
project with Belarus\' Joint Institute of Power and Nuclear 
Research (JIPNR)--Sosny on the design of an upgraded Material 
Protection, Control and Accounting (MPC&A) system for the 
facility\'s nuclear material. The team also began exploring 
cooperation on developing a set of regulations to oversee the 
protection of the material. The level of trust and 

cooperation from the Belarusian side remains high. End 
summary. 


2. (C) On August 13-17, the visiting U.S. Department of 

Energy project team (USPT) continued their joint MPC&A 

project with scientists at Belarus\' JIPNR-Sosny nuclear 

research facility. The team consisted of Jacquelin McKisson 

of the National Nuclear Security Administration (NNSA), 

Robert Paulson from the Nonproliferation and Disarmament Fund 
(State/ISN/NDF), Stephen Mladineo, Brian Smith, and Troy 
Wright of the Pacific Northwest National Laboratory (PNNL), 

and Keith Young of Sandia National Laboratories. 


New Aspect - Regulations Development 
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3. (C) In June 2007, JIPNR-Sosny asked the USPT for 
assistance in the development of MPC&A regulations to support 
the security of the nuclear material at JIPNR-Sosny. The 

U.S. project team added regulatory development expert, Troy 
Wright to initiate discussions on adding a regulatory aspect 

to the project. The GOB recently scrapped existing 

Soviet-era regulations. Without a sustainable regulatory 

basis for MPC&A, MPC&A upgrades to JIPNR-Sosny will provide 
little long-term benefit, according to the USPT team. 


Trust And Cooperation High, But Building 20 Still No Go 


4. (C) The team noted that the atmosphere during this trip 

was collegial and trusting. USPT members and accompanying 
Poloff easily attained site access, and were again granted 
access to Building 40 to view the Yalina sub-critical 

assembly and spent fuel pool. The USPT expressed the opinion 
that the Sosny team members are committed to this project and 
clearly understand the need for it. The Sosny team also 

allowed USPT members to accompany an IAEA inspector to the 
sub-critical assembly while the inspector conducted samples 

to confirm no nuclear materials had been diverted. 


5. (S) Authorities continued to deny access to Building 20 

which houses Sosny\'s fresh fuel storage vault and the 

Hyacinth critical assembly, which is reportedly under 
development. One USPT member heard from a Sosny scientist 
that the reason may be that Sosny is currently conducting a 
joint project there with the Russian government. Authorities 
have stated that they will not grant access to the USPT for 

the installation of alarm equipment in building 20, however 

the site claims to have funding from the Hyacinth project 

budget for security upgrades, and has agreed to terminate the 
alarm and assessment system in the new Central Alarm Station. 


Lax Security - Trust Too High? 


7. (C) Although the high level of trust between the U.S. and 
Sosny teams is encouraging, it also highlights the lax 

security standards in place at the facility. During the tour 

of building 40, USPT team members were left unaccompanied 
through many parts of the facility, including the room 

adjacent to the Yalinasub-critical assembly room, which was 
open. The Sosny employees apparently trusted the US team 
member enough to allow unsupervised access to highly enriched 
fuel rods. This poor compliance with two-man rule provisions 

is a good example that highlights the need for training and 
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an enforceable regulatory basis for the MPC&A program at the 
site. 


8. (C) The spent fuel pool is located in a cavernous 
warehouse-like area. One section of the area is used for a 
medical bandage irradiation operation that Sosny runs to 
obtain supplemental income. Only an insubstantial ten-foot 
high fence -- that didn\'t even come close to reaching the 
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fifty-foot high ceiling -- separated the several irradiation 
section workers from the spent fuel. (Comment: The lax 
security at Sosny is certainly not news. However, one USPT 
member stated, and the rest agreed, that security at Sosny is 
currently the worst of any sites they had seen in any of the 
former Soviet republics, and reminiscent of the situation 

that existed in most Russian facilities ten years ago. End 
comment.) 


New ISTC Project Leader Significant Improvement 


9. (C) During their last meeting in April (reftel), both the 

Sosny and USPT teams expressed dissatisfaction with the 

former project manager\'s performance. ISTC replaced him with 

a new project manager, Oksana Wolf. USPT team members agree 
that the personnel change has been advantageous to the 

process, and noted more efficient progress as a result. Of 

note, the first contract between the ISTC, JIPNR-Sosny and a 
subcontractor (New Wings) was signed during the visit. 


Vendor Visit to Measuring Device Supplier 


10. (C) Two members of the team and Poloff visited Atomtex, a 
Minsk-based supplier of radiation measurement and detection 
equipment as a possible provider of hardware to be used in 

the protection plan. The team reviewed the certification, 
delivery schedule, and technical specifications of the 
equipment, and seemed satisfied with the company\'s offerings 
for use in the project. 


Comment 


11. (C) Cooperation between Sosny and the USPT is continuing 
smoothly and Sosny representatives show an encouraging level 
of trust. Nonetheless, access to all facilities where 

equipment will be installed remains an issue. The regulatory 
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aspect of the project should remain limited in scope to the 
protection and accountability of nuclear material in Belarus, 
all of which currently exists at JIPNR-Sosny so as to ensure 
the GOB recognizes that USG support does not extend to 
construction of a new nuclear power plant. 


12. (U) This cable has been cleared by Jacquelin McKisson of 
DOE. 


Moore 
Moore 


120322 

RR RUEHPA 

DE RUEHOS #0601/01 2411029 

ZNY CCCCC ZZH 

R 291029Z AUG 07 

FM AMCONSUL LAGOS 

TO RUEHC/SECSTATE WASHDC 9373 

INFO RUEHZK/ECOWAS COLLECTIVE 
RUEHUJA/AMEMBASSY ABUJA 9154 
RUEHNY/AMEMBASSY OSLO 0117 
RUFOADA/JAC MOLESWORTH AFB UK 
RUEKJCS/SECDEF WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RHEBAAA/DEPT OF ENERGY WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHDC 
RUEAIIA/CIA WASHINGTON DC 

RHEFDIA/DIA WASHINGTON DC" "CONFIDENTIAL SECTION 01 OF 02 LAGOS 000601 


SIPDIS 
SIPDIS 


STATE FOR AF/W, INR/AA, DS/IP/AF, DS/ICV/PIl, DS/DSS/OSAC 
OSLO FOR HELENA SCHRADER 

DOE FOR GPERSON, CAROLYN GAY 

TREASURY FOR ASEVERENS, SRENENDER, DFIELDS 
COMMERCE FOR KBURRESS 

STATE PASS USTR FOR ASST USTR FLISER 

STATE PASS TRANSPORTATION FOR MARAD 

STATE PASS OPIC FOR ZHAN AND MSTUCKART 
STATE PASS TDA FOR NCABOT 

STATE PASS EXIM FOR JRICHTER 

STATE PASS USAID FOR GWEYNAND AND SLAWAETZ 


E.O. 12958: DECL: 08/29/2017 
TAGS: PGOV, PREL, PTER, NI 
SUBJECT: OSHIOMHOLE DISCUSSES TRIBUNAL, ECONOMICS, YARVADUA 


REF: A. LAGOS 481 
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B. ABUJA 1793 
C. ABUJA 1342 


Classified By: Acting Consul General Donald McConnell for reasons 1.4 ( 
B) and (D) 


1. (C) Summary: Adams Oshiomhole was granted access to voting 
materials by the Edo State Election Tribunal; he expressed 
interest in hiring foreign forensic analysts to examine the 

ballots to prepare his case. Oshiomhole predicted the 

Tribunal would decide his claim to have won the April 
gubernatorial election by November or December. Oshiomhole 
continues to receive threats of harm, but believes himself 
protected by supporters with whom he is surrounded daily. End 
Summary. 


2. (C) The Edo State Election Tribunal has rejected four 
procedural/jurisdictional objections raised by the People\'s 
Democratic Party (PDP) and Independent National Electoral 
Commission (INEC) on the case brought forward by Action 
Congress gubernatorial candidate Adams Oshiomhole. In one 
instance the court protected Oshiomhole\'s right to present 

his case in front ofthe Tribunal. In another, Justice 

Olabanji Orilonishe, Chairman of the Tribunal, said the day 

of \"technicalities\" was over aQ that the merits of each 

case, not technicalities, would determine the outcome. The 
Tribunal\'s most recent ruling in August granted Oshiomhole 
access to INEC voting materials and ballots. Oshiomhole 
thought the Tribunal hearing on the substance of his case 
would begin in late September and a ruling would be given in 
November or December. One of Oshiomhole\'s confidants 
interpreted the Court\'s rejections of the PDP/INEC objections 
to Oshiomhole\'s case as a sign that the Tribunal\'s judges had 
refused the bribes offered to them by the PDP (Ref A). 


3. (SBU) On August 26, Oshiomhole told Poloff he was 
interested in hiring foreign forensic experts to run 

biometric tests on ballot fingerprint marks. He indicated 

that he had already contacted Chinese experts who could do 
the job but feared they would be expensive, and asked Poloff 
for help in locating U.S. experts. 
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4. (C) Oshiomhole said prior to the April elections, the PDP 
offered him a ministerial position with the Federal 
Government and offered to \"reimburse\" his campaign 
\"expenses.\" Ever since he refused these offers and opposed 
the PDP, Oshiomhole has received threats in person, via text 
message and over the phone. Oshiomhole did not seem 
concerned about his safety, commenting that he is always 
surrounded in Benin City by supportive crowds. He predicted 
his supporters would come out in force to fill Benin City the 
day of the final hearing to prevent PDP attacks. Oshiomhole 
thought it likely he would win at the Tribunal level, but 

that the PDP would appeal to the Court of Appeals, the last 
court to hear governorship challenges. 


5. (C) Reflecting on the elections, Oshiomhole held 
President Obasanjo responsible for controlling the 2007 
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election rigging machinery in Edo State. Obasanjo denied 
Oshiomhole the governorship because Oshiomhole had challenged 
Obasanjo on many labor issues during his tenure as President 

of the Nigeria Labor Congress and because of his fury over 

the loss of the governorships in Lagos and Imo states, 

Oshiomhole speculated. Obasanjo was warned against rigging 

the Edo State elections by both the Chairman of the Economic 

and Financial Crimes Commission (EFCC), Nuhu Ribadu, and the 
Minister of Abuja Federal Capital Territory, Nasir el-Rufai, 
according to Oshiomhole. 


6. (C) Professor Chukwuma Soludo, Governor of the Central 
Bank of Nigeria (CBN), is a smart man at protecting his own 
interests but his new economic policy (Ref B), particularly 
the naira re-denomination, is worthless, Oshiomhole said. 
(Note: The naira re-denomination policy was suspended on 
August 27 by the President, although the CBN will continue 
its other economic policy reforms. End Note.) Oshiomhole 
speculated naira re-denomination would do little for the 
national economy other than lead to inflation. He 
skeptically commented there were likely huge pre-approved 
contracts for naira and kobo printers. Oshiomhole also 
criticized the new economic policy of paying state 
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governments in U.S. dollars, which he said would benefit 
banks through increased transaction costs and open the 
Nigerian economy to business transactions in foreign 
currency. 


7. (C) Oshiomhole could not predict President Yar\'adua\'s 
leadership style, but thought his history, which he called 
\"radical,\" boded well for his term in office. Oshiomhole 
said Yar\'adua has a quiet nature and not all that he does is 
well publicized. For example, Oshiomhole lauded the 
President for asking the Minister of Finance to match 
government contracts with the federal budget; this enabled 
the Ministry to discover and end those contracts not already 
identified in the budget. Similarly, the June labor strike 
(Ref C), despite its negotiation faults, was resolved in a 
way that both sides could accept, he commented. 


8. (C) That the Tribunal granted Oshiomhole access to the 
election materials is just one of many necessary steps toward 
proving his case. Nonetheless Oshiomhole had genuinely 
strong popular support in the April 2007 elections and is 

likely to be bringing one of the strongest cases against the 
PDP of all the opposition gubernatorial candidates. As 
Oshiomhole\'s remarks reflect, while the Tribunal may produce 
a relatively speedy result, the process of bringing a 

challenge to the rigged elections is expensive and time 
consuming. End Comment. 

MCCONNELL 
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E.O. 12958: N/A 

TAGS: ECON, KIPR, ETRD, HK 

SUBJECT: HONG KONG\'S NEW COPYRIGHT AMENDMENTS WELCOMED BY 
INDUSTRY 


1. Summary: After more than a year of consultations with 
industry and consumer protection groups, the Hong Kong 
Government (HKG) has passed amendments to the Hong Kong 
Copyright Act. Industry associations and IP rightholders are 
pleased with revisions that lower the bar for Hong Kong 
Customs to initiate criminal cases, increase penalties for 
circumvention of technical protection measures, and hold 
company directors criminally liable if their companies use 
counterfeit products in the course of business. A compromise 
measure to relax restrictions on parallel imports met with 
industry approval but fair use provisions for educational 
institutions were criticized as overly broad. IPR protection 
groups are expecting the HKG,s next step will be to create 
digital protection laws; a discussion paper is currently 

being drafted and should be published before the end of the 
year. End Summary. 


2. Comment: The June passage of these amendments to the 
copyright law is a positive development for Hong Kong,s 
copyright protection framework. The amendments updated a law 
that had last been revised in 2001 and had fallen behind the 
times. The HKG deserves high marks for its willingness to 
consult with intellectual property rightholders who were 
generally pleased with the changes to the law. However, Hong 
Kong authorities have yet to address digital rights 

management, need more serious enforcement actions against 
counterfeit pharmaceuticals, should consider reforms to the 
legal system that makes civil remedies prohibitively 

expensive, and provide legal recognition of U.S. copyright 
registrations. Some rightholders complain that the 

consultation process took too far too long and are waiting to 
see whether enforcement action will follow. Rightholders 

agree that Hong Kong\'s IPR protection remains a model for the 
region in many ways, but has fallen behind others in the 

region in some sectors. End Comment. 
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3. A lengthy consultation process concluded June 27, 2007 
with the first revisions to Hong Kong,s copyright laws since 
2001. Among the more significant provisions is the 
establishment of criminal liability for company directors 
found to be using copyright infringing products in the course 
of business. Directors and partners can escape criminal 
liability if they can show that they were unaware, did not 
authorize and specifically took steps to prohibit use of 
infringing products. These steps can include budgeting funds 
to purchase legitimate product and demonstrating policies, 
practices, and actions designed to prohibit and prevent the 
use of counterfeit products in the workplace. 


4. Employees may also be held liable for use of infringing 
products in their work, but can escape liability if able to 
demonstrate that they were not in a position to authorize 
installation or removal of infringing materials. Local 

business associations, including the Hong Kong General 
Chamber of Commerce and the Chinese Manufacturing Association 
of Hong Kong, raised concerns that business leaders would be 
unfairly forced to bear liability for the actions of their 

staff, while the Business Software Alliance (BSA) complained 
that the law continued to leave a large loophole for 

directors and partners to avoid prosecution. Although the 

law officially went into effect when gazetted on July 7, the 
Hong Kong government plans to conduct educational activities 
to ensure business owners are aware of their obligations and 
can correct any shortcomings. The director liability 

provisions are not expected to be enforced before the 
beginning of 2008. 


5. The International Federation of Phonographic Industries 
(IFPI) was particularly pleased with the addition of criminal 
liability for circumvention of technical protection measures 
(TPMs). (Note: previously TPM circumvention was only a civil 
offense and police would not pursue investigations against 
violators. End Note.) Businesses providing TPM 
circumvention services or devices, regardless of whether they 
charge for the service or device will now be held criminally 
liable. A person using such a service or device can be held 
civilly liable under the amended law. While there are some 
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limited exceptions to the TPM circumvention regulations for 
research and security testing, IFPI representatives in Hong 
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Kong told econoff the industry \"got everything it wanted\" in 
the current law. 


6. The amendments also relaxed restrictions on parallel 
imports, reducing the period in which parallel imports are 
prohibited from 18 to 15 months of the release of the work. 
This was a compromise with industry; the original proposal 
had called for reducing the prohibited period to 9 months. 
Representatives from the Motion Picture Association of 
America (MPAA) were pleased with the results of their 
consultation with the government and told econoff that 
because the amendments set the date of official video 
release, not the film release, as the effective date for 
protection to begin, film makers could actually benefit from 
an increased period of protection under the new law. 


7. The IPR-protection associations criticized the 

liberalization of \"fair dealing\" provisions as overly broad 

and open to abuse by Hong Kong,s numerous commercial 
educational institutions. These provisions allow educational 
institutions to use portions of copyrighted works for 

educational purposes as long as certain subjective 

requirements are met. The amendments also allow a specified 
number of copies to be made under a \"safe harbor\" exception 
-- the allowable number is determined by the number of 

copies, the percentage copied and the retail cost of the 

work. Copying of newspapers, magazines, books and 
periodicals beyond the safe harbor limits will now be a 

criminal offense. The Hong Kong government has responded to 
industry criticisms by noting that the fair dealing 

provisions are based on U.S. regulations. The Hong Kong 
Commerce and Economic Development (HKCED) Bureau is currently 
drafting implementing regulations and expects to issue them 
before the end of 2007. 


8. Hong Kong has periodically conducted a review of its 
digital technology laws since 1997, with an eye towards 
improving infrastructure, promoting innovation and creating 
the legal environment that will allow digital content 
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industries to thrive. The 2007 Digital Agenda consultation 
paper was circulated in October 2006 and received over 70 
comments. An April 2007 Digital Agenda Forum, organized by 
Sin Chung-kai, the Information Technology Functional 
Representative in the Legislative Council (LegCo), drew 
additional comments from the public and industry. HKCED is 
currently in the process of reviewing the comments and 
drafting legislation that will address questions of ISP 

liability, codifying notice and take-down requirements, and 
considering whether current criminal liability provisions for 
uploading copyright infringing materials can be extended to 
cover downloading as well. 


9. According to CED, draft proposals could be ready for 
public consultation before the end of 2007 but are unlikely 

to be considered by the LegCo in this session. The current 
LegCo session will close in 2008. Any legislation not passed 
before that time will need to be reintroduced in the newly 
elected LegCo. Given that a major revision of the copyright 
law has just been passed and the difficulty of soliciting and 
responding to comments before the end of the current LegCo 
session, CED plans to submit the draft to the new Legislative 
Council for consideration late in 2008. 


10. Intellectual property protection associations were 
pleased with the results of their consultations with the HKG, 
but pointed out that Hong Kong is falling behind in some 
important areas. Hong Kong,s slow consultation process 
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means that downloaders and users of pirated media will 
continue to be free from criminal sanctions. High legal fees 
make the cost of civil action prohibitive, allowing violators 

to continue their infringing activities with impunity. 

Trademark violations in company registrations continues to be 
a problem and Hong Kong authorities still do not provide 
legal recognition of U.S. copyright registrations. 

Rightholders complain that the HKG is unwilling to share 
information on IPR crimes that could be used to pursue 
cross-border IPR investigations and are discouraged by Hong 
Kong\'s lack of enthusiasm for prosecuting pharmaceutical 
counterfeiting and transshipment cases. 

Cunningham 
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NEW DELHI, MUMBAI, AND KOLKATA PASS TO RSO 
STATE PASS TO DS/IP/SCA AND DS/ITA 


E.O. 12958: DECL: 08/29/2017 

TAGS: ASEC, IN, KCRM, KISL, PGOV, PREL, PTER 

SUBJECT: HYDERABAD TERROR GROUPS HAVE INTERNATIONAL LINKS 
BUT DON\'T TAKE ORDERS FROM PAKISTAN/BANGLADESH, SAYS STATE 
INTEL CHIEF 


REF: A. A) CHENNAI 530 


B. B) CHENNAI 525 
C. C) CHENNAI 500 
D. D) CHENNAI 365 
E. E) CHENNAI 363 


Classified By: Consul General David Hopper for reasons 1.4 (B, D) 


1. (C) SUMMARY: In a wide-ranging conversation only days 
before the August 25 bombings in Hyderabad, Andhra 
Pradesh\'s Police Intelligence Chief told post that his 

office closely monitors 40 to 50 Indian nationals in 

Hyderabad who have links to Islamic terrorist groups. He 
said many of these young men have traveled to Pakistan, 
Bangladesh, and Chechnya, usually transiting through the 
United Arab Emirates or Saudi Arabia, where they received 
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training in terrorist methods. The Intelligence Chief 
stressed, however, that these young men are \"small-time,\" 
and that they do not currently receive direction or 
coordination from abroad. END SUMMARY. 


(U) ANDHRA PRADESH INTEL CHIEF TALKS 
TERRORISM TWO DAYS BEFORE HYDERABAD BOMBINGS 


2. (SBU) On August 25, bombs exploded at two separate 
locations in Hyderabad, the capital of the south Indian 

state of Andhra Pradesh (refs A and B). The two nearly 
simultaneous attacks killed 42 people and injured more than 
60. No American citizens or other foreign nationals were 
killed in the attacks. Media reports quickly blamed the 
militant Islamic groups Harkat-ul-Jehadi Islami (HuJl) and 
Lashkar-e-Tayiba (LeT) for the attacks. 


3. (C) On August 23, two days before the attacks, visiting 
political/economic officer met with K. Aravinda Rao, 
Additional Director General for Police - Intelligence. Rao 
heads Andhra Pradesh\'s intelligence operation and spent 
almost an hour candidly discussing the state\'s efforts to 
combat Maoist (ref C) and Islamic terrorist groups. Rao 
said that he is \"confident\" that the state has the Maoist 
threat contained. But he said he worries about the threat 
of Islamic terrorism because, unlike the Maoists who he 
described as a solely internal problem, Islamic terrorism 
has international implications. 


(C) "SMALL-TIME INDIAN BOYS\" GO ABROAD FOR 
TERRORIST TRAINING BUT DON\'T TAKE ORDERS FROM OUTSIDE 


4. (C) Rao told us his officers closely monitor 40 to 50 
\"Indian boys\" -- young Indian nationals -- who are 
associated with Islamic terrorist groups. He described 

them as \"small-time\" young men with minimal job prospects. 
Rao said with the exception of one or two engineers, they 

are generally uneducated. He said many are good at 
tinkering with their hands, noting that several of them 

work as cell-phone repairmen. 


5. (C) Rao blamed the ideology of the Majlis-e-Ittehadul- 
Muslimeen (MIM), a Hyderabad-based political party, for 
creating an environment conducive to recruitment by Islamic 
terrorist groups of young people in Hyderabad\'s 
predominantly Muslim old city. But he said MIM\'s ideology, 
as well as the appeal of Islamic terrorist outfits, has 

waned as Hyderabad\'s economic prosperity has reached into 
the old city. He said that the average young Muslim is not 
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interested in MIM or joining a terrorist group. (NOTE: In 

a meeting hours before the bombing, Assaduddin Owaisi, the 
MIM\'s sole Member of Parliament, agreed with Rao\'s 
contention that Hyderabad\'s economic growth is benefiting 
the city\'s Muslims. He, of course, did not think that 
economic prosperity reduced the appeal of his party, which 
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gained notoriety recently for publicly physically attacking 
Bangladeshi writer Taslima Nasreen at an event in 
Hyderabad, triggering liberal condemnation across India. 
END NOTE.) 


6. (C) Rao said many of these young Indian nationals have 
traveled to Pakistan, Bangladesh, and Chechnya, usually 
transiting through the United Arab Emirates or Saudi 

Arabia, where they received training in terrorist methods. 

He said that at any given time as many as half of them are 
out of the country, including the HuJl operative Mohammed 
Abdul Sahed (aka Bilal) whom Rao said was responsible for 
the May 18 bombing of Hyderabad\'s historic mosque, Mecca 
Masjid (refs D and E). (NOTE: Media reports have said 

Bilal is also responsible for the August 25 bombings. END 
NOTE.) But when we asked Rao if the young men receive 
orders from overseas, he emphatically said that they do not 
take \"direction\" or \"coordination\" from the outside. Rao 
went on to say that these terrorists do not receive funds 

from overseas, taking particular pains to say that the 

terrorist groups in Hyderabad are not using the informal 
money transfer system traditionally used in the Islamic 

world known as \"hawala.\" (COMMENT: The day after the 
bombings, Rao reversed course, telling our Regional 
Security Office that the Hyderabad bombings were directed from 
abroad by HuJl or LeT. This change was likely due to the 
fact 

that Rao\'s political superiors, including the state\'s Chief 
Minister, had publicly blamed outside forces for the 
bombings. Rao\'s candid August 23 comments, unaffected by 
the politics of the August 25 bombings, are likely more 
reflective of his own views. END COMMENT.) 


(C) HYDERABAD-BASED TERRORISTS 
ONLY CAPABLE OF ATTACKS ON SOFT TARGETS 


7. (C) When we asked about the capabilities of the 
Hyderabad-based terrorists, Rao said they would be unable 
to conduct attacks on locations that have reasonably good 
security. He said due to their limited capabilities, the 
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terrorists in Hyderabad would not be able to attack U.S. 
and multinational businesses, or the future U.S. Consulate 
in Hyderabad. Rao said, quite presciently, that his 
concern was with attacks on soft targets such as parades, 
places of worship, shopping areas, and other public 
gathering places. 


(C) TERRORISTS USING SATELLITE PHONES; CENTRAL 
GOVERNMENT IGNORES STATE\'S REQUEST FOR TRACKING TECHNOLOGY 


8. (C) Rao said he believes that at least a couple of the 
Hyderabad-based terrorists use Thuraya satellite phones to 
evade detection. Rao asked us whether we could help him 
identify vendors or institutions who could help Andhra 
Pradesh track such communications. When we asked why he 
needed the United States to assist, Rao said he had 
approached the Indian central government\'s Intelligence 
Bureau on a number of occasions but that his requests had 
gone ignored. He expressed frustration with lack of 
support from the central government, saying that the 

ability to track satellite phone communications would 
advance the state\'s efforts to combat terrorism. 


9. (C) COMMENT: Rao, a twenty-year police veteran who 
previously served as a senior officer in the Hyderabad 
police department, came across as serious, yet realistic, 
about fighting Islamic terrorism. The frustration Rao 
expressed over poor cooperation between the state and 
central governments spilled into the media in the days 
following the bombings. Statements in the media, 
attributed to unnamed central government officials, said 
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the state police ignored warnings of an imminent terror 

strike issued by the center\'s Intelligence Bureau just five 
days before the bombings. Unnamed state police officials 
responded saying the Intelligence Bureau\'s warning was \"too 
vague\" and not \"an actionable intelligence input.\" 


10. (C) COMMENT CONTINUED. Rao cautioned against looking 
at the Hyderabad-based terrorists as evidence of 

radicalization of India\'s Muslim community, noting that 

only a handful of the city\'s millions of Muslims have gone 

the route of terrorism. His views regarding the 

international dimension to the threat merit attention, 

particularly his belief that although the Hyderabad-based 
terrorists have gone abroad for training they do not take 

direction from overseas. His sober August 23 assessment 
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directly contradicts the post-bombing allegations in the 
media and by government officials (including his own August 
26 statement to our RSO) that the attacks were orchestrated 
by LeT in Pakistan or HuJl in Bangladesh. To date, neither 
state or central government officials have come forward 

with evidence demonstrating that LeT or HuJl ordered the 
attacks from abroad. END COMMENT. 

HOPPER 
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E.O. 12958: DECL: 08/27/2017 
TAGS: PGOV, PHUM, PK 
SUBJECT: PAKISTANI CHRISTIANS APPEAL TO THE SUPREME COURT 


Classified By: Anne W. Patterson, reasons 1.4 (b), (d) 


1. (C) Summary: On August 25, the Pakistan Christian National 
Party (PCNP) filed a petition with the Supreme Court seeking 
to declare as unconstitutional the requirement that the 
President of Pakistan be a Muslim. Christian groups and other 
minorities remain divided on many issues; however, all have 
vowed to fight against discriminatory laws and Constitutional 
clauses. Like an increasing number of Pakistanis, many of 
these minorities see the reinvigorated Supreme Court as an 
avenue for actual justice. End Summary. 


2. (U) PCNP Chairman Joseph Francis filed a petition in the 
Supreme Court challenging Article 41(2) of the Pakistani 
Constitution that bars non-Muslims from running for the 
presidency of Pakistan. Francis claims that the 1973 
constitution suppressed minority rights and thus violated 
both the teachings of Islam and the Resolution of Pakistan 
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(the founding document of the country). The PCNP has vowed to 
use the emboldened Supreme Court to challenge all 
discriminatory clauses in the Constitution and the Pakistani 
Penal Code. Joseph Francis has also announced that he would 
try to run for President of Pakistan. (Note: Christians form 

less than two percent of Pakistan\'s 160 million people. End 
Note.) 


3. (U) On August 11, various minorities groups held the first 
\"Minority Day\" in anticipation of Pakistan\'s 60th 

anniversary. The groups called for an end to discrimination 
against religious and other minorities. Minority leaders hope 
that the encouraging judicial atmosphere will help redress 
many of their grievances, which include use of the blasohemy 
laws to pursue personal and/or financial grievances against 
religious minorities. 


4. (C) Comment: Several clauses in the Pakistani constitution 
and in its Penal Code are discriminatory towards Christians 
and other religious minorities, however, challenges in the 
past have been futile. Political infighting plagues the 

various minority groups and many Christian groups do not 
support Joseph Francis, however, his petition will be a test 
case to see how far the court is willing to push in terms of 
guaranteeing civil and human rights. 


PATTERSON 
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DEPT FOR PRM/A, PRM/ANE, SCA/INS, DRL, AND G; GENEVA FOR RMA 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, PREF, PREL, NP 

SUBJECT: BHUTANESE REFUGEE DONOR GROUP REVIEWS RESETTLEMENT 
PROCESSING PREPARATIONS 


1. Summary: UNHCR Nepal Representative Abraham Abraham 
convened a Donor Group meeting on August 24 to review 
developments in establishing security in the Bhutanese 

refugee camps and preparing for large-scale resettlement 
processing. According to Abraham, police would be deployed 
24/7 to all seven camps as soon as construction of quarters 
were constructed, but during current limited patrols they had 
already arrested five refugees accused of vandalism and 
assault. Once police are deployed permanently, the GON would 
publicly explain its policy regarding resettlement, after 

which UNHCR would disseminate information on the resettlement 
process and begin referring cases to resettlement countries. 
The GON had nearly completed its review of the May census 
results, and UNHCR would soon issue ID cards to refugees. 
The GON has promised to simplify the currently convoluted 

exit visa process. Rejectionist factions are still resisting 

the resettlement option and seeking to intimidate refugees 

who pursue it. GON officials, including the Prime Minister, 

had also suggested it might be necessary to create a new camp 
solely for those pursuing resettlement. Participants 

expressed skepticism that a recent comment by Indian Prime 
Minister Singh reflected any change in Indian policy toward 

the Bhutanese refugee problem. 

End Summary 


Refugee Donor Meeting Discusses Preparations 


2. UNHCR Representative to Nepal Abraham Abraham convened a 
Bhutanese refugee donor meeting on August 24 to discuss 

recent developments in refugee camp security and preparations 

for large-scale, third-country resettlement processing. 

Ambassador represented the United States. Also attending 

were representatives of Australia, Denmark, Germany, the UK, 
Norway, Finland, Canada, the European Commission Humanitarian 
Office (ECHO), and the World Food Program. (Note these are 
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\"donors\" involved in assistance to the Bhutanese camps, and 
not all members of the \"Core Group.\") 


Camp Security 


3. Abraham reported that, although the Government of Nepal 
(GON) had announced a policy allowing third-country 
resettlement for Bhutanese refugees in July, UNHCR had not 
been able so far to refer large numbers of refugees to 
resettlement countries because of the unsettled security 
situation in the camps. He noted that the situation in the 
camps was still tense, with refugees who expressed interest 
in the resettlement option being subjected to threats and 
intimidation by factions opposed to it. The GON had agreed 
to deploy Armed Police Force (APF) units to the camps, but 
the deployment will not take place until police quarters are 
completed in each camp. Abraham reported that UNHCR had 
contracted with Lutheran World Federation (LWF) to construct 
the police posts, and that construction was expected to begin 
August 27 simultaneously in all seven camps and be completed 
by the end of September. Police were already taking a more 
active role in enforcing order in the camps. Abraham related 
that during the week of August 20, for the first time, the 

police had taken into custody five Bhutanese refugees 
suspected of vandalism and assault in Beldangi 2 camp and 
held them for investigation. Their victims--also 
refugees--reportedly were willing to testify against the 
suspects in police custody. 


Resettlement Timeline 


4. Abraham described the projected timeline for large-scale 
resettlement processing. Once construction of the police 
posts is complete and the APF units deployed to the camps in 
early October, the Jhapa Chief District Officer (CDO) will 

visit each camp to publicly announce and explain the GON 


policy authorizing resettlement for those refugees who wished 
to pursue it. After the GON announcement, UNHCR would 
disseminate information on resettlement and accept 
declarations of interest from refugees. Resettlement 
countries could expect to begin receiving large batches of 
UNHCR referrals by November. 


Update on U.S. OPE 


5. Refcoord informed the group that the Ministry of Home 
Affairs had agreed the U.S. \"Overseas Processing Entity\" 
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(OPE) could be located in Damak, near the refugee camps, 
rather than in Bhadrapur as the CDO had been urging, and that 
the Cabinet had approved an MOU for the International 
Organization for Migration (IOM) to open an office in Nepal. 
Once the MOU is signed, this would allow IOM to begin setting 
up the OPE in Damak. (Note: as of August 29, the MOU still 
had not been signed, perhaps in part due to two local Nepal 
holidays.) 


Camp Census 


6. Abraham told the group that the Home Ministry was very 

near to certifying the results of the camp census begun in 
November 2006 and completed in May. The cases of fewer than 
2,000 individuals out of a total population of approximately 
106,000 are still being reviewed. Once the results are 

certified, UNHCR would issue ID cards that would improve camp 
security and the efficiency of resettlement processing. 

Abraham thanked the donors for their assistance in funding 

the census. 


Exit Visas 


7. UNHCR staff described the current convoluted process for 
obtaining exit visas for refugees approved for resettlement, 
which could take many months. Abraham noted that the Home 
Ministry had promised that the current process would be 
simplified once large-scale resettlement processing 
commenced. 


Resistance to Resettlement 


8. Abraham and several other members of the group noted that, 
while the GON attitude toward resettlement as an option for 
the refugees had become positive, certain refugee factions 
still posed significant opposition to it. These factions 

were violently harassing those refugees who appeared to be 
interested in resettlement. Abraham also cited the 

activities of rejectionist leader Tek Nath Rizal, who in 

Damak on August 23, had demanded the release of the five 
suspects arrested in connection with assaults and vandalism 
in Beldangi 2 camp (para 3 above) and insisted that police 
not be deployed to the camps as planned. The Australian 
Ambassador suggested that Rizal, chairman of the Human 
Rights Council of Bhutan,, a pro-repatriation group, be 
confronted and informed that this sort of agitation was not 
helpful. (Note: The Core Group is expected to take this up 
at its next meeting on September 12.) 


Column 3 


\"Resettlement Camp\" Option for Security 


9. Abraham expressed hope that the APF deployed to the camps 
would be able to restore order and protect refugees from 

violent threats and intimidation, but suggested that the 

presence of police might not be sufficient. This was 

especially the case because the resettlement process for 
refugees might take four to six months. He suggested that a 
\"resettlement camp\" solely for the use of those pursuing 


resettlement was one option that might be explored. Abraham 
described the idea as strictly a possible fall-back plan in 

the event the APF failed to restore order. (Note: GON 
officials, including the Prime Minister, in recent weeks have 
also raised the possibility of a special \"resettlement 

camp.\") 


India Ready To Support Repatriation to Bhutan? 


10. Donors discussed the comment reported in the press the 
week of August 20 by Indian Prime Minister Manmohan Singh in 
a letter to an Indian MP that \"India will work with all 

parties, especially Nepal, in order to improve the state of 
refugees and find a solution that will ensure their dignity 

and well-being.\" Some parties interpreted this as support 

for the repatriation of Bhutanese refugees in Nepal. Abraham 
commented that he was attempting to obtain a copy of the 

Singh letter. The consensus among Donor Group members was 
that PM Singh\'s comment would have to viewed with skepticism. 
However, rejectionist refugee factions were likely to cite 

the Singh letter as evidence of new Indian support for 
repatriation and a reason not to pursue the resettlement 

option. 


Comment 


11. Donor Group representatives in Kathmandu in general are 
encouraged by the positive attitude of the GON toward 
resettlement processing and establishing security in the 
Bhutanese camps. They recognize that there are still 

pitfalls ahead and that the resettlement operations will 

require a sustained effort over several years, but appear 

more confident than ever of the GON commitment to the process. 
POWELL 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - NIDA EMMONS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: TAIWAN\'S UN REFERENDUM 


1. Summary: Taiwan\'s major Chinese- and English-language dailies 
August 29 gave significant reporting and editorial coverage to U.S. 
Deputy Secretary of State John Negroponte\'s exclusive interview with 
the Hong Kong-based Phoenix TV on Taiwan\'s UN referendum Monday. 
Both the centrist, KMT-leaning \"China Times\" and the pro-unification 
\"United Daily News,\" as well as the three English-language dailies 

-- \"Taipei Times,\" \"China Post,\" and \"Taiwan News\" -- all 
front-paged Negroponte\'s remarks that the push for the UN referendum 
is akin to a step toward Taiwan independence and is thus \"a 

mistake.\" All the papers also ran the response by Taiwan Foreign 
Minister James Huang, who voiced \"deep regret\" over Negroponte\'s 
remarks. The pro-unification \"United Daily News\" ran an exclusive 
banner headline on page three that said \"\‘Opposing Taiwan\'s UN 
Referendum,\' [China\'s Taiwan Affairs Office Director] Chen Yun-lin 

Is Scheduled to Visit the United States in September.\" 


2. In terms of editorials and commentaries, the \"Free Talk" column 
in the pro-independence \"Liberty Times\" criticized U.S. Deputy 
Secretary of State John Negroponte\'s remarks and said he has let 
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down American ancestors who sacrificed their lives in the U.S. war 

of independence. A separate \"Liberty Times\" analysis interpreted 
Negroponte\'s remarks as Washington joining hands with Beijing to 
intimidate Taiwan. An editorial in the mass-circulation \"Apple 

Daily\" said Negroponte\'s interview reflected Washington\'s upset and 
desperation against President Chen Shui-bian. An editorial in the 
centrist, KMT-leaning \"China Times\" chimed in by saying that 
Negroponte\'s remarks signified that the United States has picked a 
tune with regard to Taiwan\'s UN referendum. A \"United Daily News\" 
editorial lashed out at President Chen for his push for the UN 
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referendum and called Negroponte\'s remarks an \"ultimatum\" for 
Taiwan. A separate \"United Daily News\" analysis tossed off the 
question as to whether there is a \"next step\" for Washington to deal 
with Taiwan\'s UN referendum. An editorial in the conservative, 
pro-unification, English-language \"China Post,\" on the other hand, 
suggested that Taiwan focus on joining smaller world organizations 
such as the International Monetary Fund. End summary. 


A) \"Have the American Superiors Forgot Their Origin?\" 


The \"Free Talk\" column in the pro-independence \"Liberty Times\" 
[circulation: 720,000] wrote (8/29): 


Y... Mounting voices are heard in the international community 
opposing Taiwan\'s bid to join the UN, and it is not surprising at 

all, since this is just a reflection of the reality of international 
politics. What one can hardly imagine is that the United States has 
unexpectedly joined the opposition camp, and it has played the role 
of vanguard, with an attitude more proactive than that of China\'s. 


\"The United States has downgraded its courtesy treatment for 
A-Bian\'s transit for this particular reason in an attempt to 

humiliate him deliberately. But it seems that Washington still 

finds it unsatisfactory, so it had Deputy Secretary of State John 
Negroponte spout rhetoric on TV, openly opposing Taiwan\'s plan to 
hold a referendum on its UN bid under the name \'Taiwan\' and calling 
the move a step towards a declaration of Taiwan independence. Even 
though Taiwan, as a small country, cannot afford to offend, nor dare 
talk back to, the official remarks of this superior U.S. official, 

he should engage in introspection and ask himself: How in the world 
is he able to face the ancestors who sacrificed their lives in the 

U.S. war of independence? ...\" 


B) \"U.S. Deputy Secretary of State Should Listen to Taiwan\'s Voices 
Cried out by \'Chthonic\' Band\" 


Washington correspondent Nadia Tsao noted in the pro-independence 
\"Liberty Times\" [circulation: 720,000] (8/29): 


\"Immediately following Chinese President Hu Jintao\'s recent public 
announcement that the only task of the People\'s Liberation Army is 

to fight Taiwan, U.S. Deputy Secretary of State John Negroponte 

warned on Hong Kong-based Phoenix TV that Taiwan\'s UN referendum is 
[a step towards] an alteration of the status quo and towards a 

declaration of independence. For the Taiwan people, Washington 

seems to be joining hands with Beijing to intimidate Taiwan. 


\"Negroponte emphasized that he was talking about this issue in the 
context of the solid friendship between the United States and 
Taiwan. But even so, following mounting public opinion supporting 
Taiwan\'s UN bid, one cannot help but feel concerned about 
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Washington\'s approach -- namely, whether the United States is trying 
to replace Beijing as an unwelcome voice in the campaign leading up 
to Taiwan\'s elections [next year], or even to [give] certain Taiwan 
political figures in Taiwan [an opportunity] to operate in reverse 

by playing the anti-U.S. card. ...\" 


C) \"A-Bian Toying with the Americans\" 


The mass-circulation \"Apple Daily\" [circulation: 530,000] 


editorialized (8/29): 


\"The more the United States opposes the UN referendum, the more 
vigorous A-Bian gets. The United States offered the lowest-ever 
courtesy treatment to A-Bian, nearly similar to humiliation, but 
A-Bian endured it gladly. For A-Bian during his previous trips to 
Central America, the allies were his secondary targets, while 
transiting major U.S. cities was his real goal. Now A-Bian has 

given up on the United States, just as the United States has given 
up on A-Bian. Bilateral relations have entered a new stage. 


\"The deputy secretary of state of the United States said A-Bian\'s 
push for the UN referendum is \'a step towards a declaration of 
independence for Taiwan, towards an alteration of the status quo.\" 
What a great statement! For along period of time, Taiwan, the 
United States and China have each reserved the final say on how to 
define so-called \'Taiwan independence. Washington could deny 
China\'s definition, and for the United States, only its own 

definition counts. As long as Washington does not believe Taiwan is 
moving toward independence, the United States can disregard it, no 
matter how others complain about it. On the surface, this is 
strategic ambiguity, but in reality, it is hegemony. Hegemonic 

power only cares about and regards its own argument as reasonable; 
all it wants is just to hold on firmly to the authority to control 

the situation across the Taiwan Strait. 


\"The U.S. deputy secretary of state\'s remarks on Taiwan moving 
toward independence reflected the United States\' upset and 
desperation against A-Bian on the one hand, and also the United 
States\' lack of wisdom. The United States can list plenty of 
reasons to oppose [Taiwan\'s] UN referendum, but it does not 
necessarily have to cite the grand [reason of] \'Taiwan 
independence.Y Using this reason exactly fits China\'s wishes. 
China can now quote the United States as saying that A-Bian is 
pushing for Taiwan independence and attempting to alter the status 
quo and, as a result, it can take action, and there is no reason for 
the United States to intervene. ...\" 


D) \"\'Taiwan\'s UN Bid\' Is for Domestic Consumption After All\" 
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The centrist, KMT-leaning \"China Times\" [circulation: 400,000] 
editorialized (8/29): 


\"... Now the issue of \'Taiwan\'s UN bid\' seems to have fallen into a 
dead end on the international stage. It goes without saying that 
Taiwan is unable to enter the UN; nonetheless, the president visited 
other countries every year giving out a lot of money, but he could 

not even get a few sentences [supporting Taiwan\'s UN bid] included 
in the communique Taiwan signed with its allies during the summit. 
In addition, U.S. Deputy Secretary of State John Negroponte pointed 
out openly yesterday that Taiwan\'s \'UN referendum\ is the first step 
towards Taiwan independence. [His statement] signified that the 
United States has already picked a tune on this subject. In other 
words, when all Taiwan\'s allies withdraw their support one by one at 
a time when the United States openly stated its opposition, will 
[Taiwan] be able to continue pushing its VUN bid?\' Following the 
repetitive manipulations on \'Taiwan\'s UN bid\' over the past few 
years, not only have we not seen more possibilities being exploited, 
but we have also seen [Taiwan\'s] leeway getting smaller and smaller. 
Even [Taiwan\'s] initial diplomatic capital is being eroded rapidly. 

In the end, it seems that the only thing Taiwan can do is to 
manipulate [the issue] at home for campaigning\'s sake!\" 


E) \"Ultimatum: Does Taiwan Still Want the United States as Its 
Friend?\" 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (8/29): 


\"Prior to Chen Shui-bian\'s scheduled return to Taiwan from his trip 
[to Central America], U.S. Deputy Secretary of State John Negroponte 
gave a sincere talk, in which every sentence he said was aimed at 
admonishing Chen to stop the \'UN referendum\' before it is too late, 
not to take the risk of altering the cross-Strait status quo, and 

not to toy with the U.S. friendship. In reality, this sounds 

exactly like an ultimatum. 


\"Negroponte put up a higher posture and defined the VUN referendum\' 
as Va step towards a declaration of independence of Taiwan, towards 
an alteration of the status quo.\" Once this \'definition\' was made, 

it was akin to setting a \'criterion of victory or defeat\' for the 
confrontation between the United States and Chen. If Washington 
allows Chen to push for the \'UN referendum,\ it will be like showing 
weakness to Chen, sitting idly by and watching him as he pushes for 
Taiwan independence and alters the status quo. In contrast, if the 
United States does not allow Chen to push for Taiwan independence 
and alter the status quo, it has to stop the VUN referendum.\' 
Negroponte\'s remarks were like a showdown with Chen, to see whether 
it is Chen or the United States that is able to carry on. 
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\"The fact tnat Negroponte accepted the interview with Hong 
Kong-based Phoenix TV, during which the only topic he spoke about 
was [Taiwan\'s] \UN referendum,\' was, without a doubt, meant to speak 
to the ears of the Chinese authorities. China is opposed to \'de 

jure Taiwan independence\' and \'changes in the status quo. Now that 
Negroponte regards the VUN referendum\' as Va step towards a 
declaration of independence for Taiwan, towards an alteration of the 
status quo,\ it is akin to showing that the United States has 

identified with the red line drawn by China, and that it will hold 

onto this \'red line\' together with China in terms of the \'UN 
referendum.\' This paper has long since warned that Chen\'s 
Vanti-ChinaY manipulation has transformed into \'anti-U.S.,\ and now 
the warning has been proved. ... 


\"The angle that is most noteworthy during the interview was that 
Negroponte emphasized the friendship between Taiwan and the United 
States at the beginning and end of the interview. He started by 

saying that \'Taiwan has no better friend than the United States,\' 

and that the United States strongly supports Taiwan\'s democracy and 
economy, and it is committed to the defense of Taiwan through the 
Taiwan Relations Act. But then he changed his tone by pointing out 
from various angles that the VUN referendumY does not meet Taiwan\'s 
interests; [Negroponte] sounded as if the Taiwan authorities are the 
betrayer of its own interests, whereas the United States is the 

protector of Taiwan\'s interests. In this vein, under Negroponte\'s 
structure, the \'UN referendum\ that the Taiwan authorities are 

pushing is actually \'harmful to Taiwan,\' while the United States\' 
attempt to stop the VUN referendum\ is [out of] its \'love for 

Taiwan. Judging from this, it is evident that the United States 

wants to have a dialogue with the Taiwan people via this interview, 

in hopes that the Taiwan people will believe that Washington can see 
Taiwan\'s interests more clearly than Chen. 


Y... The entire interview began with [the sentence that] Taiwan has 
no better friend than the United States\' and ended with 

\(maintaining Taiwan-U.S. friendship) has to be done in a serious 

and responsible way.\ The entire question and answer section was 
threaded with two axes -- one is [Washington\'s] opposition to the 

VUN referendum\' and the other emphasizes \'Taiwan-U.S. friendship. 
Its overtones were: Does Taiwan still want the United States as its 
friend? ... 


\"Negroponte\'s VultimatumY has pointed out: The United States will 
use the matter of whether it can stop the VUN referendum\' to test 
the United States\' role in the chess game across the Taiwan Strait. 
If the United States fails to suppress the UN referendum, [it means 
that] it cannot keep Chen under control, and it is therefore unable 

to keep the DPP and Taiwan independence under control. In that 
vein, it is unable to justify itself to China and is thus unable to 
maintain the cross-Strait policy that it ‘opposes attempts by either 
side [of the Taiwan Strait] to change the status quo unilaterally.\' 
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The criterion to determine the confrontation between the United 
States and Chen is exactly that if Chen\'s \'UN referendum\' wins, it 
means that Washington\'s cross-Strait policy of Vopposing attempts to 
change the status quo unilaterally\' loses! 


\"While transiting the United States, Chen receives the U.S. 
representative in his plane with a VUN for Taiwan\' sticker on his 
chest. The move was akin to declaring war against the U.S. 
authorities openly. Likewise, the U.S. authorities\' move to have 
its deputy secretary of state offer the remarks on \'Taiwan\'s 
interests/U.S. friendship\' prior to Chen\'s return to Taiwan can be 
viewed as a gesture to meet Chen head-on in battle. ...\" 


F) \"Other Than Making Strongly-worded Remarks, Will the United 
States Take the Next Step?\" 


Washington correspondent Vincent Chang noted in the pro-unification 
\"United Daily News\" [circulation: 400,000] (8/29): 


\"... The fact that the U.S. government chose to have John Negroponte 
step forward to make such remarks almost indicated that the \'Taiwan 
authorities\' are irresponsible and are \'disturbing the situation 

across the Taiwan Strait.\ On the one hand, Washington intended to 
upgrade the level [of the official] wno made the remarks in order to 
warn \'the Taiwan authorities,\' and on the other hand, it has 

upgraded the [level] of the United States\' \'crisis warning\' in 

handling Taiwan\'s UN referendum. 


\"The U.S. position of \'not supporting\' Taiwan independence but not 
stating in public its \'opposition,\' either, was originally an 

approach made in consideration of the major framework of the 
triangular relationship among the United States, China and Taiwan. 

Now that the United States has directly defined the single matter of 
Taiwan\'s UN referendum as a move \'toward Taiwan independence that 
the United States opposes,\' it means that Chen Shui-bian does not 
need to declare Taiwan independence; and if the UN referendum is 
held, Washington will deem it as a move equivalent to a declaration 


of Taiwan independence. As a result, the \'Four Nos\' incantation 
that Washington has been using to box Chen in will then fall apart! 


\"Negroponte\'s remarks were strong enough, but the outside world is 
most curious about and observing whether there will be a \'next step\' 
for the United States. This is a question that Washington often 

asks Chen, but the one that should be asked this question is perhaps 
the United States itself, which knows nothing but making 
strongly-worded remarks.\" 


G) \"Fun with Numbers in Quixotic U.N. Bid\" 


The conservative, pro-unification, English-language \"China Post\" 
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[circulation: 30,000] editorialized (8/29): 


Y... Joining the U.N. without the blessing of China is a virtual 
impossibility. Next month a cluster of Taiwan\'s allies -- including 
Gambia, Swaziland, Tuvalu, Belize, Burkina Faso, Honduras, Kiribati, 
Malawi, the Marshall Islands, Nauru, Palau, Saint Vincent and the 
Grenadines, Saint Kitts and Nevis, Sao Tome and Principe, and the 
Solomon Islands -- will try again to place Taiwan\'s U.N. bid on the 
assembly\'s agenda, though that\'s as far as it will get. China is a 
permanent member of the U.N. Security Council with the power of 
final veto. Taiwan\'s people host many hopes and aspirations for 
their country. Some, no doubt, would support a hypothetical 
Taiwanese moon landing. But pragmatism and realism is the way of 
logic and the way of progress. Instead of the dreamy moon landing, 
Taiwan could, if it desired, realistically build satellites or even 

a robot space explorer. And instead of the quixotic U.N. bid, 

Taiwan should more rightly focus on joining, and actively 
participating in, smaller world organizations like the IMF.\" 


WANG 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 08/26/2017 
TAGS: PGOV, PREL, UN, IV 
SUBJECT: COTE DVIVOIRE: EXPRESSED HOPE, ANXIETY FOR 
RE-LAUNCH OF AUDIENCES FORAINES 
REF: A. ABIDJAN 906 
B. ABIDJAN 900 


Classified By: Charge d\'Affaires, a.i. Cynthia Akuetteh for 
Reasons 1.4 (b) & (d) 


1. (SBU) Summary: At an August 18 ceremony in his honor in 
the far northern city of Ferkessedougou, Prime Minister 
Guillaume Soro announced that the audiences foraines 
(tribunals that will issue replacement birth certificates) 
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will resume the beginning of September after the government\'s 
recess. Officials in the Prime Minister\'s office told 

Poloffs on August 22 that the groundwork has been laid for 
the administration of the audiences foraines but the 
government of Cote d\'Ivoire (GOCI) still needs funding to 
fully staff the tribunals. Political leaders and analysts 
express great hope that the re-launch of the audiences 
foraines and the identification process that will follow will 
bring Cote d\'Ivoire closer to elections; however, there is 
trepidation over security of the public tribunals and growing 
doubts that President Gbagbo will allow the identification 
process to be completed before calling for presidential 
elections. The Secretaries-General of both opposition 
Rassemblement des Republicains (RDR) and Union pour la 
Democratie et pour la Paix (UDPCI) in separate meetings told 
Poloffs that successful audiences foraines and identification 
processes are the most critical elements for addressing the 
roots of the Ivoirian crisis. Without a credible 

identification process the country cannot have free and fair 
elections. End Summary 


2. (SBU) At an August 18 ceremony in his honor in 
Ferkessedougou, near his birth place, in the far north, Prime 
Minister Soro appealed to the people of the north for their 
support for the peace process as outlined in the Ouagadougou 
Political Agreement (OPA). Soro was warmly received by 
representatives from the 12 districts of the North in a large 
ceremony described as a homecoming. In his speech he noted 
that \"after the war our country has experienced, we can no 
longer afford to organize rigged elections.\" He emphasized 
the importance of the OPA in addressing a key concern of the 
people in the North, identification. He announced that the 
government will launch the audiences foraines throughout the 
country in early September, after the government returns from 
its summer recess, under the administration of the Ministry 

of Justice. In addressing comments directly to the military, 

he noted that the civil administration, including the 

prefects, mayors, subprefects and regional counselors, are 
being deployed throughout former New Forces territory and 
appealed to New Forces army chief of staff General Bakayoko, 
who was present during the ceremony, to ensure the safety of 
these civil servants. \"They should not be perceived as 
adversaries,\" Soro said. That is why I entrust them to the 
care of the soldiers on the ground, so that redeployment 
should be conducted smoothly, efficiently, in perfect 
collaboration and harmony, in order that the problems we have 
raised can find solutions.\" 


3. (C) In an August 22 meeting, the Prime Minister\'s deputy 
cabinet director in charge of implementing the peace 
agreement, Paul Koffi Koffi, explained to Poloffs that his 
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office is in the process of putting in place the 

administrative components needed to launch the 111 audiences 
foraines throughout the national territory in early 

September. Koffi said that the prefects are installed and 

that the 293 subprefects are in process of being put in place 
in 63 jurisdictions as well. Koffi said the Ministry of 

Justice is \"in the process\" of recruiting the 111 judges 
needed to staff the tribunals. Identification and voter 
registration will begin one month after the audiences 

foraines and will be shepherded by the Ministry of Interior. 

Mr. Koffi indicated that the government is moving diligently 

to launch the audiences foraines and then identification 
shortly thereafter, but noted that additional funds are 

needed to support the process. He also stated that on August 
8 the Prime Minister set up a working group on audiences 
foraines and the reconstruction of the civil registries that 

has been charged with following the progress, including any 
technical difficulties, of the audiences foraines and the 

larger identification program (septel). 


4. (C) Political leaders and analysts express great hope that 
the re-launch of the audiences foraines and the 

identification process that will follow will bring Cote 

d\'lvoire closer to elections; however, there is trepidation 

over the security and administration of the audiences 

foraines and growing doubts that President Gbagbo will allow 
the identification process to be completed before calling for 
presidential elections. In an August 24 meeting, Salif 

Ndiaye, Secretary General of the opposition UDPCI party, told 
Poloffs that identification is a critical stage for bringing 
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the country to free and fair elections following the 

provisions outlined in the OPA (reftel A). Henriette 
Dabri-Diabate, the Secretary-General of the RDR, told Poloffs 
August 22 (reftel B) that the audiences foraines are 
important because once they are operational and 
identification is complete, \"everyone will have rights and 

can vote.\" She noted that this will bring \"real peace\" to 
Cote d\'Ivoire. Diabate noted that the RDR is preparing its 
supporters for identification and that the party is prepared 

to monitor closely the progress of the audiences foraines and 
identification. A former Minister of Justice, Diabate also 
noted that potential pitfalls in the process would be poor 
organization and coordination in general and of the court 
tribunal itself. She emphasized that security must be 
assured for the audiences foraines. 

AKUETTEH 
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E.O. 12958: N/A 
TAGS: PREF, SOCI, UN, LT 
SUBJECT: LESOTHO: 2007 UNICEF COUNTRY PROGRAM DOCUMENT COMMENTS 


REF: STATE 116975 


1. In response to reftel, Embassy Maseru submits the following 
comments regarding the 2007 UNICEF Draft Country Programme 
Document for Lesotho. 


2. UNICEF is a visible and active UN agency in Lesotho, 
cooperating effectively with the GOL, donors, and partners. The 
five-year program proposal (2008-2012) focuses on appropriate 
initiatives in the areas of child survival; education; 

adolescent HIV/AIDS prevention and protection; and policy, 
legislation, and social protection. Given a dearth of national 
statistics and data, we would like to see UNICEF play a greater 
role in undertaking or coordinating much needed surveys on 
nutrition, health, and orphans and vulnerable children to help 
facilitate donor responses to HIV/AIDS, TB, and food security 
crises. 


3. In paragraph 28, the document cites a strategy of \"advocacy 
for increased health budget allocations by the Government [of 
Lesotho].\" It should be noted that the Lesotho Poverty 

Reduction Strategy (LPRS), cited elsewhere in the Draft Country 
Programme Document, states that there is no fiscal \"headroom\" to 
finance additional recurrent expenditure, and Ministry of Health 
expenditures are already a notably high percentage of the GOL 
budget. Poverty reduction is a cross cutting sector in UNICEF 
Country Programme Document, and as such, the document should 
take into consideration that increased recurring GOL budget 
allocations may not be the best path to realizing these goals. 
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4. In paragraph 37, the document refers to emergency 
preparedness funding necessary for, among other items, 
ameliorating the \"volatile political situation as a result of 

the general elections in February 2007.\" While the political 
situation is a major concern, such efforts might be better left 

to other UN organizations with more expertise in this area, such 
as UNDP. 


MURPHY 
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STATE PLEASE PASS USTR 

STATE FOR EAP/RSP/TC, EAP/EP 

USTR FOR ALTBACH AND STRATFORD 

USDOC FOR 3132/USFCS/OIO/EAP 

TREASURY FOR OASIA/TTYANG 

TREASURY ALSO PASS TO FEDERAL RESERVE/BOARD OF 

GOVERNORS, SAN FRANCISCO FRB/TERESA CURRAN, AND NEW YORK FRB MARI 
BOLIS 


E.O. 12958: N/A 
TAGS: EINV, EFIN, ECON, PINR, TW 
SUBJECT: Taiwan - Another Insolvent Bank Under Receivership 


Column 3 
REF: (A) TAIPEI 1270, (B) TAIPEI 1324 


1. SUMMARY: Bowa Bank has been put under receivership. After the 
announcement on August 10, arun on the bank by the depositors 
required the infusion of additional funds, but the run did not 

spread to other problem banks. The Central Deposit Insurance 
Corporation (CDIC) plans to auction the bank within four to six 

months and plans to dispose of two other banks in receivership in 
October. Unfortunately the CDIC does not have the money to make 
this happen. END SUMMARY. 


Bowa Bank under Receivership 


2. On August 10, the Financial Supervisory Commission (FSC) 
instructed the CDIC to put Bowa Bank under receivership. The bank\'s 
net worth stood at minus NT$24.7 billion (US$748 million). With the 
CDIC workforce already stretched thin managing other banks already 
under receivership, the FSC permitted the CDIC to contract the 
state-owned Land Bank of Taiwan (LBT) to manage and operate Bowa 
Bank. 


3. Bowa Bank is one of seven insolvent Taiwan banks placed under 
surveillance in July 2005. Including Bowa, five of these seven 

banks have been placed under receivership. Two have already been 
disposed of and three, including Bowa, are scheduled for disposition 
in the next few months. 


Bank Run 


4. As with the other banks currently under receivership, the FSC 

has announced that it will guarantee 100% of all deposits with Bowa 
Bank, even though Taiwan law guarantees protection up to NT$1.5 
million (US$45,455) per depositor. (Note. The 100% deposit 
protection is available for the seven banks put under surveillance 

in July 2005. End Note.) Nonetheless, withdrawals from Bowa Bank 
on the first working day after the takeover shot up to NT$3 billion 
(US$91 million), ten times the amount in a normal business day. In 
response, the LBT moved NT$10 billion (US$303 million) to Bowa Bank 
to calm depositor concerns and meet the needs of any further 
withdrawals. Taiwan\'s central bank has also assured depositors that 
their funds are safe. 


5. Bank runs have not spread to the other two insolvent banks still 
under FSC surveillance. Net withdrawals from ChinFon Commercial 
Bank on August 13, for example, amounted to only NT$20 million 
(US$606,000), according to the FSC. 


Planned Auction 
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6. The CDIC plans to auction off Bowa Bank in four to six months. 

The CDIC has auctioned off two of the other four insolvent banks put 
under receivership, including Enterprise Bank of Hualien (EBH) to 

China Trust Commercial Bank (CTCB) (ref A) and Taitung Business Bank 
(TBB) to ABN AMRO (ref B). Compensation paid to these two bid 
winners totaled NT$11.4 billion (US$345 million), reducing Taiwan\'s 
resolution funds to NT$40.4 billion (US$1.2 billion). 


COMMENT 


7. Putting Bowa into receivership brings Taiwan one step closer to 
resolving the problems of its troubled banks. The question remains, 
however, where Taiwan will get the money to finish the job. In 
October the CDIC is scheduled to auction two other banks - Chinese 
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Bank and China United Trust and Investment - which were put into 
receivership back in January. The CDIC does not have the money to 
dispose of all of them. This means that it will need to delay the 
auctions or reach some kind of deal with a state-owned institution 

to take on the distressed assets. No additional infusion of funds 

is expected from the Executive Yuan. 


WANG 
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E.O. 12958: N/A 
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SUBJECT: CONSUL GENERAL\'S INTRODUCTORY CALL ON ISTANBUL 
GOVERNOR 


REF: A. ISTANBUL 0556 
B. ANKARA 2145 
C. ANKARA 1876 


1. (SBU) Summary. Istanbul Governor Muammer Guler stressed 
the importance of US cooperation in combating PKK terrorism 
during a cordial introductory meeting with the incoming 

Consul General. Guler offered his continued full support to 

the Consulate General, including and especially with respect 

to security issues and for assistance with responding to 

inquiries associated with USG interests. The Governor and 
Consul General also discussed Turkey\'s economic growth, EU 
accession and Turkey\'s presidential elections, among other 
issues. End summary. 


2. (SBU) Consul General presented her credentials to 

Governor Guler during an August 20 introductory call that was 
cordial and included surprisingly more substance than such 
occasions would normally engender. Consul General expressed 
her appreciation for the Governor\'s good cooperation with the 
Consulate General, in particular with respect to security and 

to support for USG visitors. Guler responded he had enjoyed 
good relations with the two previous Consuls General and 

would continue to give his full support. 


3. (SBU) Emphasizing the strategic nature of US-Turkey 
relations, Guler underscored the important role Turkey plays 
in the region as a secular and democratic state among Islamic 
countries. He stressed the importance of cooperating in the 
Middle East in order to contain the spread of nuclear weapons 
and combat international terrorism, which he said was the 
most important issue affecting the relationship. Turkey is 
concerned about terrorism originating in northern Iraq and 

the Turkish people\'s highest expectation is for a show of 
determination in the fight against the PKK, the Governor 
warned. Iraq, he added, must continue to be administered by 
a centralized government. Consul General assured the 
Governor that the United States views the PKK as a terrorist 
organization and is doing everything it can to ensure it does 
not represent a threat to Turkey. The United States 
understands more needs to be done, she acknowledged, while 
stressing that the USG shares Turkey\'s interests in a unified 
Iraq. 


4. (SBU) Though Turkey had sustained a high economic growth 
rate over the last few years, Guler admitted that in order to 
create jobs, foreign direct investment needs to be channeled 

to production rather than just financial sectors as has been 


Column 3 

the case. EU accession was critical for Turkey, he argued, 
and European countries should not delay the process. Consul 
General reiterated USG support for Turkey\'s EU accession 
while recognizing the central role Turkey plays in issues 
spanning across Europe and the Middle East. 


5. (SBU) Reaffirming US interests in the concerns of 
Turkey\'s religious minority communities, Consul General 
thanked the Governor for his cooperation in responding to 
associated inquiries. She informed him that we had received 
a different type of inquiry recently concerning frozen 

Amnesty International funds (ref A), and noted that Consulate 
General staff would follow up this issue with the 
Governorship. Guler agreed, stressing that he and his staff 
would be willing to answer any question on any subject. 


6. (SBU) With the first round of Turkey\'s presidential vote 

in parliament scheduled later that day, Guler spoke candidly 
about FM Abdullah Gul who was widely expected to be elected 
in the third round on August 28 (ref B). Observing that Gul 
knows foreign policy very well, the Governor proffered that 

he would be a very active president who would ring in a new 
era in international relations for Turkey, thus diminishing 

the burden currently placed on PM Erdogan. Guler maintained 
that democratic forces (presumably the Justice and 
Development party\'s resounding success in the July 22 
parliamentary elections -- ref C) compelled Gul to pursue the 
presidency. He further remarked that FM Gul\'s presidential 
candidacy had received positive reactions from Europe and the 
US. Consul General responded that the US position on the 
elections was one of support for Turkey\'s democratic 
institutions. 
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STATE PASS DOT/OST FOR SHATLEY 


E.O. 12958: N/A 
TAGS: EAIR, BEXP, MU 
SUBJECT: OMAN AIR TO BEGIN LONG-HAUL OPERATIONS 


This message contains sensitive business information. Please 
protect accordingly. 


1. (SBU) On August 20, Econoff discussed Oman Air\'s long-haul 
service plans with Alan Arch, the airlineYs commercial 
director. Arch confirmed that Oman Air would begin nonstop 
service from Muscat to London beginning on November 15, 
though airport selection would depend on obtaining 
commercially-viable slots at Heathrow. In addition, Oman Air 
will begin nonstop service to Bangkok on the same day. The 
national carrier will contract on a wet-lease basis with 
Portuguese-based Hifly Airlines (previously operating as Air 
Luxor). The London and Bangkok services will be offered six 
times per week on A330 and A310 aircraft, respectively. 


2. (SBU) For 2008, Arch expects Oman Air to expand its 
long-haul services to Frankfurt and Kuala Lumpur, with Jeddah 
and Riyadh completing with regional network. He anticipates 
the delivery of two more Boeing 737-800 series aircraft by 
November 2007, and is working on arrangements to obtain 
additional widebody aircraft on a wet-lease basis. These 
services will replace those formerly provided by Gulf Air, 
which Oman had divested itself from earlier this year. In 
response, Gulf Air has quickly halved its Muscat flight 
schedule from over 150 departures per week earlier in the 
year to only 77, with many of those going to Gulf Air\'s sole 
hub in Manama. Gulf Air is reluctant to shed its profitable 
routes out of Muscat, however, as it still operates a 
considerable number of flights to India. 


3. (SBU) Comment. The Omani government is quickly looking to 
fill the gap in service from Muscat as a result of its 

withdraw from Gulf Air. In this effort, coordination efforts 
between the two carriers have been uneven. For example, Gulf 
Air has ended its Asian and Saudi services from Muscat, but 

is continuing its London service until Oman Air is ready to 
commence operations. Gulf Air may not give up its India 
service, which would prevent Oman Air from adding flights on 
these lucrative routes on account that weekly seat numbers 

are capped between the two countries. 


4. (SBU) Comment continued. In addition to beefing up Oman 
Air, the government is actively wooing foreign carriers to 
begin service to Muscat. Oman\'s Director of Air Transport 
noted to Econoff that civil aviation authorities are 
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welcoming new services, and hoped that U.S. carriers would 
consider serving Muscat in conjunction with services to Dubai 
or Abu Dhabi. When Econoff noted that the current draft of 
the U.S.-Oman Open Skies air transport agreement, currently 
applied on the basis of comity and reciprocity, restricted 

fifth freedom services from Muscat to Dubai and to points in 
India, the Director responded that they would \"accommodate\" 
such requests from U.S. carriers. The Director also noted 
that the government would like to sign the Open Skies 
agreement by the end of the year, but that his office would 
need to review Language Services comments regarding the 
Arabic text of the agreement. Recently, KLM announced that 
it was resuming service to Oman with five-times per week 
service to Amsterdam via Kuwait, providing Northwest Airlines 
the opportunity to offer Muscat on a codeshare basis. End 
Comment. 
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1. This is the Southeastern Turkey press summary for August 
27, 2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2. HURRIYET (CUKUROVA): All MPs from Gaziantep had a 
dinner together, reportedly without regard to party origins. 

Akif Ekici, CHP, hosted the event. Deputies expressed a 
committment to act together to solve the pressing problems of 
the province. 


3. EKSPRES: Emphasizing the importance to Adana to have 
one of its deputies as a cabinet minister, a local columnist 

points to recent efforts by Prof. Vahit Kirisci, AKP Adana 

deputy, to win the seat of the Ministry of Agriculture. The 

columnist further wonders whether Dengir Mir Mehmet Firat, AKP 
Adana MP, will support Prof. Kirisci, who ranked lower than 

Firat on the local party ticket in Adana, or former agriculture 

minister Mehdi Eker, with whom Firat has been best friends for 
years? 


4. GUNDEM/EVRENSEL: During a visit to DTP offices in 
north-western Sakarya province, Akin Birdal, DTP Diyarbakir MP, 
said that during the rounds of the presidential elections DTP 

was expecting Abdullah Gul to address their expectations about 
issues of interest. Birdal said DTP did not support Gul\'s 
presidency in the first round because they did not hear him make 
such statements. Meanwhile, DTP Diyarbakir deputies started 
investigating the problems of seasonal agricultural workers in 
Sakarya province. 


5. GUNDEM: The daily claims that the Turkish companies 
investing in northern Iraq are employing Turkish intelligence 
agents and covering the costs of their intelligence duties. 


6. YENISAFAK: A group of DTP administrators proposed 
Diyarbakir Mayor Osman Baydemir to fill the party chairmanship 
seat vacated by Ahmet Turk when he was elected to parliament in 
the July 22 elections. DTP will elect its leader at its October 

28 extra-ordinary convention. 


SECURITY 


7. RADIKAL / BOLGE / HURRIYET / SABAH / ZAMAN: Funerals 
of two commissioned officers, who were killed in a confrontation 
between security forces and terrorists in Sirnak\'s Uludere 

district on August 24, were held separately in Mersin and 

Gaziantep provinces. Meanwhile, Bolge and Zaman dailies 
separately report that American made M-16s were found with the 
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bodies of the 10 terrorists killed in Sirnak yesterday. 


8. | SABAH: Sabah reports that, during the anti-terrorism 
operations in Diyarbakir, an improvised explosive device planted 
by the PKK in Diyarbakir\'s Lice district was found and safely 
detonated. 


9. GUNDEM: A group of nearly 100 people of Sirnak\'s 
Uludere district led by DTP Uludere district chairperson claimed 
the coffins of ten terrorrists killed in Uludere yesterday. The 
daily separately alleges that a total of 16 soldiers were 

recently killed in conflicts between security forces and the PKK 
which erupted in rural sections of Sirnak and Diyarbakir 
provinces. 


CRIME AND LAW ENFORCEMENT 


10. HURRIYET (CUKUROVA) / SABAH (GUNEY): Police caught 
six illegal migrants, one Palestinian and five Iraqi nationals, 

hiding in a cotton field in Hatay\'s Reyhanli district. 

Separately, police caught in Hatay\'s Yayadag district 17 illegal 
migrants from different countries, including Afghanistan, 

Erythres, Sri Lanka, Somalia and Palestine. Sabah\'s Guney 
supplement reports in its August 26 edition that a total of 681 

Iraqi nationals attempted to enter Turkey illegally in the last 

three months by crossing the river at the border. 


ECONOMY 


11. EKSPRES / BOLGE: Credit Guarantee Fund, an entity which 
sponsors SMEs and which enables favorable bank loans for their 
investments, opened a branch under the umbrella of Adana Chamber 
of Industry. 
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12. SABAH (GUNEY) / EVRENSEL: Gaziantep Chapter of Chamber 
of Agricultural Engineers indicated that this year\'s total 

pistacchio yield in Gaziantep was 30 to 35 per cent of last 

year\'s yield. The decrease was due to the trees\' genetic 

structure, which causes the harvest to be heavier in alternate 

years. 


CULTURE / SOCIETY / ENVIRONMENT 


13. EKSPRE / BOLGE: Philip McDaniel, the Commander of the 
Incirlik Airbase, called on base personnel to be responsible 
regarding alcohol consumption. Mr. McDaniel pointed out that 
there has been an upward trend in general alcohol related 
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incidents in the base. 


14. SABAH / GUNDEM / ZAMAN / EVRENSEL / RADIKAL: A 
5.4-magnitude earthquake that shook Bingol\'s Karliova district 
yesterday night caused no casualties or material damage but 
panicked local people. Separately, the flood that hit Van\'s 

Ozalp and Baskale districts three days ago caused suffering 
among the victims who need urgent help from authorities. 


15. HURRIYET (CUKUROVA): Hatay Governor Ahmet Kayhan said 
that they were planning to complete the airport construction 

project in Hatay in September. (This summary is from August 26 
edition.) 

GREEN 
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E.O. 12958: N/A 

TAGS: EAGR, OTRA, JO 

SUBJECT: JORDAN COUNTRY CLEARANCE FOR U.S. FOREST SERVICE EMPLOYEES 
PETERSON, PAQUEO, AND HORTON 


REF: USDA FAS 686917 


1. (SBU) Embassy Amman grants country clearance and warmly welcomes 
the visit of Jennifer Peterson, Liza Paqueo, and Howard Horton, to 

Jordan, September 4-11, 2007, for the purpose of providing technical 
assistance to Jordan\'s Badia Research and Development Center and 
coordinating with other Jordanian partners relative to environmental 

law enforcement initiatives. All visitors to Jordan should 

carefully review this message, especially the threat assessment at 
paragraph 8. 


2. (SBU) Control officer for this visit is Mr. Manu Bhalla, Regional 
Environment Officer. He can be reached at 
962-6-590-6621 (office), 962-6-592-7653 (fax), 
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962-6-592-9849 (home), and 962-79-559-3873 (cell). The Embassy\'s 
after-hours telephone number is +962-6-590-6500. 


3. (U) Post understands that no Embassy assistance is required. 


4. (U) Valid visas are required for entry into Jordan. Visas may be 
obtained at Queen Alia airport though not at all land border 
crossings; however, Embassy Amman suggests visitors obtain their 
visas prior to arrival, as there can be long queues for visa 

issuance at the airport. Money can be exchanged at Queen Alia 
airport. 


5. (U) ADMINISTRATIVE GUIDELINES: Each visitor, regardless of length 
of stay, must have fiscal data to pay for direct costs of the visit. 
Each agency, organization, or visiting delegation will be charged 
for the actual costs attributed to the visit. Direct charge costs 
include, but are not limited to, American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support), travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel, rental of vehicles and other equipment, long distance 
telephone calls, office supplies, gasoline and other vehicle 
maintenance costs, departure tax, and other airport fees. 


6. (U) HEALTH: Although Jordan does not pose any unusual health 

hazards for visitors, the quality of health care facilities is not 

up to the U.S. or European standards, particularly outside of Amman. 
As medications on the local economy are often in short supply, 

visitors should bring sufficient medications to post for their 

chronic medical problems. Immunizations should be current for 

Tetanus and Diphtheria, Hepatitis A and B. Visitors should drink 

bottled water rather than tap water. Food in the hotels and most 

restaurants is safe to eat, but some of the smaller local 

restaurants do not always observe proper food handling procedures. 


Only those personnel covered under the State Department\'s medical 
program and who have a valid medical clearance for Jordan are 
eligible for a medical evacuation at USG cost. All other visitors 

are advised to have their own medical evacuation insurance to cover 
evacuation by air ambulance. Otherwise it will be necessary to 
ensure that the respective agency will cover any costs related to a 
medical evacuation. All local hospitals take major credit cards. 


7. (U) SECURITY CLEARANCE AND BUILDING ACCESS: In compliance with 
State Department regulations and Embassy policies, visitors 

requesting unescorted access to the Embassy compound should inform 

RSO Amman of their security clearance level (if any) and should name 

the agency that granted that clearance. Telegrams containing this 

information should include the \"ASEC\" tag to ensure distribution to 

the RSO. 
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Electronic devices: RSO approval must be obtained before any 
electronic device is brought into the Embassy. Privately owned 
laptops and personal computers, peripherals, diskettes, and tapes 
are prohibited in all mission facilities. Cellular/mobile phones 

and palm pilots are prohibited in controlled access areas. 


Travelers with USG-owned unclassified laptops or notebook computers, 
peripherals, diskettes, and tapes must receive RSO/IMO authorization 
before being granted access to U.S. Mission buildings. USG-owned 
classified computers must be sent to post via classified diplomatic 
pouch. Classified equipment must bear external USG bar-code 
inventory numbers and classification markings commensurate with the 
highest level of information processed on the system. Questions 
concerning other types of electronic devices and magnetic media may 
be directed to the RSO and IMO. 


Mandatory personal security training: Per 04 STATE 66580, all 
employees traveling to post for 30 days or more (whether PCS or TDY) 
must have completed the mandatory personal security training (State 
Department Security Overseas Seminar or equivalent) before arriving 
at post. Agencies must provide the Chief of Mission with 

certification that this training will be completed prior to the 

employee\'s travel. Failure to do so will result in denial of 

country clearance. 


8. (U) THREAT ASSESSMENT: The threat of terrorism remains high in 
Jordan. Transnational terrorist groups, as well as less 

sophisticated local elements, have demonstrated the capability to 
pose threats in Jordan. The Al-Qaida in Iraq network (AQIZ) in 
particular continues to focus its terrorist activities against U.S. 

and Government of Jordan (GOJ) targets in Jordan. AQIZ claimed 
responsibility for the November 9, 2005 bombings of three 
international hotels in Amman, which killed 60 people and injured 
over 100. Pedestrian suicide bombers wearing explosive vests 
carried the bombs into the hotels. AQIZ also claimed responsibility 
for the Aqaba rocket attacks on August 19, 2005, which killed on 
Jordanian soldier and wounded another. The assassination of 
American diplomat Larry Foley outside his west Amman residence on 
October 28, 2002 was also attributed to AQIZ leader Abu Musab 
Al-Zarqawi, who was killed in Iraq in June 2006. 


In addition, there has been a series of serious, confirmed terrorist 
threats and disrupted terrorist plots targeting U.S. or Jordanian 
interests in Jordan. In February 2006, the Government of Jordan 
(GOJ) disrupted a terrorist cell plotting to attack Queen Alia 
International Airport. In November 2005, the GOJ indicted six men 

for planning to carry out attacks against Americans at hotels and 

bars in Amman and Aqaba. In August-September 2005, four militants 
were arrested for plotting assassinations of Americans in Jordan. 

In July 2005, GOJ authorities arrested 17 men linked to AQIZ who had 
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planned to assassinate GOJ officials and Americans in Jordan. In 
February 2005, four men were arrested for plotting attacks against 
GOJ officials, tourists and five-star hotels. In the same month, 
another four-man group was disrupted while plotting to attack liquor 
stores in Amman and foreign tourists in Agaba. 


Terrorists often do not distinguish between U.S. government 
personnel and private citizens. Terrorists may target areas 
frequented by Westerners, such as tourist sites, hotels, 
restaurants, bars, nightclubs, liquor stores, transportation hubs, 
places of worship, expatriate residential areas, and schools. In 
light of these security concerns, Americans are urged to maintain a 
high level of vigilance, to be aware of their surroundings, and to 
take appropriate steps to increase their security awareness. It is 
especially important for travelers to be unpredictable by varying 
their times and routes and to maintain a low profile. Moreover, 
Americans are urged to avoid contact with any suspicious or 
unfamiliar objects and to immediately report the presence of such 
objects to the authorities. 


Anti-American and anti-Western sentiment exists in Jordan and has 
been sparked on occasion by incidents in the region, particularly 
those related to Israeli/Palestinian issues and, to a lesser extent, 
Iraq. This may lead to random acts of violence against Westerners. 
On September 4, 2006, a gunman fired on foreigners at a popular 
tourist site in central Amman, killing one and injuring six. 


Travelers are advised to avoid any demonstrations or large 
gatherings of people, especially during times of increased tension. 


Many demonstrations occur near mosques after Friday prayers. 
Consequently, special sensitivity and caution should be exercised at 
or near mosques and religious sites during holy days and the Friday 
Muslim Sabbath. Demonstrations also often take place at 
universities and refugee camps. 


Crime is generally not a serious problem for travelers in Jordan, 

but petty crime is prevalent in the downtown Amman Hashimiyah Square 
area and near the Roman amphitheater. In the narrow streets of the 
older parts of the city center, crowded conditions invite 

pickpockets and other petty criminals. Travelers are urged to be 

more guarded in these areas so that they do not present easy 
opportunities for criminals. 


In central and west Amman, there have been reports of thieves 
snatching pedestrians\' purses from moving vehicles and then driving 
off. In some instances, victims were injured when they were unable 
to free themselves from their purses. When carrying a purse, it 
would be wise to conceal it if possible, to avoid walking near the 

road within reach of passing vehicles, and to walk against the flow 

of traffic. 
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Jordanian police have warned the public to exercise vigilance when 
leaving banks or ATM machines, as thieves have reportedly preyed 
upon persons soon after using these services. 


Western women both visiting and residing in Jordan report sexual 
harassment and unwelcome advances of a sexual nature. There have 
been isolated reports of assault. Women are advised to take 
reasonable precautions including dressing conservatively and not 
traveling alone. Modest attire should be worn in deference to local 
custom. 


9. (U) TRAVEL GUIDELINES: American citizens and official visitors 


traveling in Jordan should exercise caution, be alert, and stay 
informed of regional and local events that could quickly impact the 
security environment in the country. It is also recommended to 
maintain a low profile and not establish predictable patterns of 
movement, even if only visiting for a short period. Taxis are the 
only form of public transportation that is recommended. 


For further information, see the State Department\'s Consular 
Information Sheet for Jordan at http://travel.state.gov/jordan.html 
and link from that site to the most recent Public Announcement on 
Travel in the Middle East and South Asia and the most recent 
Worldwide Caution. 


Visit Amman\'s Classified Web Site at 
http://www.state.gov.sgov.gov/p/nea/amman/ 
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E.O. 12958: N/A 
TAGS: PINS, PGOV, PHUM, TU 
SUBJECT: SOUTHEAST TURKEY PRESS SUMMARY FOR AUGUST 28, 2007 


1. This is the Southeastern Turkey press summary for August 
28, 2007. Please note that Turkish press reports often contain 
errors or exaggerations; AmConsulate Adana does not vouch for 
the accuracy of the reports summarized here. 


POLITICAL: 


2.  HURRIYET: Turkish General Staff reportedly did not send 
Victory Day Reception invitations to DTP MPs. 


3. GUNDEM: Prosecutor\'s Office (PO) in Agri\'s Dogubeyazit 
district initiated an investigation against Hatip Dicle, former 

DEP (Democracy Party) deputy, because Dicle used the word 
\"Kurdistan,\" during a July 18 speech at a DTP-affiliated 
independent candidate\'s political rally in Agri. PO also 

started an investigation against DTP Dogubeyazit district 
chairperson for using an honorific title before the name of 
Abdullah Ocalan in a speech he delivered at the same event. 


4. GUNDEM: A senior PKK member wrote in a column in 
pro-Kurdish Azadiya Welat newspaper that Kurdish circles should 
agree on a unified attitude and reaction against recent remarks 

of Turkish History Society President Yusuf Halacoglu about 

Kurds, Turks and Alevis. Meanwhile, DTP-affiliated independent 
Sirnak deputy Hasip Kaplan asked the chairmanship of the Turkish 
Parliament if any action would be taken against Halacoglu. 


5. GUNDEM: Nearly 70 per cent of the governors of 81 
provinces will be reshuffled with a decree which the government 
is trying to prepare by the end of September. Following this 
decree, a separate decree relocating national security 
directors\' positions will be issued. 


6. EVRENSEL: Akin Birdal and Gultan Kisanak, DTP Diyarbakir 
deputies, completed their inquiries concerning the living 

conditions of seasonal agricultural workers in Sakarya province 

(see press summary for August 27). The two deputies met with the 
Sakarya Governor to share their insights. 


SECURITY 


7. BOLGE: Security personnel caught a person attempting 
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to cross from Syria to Turkey\'s Kilis province. He reportedly 
was carrying 5.5 kilograms of heroin, one 7.65 mm Vzor-brand 
pistol (Czechoslovakian-make), pistol\'s cartridge and seven 
bullets. 


8. BOLGE: In Sirnak\'s Silopi district, an improvised 
remote controlled explosive device detonated, wounding two 
soldiers traveling in a military vehicle to their posts on 
August 24 at 5.40 p.m. 


9. GUNDEM: Police reportedly received a tip-off and 
raided a house in Gaziantep where they found many arms and 
bullets. 710 bullets of various brands and sizes, 3 cartridges, 
and a device used in manufacturing bullets were seized. Two 
persons were arraigned after the operation. 


10. GUNDEM: The pro-Kurdish Gundem daily announced the 
identity of 11 PKK members killed on August 24 in Sirnak\'s 
Uludere district. The daily separately quotes the current PKK 
leader, Murat Karayilan, as calling on countries in the region, 
especially Iran, to stop bombarding the villages in northern 

Iraq as part of Iran\'s operation to crush PJAK (Kurdistan Free 
Life Party) operatives. 


CRIME AND LAW ENFORCEMENT 


11. GUNDEM: Twenty-two Iraqi nationals, who entered the 
country illegally through Hezil stream in Silopi (located at the 

border with Iraq), were caught in Sirnak\'s Cizre district. The 

illegal migrants will be deported soon. 


12. HURRIYET (CUKUROVA): Jandarma teams searched a car they 
stopped in Van\'s Baskale district and found 30 kilograms of 
hashish. 


ECONOMY 

13. HURRIYET (CUKUROVA) / ZAMAN / EKSPRES: Adana\'s 
Provincial Agricultural Director Abdullah Keskin said that 

growing olive trees started to become a favourable business 


among growers in the Cukurova region who are disappointed with 
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weak revenues from citrus fruit. 
CULTURE / SOCIETY / ENVIRONMENT 


14. ZAMAN: According to the daily, 300 trees Diyarbakir 
Municipality purchased from Italy and planted in the province 
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failed to adapt to the climatic conditions there and died. 


15. ZAMAN/BOLGE: Tarsus district municipality in Mersin 
enforced use of Turkish at district businesses and shops to 
protect the Turkish language from erosion and invasion by 
foreign languages. 


16. GUNDEM: The renovation project of the 1600-year-old 
Dayr-ul Zafaran Monastery in Mardin was completed and an opening 
ceremony has been held. The project lasted 15 months. 


17. EVRENSEL / ZAMAN: Nearly 10,000 people reportedly held an 
environmentalist protest against the additional unit for the 

coal powered energy plant the government is planning to build in 
Sirnak\'s Silopi district. Meanwhile, Zaman daily notes that 

Sirnak Governor appealed Sirnak Provincial General AssemblyYs 
decision which did not ratify the zoning plan of the plant\'s 

additional unit. 


18. GUNDEM: \"Train of Loyalty to Hasankeyf\" set off with 

its 350 passengers for Batman province. The passengers include 
artists, authors, and civil society representatives and the 

train\'s journey will symbolize activism against building of the 

llisu Dam which will submerge Hasankeyf district of Batman and 
its historical values under reservoir waters. 


19. SABAH (GUNEY): Chairperson of Sanliurfa\'s Agricultural 
Development Cooperative urged the local authorities to start an 
aid campaign for the families of the victims of a traffic 

accident that killed 18 agricultural workers in mid-August (see 
press summary for August 20) in Sanliurfa. 


20. ZAMAN / BOLGE / EKSPRES: Faculty members of the 
Cukurova University were saddened by the news that one of the 
founding members of the university\'s Food Engineering Department 
died because of liver dysfunction. A ceremony has been held for 
the late faculty member at the university. 


21. BOLGE / EKSPRES: Julie Ann McBride, an American 
basketball player of Ceyhan municipality\'s basketball team in 
Adana, returned from vacation and started training with the 
team. A new transfer player, Kristen Green, will also come 
tomorrow to start training for the first time. 


22. GUNDEM: A scuffle that broke out when a group of 

people attempted to prevent another group from beating a woman 
in Adana\'s Karatas district turned into a violent fight 

yesterday at 10 p.m. Nine people were wounded and hospitalized. 
GREEN 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PREL, IZ, AL, BA 

SUBJECT: BAHRAIN WILL SUPPORT IRAQI LEADERS, AGREEMENT AT 
ARAB LEAGUE 


REF: STATE 120806 


Classified By: Charge d\'Affaires a.i. Christopher Henzel for reasons 1. 
4 (b) and (d). 


1. (C) Charge conveyed reftel demarche to FM Sheikh Khalid 

bin Ahmed Al-Khalifa on August 28. Sheikh Khalid said the 

GOB is deeply concerned about the situation in Iraq, 

especially what he called lraq\'s inability to control its 

borders and keep out Iranian weapons and agents. He concurred 
that the agreement among Iraqi parties, if it prevented 

further weakening of the Maliki government, was welcome. He 
said he would push during the Arab League meeting September 5 
in Cairo for a League statement welcoming the agreement. 
When Charge encouraged Bahrain to make its own statement, 
Sheikh Khalid demurred, but said that GOB spokesmen would 
respond positively if asked. 


2. (C) Separately, the Foreign Minister confirmed that 

Bahrain would attend the meeting of the Security Committee in 
Baghdad on September 7 and 8, just prior to the expert-level 
Neighbors Conference. Currently Bahrain\'s Baghdad embassy is 
open, but no diplomats are present. Sheikh Khalid stated 

that, \"if we can ensure security, we will send back our 
diplomats.\" 
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E.O. 12958: DECL: 08/29/2017 

TAGS: ENRG, EPET, REGION, ECTRD, IR, BA 

SUBJECT: FM TO VISIT TEHRAN; NATURAL GAS TALKS IN BAHRAIN 
SEPT 2 


REF: A. MANAMA 666 


B. MANAMA 600 
C. MANAMA 520 
D. STATE 74354 
E. MANAMA 419 
F. MANAMA 173 


Classified By: Charge d\'Affaires Christopher Henzel for reasons 1.4(b) 
and (d). 


1. (C) Foreign Minister Sheikh Khalid bin Ahmed Al-Khalifa 
confirmed to Charge local media reports August 28 that a 
Bahraini-lranian bilateral committee on natural gas will hold 
its first meetng September 2 in Manama. Sheikh Khalid said 
th talks would be \"exploratory.\" Repeating familiarGOB 
explanations about its natural gas discussios with lran 

(refs A, B, C, E, and F), Sheikh Khald said Bahrain will 
face an acute shortage of naural gas in a few years. The 
GOB would prefer t purchase Qatari gas or develop the 
resources ofthe Abu Safa field jointly with Saudi Arabia to 
ounter the looming energy crunch, he said, but the Saudis 
have shown little interest and future Qatari production is 
largely committed to other buyers. The Charge reiterated 
U.S. concerns about any gas deal with Iran. Such 
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arrangements would send the wrong message to the leadership 
in Tehran at a time when there was a strengthening consensus 
in the international community that Iran,s behavior on the 
nuclear issue, on Iraq, and on support for extremists 
throughout the region was unacceptable. Acknowledging U.S. 
concerns, Sheikh Khalid said that Bahrain values its 
relationship with the United States more than its 

relationship with Iran. He characterized the bilateral 
committee talks as part of the GOB,s strategy for natural 

gas talks with Qatar and Saudi Arabia. Iran was the least 
attractive option of the three, but Bahrain will have to find 
some solution. 


2. (U) Media reported August 28 that a delegation of senior 
technical experts, headed by Iranian National Oil Company 
president Nassrat Allah Sayfi would travel to Manama to 
commence negotiations beginning September 2, and would meet 
with GOB Minister of Oil and Gas Affairs Dr. Abdul Hussein 

Ali Mirza and various Bahrain Petroleum Company officials. 
Local daily Al Wasat noted Bahrain\'s need for gas to meet 
growing industrial and power generation demands and said 
negotiations with Iran would cover all the steps needed to 

import Iranian gas. 


3. (C) Sheikh Khalid also asked Charge to provide \"a 
heads-up\" to Washington that he would pay an \"overnight\" 
visit to Tehran \"at the beginning of September\". He 
described the occasion for the visit, a Non-Aligned Movement 
function, as \"a waste of time,\" but said he felt obliged to 
accept Iranian FM Mottaki,s invitation, which the Iranian 
extended during his visit to Manama on July 13. Charge 
reiterated concern about high-profile engagement with Iran 
and the likelihood that the GOI would exploit the visit for 
public relations purposes. Sheikh Khalid undertook to stress 
to Mottaki the concern over Iran\'s policies that Bahrain 
shares with the international community. 


4. (C) GOB officials have regularly emphasized Bahrain\'s 
looming gas shortage. The GOB plans to increase gas 
production from 1.2 to 1.7 million cubic feet per day by 2010 
to keep pace with growing demand, but believes it will also 
need imports soon. Problems with both power generation 
capacity and distribution have already triggered blackouts in 
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parts of the island every day this summer (in fact, the 

lights went out downtown during our meeting with Sheikh 
Khalid). In energy-related discussions with emboffs, GOB 
officials have consistently noted Iran\'s offer to sell 

natural gas. However, pursuit of that option has, at turns, 
been presented as a distant, long-term option (Refs E and F); 
a ploy to induce Qatar to allocate gas to Bahrain (Refs C and 
D); and most recently, Bahrain\'s last option (Refs A and B). 
In fact, one or all of these characterizations may apply. 

End Comment. 
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STATE FOR NEA, NEA/IPA, NEA/PPD 


WHITE HOUSE FOR PRESS OFFICE, SIT ROOM 
NSC FOR NEA STAFF 


SECDEF WASHDC FOR USDP/ASD-PA/ASD-ISA 

HQ USAF FOR XOXX 

DA WASHDC FOR SASA 

JOINT STAFF WASHDC FOR PA 

CDR USCENTCOM MACDILL AFB FL FOR POLAD/USIA ADVISOR 
COMSOCEUR VAIHINGEN GE FOR PAO/POLAD 

COMSIXTHFLT FOR 019 


JERUSALEM ALSO ICD 

LONDON ALSO FOR HKANONA AND POL 
PARIS ALSO FOR POL 

ROME FOR MFO 

SIPDIS 

E.O. 12958: N/A 

TAGS: OPRC, KMDR, IS 


SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 
2. Iran 


3. Turkey 


All media reported on the meeting between PM Ehud Olmert and PA 
Chairman [President] Mahmoud Abbas. The Jerusalem Post reported 
that on Tuesday officials from both sides adamantly denied that an 
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agreement on principles dealing with Jerusalem, borders, and 
refugees was exchanged between the two leaders. Al Jazeera-TV 
broadcast on Tuesday what it claimed was the two-page document drawn 
up by the two sides, but Israel dismissed the report as false. 

Yediot and Makor Rishon-Hatzofe reported that Olmert and Abbas will 
strive to draft such a document for the international meeting 

expected in November. Yediot reported that Gideon Saar, head of the 
Knesset\'s Likud faction, will direct PM Olmert to bring the 

agreement to Knesset approval. Yediot reported that Dani Dayan, 
Chairman of the Council of Jewish Settlements in the Territories, 
urged right-wing and center Knesset members to work toward toppling 
the government and thwarting the incipient agreement of principles. 


Israel Radio reported that PM Olmert\'s bureau blamed Hamas for the 
failure to release abducted IDF Cpl. Gilad Shalit three months ago 
(four months ago, according to some media). Media reported that the 
list of 450 prisoners presented by Hamas included the perpetrators 

of some of the worst bombings of the Al-Aqsa Intifada. The media 
quoted Gilad\'s father Noam Shalit as saying at a public rally in Tel 
Aviv on Tuesday: \"The team dealing with the issue of Gilad\'s return, 
under the leadership of PM Olmert, has failed.\" 


HaVaretz reported that Defense Minister Ehud Barak wants to replace 
permanent checkpoints in the West Bank with mobile ones, thus easing 
restrictions on Palestinian traffic while still safeguarding 

Israel's security. However, he believes that such a change cannot 

be implemented immediately, as the IDF must first train a sufficient 
number of troops in the new methods, which is likely to take some 
time. 


The Jerusalem Post reported that PA officials told the newspaper on 
Tuesday that EU security officials have been conducting secret talks 
with Hamas leaders in the Gaza Strip over the past few weeks. The 
newspaper cited denial of the report by EU and Israeli officials. 


Maariv reported that the IDF has transferred its training of troops 

to the Negev rather than on the Golan. The newspaper reported that 
the Israeli defense establishment has reached the conclusion that 
tensions with Syria are over. 


HaVaretz reported that on Tuesday RaVanan Dinur, Director General 
of the Prime Minister\'s Office, told the Knesset Committee on 
Foreign Workers that Israel is considering the construction of a 
border fence in cooperation with Egypt to prevent the passage of 
terrorists, smugglers, and asylum-seekers between the two countries. 
Egypt has yet to respond to the proposal. Construction of the 

fence unilaterally by Israel would cost between 2.5 and 3 billion 
shekels (approximately USD 605 million to 725 million). HaVaretz 
quoted officials in Jerusalem as saying that it was unlikely Egypt 
would agree to the fence\'s construction, and that a unilateral move 
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would damage the relations between the two countries. Dinur also 
told the committee that Israel would take in some 500 refugees from 
Darfur who had infiltrated from Egypt over the past two years, and 
that PM Olmert would present a proposal to that effect to the 
cabinet in mid-September. 


Electronic media reported that this morning IDF troops surrounded a 
house in Qalqilya, saying it was believed to be the hideout of a 
wanted Palestinian militant. All media reported that a Qassam 
rocket scored a direct hit on a home in Sderot on Tuesday, lightly 
injuring one person who was walking by at the time. 


HaVaretz quoted Col. Imran Suleiman, the commander of the 
Palestinian security forces in Jenin -- where an IDF officer was 
rescued from a likely lynch mob on Monday -- as saying on Tuesday: 
\"The PA has changed its attitude toward Hamas and ties with Israel, 
even though Israel refuses to do the same. This is a gQden 

political opportunity to reach an agreement between Israel and the 
PA, an opportunity that will not repeat itself.\" Israel Radio cited 

the London-based Ash-Sharg Al-Awsat as saying today that Hamas is 
prepared to cede to Chairman Abbas control of PA institutions and 
bases in the Gaza Strip in return for a renewal of the unity 
government, reforms in the PLO, and the reinstatement of the 
Palestinian parliament. The proposal was reportedly given to Abbas 
by Hamas senior leaders on Tuesday, but the leadership of Hamas was 
reluctant to embrace it. 


HaVaretz reported that Israel is considering a Palestinian request 

to include in its amnesty for Fatah fugitives 26 militants expelled 

in 2002 after a standoff in the Church of the Nativity in Bethlehem. 

The request was made by Chairman Abbas during his meeting with PM 
Olmert on Tuesday. Some Palestinians included in the request are 
from Fatah rivals such as Hamas. Makor Rishon-Hatzofe quoted 

Israeli defense sources as saying that Israeli authorities are 

likely to approve a request by the PA to allowed freedom of movement 
in the Palestinian territories to Nayef Hawatmeh, the Damascus-based 
leader of the Democratic Front for the Liberation of Palestine. 


HaVaretz reported that Hizbullah is planning to file a host of 

lawsuits against Israel over the damage it caused during the Second 
Lebanon War. Lebanese individuals with dual citizenship will file 

the suits in the countries where they hold citizenship. Attorney 

Ibrahim Awada, who heads Hizbullah\'s legal department, revealed the 
plan last week on a Syrian television program devoted to \"Zionist 
crimes against Lebanon. He said that each plaintiff would hire a 
lawyer in the country where he files suit, and that Hizbullah would 

pay the lawyers\' fees. Makor Rishon-Hatzofe reported that Hizbullah 
is building a new line of fortifications north of the Litani River. 


Leading media reported that on Tuesday Israeli mercenary (res.) Col. 
Yair Klein was apprehended in Russia and that he might be 
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transferred to a jail in Colombia, where he was sentenced to 12 
years imprisonment for training drug cartels and illegal 
paramilitaries. 


Yediot quoted the Los Angeles police as saying that members of local 
Israeli gangs may be behind the shooting in the legs of Israelis 
residing in the city. 


Makor Rishon-Hatzofe reported that in an interview with Palestinian 
TV, senior Hamas official in Gaza Fathi Hamad threatened to make use 
of suicide bombers against Abbas. 


The Jerusalem Post reported that the participants in Faithlink -- a 
British-based student interface network -- are all in agreement that 
coming to Israel and the PA was nothing short of an \"eye-opener,\" 
both politically and religiously. 


Leading media reported that on Tuesday the Israel Prisons Service 
parole board denied a request by former businessman and convicted 
traitor Nahum Manbar for his 16-year sentence to be reduced by a 
third. Manbar was convicted of treason in 1998 for selling military 
equipment to Iran and found guilty of other security crimes. 


Yediot and other media cited International Monetary Fund data 
concerning the gross national product (GNP) per capita in 
industrialized nations: In Israel it is USD 31,800 and in the US USD 
45,200. The average GNP per capita in the Euro bloc is USD 31,900. 
The Jerusalem Post and Makor Rishon-Hatzofe said that Israel\'s GNP 
per capita is USD 31,767. 


The Jerusalem Post reported that two educational NGOs -- one 
American and one Israeli -- signed an agreement in Jerusalem on 
Tuesday to join their expertise to reduce the unwarranted placement 
of non-white children in the US in special education programs. The 
US-based National Urban Alliance for Effective Education and the 
International Center for the Enhancement of Learning Potential in 
Jerusalem signed their partnership agreement at the Knesset and they 
plan to begin working with children in 20 US cities as soon as 

possible. 


American mogul Sheldon Adelson, the \"richest Jew in the world,\" was 
quoted as saying in an interview with Globes that he decided to 

create his new free daily Yisrael Hayom (Israel Today) to counter 

the influence of Arnon Mozes and Ofer Nimrodi -- the respective 
owners of Yediot and Maariv -- who Adelson said control Israel. 


The Jerusalem Post quoted Israel\'s Ambassador to Greece Ali Yahya as 
saying that the Greek public and government are thankful to Israel 

for the work of dozens of firefighters who came there to help douse 

the raging fires in the country. 
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Diplomatic correspondent Herb Keinon wrote on page one of the 
conservative, independent Jerusalem Post: \"The major challenge 
facing both Olmert and Abbas is not producing a paper that will 
please US Secretary of State Condoleezza Rice, but rather what to do 
with Hamas -- Iran\'s new local proxy.\" 


Washington correspondent Shmuel Rosner wrote in the independent, 
left-leaning HaVaretz: \"The American concern for the welfare of the 
Vietnamese then, or of the Iraqis today, was not and is not the main 
consideration determining the public\'s support for or opposition to 

a pullout. In Israel, too, the country\'s policy was not determined 

by consideration for the welfare of our neighbors. \" 


Far-left Palestinian affairs correspondent Amira Hass wrote in 
HaVaretz: \"Experience teaches us that [the Palestinians] will accuse 
two other governments [rather than Hamas\'s of causing 
impoverishment]: Israel and the Palestinian Authority in Ramallah, 
which is increasingly considered to be a lackey of the US.\" 


Block Quotes: 


|. \"Full Gas in Neutral?\" 


Diplomatic correspondent Herb Keinon wrote on page one of the 
conservative, independent Jerusalem Post (8/28): \"Even if Olmert and 
Abbas reach an \'agreement of principles\' dealing with the core 
issues -- Jerusalem, borders, and the refugees -- neither of them is 
strong enough politically. Olmert and Abbas need to discuss these 
issues, because that is what the US wants them to do in order to 
serve its wider Middle East goals of forging a \'moderate coalition\' 

to help out in Iraq and to face off against Iran. But Olmert and 

Abbas can\'t implement any agreement on these issues because they 
cannot deliver their publics.... The major challenge facing both 

Olmert and Abbas is not producing a paper that will please US 
Secretary of State Condoleezza Rice, but rather what to do with 
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Hamas -- Iran\'s new local proxy. Any agreement that Olmert and 
Abbas might work out will be meaningless if Hamas retains its 
current strength in Gaza.\" 


Il. \"History in Combat\" 
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Washington correspondent Shmuel Rosner wrote in the independent, 
left-leaning HaVaretz (8/28): \"It was an important and fascinating 
speech. An American president was declaring himself a heretic in 
public by announcing that the US withdrawal from Vietnam was not 
necessarily the wisest move. Just a year before, in June 2006, he 
was asked whether he saw a similarity between Vietnam and Iraq and 
he said, \No.\ Last week, at a national convention of the Veterans 
of Foreign Wars, he gave a detailed \'Yes\'.... The truth ... is that 

the American concern for the welfare of the Vietnamese then, or of 
the Iraqis today, was not and is not the main consideration 
determining the public\'s support for or opposition to a pullout. In 
Israel, too, the country\'s policy was not determined by 

consideration for the welfare of our neighbors. The withdrawal from 
Lebanon, like the withdrawal from Vietnam, was imposed by the 
public. No one has yet formulated a credible explanation for Ariel 
Sharon\'s decision to withdraw from Gaza. He certainly didn\'t do it 
for the good of the Palestinians.\" 


III. \"Three Governments and One Closed Crossing\" 


Far-left Palestinian affairs correspondent Amira Hass wrote in 
HaVaretz (8/28): \"Hamas knows how to lead prayers in the mosques but 
does not know what economics is, explained one textile workshop 
owner. But it is probably more accurate to say that the Hamas 
government is convinced that the policy of impoverishment will 
actually strengthen its position among most of the Palestinian 

public, and draw it closer to uncompromising ideological positions 

and pan-Islamic power centers: Not just because of the many 
charitable organizations that Hamas established, but also because 
experience teaches us that people will accuse two other governments: 
Israel and the Palestinian Authority in Ramallah, which is 

increasingly considered to be a lackey of the US.\" 


Former foreign minister Shlomo Ben-Ami wrote in the 
mass-circulation, pluralist Yediot Aharonot: \"The best way to 
undermine Iran\'s strategy of destabilizing the region is through a 
comprehensive Israeli-Arab peace, which will be accompanied by 
massive investments in human development and bring in its wake 
international financing for building a peace and security system in 
a Middle East free of nuclear weapons.\" 


Column 3 
Block Quotes: 


\"A Nuclear Iran: There Are Steps That Can Be Taken\" 


Former foreign minister Shlomo Ben-Ami wrote in the 
mass-circulation, pluralist Yediot Aharonot (8/28): \"The nightmare 

of a nuclear Iran haunts Arabs and Israelis alike, but the driving 
force in the attempt to block the Iranian ambitions consists of the 

US and Israel. In the America-Iran-Israel triangle lies the root of 

the problem, as well as the possible solution..... Only in the time 

of the Rabin government did Israel and Iran reach an open 
confrontation..... The Israeli-Arab peace process under US 
sponsorship produced a series of breathtaking achievements -- the 
Madrid peace conference, the Oslo Accords, the peace between Israel 
and Jordan, a near agreement with Syria, and establishing Israeli 
delegations in most of the Arab countries. All these were a 
nightmare for Iran, which felt increasingly isolated. At this 

juncture, Israel and Iran -- two forces competing for hegemony in a 
rapidly changing region -- chose to portray the strategic contest 
between them in ideological terms.... Iran, more than being an enemy 
of Israel, was an enemy of the possibility of Israeli-Arab 
reconciliation.... The best way to undermine Iran\'s strategy of 
destabilizing the region is through a comprehensive Israeli-Arab 
peace, which will be accompanied by massive investments in human 
development and bring in its wake international financing for 

building a peace and security system in a Middle East free of 
nuclear weapons.\" 


Senior Middle East affairs analyst Zvi Barel wrote in the 
independent, left-leaning HaVaretz: \"The fear of Islamization [in 
Turkey] is not necessarily real.\" 


Block Quotes: 


\"Too Early to Talk about Islamization\" 


Senior Middle East affairs analyst Zvi Bar\'el wrote in the 
independent, left-leaning HaVaretz (8/28): \"With the election of 
[Abdullah] Gul as president, the impression might be created that 
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Turkey has completed the crossing of secular lines and is about to 
strike out Ataturk\'s ideology. But the fear of Islamization is not 
necessarily real. It looks as if the continuity of a policy in 

which the \'Islamists\' have engaged so far can be expected. During 
the past five years it has been in power, the Justice and 
Development Party has made every effort to blur its religious 
character; neither does it present itself as an Islamist party with 

a religious agenda. The party failed every time it tried to promote 
religious issues -- either because of pressure from the army or due 
to the understanding that the Turkish public, in spite of having 
granted the party 47 percent of its votes, is a secular public... 
Anyway, the party\'s victory also shows that there is no real stable 
political alternative to it.\" 
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DEPARTMENT FOR DS/IP/WHA 
ALSO FOR DS/IP/ITA 


STATE FOR WHA/CAR (JTILGHMAN/KHARNE) 

E.O. 12958: N/A 

TAGS: PREL, PGOV, SOCI, ECON, EFIN, ASEC, SOCI, CPAS, SNAR, KCOR, JM, X 
SUBJECT: JAMAICA: COMPARING THE PARTY MANIFESTOS 

REF: KINGSTON 1194 


Summary and Analysis 


1.(SBU) The election date is September 3, the debates are over, so 
what do the two parties actually stand for? 


-- The Opposition Jamaica Labour Party (JLP) released their 
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manifesto first, on July 30. The document is 127 pages, well 
organized, and easy to digest. 


-- The Ruling People\'s National Party (PNP) waited until August 9 to 
release their manifesto. It looks more like a travel brochure, 
featuring pictures and brightly colored logos. 


-- While the parties differ on key points, much of their manifestos 
are remarkably similar; 


-- Both parties list many ideas for new programs and additional 
plans to spend money, yet neither explains how they will be funded. 


-- The Unknown: What changes will be needed in the wake of Hurricane 
Dean? 


2.(SBU) The JLP was quick to release a very well researched and 
comprehensive manifesto to announce its platform for the upcoming 
elections. The document ranges from governance in general, to 
economic growth, education, crime prevention, and the environment. 
The ruling PNP was slower to release its manifesto, and while it too 

is a serious document of some length, many points seem to have been 
lifted right out of the JLP manifesto, as if they were trying to 

match the JLP\'s plans. The key areas of emphasis in both manifestos 
are the economy and tourism, health and education reform, and crime 
prevention. End Summary. 


Economic plans: 
JLP proposes reforms at all levels 


3.(U) The JLP plans for reform start with government institutions. 

Its manifesto proposes an independent Central Bank, \"insulated from 
political direction and with sole responsibility for monetary policy 

and mandated to maintain domestic price stability." Under the JLP 
proposal the Governor of the Bank would report directly to 

Parliament twice annually. Another institutional change is the 
proposed merging of Jamaica Invest, the Development Bank of Jamaica, 
and EXIM bank into a single institution. The JLP would also enact 
key constitutional legislation restricting the government\'s debt 

limit and fiscal deficit. This would restrict the debt to 95 

percent of the Gross Domestic Product (GDP) except in special 
emergencies when approved by a 2/3 majority of Parliament. Also, 
the fiscal deficit would be constitutionally restricted to 3 percent 

or less of the GDP, unless an exception is approved by the same 2/3 
majority. 


4.(SBU) The JLP manifesto further states the party would initiate a 
debt reduction strategy, phased in over five years, to reduce the 
debt-to-GDP ratio to 60 percent. At the same time, the manifesto 
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proposes raising the threshold for individuals paying personal 

income tax, and eliminating the \'double taxation\' on dividends. 
((Note: while the JLP manifesto does talk about establishing 
Enterprise Zones and an offshore financial center for Kingston to 
improve the local economic environment, there is no mention of how 
the government will marry the expenditures for new programs with the 
cutting of debt and lowering taxes for some. End note.)) There are 
many other references to development plans in the JLP Manifesto: 


-- Better access to research and development technology; 

-- Establishment of a special unit within the Office of the Prime 
Minister to promote and monitor the development and application of 
science and technology within the public and private sectors; 

-- Attraction of investors for large-scale projects designed to 
generate significant numbers of new jobs, such as a new air 
transshipment hub in Vernamfield in Clarendon and the expansion of 
the Port of Kingston; 


-- Aggressive overseas marketing and exploiting \"Brand Jamaica\"; 


-- Active support for the continued development and growth of Small 
and Medium-Sized Enterprises (SMEs); 
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-- Expansion of existing bilateral arrangements for the supply of 

oil; 

-- Promotion of bio-technology through the National Research and 
Development Center to increase the quality and marketability of farm 
produce; 


-- Improved management of marine fishing; 


-- Repositioning the sugar industry, including a divestment of 
government-owned sugar estates and factories; 


-- Tax incentives for energy efficiency; 


--Export status for hotel operators, giving them the same benefits 
and concessions enjoyed by export manufacturers; 


-- Enhancement of Jamaica\'s duty-free shopping appeal; 


-- Redevelopment of the Ken Jones Aerodrome in Port Antonio to 
accommodate private and mid-size aircraft; 


Column 3 
--Expansion of Ocho Rios Cruise Ship Pier, to include the relocation 
of shipping operations for bauxite and sugar to another location. 


The PNP\'s plan for wealth and job creation 


5.(U) The PNP manifesto\'s economic plan is much more general than 
the JLP\'s and spends more time highlighting the PNP\'s past 
achievements than making a coherent pitch for future plans. 

However, the document makes passing reference to \"significant new 
challenges to be addressed in the medium term.\" 


6.(SBU) The first challenge addressed in the PNP manifesto is debt 
and fiscal deficit. The document states, \"There is only one way to 
achieve this objective: contain public expenditure within revenues 
by running a large primary surplus...Unless the fiscal deficit is 
eliminated, the country will continue to be plagued by high debt 
servicing charges....\" ((Note: There is nothing in this document to 
explain how revenues will be greatly increased, or how they plan to 
cut expenditures. Although it does list references to potential 
buyers for the government-owned Jamaica Sugar Company, and a plan by 
the national airline Air Jamaica that aims to eliminate losses over 
the next three years. However, both of these entities are very 
politically sensitive, so major restructuring or privatization is 

easier said than done. End note.)) The PNP manifesto cites many 
other economic plans, most of which are extensions of past PNP 
achievements: 


-- Establishment of a stronger link between labor market reform and 
the transformation of the educational system; 


-- Universal service in broadband technology, allowing wider access 
to E-learning and E-commerce opportunities; 


-- Transformation of the city of Portmore into a full-fledged 
municipality with the requisite legal authority, and administrative, 
financial, and physical resources; 


-- Expansion and diversification of the economic base of Old 
Harbour; 


-- Implementation of Urban Renewal Tax relief; 


-- Passage of the Jamaica National Heritage Trust Act and Tourism 
Incentives Act to help investors; 


-- Detailed planning for a portfolio of investment projects 
involving 15,000 rooms with the Harmony Cove development in Trelawny 
on the North Coast; 


-- Reconfiguration of the cruise ship terminal in Ocho Rios, adding 


Column 3 
new shopping complexes and other attractions; 


-- Expansion of Heritage Tourism with the establishment of a Reggae 
Museum and investment in the restoration of great houses and theme 
parks as signature attractions. 


Education Reform: 
JLP proposes free public secondary schools for all 
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7.(SBU) The JLP has several proposals for education reform. 
However, the one attracting the most publicity in the local media is 
the proposal for all government secondary schools to offer free 
tuition. While free access to education is a noble goal, most local 
people are far more concerned with the quality of secondary 
education in public schools than the financial burden. Other JLP 
education reform goals include: 


-- Emphasis on early childhood education, commencement of primary 
school enrollment at age five instead of six, and establishment of 
stand-alone infant schools; 

-- Enforcement of a maximum class size of 20 for all basic schools; 

-- Establishment of performance standards and targets for schools; 


-- Elimination of the shift system in all schools; 


-- Acceleration of upgrading teacher skills to the Bachelor of 
Education level; 


-- Expansion of internet access to primary and secondary schools; 


-- Identification of children in need of special nutritional support 
and providing programs to assist feeding them; 


-- Issuance of government-guaranteed education bonds to increase the 
loan amounts available to tertiary students; 


-- Extension of school-leaving age from 16 to 18 years; 


-- Development of a five-year capital expenditure program to 
construct new schools; 


-- Establishment of compulsory school attendance for all children 
between the ages of 3 and 18. 
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PNP Educational Plans 


8.(SBU) The PNP Manifesto states, \"Education for all Jamaicans is 
central to the creation of a viable, prosperous and equitable 

society with a productive citizenry. We are the party of 

Education.\" Perhaps the most lofty of all PNP goals is the National 
Remediation Programme to achieve 100 percent literacy within five 
years. ((Note: not even Cuba with its socialized education can 
achieve this goal. End note.)) The PNP, too, has prepared a long 
list of goals for education, some of which are extensions of 
programs already in place: 


-- Continue to guarantee that no student is excluded from high 
school due to inability to pay cost-sharing contribution; 


-- Build new primary and high schools so as to sustain universal 
access; 


-- Continue to subsidize exam fees for students taking the Caribbean 
Certificate of Secondary Level Competence; 


-- Mandate compulsory enrollment and attendance in schools as of 
2010; 


-- Build a new university in Western Jamaica to provide training in 
nursing and teacher education; 


-- Expand the Student Loan Bureau and make it more responsive to the 
needs of students; 


-- Ensure that by 2015 all students in grades 1 to 6 are exposed to 
Spanish as a second language; 


-- Develop two types of schools in the entire system (Kindergarten 
to Grade 6; and Grade 7 to Grade 12); 


-- Expand E-learning programs currently being introduced in 128 
secondary schools; 


-- Eliminate the shift system beginning with 11 schools in September 
2007, and another 100 in the 2007-08 school year; 


-- Introduce licensing of early childhood and basic schools; 


-- Complete the development of Early Childhood Curricula by 
September 2007; 
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-- Introduce performance management systems with agreed targets for 
schools and students by 2008-09. 


Crime and Punishment Proposals for JLP 


9.(SBU) The JLP says the safety of the nation will be its \"most 

urgent priority\" if it forms the next government. Its recent 

manifesto says that \"too much of our energy is being devoured by the 
ever-present fear for our own safety.\" Therefore the JLP\'s manifesto 
has a large section devoted to Crime Prevention, Security and 
Justice. Most of the JLP plans for crime involve spending more of 

the budget on law enforcement and increasing the ranks of police 
officers in the Jamaican Constabulary Force (JCF). These proposals 
include: 


-- Increasing the strength of the JCF to 12,000 (currently about 
8,000); 


-- Expanding the Mobile Reserve, keeping contingents based at 
strategic locations on the island; 


-- Establishing a cadre of Police Auxiliaries to undertake clerical 
administrative and light security tasks at police stations; 


-- Establishing a Traffic Corps made up of civilians to relieve the 
police of traffic duties and allow them to focus on law 
enforcement; 


-- Improving training in investigation techniques and crime scene 
management; 


-- Improving forensic capability by providing appropriate technology 
and training; ((Note: the sudden desire to improve forensics comes 
after the internationally publicized case of Bob Woolmer, the 
Pakistani Cricket World Cup team coach who died under mysterious 
circumstances in a Kingston hotel room; local authorities concluded 
mistakenly that foul play had been involved. End note.)) 


-- Increasing surveillance at the ports to stop the inflow of 
illegal guns; 


-- Intensifying the program of community policing; 


-- Enacting into law a Code of Political Conduct with appropriate 
criminal penalties; 


-- Strengthening the powers of the Commissioner of Police to 
discipline members of the force; 
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-- Strengthening the human rights component of the curriculum of the 
Police Academy; 


-- Designing a five-year program for the rehabilitation of police 
stations island-wide. 


And the PNP Proposals on Crime Reduction 


10.(SBU) The PNP says the \"provision of a safe and secure 
environment is a fundamental responsibility for any government and 
the survival of the state depends on it.\" The party, however, 

admits \"Jamaica has faced a severe challenge from criminal violence 
over the years.\" 

\"In recent years this violence has been facilitated by the growth of 
the international drug trade and the easy access to illegal 

firearms. These factors have encouraged the consolidation of 
well-organized criminal networks within Jamaica, the wider Caribbean 
and throughout the hemisphere. This is a serious problem, which 
hinders our continued progress and must be tackled on several fronts 
simultaneously.\" ((Comment: This is one area where the PNP 
Manifesto shows weakness, as they are admitting they have done 
little to improve the law-and-order situation in the country during 

the last 18 years in power. The voters are supposed to believe this 
will somehow get better during their next term. End Comment.)) 


11.(SBU) The PNP Manifesto goes on to say, \"Our programme to reduce 
the levels of violent crimes will include an assault on those 

conditions in violence-prone communities, which give rise to 

anti-social activities, in order to restore the law abiding behavior 

as anorm.\" Then they list their \'Urgent\' plans: 


-- Promoting peaceful dispute resolution skills; 
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-- Adding 4,000 more police officers to the force to fill the 
increased establishment of the 12,000 officers previously approved 
by the Cabinet; 


-- Redeveloping and upgrading the Twickenham Park Police Academy to 
full university status; 


-- Providing permanent training facilities for the Island Special 
Constabulary Force (ISCF); 


-- Developing more specialist training modules for investigations, 
intelligence, and firearms; 
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-- Expanding the Graduate Entry Program for the JCF and implementing 
national work standards for the Police Force; 


-- Completing the Strategic Review of the JCF and implementing its 
findings; 


-- Launching an assault on corruption within the Police Force 
through a revision of the Police Service Regulation and the 
disciplinary rules being undertaken by the Disciplinary Task Force. 


-- Completing construction of a new public morgue and equiping the 
forensic laboratory with the most up-to-date analytical 
capabilities. 


-- Implementing, within the first three months of the new term, a 
National Independent Investigative Agency to tackle corruption in 
public life and transnational organized crime. 


-- Implementing the plan for port security (already drafted). 


The Final Analysis 


12.(SBU) Comment: A major concern with both manifestos is that there 
seems to be no overarching vision to get Jamaica out of its current 
conundrum. Both placed a lot of emphasis on the social sectors. 
However, the JLP, wisely or not, appears to have beaten the PNP at 
its game this time around by proposing free education and health 
care. The problem with the JLP\'s plan on education is that quality 
is more important than access at this time. It is important to note 
that a manifesto basically outlines a set of policy proposals. It 

is essentially a set of promises, which might or might not be 
delivered. However, it is easier to judge performance if goals are 
easy to measure. 


12.(SBU) It could also be argued that the most important aspect of 
any incumbent\'s manifesto is his/her past performance. 
Unsurprisingly, the PNP made consistent reference to its past 
performance, but this performance has to be judged against what it 
promised five years ago. A cursory look shows that the PNP 
delivered on some of its promises, but fell far short on others. In 
particular, the 2002 manifesto had economic transformation, wealth- 
and job-creation as its primary objectives. This goal has not been 
met by any stretch of the imagination. In fact, the PNP 

inadvertently admits this failure, as party officials consistently 

speak to macroeconomic achievement as their major success story. 
But macroeconomic stability, while important, is only a means to 
economic development, and not an end in itself. End Comment. 


JOHNSON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 03/24/2016 

TAGS: PHUM, PGOV, UP 

SUBJECT: UKRAINE: LITTLE PROGRESS IN INVESTIGATION OF 
ATTACK ON JOURNALIST 


Classified By: Political Counselor Kent Logsdon for reasons 1.4 (b) and 


(d). 


1. (C) Summary and Comment: Journalist Artem 
Skoropadiskiy, who claimed that an August 13 assault on him 
by two assailants was because of a critical story he wrote on 
Kyiv Mayor Leonid Chernovetskiy, told PolOff on August 21 
that there had been no progress in the police investigation. 
Although he admitted there was no proof linking the attack 
with Chernovetskiy, he maintained that city hall's angry 
reaction to the story implicated the mayor, or someone close 
to him. He was grateful for the support he received from 
NGOs, the Kyiv journalist\'s trade union, and from 
Chernovetskiy\'s opponents in the Kyiv City Council, but 
doubted that the case would be solved. He was not concerned 
about further attacks or more pressure to retract his story 
and was undecided if he would pursue a legal fight to push 
the investigation forward since he will soon return to his 
native Russia - a return he planned before the assault. He 
noted that despite this incident, he felt the status of media 
freedom in Ukraine was significantly better than in Russia. 


2. (C) Comment: The timing of the assault and the city 
administration\'s clear displeasure with Skoropadiskiy\'s 

article give some credence to claims that he was targeted for 

his reporting. We have not seen any evidence to link 
Chernovetskiy with the attack, but he was accused of using 
rough tactics in December 2006 when a group of toughs, 
supposedly hired by Chernovetskiy, beat up BYuT members at a 
televised Kyiv City Council meeting. Skoropadiskiy did not 
seem intimidated by the assault and was encouraged - even a 
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bit surprised - by the outpouring of interest and support in 
his case. We are following up with the Kyiv City Police to 
inquire on the status of the investigation. End Summary and 
Comment 


3. (U) On the evening of August 13, Artem Skoropadiskiy, a 
journalist for Kommersant-Ukraina, was attacked by two 
unidentified assailants at the entry way to his home. 
Skoropadiskiy, a Russian citizen who has been living in Kyiv 
since 2005, tried to fight off the attackers. He believes 

that his attackers were disoriented in the dark hallway and 
therefore, were only able to land a few punches to his face 
before running off. Skoropadiskiy reported that the 
attackers did not try to rob him and that they did not utter 

a word. By the time he met with PolOff, a week after the 
attack, the bruises on his face from the attack had nearly 
faded away. 


4. (U) The assault took place the same evening that 
representatives from the mayor\'s office reportedly threatened 
the newspaper with libel charges and demanded that it retract 
Skoropadiskiy\'s article. The article in question had 
described a meeting between Chernovetskiy and a group of 
souvenir vendors; Chernovetskiy\'s administration had been 
seeking to close down the vendor\'s stalls at Kyiv\'s central 
Independence Square. Skoropadiskiy, who sat in on the 
closed-door session, reported that Chernovetskiy made several 
rude comments. Following release of the article, 
Kommersant-Ukraina reported that city hall told its editor 

that the report distorted what Chernovetskiy said during the 
meeting. 


5. (C) Skoropadiskiy told PolOff that local police arrived 
twenty minutes after he reported the assault. He submitted a 
written complaint to the police that evening and was 
contacted by a police investigator three days later but had 
heard nothing since. Skoropadiskiy complained that the 
investigation had stalled and he doubted that the case would 
be resolved. 


6. (C) Skoropadiskiy seemed pleased with the support he 
received after the attacks. The Kyiv Independent Media Trade 
Union, in a written statement, demanded that the beating be 
thoroughly investigated, and agreed that the pressure exerted 
by the city administration regarding his article gave grounds 
to link the assault with Skoropadiskiy\'s article. He was 
contacted by a local NGO that offered to publicize his case 
as a human rights violation, and Paris-based Reporters 
Without Borders promised to write a letter of inquiry to 
Ukraine\'s Prosecutor General\'s Office. He received an offer 
of legal support from the Vitaly Klitschko faction on the 
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Kyiv City Council but he was undecided if he would take them 
up on it since it would require returning to Ukraine from 
Russia to attend hearings. He said that he did not feel 
threatened with further violence and noted that the 
environment for media in Ukraine was freer than in Russia - 
especially since the Orange Revolution. He wryly added that 
in Ukraine, he was beaten up for offending the mayor, but in 
Russia his article would never have been published at all. 
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7. (U) Visit Embassy Kyiv\'s classified website: 
www.state.sgov.gov/p/eur/kiev. 
Taylor 
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SIPDIS 
SIPDIS 
DEPT FOR EUR/CARC AND DRL 


E.O. 12958: DECL: 08/29/2017 
TAGS: PGOV, PHUM, PREL, GG 
SUBJECT: PROSECUTOR GENERAL ON MAIA TOPURIA 


REF: TBILISI 2139 
Classified By: Ambassador John F. Tefft, for reasons 1.4 (b) and (d). 


1. (C) On August 29, Ambassador used a previously scheduled 
meeting with Prosecutor General Adeishvili to raise concerns 
about the Maia Topuria case (reftel) and noted the high level 
of interest in the case, including by members of 
Congress. Ambassador said there were allegations from 
Topuria\'s lawyers of due process violations during the trial. 
Ambassador said that GoG may have the right under Georgian 
law to close the courtroom, but added that such measures 
could invite suspicion. He requested a copy of the judgment, 
which will explain the reasoning behind the sentencing, when 
it becomes available. Adeishvili told the Ambassador that a 
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copy of the judgment will be available within 15 days, as 
required by law, and that he would ensure post receives a 
copy. He also stated that he is 95 per cent sure that the 
appeal trial will be open to the public. Post will continue 

to follow up on issues related to the case, and will make 
available to the desk a copy of the judgment when received. 
End Comment. 

TEFFT 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/28/2017 
TAGS: PREL, SCUL, LH, HT19 
SUBJECT: SNIPISKES CEMETERY UPDATE: IS THE TIDE TURNING? 


REF: VILNIUS 379 AND PREVIOUS 


Classified By: Classified By: Charge Damian Leader for reasons 1.4 (b) 
and (d). 


1. (C) Summary. On August 27, Prime Minister Gediminas 
Kirkilas announced a reorganization of the Working Group on 
the former Jewish cemetery in the Snipiskes neighborhood of 
Vilnius so that it consists of more senior staff and has a 

more responsible chairman. The Working Group has until 
September 4 to submit recommendations to the PM about what 
actions the Government can or should take. We are receiving 
positive signals that these recommendations will include 

halting construction quickly. End Summary. 


Working Group\'s membership and timeline 


2. (U) The new chair of the Working Group is FM Petras 
Vaitiekunas, replacing Vice Minister of Culture Gintaras 
Sodeika, who remains a member of the Group. The new deputy 
chair is MP Justinas Karosas, Chairman of the Parliament\'s 
Foreign Affairs Committee. MP Emmanuelis Zingeris is also a 
new member. Other new members include the Vice Minister of 
Justice (upgraded from the working level), the Director of 
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the Cultural Heritage Department (upgraded from the Deputy 
Director), and Vilnius Vice Mayor Algirdas Paleckis (upgraded 
from the municipality\'s working level). Overall, the new 
members appear to have a better understanding of the 
international importance of this issue than their 
predecessors. 


3. (U) By September 4, the Group is tasked with making, 
according to a press release from the PM\'s office, 
\"recommendations regarding the conclusions of the experts\' 
group and the continuation of the ongoing construction.\" 
(Note: As reported reftel, international and Lithuanian 

experts issued a unanimous statement on May 17 warning that 
current construction almost certainly falls in part within 

the confines of the cemetery. They called for more study and 
a halt of construction until that study is completed.) By 
December 31, the Group should submit to the PM its 
conclusions regarding the boundaries of the cemetery and 
suggestions for preservation. 


Motivation for re-organization 


4. (C) The Prime Minister announced the re-organization in 
time for a visit by Israel\'s Minister for Religious Affairs 

Yitzhak Cohen. The visit came hard on the heels of an open 
letter from Rabbi Elyokim Schlesinger of the Committee for 

the Preservation of Jewish Cemeteries in Europe and a Reuters 
news story on the controversy. Schlesinger chastised the GOL 
as having been deceptive and warned that the Jewish community 
would \"continue its campaign to stop this appalling 

desecration with all the means at its disposal.\" The 
Ambassador also raised the issue with the Prime Minister on 
August 17, reminding him that without some good news soon, 
the situation would continue to damage Lithuania\'s 

reputation. PM Kirkilas noted to the press that it was 
necessary to raise the Group to a higher level and that the 
former membership lacked competence. He added that he had 
been influenced by foreign media coverage. 


Comment 


5. (C) After well over a year of delays and diversions, this 

is the first credible indicator we have seen that the GOL may 
finally take concrete steps to resolve the controversy. 

Former chair of the Working Group, Vice Minister Sodeika, was 
a severe obstacle; allegedly he has ties to the developers of 
the site. The new chair, FM Vaitiekunas, has shown a 
constructive attitude on this issue to us on several 

occasions. Our contacts in the PM\'s office and the MFA 
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believe that progress will finally be made on this issue 
soon. For the time being, however, we have visited the site 
and confirmed that construction continues. We will send an 
update on this situation as soon as new information is 
available. 


LEADER 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR SCA/INS 


E.O. 12958: DECL: 08/27/2017 

TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 

SUBJECT: SRI LANKA PROMISES RESPONSE ON UNSCR 1737 AND 1747 
COMPLIANCE 


REF: A. COLOMBO 1055 
B. STATE 101574 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (S) Ambassador on August 24 sent a letter to Minister of 
Foreign Affairs Rohitha Bogollagama outlining US concerns 
about Sri Lanka\'s lack of compliance with UN Security Council 
Resolutions 1737 and 1747. Ambassador noted in the letter 
that Sri Lanka\'s Bank of Ceylon maintains a correspondent 
account with Bank Sepah, and that Sri Lanka has not yet 
submitted an implementation report, as required by UNSCR 
1737. 


2. (S) During a meeting Bogollagama requested with 
Ambassador on August 27, the Minister explained that, despite 


Column 3 

several previous discussions between Ministry and Embassy 
officials, the issue had not come to his personal attention 
until receipt of the Ambassador\'s letter. He assured 
Ambassador that Sri Lanka no longer engages in arms 
procurement from Iran. MFA Additional Secretary for UN and 
Multilateral Affairs Sarala Fernando, also in the meeting, 
noted that her office was preparing a response on the Bank 
Sepah relationship and would forward it to the Ambassador 
\"very soon.\" Post will continue to follow up with the 

Ministry and will report additional information septel. 

BLAKE 
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SENSITIVE 
SIPDIS 


DEPARTMENT FOR PM/DTCC - BLUE LANTERN COORDINATOR 


E.O. 12958: N/A 

TAGS: ETTC, KOMC, KS, TU 

SUBJECT: BLUE LANTERN END USE CHECK ON LICENSE 05-050022026 
AND 05-050044473 


REF: STATE 116264 


1. (SBU) We met with Tubitak Uzay Director Ugur Murat 
Leloglu on August 28 to discuss reftel Blue Lantern cases 
associated with Tubitak Uzay\'s RASAT Remote Sensing Satellite 
Project. Leloglu was forthcoming and eager to cooperate with 
our inquiry. We confirmed that Tubitak Uzay has received the 
couplers (Case Number 05-050022026), but has nQyet received 
tQRadiation Tolerant Field Programmable Gate Arrays (Case 
Number 05-050044473), as it is part of the remote sensing 
camera that Tubitak Uzay had ordered, but not yet received, 
from its South Korean partner, SATREC. Upon our request, 
Leloglu produced a list of major components for the camera. 
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The list included \"Radiation Tolerant Field Programmable Gate 
Arrays.\" The model number listed was identical to the one 
listed in reftel, except the model number ended with an \"E, 
whereas the model number listed in reftel ended with a \"B.\" 
According to Leloglu, Tubitak Uzay is expecting delivery of 

the camera from South Korea later this month. Leloglu has 
pledged to inform us when the camera arrives. 


2. (SBU) Regarding the launch site for the satellite, 

Leloglu noted that his institution had been in negotiations 

with Kazakh satellite launch company Baikonur until very 
recently, but those negotiations broke down due to concerns 
over cost and timing. Subsequent to the collapse of talks 
with Baikonur, Tubitak Uzay had sent a message in early 
August to all companies capable of launching satellites to 
determine which company can meet its launch window of late 
2008 to early 2009. Tubitak Uzay has received a positive 
response only from French aero-space firm Arianespace, with 
which Tubitak Uzay has begun negotiations. However, Leloglu 
noted that the Indian firm Antrix had also responded to 
Tubitak Uzay\'s inquiry by requesting additional technical 
details on the satellite. 


3. (SBU) We reminded Leloglu about ITAR regulations 
prohibiting the re-transfer or re-export of USML components 
without express USG authorization, as well as standing USG 
policy prohibiting the launch of satellites containing USML 
components from India or China. Leloglu indicated that 
Tubitak Uzay plans to use Arianespace to launch the 
satellite, but asked whether there is a process to seek U.S. 
authorization to launch the satellite from India should all 
other options fail. We reiterated USG policy and discouraged 
Leloglu from exploring the possibility of an exemption. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SIPDIS 
STATE FOR NEA/ARP, EB; TREASURY FOR DAS SAEED, JROSE 


E.O. 12958: DECL: 08/27/2017 

TAGS: EFIN, ECON, PREL, KU 

SUBJECT: KUWAIT INVESTMENT AUTHORITY NOT WORRIED ABOUT USD 
OR SUBPRIME, CONCERNED ABOUT PROTECTIONISM 


Classified By: CDA Alan Misenheimer for reasons 1.4 (b) and (d). 


1. (C) Summary: On 28 August, Charge d\'Affaires met with 
Kuwait Investment Authority (KIA) Managing Director Bader 
Al-SaVad and his Executive Director Ahmad Bastaki to discuss 
the growing public interest in sovereign wealth funds (SWFs). 
Taking a long-term view, Al-SaVad said KIA was not worried 
about the current spell of market volatility or the present 
weakness of the dollar. He said he was much more concerned 
about growing protectionist sentiment and the prospect of new 
capital restrictions or changes in tax and investment laws in 
the U.S. and Europe. Al-SaVad said KIA had no interest in 
taking a controlling stake in any U.S. companies. Referring 

to recent statements made to the press, Al-Sa\'ad and Bastaki 
said KIA was making an effort to become more transparent. 
Al-Sa\'ad noted that KIA\'s activities were monitored by the 
State Audit Bureau and the National Assembly. Most of KIA\'s 
investments are managed by external fund managers in the U.S. 
and Europe. Al-Sa\'ad said he looked forward to an upcoming 
visit by Treasury DAS Saeed. 


2. (C) On 28 August, CDA met with KIA Managing Director Bader 
Al-SaVad and his Executive Director Ahmad Bastaki to discuss 
the growing public interest in SWFs. Al-SaVad said he was 
pleased with the coverage that KIA received in a 24 August 
Wall Street Journal piece titled, \"How a Gulf Petro-State 
Invests Its Oil Riches.\" He admitted, however, that he was 
puzzled by the high level of attention that SWFs are suddenly 
receiving in the press and from governments. He insisted 

that those who are inciting panic about SWFs need only look 
at the history of KIA, which has been investing responsibly 

in U.S. assets since 1953 with a long-term investment horizon 
focused on providing a stable source of income for Kuwait 
\"after the oil runs out.\" Al-SaVad emphasized that KIA is 
interested primarily in portfolio investment and does \"not 

want to be a major shareholder or take a controlling interest 

in any U.S. companies.\" 


3. (C) When asked if was concerned about KIA\'s long position 
in U.S. dollar-denominated assets, Al-Sa\'ad answered, We are 
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not concerned about cycles, volatility, or periodic turmoil.\" 
He added that KIA would weather the current sub-prime 
turmoil just as it has weathered Black Monday in 1987, the 
Asian Crisis in 1998, and the bursting of the dot-com bubble 
in 2001. Al-SaVad said he was much more concerned about 
growing protectionist sentiment and the prospect of new 
capital restrictions or changes in tax and investment laws in 
the U.S. and Europe. He said rather than casting blame on 
foreign investors for its current account deficit, \"the U.S. 
should work on fixing its own savings ratio.\" 


4. (U) On the question of transparency, Bastaki said that KIA 
was making efforts to be more open about its activities. He 
cited Al-Sa\'ad\'s interview with the WSJ and referred to a 
press conference held by the Finance Minister in early July 

in which he publicly declared that the state-owned assets 
managed by KIA had grown by 30 per cent over FY2006/2007 with 
the Kuwait Fund for Future Generations reaching a value of 
$174 billion and the General Reserve Fund reaching a value of 
$39 billion as of 31 March 2007. Al-SaVad added that KIA is 
monitored by Kuwait\'s State Audit Bureau which, in turn, 
reports to the National Assembly. 


5. (C) According to Al-Sa\'ad, there is little coordination 
between the SWFs in the GCC, which each have different 
strategies and risk profiles. He said that he tried in the 

past to approach the SWFs in Abu Dhabi and Qatar to propose 
joint investments but his counterparts showed no interest. 


6. (U) Al-Sa\'ad said he looked forward to meeting with 
Treasury DAS Saeed in Kuwait on 17 September. 


7. (SBU) KIA Background: The Kuwait Investment Authority was 
founded in 1982, though its London-based subsidiary, the 
Kuwait Investment Office, has existed since 1953. KIA 
manages the General Reserve Fund (which receives all 
government revenues and includes other state-owned funds, 
including the Kuwait Petroleum Corporation Reserve Fund), the 
Fund for Future Generations (which receives 10% of the all 
state revenues annually and reinvests all of its investment 
income), and other moneys committed by the Ministry of 
Finance. (Note: In FY2006/2007, about 95% of government 
income came from oil). KIA invests primarily in OECD 

countries with asset allocations roughly corresponding to 

each country\'s share of world GDP. Most of KIA\'s investments 
are managed by external fund managers in the U.S. and Europe, 
though KIA\'s London office manages some of its investments 
directly. KIA\'s board of directors is headed by the Minister 

of Finance, with other seats allocated to the Oil Minister, 
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the Governor of the Central Bank, the Under Secretary of 
Finance, and five other Kuwaiti nationals, three of whom must 
not hold any other public office. KIA employees about 330 
staff in Kuwait and about 100 in London. The staff in Kuwait 
do not manage investments directly but are characterized as 
\"managers of fund managers.\" About 80% of KIA\'s staff are 
Kuwaiti nationals. Al-Sa\'ad says he hires about one out of 
every five applicants, who are required to have a degree in 
business and strong English skills. KIA offers its employees 
impressive benefits including a fully-funded MBA at any 
top-25 university at which they are accepted as well as 2-3 
year rotations as \"Junior Professional Officers\" at the World 
Bank. Al-Sa\'ad said because the Kuwaiti office, but not the 
London Office, is constrained by Kuwait\'s civil service pay 
scale, he loses many of his most talented employees to more 
lucrative jobs in the private sector. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk k 


MISENHEIMER 
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PP RUEHWEB 

DE RUEHTC #1584 2411227 

ZNR UUUUU ZZH 

P 291227Z AUG 07 

FM AMEMBASSY THE HAGUE 

TO RUEHC/SECSTATE WASHDC PRIORITY 0128 
INFO RUEHBY/AMEMBASSY CANBERRA PRIORITY 2685 
RUEHOT/AMEMBASSY OTTAWA PRIORITY 5161 
RUEHPG/AMEMBASSY PRAGUE PRIORITY 1118 
RUEHVI/AMEMBASSY VIENNA PRIORITY 0681 
RUEHDS/AMEMBASSY ADDIS ABABA 0452 
RUEHAK/AMEMBASSY ANKARA 0648 
RUEHTH/AMEMBASSY ATHENS 0318 
RUEHRL/AMEMBASSY BERLIN 1727 
RUEHSW/AMEMBASSY BERN 4093 
RUEHBR/AMEMBASSY BRASILIA 0433 
RUEHSL/AMEMBASSY BRATISLAVA 0201 
RUEHBS/AMEMBASSY BRUSSELS 9407 
RUEHUP/AMEMBASSY BUDAPEST 0181 
RUEHCP/AMEMBASSY COPENHAGEN 6663 
RUEHDL/AMEMBASSY DUBLIN 0225 
RUEHHE/AMEMBASSY HELSINKI 1875 
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RUEHLI/AMEMBASSY LISBON 0504 
RUEHLO/AMEMBASSY LONDON 1725 
RUEHMD/AMEMBASSY MADRID 5047 
RUEHME/AMEMBASSY MEXICO 0261 
RUEHNE/AMEMBASSY NEW DELHI 0591 
RUEHNY/AMEMBASSY OSLO 4984 
RUEHFR/AMEMBASSY PARIS 1364 
RUEHSA/AMEMBASSY PRETORIA 0370 
RUEHRK/AMEMBASSY REYKJAVIK 0031 
RUEHRO/AMEMBASSY ROME 2216 
RUEHSG/AMEMBASSY SANTIAGO 0171 
RUEHUL/AMEMBASSY SEOUL 1377 
RUEHSM/AMEMBASSY STOCKHOLM 4694 
RUEHTC/AMEMBASSY THE HAGUE 
RUEHKO/AMEMBASSY TOKYO 1772 
RUEHWR/AMEMBASSY WARSAW 2022 
RUEHWL/AMEMBASSY WELLINGTON 0330 
RUEHBS/USEU BRUSSELS 0521 


SIPDIS 


SENSITIVE 
SIPDIS 


ADDIS ABABA FOR USAU 

PARIS FOR USOECD (PREID, CSTONE) 
BRUSSELS FOR USEU (PLERNER) 
USOAS FOR (BMANZANARES) 

STATE FOR S/P (DSOKOLSKY, JGERAN) 
STATE ALSO FOR EUR/WE (TSMITH) 


E.O. 12958: N/A 

TAGS: EAID, KDEM, OAS, OECD, NL 

SUBJECT: PARTNERSHIP FOR DEMOCRATIC GOVERNANCE: DUTCH WILL 
NOT BECOME FOUNDING MEMBER 


REF: A. STATE 115400 
B. STATE 108794 


THIS MESSAGE IS SENSITIVE BUT UNCLASSIFIED. PLEASE HANDLE 
ACCORDINGLY. 


1. (U) Econoff delivered on August 16 ref A & B points and 
principles for the Partnership for Democratic Governance 
(PDG) to Dutch Ministry of Foreign Affairs officials Aart 
Jacobi, Director, Human Rights, Humanitarian Aid, and Peace 
Building, and Jan Huesken, Senior Policy Officer in the same 
department. 


2. (SBU) In a subsequent discussion August 28, Huesken said 
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the GONL still had reservations on modalities and the PDG\'s 
impact on local democratic processes, particularly if 

governance was weak. Based on Dutch experience, he 
explained, contractors possessing critical expertise and 
performing key government functions found it difficult to 

leave as stipulated in their exit strategies. As a result, 

the GONL would not join as a founding member, and instead see 
how the PDG developed and review their membership decision 
\"when the time was right,\" Huesken said. 


3. (SBU) Huesken said, however, that the PDG\'s progress and 
institutionalization within the OECD was a \"positive\" 
development and that the GONL supported the \"gist\" of the 
PDG. Therefore, the Dutch would not block or obstruct the 
PDG\'s continued progress, he said. 

Schofer 
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RUEKJCS/SECDEF WASHINGTON DC PRIORITY 
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RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 
RHWSMRC/USCINCCENT MACDILL AFB FL PRIORITY","C ON FIDENTIAL SECTION 01 OF 02 ISLAM 
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SIPDIS 

E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, PK 

SUBJECT: PAKISTAN SUPREME COURT: INCREASING CHALLENGES TO 
MUSHARRAF 

REF: ISLAMABAD 3706 

Classified By: Anne W. Patterson, reasons 1.4 (b), (d) 


1. (C) Summary: President Musharraf\'s troubles with the 
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Supreme Court are multiplying even as his negotiations with 
Pakistan People\'s Party leader Benazir Bhutto intensify. On 
August 28, the Court agreed to hear two cases challenging 
Musharraf\'s right to seek re-election in uniform. The newly 
empowered Court is calling top government officials to report 
on the Red Mosque military operation and is moving forward on 
cases filed on behalf of \"disappeared\" citizens allegedly 
arrested by the intelligence services. Frustrated citizens 

and even North Waziristan militants are turning to the Court 
for judicial relief. However, the court has yet to take a 

major decision to directly curb Musharraf or the military\'s 
power. The pending cases will put additional pressure on 
Musharraf to decide if/when he will shed his unform and show 
just how far the activist court is willing to go in 

challenging the government. End Summary. 


LAWYERS CHALLENGE THE UNIFORM 


2. (U) A seven-judge bench of the Supreme Court granted an 
appeal to review a two-year old verdict which allowed 

President Musharraf to hold two concurrent offices (President 
and Chief of Army Staff). The Pakistan Lawyers Forum (PLF) 

had filed a petition in the Supreme Court in 2005 challenging 

the uniform, but the verdict had been in favor of President 
Musharraf. In issuing its decision the Court cited the right 

of parliament to amend the constitution. On August 28, the 

newly emboldened Supreme Court granted the PLF\'s appeal and 
will hear arguments in 10 days. 


3. (SBU) The PLF appeal is being led by former justice A.K. 
Dogar. The appeal also asks the court to restrain Musharraf 

from seeking re-election by the present assemblies, to stop 
making deals with any political parties, and to stop acting 

as the de facto leader of any political party. The PLF is 
challenging the constitutionality of 17th Amendment and the 

Legal Framework Order (LFO) which allowed President Musharraf 
to hold both offices. 


RELIGIOUS PARTY CHALLENGES THE UNIFORM 


4. (U) On August 29, a three-member bench of the Supreme 
Court decided to finally hear religious party leader Qazi 
Hussain Ahmed\'s May 2007 petition challenging President 
Musharraf\'s military tenure. The Supreme Court set aside the 
earlier objections of the court\'s registrar and has agreed to 
proceed with the case. Qazi\'s petition claims that under Army 
Regulations Act, President Musharraf had to retire on April 
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13, 2005 and that his self-extension of tenure is illegal. 
The petition also claims that Musharraf\'s election 
campaigning violates military regulations. 


MILITANTS CHALLENGE ARMY ACTIONS 


5. (C) The fame of the Supreme Court has spread to the tribal 
areas as well. Militants from North Waziristan sent a letter 

to the Chief Justice and to opposition political party 

leaders appealing for the Supreme Court\'s intervention in the 
Federally Administered Tribal Areas (FATA). The militants\' 
letter claims that the Supreme Court is their last hope 

against President Musharraf and the military. They are 
requesting a legal team headed by the Chief Justice\'s own 
famed lawyer Aitzaz Ahsan. The militants want the court to 
review \"unwarranted\" military actions in North Waziristan 
against innocent people. However, the Pakistani constitution 
is explicit in that the Supreme Court does not have any 
jurisdiction in the FATA. 
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6. (U) Wafaqul Madaris, Pakistan\'s largest Deobandi madrassa 
accreditation board, has filed a petition in the Supreme 

Court challenging the GOP\'s Red Mosque operation on July 12. 
In the past the madrassa board helped to represent the 
government in negotiations with the Red Mosque; now, the 
board is accusing GOP authorities of defying the agreement to 
resolve the Red Mosque issue peacefully. On August 28, the 
Supreme Court directed the Interior Secretary and the Defense 
Secretary to submit detailed statements within four weeks 
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justifying the operation and explaining what one justice 
described as \"the killing of innocent people\". Though Wafaqul 
Madaris\' petition also names President Musharraf and the 10th 
Corps Commander, the court has not ordered either of them to 
appear. 


THE \"DISAPPEARED\" 


7. (C) Even before the reinstatement of the Chief Justice, 
the Court had been investigating cases of \"disappeared\" 
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citizens allegedly arrested by the intelligence services. On 
August 20, the Chief Justice summoned the Director General of 
the Federal Investigating Agency (FIA) to testify and 

threatened jail time if he could not produce a specific 

missing person. The individual was released the next day. 
Human rights lawyers representing the families of the 
disappeared are pressing forward to demand the release of 
those arrested and in at least one case are seeking civil 
redress. 


8. (C) Comment: In a nation where many people feel that they 
are disempowered by corruption, lack of law and order, and 
secretive intelligence agencies, the Supreme Court has 
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emerged as a rallying point for justice. The Chief Justice 
recently observed that the Court was receiving more than 600 
petitions and applications daily. Politicians, religious 

leaders, human rights activists, and now militants, are 

seeking the Court\'s assistance in addressing their grievances. 


9. (C) The Supreme Court so far has been bold in inviting a 
variety of cases, and to some extent has been proactive in 
calling government officials to task. However, the court has 
yet to directly challenge the power of President Musharraf, 
the intelligence agencies, or the military. The decisions in 
these pending cases will greatly affect the upcoming 
presidential and general elections and will be test of the 
court\'s will. End Comment. 


PATTERSON 
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SIPDIS 
SENSITIVE 


Column 3 
FOR NEA/IPA, NEA/ARP 


E.O. 12958: N/A 

TAGS: PREL, EAID, KPAL, XF, DEMARCHE, KU 

SUBJECT: DEMARCHE DELIVERED: ASSISTANCE FOR THE PALESTINIAN 
AUTHORITY GOVERNMENT 


REF: SECSTATE 110697 


(SBU) Econoff delivered reftel demarche on August 29 to 

Shaykh Ali Khaled Al Sabah, Director of the Economic 

Department and Acting Director of the Americas Department at 

the Ministry of Foreign Affairs. Shaykh Ali noted that the 

GOK has already provided significant financial and political 

support to Mahmud Abbas and the PA Government. He was unable 
to say whether the GOK anticipated providing an additional 

infusion of financial assistance to the PA in the near term. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 

LONDON FOR TSOU; PARIS FOR NEA WATCHER 
E.O. 12958: DECL: 08/29/2017 


TAGS: KIRF, PA, PGOV, PREL, SA 
SUBJECT: SAUDI SHIVA CELEBRATIONS A SUCCESS IN THE EP 


Classified By: CONSUL GENERAL JOHN S. KINCANNON FOR REASONS 
1.4(b) AND (d). 


Column 3 


1.(C) SUMMARY: Two Consulate staff members traveled to the 
Saudi ShiVa stronghold of Qateef to observe local 

celebrations of the birthday of Imam Muhammad al-Mahdi, the 
twelfth or so-called \"hidden Imam.\" (NOTE: Virtually all 

Saudi ShiVa in the Eastern Province are so called \"Twelvers.\" 
END NOTE.) The Consulate staffers witnessed open public 
celebrations in several villages organized by local residents 
that were tolerated by local Saudi authorities. Although 

Saudi police were present, they appeared to be exercising 
appropriate crowd security functions and keeping a watchful 
eye out for \"troublemakers\" from outside the community. END 
SUMMARY. 


2. (C) On August 28, PAO and A/RSO Dhahran traveled to 
Qateef, the \"capital\" of Saudi Arabia\'s ShiVa community in 
the Eastern Province, to observe the festivities surrounding 
an important ShiVa holiday. The celebrations marked the 
birthday of the twelfth imam and is a venerated holy day for 
the ShiVa. This occasion is marked with street festivals and 
charitable giving to foster closer community ties. According 
to ShiVa beliefs, the Last Imam went into seclusion in 874 AD 
in Samarra, Iraq. ShiVa await the messianic return of this 
last Imam when he will bring justice and reward his true 
followers. The officially endorsed Wahhabi school of Islam 
considers such beliefs heretical. PAO and A/RSO traveled to 
Qateef to observe the state of religious freedom of the ShiVa 
and whether GSA security services where hindering or 
obstructing the celebrations. 


3. (C) Although published figures are difficult to obtain, 

the Qateef area is a group of villages with a total 
approximate population of approximately 400,000 people, 
almost exclusively ShiVa. This oasis area marks the center 
of ShiVa life in Saudi Arabia and has been the site of 
previous altercations between the GSA and the Saudi ShiVa. 
PAO and A/RSO observed no peculiar or additional security 
vehicles or checkpoints beyond what is normally observed on 
these highways and roads. 


4. (C) The first village explored was al-Aujam, a small 

village approximately 15 minutes from the main area in 

Qateef. Although small, the population of 6,000 people had 
decorated the main streets of the village with colorful 

lights and shrines. Despite the oppressive humidity and 100 
degree plus temperatures, numerous residents were seen 
walking in the streets and participating in the celebrations. 
Several homes and buildings had erected public announcement 
systems and were broadcasting religious prayers or music by 
Iraqi and Saudi musicians. Post personnel were accompanied by 
a close ShiVa contact who guided them on their visit and 
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discussed the history of celebrations in Qateef. The Contact 
explained how these celebrations were prohibited in the 
1980s. It was not until the early 1990s that the ShiVa were 
allowed to hold such festivals in their villages. 


5.(C) The next destination was a larger village in the 

oasis named al-Awamia. With a larger number of residents, 
the festivities in this area were more pronounced, with many 
more homes decorated with bright lights, similar to Christmas 
decorations in the United States. (COMMENT: Awamia enjoys a 
local reputation as the most militant Shi'a community in the 
Qateef oasis. END COMMENT). A popular tradition during this 
holiday is for children to go house to house and receive 

sweets from residents. This practice is very similar to the 
American Halloween holiday but without costumes. PAO 
observed large groups of children moving from home to home, 
with doors often left open and small children carrying large 
plastic bags brimming with candies. Near a major 
thoroughfare, traffic was congested as cars would stop at 
\"citizen checkpoints.\" At these stops, the passengers in the 
cars would be given free food and drinks without charge. At 
another area, PAO, A/RSO, and post contact walked among the 
citizens of the village and observed a food stand area where 
children were entertained with puppet displays and people 

were served plates of food. Again, no money was exchanged 
and all the items appeared free. PAO inquired about who 
funded these celebrations, paid for the decorations, and 
purchased all the food that was distributed. Contact 

explained that the residents of each village fund raise among 
themselves. Each neighborhood is responsible for organizing 
the festivities in its area. According to the contact, no 
government funding for these celebrations is provided. 
Throughout this visit to Awamia, we observed no police or 
security presence. 


6. (C) The final destination led us to the main area in the 
center village of Qateef. Although a police checkpoint was 
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observed on the road leading into the main area, cars were 
waived through relatively quickly by the police. Traffic was 
most pronounced in the main Qateef area as cars full of 
visitors, streamed into the main celebration area. PAO 
commented to the contact about the lack of government 
presence during the celebration. Our interlocutor stated 
that while the SAG allowed these celebrations to be held, if 
vendors began selling or distributing overtly Shi\a 
publications, taped prayers or other paraphernalia, they 
would be arrested. PAO did not observe any such stalls in 
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the villages that were visited. During the tour, many 
Hussainiyyas were observed. These rooms serve as ShiVa 
religious gathering places. Many of these Hussainiyyas were 
equipped with stereos and public announcement systems 
broadcasting prayers or a lecture. Most appeared well 
attended and no incidents or disruptions were observed. 


7.(C) While driving to the Qateef downtown, PAO observed 
small, intermittent fireworks from the side of the road. 

These appeared small and to have been launched from private 
residences. Here, the streets were again full of cars, 

lights and decorations, children and their parents. It 
appeared the celebrations were held without incident or 
restrictions. However, it did not appear there were any 
official government services or support for these 
celebrations. Many of the residents were volunteering to 
direct traffic on their streets, distributed free food at 
designated areas, and decorated their homes and streets 
through private effort. 


(APPROVED: KINCANNON) 
GFOELLER 
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FOR NEA/ARP 

E.O. 12958: N/A 

TAGS: ETRD, EWWT, AMGT, PTER, KU, DEMARCHE 

SUBJECT: DEMARCHE DELIVERED: NEW U.S. LAW ON MARITIME CARGO 
SCANNING REQUIREMENTS 

REF: SECSTATE 119837 

Post delivered reftel demarche and background paper to the 


Ministry of Foreign Affairs via diplomatic note on August 26. 
Post will report any substantive response septel. 
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For more reporting from Embassy Kuwait, visit: 
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http://www .state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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FOR EB/TPP/IPE JBOGER, NEA/ARP; PASS TO USTR JBUNTIN 


E.O. 12958: N/A 

TAGS: KIPR, ECON, ETRD, PGOV, ADCO, KU 

SUBJECT: SPECIAL 301 INITIATIVE: GOK SAYS IT WANTS 
PROGRESS, LEGISLATION REMAINS STALLED 


REF: A. SECSTATE 107629 
B. KUWAIT NON-PAPER FROM JGROVES 8 AUG EMAIL 


1. (SBU) In a 28 August meeting between CDA and Acting Under 
Secretary of Commerce and Industry (MOCI) Hamad Al-Ghanim, 
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and in a separate meeting on 29 August with Shaykh Ali Khaled 
Al Sabah, Director of the Economic Department and Acting 
Director of the Americas Department at the Ministry of 

Foreign Affairs, Econoff delivered Ref A and Ref B talking 
points and left Ref B non-paper. Al-Ghanim said he was well 
aware of the need to pass new and more comprehensive IPR 
legislation as well as the importance of more IPR raids, 
seizures, prosecutions, and convictions with more severe 
sentencing. (Note: Al-Ghanim was the GOK''s lead negotiator 
for the first round of TIFA talks.) He expressed frustration 
that draft IPR legislation has stagnated in the National 
Assembly which he characterized as \"crippled.\" Al-Ghanim 
blamed ongoing tension between the Assembly and the 
Government and complained that some MPs still do not 
understand the importance of passing stringent IPR laws. He 
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said he had spoken about IPR legislation as well as other 
important economic reform legislation on 27 August with the 
Prime Minister, who, according to Al-Ghanim said he would 
undertake efforts to get the legislation moving. Al-Ghanim 
seemed unaware of the WIPO treaties and asked for more 
information. He suggested the Embassy continue to work with 
Assistant Under Secretary of Commerce for Foreign Trade 
Abdulaziz Al-Khaldi on technical issues. 


2. (SBU) Shaykh Ali said the Economic Department at the MFA 
has recently been tasked by the Foreign Minister to get more 
involved in tracking and coordinating the activities of the 
various GOK agencies involved in IPR issues. He said a GOK 
IPR delegation had made a recent visit to Bahrain and plans 

to make a subsequent visit to Oman to share IPR lessons 
learned and discuss best practices. Shaykh Ali also 
encouraged the Embassy to continue to work closely with MOCI 
Assistant Under Secretary Al-Khaldi on technical points, and 
said that Al-Khaldi should be willing to participate in the 

DVC proposed in Ref A. Al-Khaldi is currently out of the 
country and due to return in early September. Shaykh Ali 

also requested the Embassy\'s assistance in identifying NGOs 
and/or private consultants to help the GOK to quickly enhance 
its IPR regime. 
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For more reporting from Embassy Kuwait, visit: 
http://www .state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: DECL: 08/28/2017 

TAGS: IS, KTFN, EFIN, PREL, PTER, DEMARCHE, KU 

SUBJECT: TERRORISM FINANCE: DOMESTIC USG DESIGNATION OF 
AL-SALAH SOCIETY 


REF: SECSTATE 110405 
Classified By: CDA Alan Misenheimer for reasons 1.4 (b) and (d). 


(C) Econoff delivered reftel points on August 29 to Shaykh 

Ali Khaled Al Sabah, Director of the Economic Department and 
Acting Director of the Americas Department at the Ministry of 
Foreign Affairs. Shaykh Ali said he would pass the 
information to Kuwait State Security to determine whether any 
Kuwait-based charities or individual donors were providing 
support to the Al-Salah society. He said he would share any 
relevant information uncovered by the GOK regarding Kuwaiti 
contributions to Al-Salah and requested that the USG share 
whatever specific information exists about Al-Salah\'s ties to 
Kuwaiti donors. Shaykh Ali speculated that if any Kuwaiti 
donors were providing support to Al-Salah, \"they probably 
were not aware that part of this funding was being used to 
support terrorism rather than charity services.\" 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait\'s Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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E.O. 12958: N/A 
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TAGS: KU, OTRA, AMGT, EFIN, ASEC, PREL, COUNTRY CLEARANCE 
SUBJECT: COUNTRY CLEARANCE GRANTED FOR TREASURY OFFICIALS 
TO TRAVEL TO KUWAIT SEPTEMBER 16-17 


REF: SECSTATE 120614 


1. (SBU) Embassy Kuwait welcomes and hereby grants country 
clearance for Treasury Assistant Secretary Anmed Saeed, and 
accompanying delegation of Robert Kaproth and Matthew Turner, 
to travel to Kuwait September 16-17 to meet with Kuwaiti 
government officials to discuss the region\'s sovereign wealth 
funds and global economic and financial issues. 


2. (U) This clearance is not/not valid for entry into Iraq; 
you must apply for Iraq clearance through Embassy Baghdad. 


3. (U) Embassy Point of Contact: Steve Conlon, Economic 
officer. Cell Phone: 965-942-3897. Fax: 965-259-1051. 
Email: conlonsm@state.gov 


4. (U) Lodging: Three single rooms have been reserved at 
the J.W. Marriott hotel for the night of September 16-17, 
2007; confirmation numbers are 83371238 (Kaproth), 83371108 
(Saeed), and 83371378 (Turner). The hotel phone number is 
(965) 299-7032 and the fax number is (965) 299-7046. The 
single room rate at the hotel is approximately USD 260 plus 
15% service charge per night, which includes breakfast. The 
hotel accepts major credit cards and is within the per diem 
rate. The daily per diem rate for Kuwait is USD 291.00 for 
lodging, plus a meal and incidental expense (M&IE) allowance 
of USD 105.00 for a total of USD 396.00. 


5. (U) Following is post\'s standard guidance for visitors 
to Kuwait: 


a. Entry Requirements: Kuwait now issues single-entry 
visas to American citizens on arrival, upon presentation of a 
valid passport. There is a processing fee of three (3) 

Kuwaiti Dinar (KD 3.000, approximately USD 10.50) for each 
visa issued. The fee may be paid either in KD or USD. Post 
strongly advises travelers to carry some documentation on the 
purpose of their visit. Passengers arriving on other than 
commercial flights should anticipate extra delays, because 
immigration services are not available on the military side 

of the airfield and passports have to be carried to a 

different location at the airport for processing. Airport 

visas are valid for 90 days after arrival; anyone staying 
beyond this period must obtain an extension, which should be 
requested 2 weeks prior to visa expiration. Anyone departing 
Kuwait who has overstayed the visa will be charged a fine of 
KD 10.00 (USD 35.00) per day at the airport. All travelers 
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planning to visit Iraq should make sure that they obtain the 
required exit/entry stamps for each transit through Kuwait, 
and be aware that they will need to obtain a new Kuwaiti visa 
upon return, even after a day trip to Baghdad. Failure to do 
so can result in heavy fines. If possible, travelers should 

try to obtain a multiple-entry visa before arriving in Kuwait. 


b. Visitors are reminded that the importation of 
alcohol, pork products, personal firearms, and any 
suggestive/pornographic materials (videotapes, magazines or 
books) is strictly prohibited by Kuwaiti law. Kuwait is 
still clearing mines and munitions. Visitors must remain on 
major paved roads when traveling in Kuwait. Travel north of 
Jahra toward the lraqi-Kuwaiti border is not authorized 
without approval from the embassy and an appropriate escort. 


c. Embassy Kuwait\'s normal workweek is Saturday through 
Wednesday. Office hours are 8:00 a.m. to 4:30 p.m. The time 
difference with the East Coast of the United States is EST 
plus 8 hours. The Embassy switchboard number is (965) 
259-1001, and the IVG number is 4950000. The after hours 
number which rings at Marine Guard post one is (965) 
538-2098. The mission duty officer can be reached through 
the embassy switchboard, Post One, or by cell phone at (965) 
967-7265. The embassy pouch address is 6200 Kuwait Place, 
Dulles, VA 20189-6200. 


d. Threat Assessment: Kuwait is a high-threat post and 
the military threatcon is currently Charlie. We have 
increased security precautions at official U.S. installations 
in Kuwait and recommend that all Americans in Kuwait remain 
alert to their surroundings and review their personal 
security practices. 


e. Health Advisory for Kuwait: April through October is 
the hot season in Kuwait. Temperatures reach 120-140F in 
summer. Caution should be taken to prevent dehydration and 
heat exhaustion by 1) drinking plenty of fluids and 2) 
staying indoors, especially during peak temperature hours of 
12:00-15:00. Low humidity coupled with high temperatures 
creates excessive moisture loss from evaporation. It is 
necessary to drink 2-4 quarts of water daily to prevent 


KUWAIT 00001313 002 OF 003 


dehydration. Visitors in November through March can expect 
cold winds and at times heavy rains. Light winter clothing is 
suitable for Kuwait during these months. At this time 
allergies and colds are more common. Persons traveling to 
the area are advised to have over-the-counter medications, 
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such as Tylenol, Ibuprofen, cold and cough medications with 
them for self-treatment. 


f. Money: Credit cards are widely accepted in hotels, 
restaurants and other establishments throughout Kuwait and 
ATM machines are also readily available. For travelers on 
official orders, the Commercial Bank of Kuwait can provide 
accommodation services (cashing a personal check drawn on a 
U.S. bank into local currency) up to a maximum of USD 300.00 
per day from noon to 2:00pm, Saturday through Wednesday. At 
the current rate of exchange, one Kuwaiti Dinar (KD) is 
equivalent to approximately USD 3.50. 


g. CAA Access: Visitors who need unescorted access into 
secure areas of the mission must slug cables to the attention 
of the RSO, and include the level of their clearance. The 
cable should include the visitor\'s Social Security Number, 
and the name of the agency granting the clearance. Cables 
should include the ASEC tag to ensure distribution to the RSO 
office and the Marine Security guard at post one. 


h. Computer and Electronics usage: Sensitive military 
information has been discovered recently on business center 
computers at local hotels in Kuwait City. All U.S. 

Government personnel and contractors must remember that it is 
their responsibility to observe good computer and information 
security practices. Information processed on computers in 
hotel business centers, through email correspondence or 
document creation, is highly exploitable. Public computers 
located in hotel business centers, internet cafes, airport 
lounges, etc. should never be used to process, store or 
disseminate sensitive information. Compromise of sensitive 
government or military information can result in serious 
damage to national security. Compromises of sensitive 
personal data can result in significant personal and 

financial hardship. Random checks are conducted by Embassy 
personnel on public PC\'s. Breaches in COMPUSEC will result 
in the violator receiving security infractions and/or 

security violations. Inter-agency security standards 

prohibit the introduction or use of non-USG owned computer 
hardware and software at all USG diplomatic facilities. Cell 
phones, palm pilots, radios and other convenience electronics 
are prohibited in all secure areas of the mission. 


i. Photography: Tourist photography is encouraged in 
Kuwait. However, it is strictly forbidden to photograph 
public buildings, economic infrastructure, or military and 
other security-related facilities and personnel. 

Confiscation of film and camera and even arrest may result 
from doing so. A good rule of thumb: If there is any doubt 
as to whether a photograph should be taken, don\'t take it. 
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j. Action Request: Each visitor, regardless of length 
of stay, must bring or forward fiscal data to pay for direct 
costs of the visit. Each agency, organization, or visiting 
delegation will be charged for the actual costs attributed to 
their visit. Direct charge costs include, but are not limited 
to: American and LES staff overtime (e.g., expeditor, 
accommodation exchange, representational event support), 
field travel, lodging and meals and incidental expenses 
(M&IE) by embassy employees, vehicle rentals, long-distance 
telephone calls, equipment rentals, office supplies and all 
other costs that are directly attributable to the visit. If 
fiscal data on visitor\'s travel authorization is to be used 
for this purpose, this information must be spelled out in the 
travel orders and sufficient funding must be provided to meet 
these expenses. In addition, for TDYers over thirty (30) 
days, there will be a charge for ICASS support services. If 
your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign an ICASS Memorandum of 
Understanding (MOU) for ICASS support services upon arrival. 
The agency should provide post with written communication, 
generated by the traveler\'s headquarters, that confirms the 
agency will pay ICASS charges for the TDYer, provide the 
agency ICASS billing code for the TDY support to be provided, 
and authorize the traveler to sign the ICASS invoice 
generated by the TDY module. When travel is urgent, TDYers 
should bring this document with them to ensure there are no 
interruptions in the provision of services. Post will not 
provide any services to a TDYer staying in excess of 30 days 
without having received this documentation prior to day 31 of 
the TDY. 


k. Visit Kuwait's unclassified intranet website at 
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http://kuwait.state.gov. 
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For more reporting from Embassy Kuwait, visit: 
http://www.state.sgov.gov/p/nea/kuwait/?cable s 


Visit Kuwait's Classified Website: 
http://www.state.sgov.gov/p/nea/kuwait/ 
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SIPDIS 
SIPDIS 


AF/S FOR S.HILL 

ADDIS ABABA FOR USAU 

ADDIS ABABA FOR ACSS 

STATE PASS TO USAID FOR E.LOKEN AND L.DOBBINS 

STATE PASS TO NSC FOR SENIOR AFRICA DIRECTOR B.PITTMAN 


E.O. 12958: DECL: 07/09/2012 

TAGS: PREL, PGOV, ECON, ZI 

SUBJECT: ZANU-PF INSIDER EDDIE ZVOGBO, JR. ON CURRENT 
SITUATION 


Classified By: Pol/Econ Chief Glenn Warren under 1.4 b/d 


1. (C) ZANU-PF politician and businessman Eddison Zvogbo, 
Jr. believes President Robert Mugabe is on track to stand for 
reelection next year. While many in ZANU-PF would like to 
see Mugabe go sooner rather than later, internal ZANU-PF 
opponents are afraid to directly challenge him and are 
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focused on succession. On elections, the SADC mediation is 
unlikely to result in a leveling of the playing field; it is 

not in ZANU-PF\'s interest to make concessions. There is 
growing dissatisfaction with ZANU-PF in the rural areas, but 
the party\'s governmental machinery and patronage should allow 
it to maintain its traditional rural support. ZANU-PF is 
concerned about the MDC, particularly in light of the failing 
economy, but is buoyed by the MDC split. Western sanctions 
are ineffective, except as against children of ZANU-PF 
leders. End Summary. 


2. (C) Polecon chief met wih Zvogbo on August 28. Zvogbo, 

the namesake of he deceased ZANU-PF heavyweight and 

prominent Muabe critic, is a Masvingo businessman. Althoughcritical of Mugabe 
and the party, he has long-staning 

business and political roots within ZANU-PF ad intends to 

run for Parliament next year. He is allied with the Mujuru 

faction. 


3. (C) Zvogbo told us that opposition to Mugabe within 
ZANU-PF continues below the surface, particularly on the part 
of the Mujuru faction. Many in ZANU-PF would like to see 
Mugabe leave the scene, but nobody was sufficiently 
courageous to force the issue. Therefore, the jockeying 
behind the scenes was directed at succession. 


4. (C) According to Zvogbo, Mugabe had let it be known 

within the party that he intended to step down after next 

year\'s elections as a way of deflecting pressure to get him 

to leave office before the elections. Zvogbo was skeptical 
Mugabe would do so; he had made similar promises in the past. 


5. (C) Confirming what has been reported in the media and 
what others had told us, Zvogbo said Mugabe still had not 
received official backing for his candidacy from ZANU-PF. A 
party conference or congress in December would be designed to 
provide this. Zvogbo opined that ZANU-PF would be stronger 

in an election with another presidential candidate--assuming 

a united party. But without Mugabe as head, the party might 
fracture. Mugabe and his internal opponents knew this; 
therefore, absent a complete collapse of the economy, it was 
unlikely Mugabe would be replaced as presidential candidate. 
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6. (C) Zvogbo discounted the current SADC mediation. Noting 
that an announced goal of the mediation was free and fair 
elections, he rhetorically asked why ZANU-PF would want the 
process to succeed. 
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7. (C) Zvogbo commented that ZANU-PF\'s traditional rural 
support had been weakened by the scarcity of goods resulting 
from government-imposed price controls. Nevertheless, people 
in rural areas, particularly Mashonaland, traditionally 

looked to government as their benefactor. ZANU-PF candidates 
would attempt to use governmental structures to provide food 
and other necessities to the rural areas in advance of 

elections to solidity ZANU-PF support. Through delimitation 

of additional constituencies to be formed pursuant to 
Constitutional Amendment 18, ZANU-PF expected to increase its 
influence in these areas. (Note: The draft amendment would 
increase lower house districts from 150 to 210, almost all in 

rural areas. End Note) 


8. (C) As an example of the patronage available to ZANU-PF 
candidates, Zvogbo said that the Grain Marketing Board was 
providing maize to him that he would personally deliver to 

his prospective constituents in Masvingo. In light of the 
scarcity of fuel and reduced public transportation, he was 
also contemplating purchase of a bus to provide 
transportation from Masvingo\'s rural areas to the town of 
Masvingo. 


9. (C) Given the current economic crisis, ZANU-PF was 
concerned about the upcoming elections even with its power to 
mobilize voters in the rural areas. Therefore, the MDC\'s 
continued split was \"manna from heaven. ZANU-PF did regret, 
however, that the Mutambara faction was not stronger. If the 
two factions ultimately fielded rival candidates in the 

elections, he thought ZANU-PF would make some gains in 
Matabeleland. 


10. (C) Parenthetically, Zvogbo noted that price controls 

had been a disaster and that ZANU-PF had \"shot itself in the 
foot.\" Anybody with a modicum of sense could have known what 
the result would be, added Zvogbo. And almost everyone in 
government knew what was necessary to turn the economy 
around--and knew that sanctions had no effect on the economy. 
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10. (C) Zvogbo stated that financial sanctions had limited 

effect on ZANU-PF targets. Those individuals with 

businesses, with the support of the government patronage 
system, were still doing well. Sanctions did bite hard when 
imposed on children; ZANU-PF bigwigs were personally affected 
when their offspring could not study in the West. 


11. (C) ZANU-PF has historically won elections--albeit 
rigged--on the strength of its rural support. As of now, the 
unanswered questions are whether the economy will deteriorate 
to the extent that traditional ZANU-PF rural voters, despite 

the GOZ\'s electoral machinery, look to the MDC as a source of 
salvation, and whether the MDC can organize in these areas. 
End Comment. 
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DEPT FOR EUR/NB -- KATHERINE GARRY AND UNVIE FOR LISA 
HILLIARD 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, PREL, ENRG, KNNP, KTIA, IN, EN 

SUBJECT: ESTONIA OFFERS CONDITIONAL SUPPORT FOR U.S.- 
INDIA AGREEMENT 


REF: STATE 104171 


(SBU) On August 27, we delivered reftel points to Riho 
Kruuv, MFA Director for Strategic Goods and Export 
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Control, and briefed him on the U.S.-India agreement for 
peaceful nuclear cooperation. Kruuv told us that in 
principle, the Government of Estonia (GOE) does not 
oppose the agreement. However the GOE is very concerned 
that \"other countries might interpret the India 

agreement not as an exception but a precedent and 
continue their bad behavior to get a similar deal.\" 
However, Kruuv said, the GOE understands that 
ratification of the agreement in the U.S. Congress and 

the Indian Parliament will take some time. The GOE will 
monitor the process closely, with particular attention 

to any amendments either side might propose. Kruuv told 
us that the GOE will form its position only when it is 

clear what the final form of a post-ratified U.S.-India 
agreement will take. 
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NEPHEW 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: MNUG, IR, PARM, KNNP, EN 

SUBJECT: ESTONIA INTERESTED IN UNSCR 1737 TECHNICAL 
SEMINAR 


REF: STATE 119436 


(SBU) On August 27, we delivered reftel points to Riho 
Kruuv, MFA Director for Strategic Goods and Export 
Control, and Kadri Jogi, MFA Iran Desk Officer, and 
provided information on the September 26 \"Open Ended 
Technical Seminar on UN Security Council Resolution 
(UNSCR) 1737\" in Vienna. Kruuv told us that they look 
forward to receiving more details on the seminar and 
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that Jaak Lensment, Counsellor at Estonia\'s Permanent 
Mission in Vienna, will participate at the event. 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: EUN, JA, KDEM, PHUM, PREL, SA, SY, EN 

SUBJECT: ESTONIA INTERESTED IN UNSCR 1737 TECHNICAL 
SEMINAR 


REF: STATE 119645 


(SBU) On August 27, we delivered reftel points to Kadri 
Jogi, MFA Acting Director for Middle East Affairs, on 

the travel ban on Syrian activist Riad Seif. Jogi 

thanked us for the information, but said given that 

Estonia has no diplomatic presence in Damascus, there is 
very little it can do to directly influence the 

Government of Syria (GOS) and that the MFA is unlikely 
to issue a public statement. However, Jogi said, 

Estonia would support any action the EU takes on this 
issue. 
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RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 

RUEHXD/MOSCOW POLITICAL COLLECTIVE PRIORITY 

RUEHAH/AMEMBASSY ASHGABAT PRIORITY 2036 
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DEPT FOR EUR/RUS, FOR EEB/ESC/IEC GALLOGLY AND GARVERICK 
DOE FOR HARBERT, HEGBORG, EKIMOFF 

DOC FOR 4231/IEP/EUR/JBROUGHER 

NSC FOR MCKIBBEN 


E.O. 12958: DECL: 08/27/2017 

TAGS: EPET, ENRG, ECON, PREL, RS, IZ, TX, VE 

SUBJECT: RUSSIA ENERGY: TNK-BP LOOKING INTO IRAQ, 
TURKMENISTAN, INCREASING CAPEX 


REF: ASHGABAT 877 


Classified By: Econ MC Eric Schultz for Reasons 1.4 (b/d) 


1. (C) TNK-BP VP for International Affairs Shawn McCormick 
told us on August 24th that the company is venturing into 
Iraq, has sent a team to Venezuela with mixed results, and is 
optimistic about prospects in Turkmenistan. Its capital 
expenditure budget is up $700 million in 2007 to $3.4 billion 
and expected to rise again in 2008. U.S. firms appear poised 
to win a significant chunk of this year\'s contracts. The 
possible acquisition of the Russian shares of the company by 
either Rosneft or Gazprom is unlikely anytime soon as both 
suitors are finding it difficult to raise the $20 - $25 

billion needed to make such a purchase and the TNK owners are 
still fighting amongst themselves. End summary. 


2. (C) During an August 24 lunch, McCormick told us the 
company\'s Deputy Chairman, German Khan, will travel to Erbil, 
Iraq this week to meet with Kurdish leader Massoud Barazani 
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to talk about hydrocarbon prospects. McCormick said he 
declined to join Kahn due to security concerns. He will 

update us upon Khan\'s return. McCormick also told us a 
TNK-BP team just returned from Venezuela with the assessment 
that the geological potential of proposed sites offered to 

TNK-BP were good, but that there were serious doubts about 
the terms offered as well as the political situation there. 
McCormick said Lukoil had been given a \"real dog\" of a 

license, which Chavez had used to rope Russia into political 
support. Cuba had also invited TNK-BP, among others, to 
explore its waters but McCormick insisted that TNK-BP was notQlanning on sending a team to Cuba anytime soc 
to our question, he said Iran has not been mentioned as a 
potential site for future expansion. 


3. (C) McCormick was positive about TNK-BP\'s push into 
Turkmenistan, where it hopes to develop at least one field 

(in the Block 1 area) and possibly a second. He suggested 
that Petronas needs a partner. He added that BP is pursuing 
its own interests in Turkmenistan separately. Describing the 
difficulties of doing business there (as Ashgabat alluded to 

in reftel), McCormick said TNK-BP had been asked to develop a 
resort on the Caspian coast of Turkmenistan to gain more 
favorable consideration of its pursuit of hydrocarbons. 

Since TNK-BP is not in the resort-building business, 
McCormick said it was scratching its head trying to figure 

out next steps. He emphasized that TNK-BP is after oil, not 
gas, in Turkmenistan since transportation difficulties 

detract from the value of gas assets. 


4. (C) On the long-rumored sale of the TNK half of TNK-BP 
(owned 50% by Mikhail Fridman\'s Alfa Group, 25% by 
billionaire Viktor Vekselberg, and 25% by U.S. firm Access 
Industries), McCormick said the future is unclear. Only 
Gazprom and Rosneft would have the Kremlin\'s blessing to buy 
the Russian shares. But, given a valuation of between 

$20-$25 billion for the TNK half (based on market prices of 
TNK-BP\'s small free-float), neither can afford it right now. 
McCormick confirmed that banks have told TNK-BP they simply 
cannot lend more money to either of the over-extended state 
giants at this time. In any event, there is dissension among 

the TNK shareholders as some waffle over which state company 
might offer the highest price and others (especially 

Vekselberg) focus on parochial concerns related to how to 
leverage such a sale into better positions for their other 
businesses. 
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5. (C) McCormick said he wasn\'t concerned about possible GOR 
actions to bring TNK-BP (Russia\'s 3rd largest oil producer) 
under state control on the cheap. He suggested BP\'s 50% 
ownership helps protect the company, as a move against TNK-BP 
would further tarnish the Kremlin\'s reputation in the West. 

Senior TNK-BP management and ownership is confident in the 
company\'s future, as demonstrated by the $700 million 

increase in the 2007 capital expenditure budget to $3.4 

billion, which is set to rise again in 2008. This, McCormick 

noted, is not what companies do if they think they could be 

taken over by the state, adding that Sibneft sent all its 

earnings out as dividends rather than reinvesting in the 

business before its sale to Gazprom. 


6. (SBU) McCormick said TNK-BP was trying to accelerate its 
spending (it has only spent $500 million of its capital 
expenditure budget this year), but lacks both the human 
capacity to manage it, as well as capable partners to supply 

it with the products and services it needs. He specifically 
asked us to point U.S. suppliers to opportunities with 
TNK-BP. On August 27, the company announced its second big 
tender of the summer -- a $1.3 billion offer for workover 

rigs. In July the company announced a $2 billion tender for 
drilling rigs. (Note: The human resource concern is often 
cited by companies as a major challenge in Russia. Like 
other companies, TNK-BP is pouring money into Russian 
higher-education institutions to train the people it needs 

for its continued success. End note.) 


7. (SBU) McCormick said that TNK-BP president (and Amcit) Bob 
Dudley would visit Washington October 17-18 and hoped to see 
senior officials at State, Energy, Commerce, the NSC, and 
others. 


8. (C) TNK-BP\'s rising investment, international expansion 
efforts, and human capacity development plans clearly reflect 
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a company convinced of its long-term sustainability. It is 
an example of the value that sophisticated international 
partners such as BP bring to their operations in Russia. If 
TNK-BP can remain independent, it will likely continue to be 
a force for good -- greater transparency, effective 
deployment of capital, and management efficiency -- in 
Russia\'s energy sector. In that regard, it is unquestionably 
fortunate that that the souring of the credit markets has 
made it difficult for Gazprom and Rosneft to further expand 
their reach in the sector. 


9. (C) Dudley\'s trip to Washington is a good opportunity for 

the USG to urge more U.S. company involvement in TNK-BP\'s 
growth and to explore the possibilities in third countries 

for cooperation with this unique half-western, half-Russian 
company. 

Burns 
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SUBJECT: ESTONIA\'S FULLFILMENT OF OECD ACCESSION CRITERIA 


1. (SBU) Summary: In post\'s judgment, Estonia fulfills the 
accession criteria for membership in the OECD. Estonia is 
an active, prosperous and developed member of many 
international organizations, including NATO, the European 
Union and the WTO. It demonstrates a broad respect for the 
values of current OECD member countries in the areas of 
democracy, human rights, religious freedom, a commitment to 
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market economics, media freedom and a vibrant non- 
governmental sector. Major international surveys of 
economic freedom, anti-corruption, and political 
development consistently rank Estonia in their upper tier 
of countries. In recent years, Estonia has moved from aid 
recipient to donor nation; many neighboring countries look 
at Estonia as a model for successful economic and 
democratic transition. End Summary. 


Pre-Accession Criteria: 


2. (U) Estonia has been a Member State of the European 
Union since May 2004. Within the EU, Estonia has promoted 
advancements in the areas of competitiveness, improved IT 
security and communications, climate change and energy, 
agricultural and financial reform, justice and home affairs 

and external relations. Estonia is a strong advocate of 

the European Neighborhood Policy and provides technical 
assistance and training to Ukraine, Moldova and Georgia as 
well as Afghanistan and several countries in the Balkans 

and Caucasus. In 2006, Estonia donated $15.29 million 
(0.84 of GDP) for development assistance. The GOE\'s goal 
is to increase its assistance budget to 0.10% of GDP by 
2010. Estonia also regularly contributes to and 

participates in international and multinational assistance 
projects such as the World Food Program, UNICEF, UNDP, 
UNHCR, Doha Development Agenda Global Trust Fund, and the 
EU\'s Development Assistance Program. 


3. (U) Estonia is a constructive member of the 

International Labor Organization (ILO), has ratified 33 ILO 
Conventions and used ILO standards to develop the legal 
framework for labor-related legislation in Estonia. 

Estonia has been a member of the World Trade Organization 
(WTO) since November 1999. In August 1993, Estonia 
ratified the Stockholm convention establishing the World 
Intellectual Property Organization (WIPO), and in June 

2007, it ratified the WIPO Geneva convention on copyrights. 
Estonia has established a strong domestic legal framework 
for IP protection, and has not been on the USTR Special 301 
Watchlist since 1998. The USG and GOE actively cooperate 
on IPR training and awareness programs in Estonia. 


Like-Mindedness: 


4. (U) Estonia has a vibrant and pluralistic democracy. In 
the sixteen years since its re-independence from Soviet 
occupation, Estonia has earned high marks for creating 
strong democratic institutions and one of the world\'s most 
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open economies. Business development has boomed, 
encouraged by Estonia\'s stable political climate, 
consistent economic policies and fiscal discipline. 

Freedom House has given Estonia its highest ratings for its 
commitment to liberal democracy, civil liberties, and open 
economic markets. The OSCE declared Estonia\'s 2002 
Parliamentary elections in accordance with international 
standards and has not deemed it necessary to observe any 
subsequent elections. Estonia\'s media environment is 
equally open: Reporters Without Borders Worldwide ranked 
Estonia sixth on their international Press Freedom Index in 
2006 -- far ahead of the United States. 


5. (U) EstoniaWs economic fundamentals are strong. 

According to the IMF, Estonia\'s \"prudent macroeconomic 
policies and regional integration have resulted in the 

fastest convergence among new EU members and an impressive 
rise in living standards.\" Successive governments have 
demonstrated a commitment to promoting economic growth and 
foreign investment. Since 2001, the GOE has had budget 
surpluses of at least 1% (and as high as 6%) of GDP - thus 
earning a strong international reputation for fiscal 

responsibility. Since 2000, real GDP growth has averaged 
seven percent or higher. Of note, in the short- to medium- 

term, inflation, a tight labor market and a large capital 

account deficit are causing some concern. Also, Estonia 

has the fastest growing HIV infection rate in Europe. 

While absolute numbers are small and the GOE has steadily 


increased resources dedicated to prevention, treatment and 
harm reduction, it is too early to predict the long term 
social and economic impact of the disease on Estonia. 


6. (U) Estonia is a leader in promoting transparency and 
efficiency in governance. In 2000, Estonia implemented a 
highly effective paperless system of e-government. Since 
then, the GOE has conducted only paperless weekly cabinet 
meetings. Ministers review draft bills, make comments and 
suggestions and vote online. Decisions are instantly made 
available for public review on the internet. Additionally, 

in 2007, Estonia was the first country in the world to 

allow for e-voting in a national election. 


7. (U) Estonia also promotes human rights at home and 
abroad. The State Department\'s Human Rights Report has 
consistently given Estonia high marks on protecting human 
rights and religious freedom. Estonia does have a 
significant ethnic Russian minority and a large stateless 
population (currently about 115,000 people). The GOE is in 
the process of developing the second phase of its 
integration program and has actively promoted 
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naturalization as a means of reducing the number of 
stateless people in Estonia. Since 1992, the number of 
stateless people declined from 32% of the population to 
8.5%. More than 145,000 people naturalized during this 
period. (Note: While most naturalizations took place 
between 1992 and 2000, on average 5000 people have 
naturalized each year since 1998). For the first time 
since re-independence, the number of naturalized citizens 
exceeds the number of stateless persons. 


8. (U) Open Markets: Since joining the EU in 2004, the 

Estonian government has sought to maintain liberal policies 

in order to attract export-generating investments. All 

foreign investors are treated on an equal footing with 

local investors. In 2007, the International Institute for 
Management Development ranked Estonia 22nd of 55 economies 
on its \"World Competitiveness Scoreboard\" (higher than 

Japan as well as 13 other EU member states, and the highest 
rating among the former Soviet Bloc countries). 


9. (U) Sustainable Development: Estonian environmental 
practices are fully in accordance with EU standards. 

(Note: Estonia\'s accession agreement gave Estonia until 
2015 to meet EU standards on carbon dioxide emissions. End 
note.) The GOE recognizes that maintaining an ecological 
balance is a central precondition for sustainability. In 
September 2005, the Estonian Parliament approved the first- 
ever Estonian National Strategy on Sustainable 
Development: Sustainable Estonia 21. This strategy laid 
out the GOE\'s plan for integrating successful global 
competition with a sustainable development model. The 
strategy seeks to take into consideration interaction 

between environmental and development factors such as the 
viability of Estonian cultural space, the growth of 

welfare, coherent society and ecological balance. 


10. (U) Control of Corruption: Estonia has in place the 
necessary laws, regulations, and penalties to combat 
corruption. While incidences of corruption do occur, it is 

not considered a significant problem in Estonia and is not 
cited as an obstacle to foreign direct investment. In June 
2004, Estonia became a full participant in the OECD Working 
Group on Bribery in International Business Transactions. 

In 2006, Estonia rose to 24th place among 163 countries in 
Transparency International\'s Corruption Perceptions Index 
(CPI). 


11. (U) Encouraging Economic Freedom: Estonia actively 
promotes economic freedom domestically and in developing 
and transitioning countries. Estonia has provided 

technical assistance in fields ranging from WTO accession 
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negotiations and reforming the national health care system 

to the implementation of information technology in state 
administration. In 2006, the Cato Institute awarded former 
Prime Minister Mart Laar its Milton Friedman Prize for 
Advancing Liberty. Laar has been an active advisor to the 
government of Georgia on market and tax reforms and 
democratic institution building. The GOE has been lauded 

by President Bush for its flat income tax structure and 

zero tax on reinvested corporate profits. In the Heritage 
Foundation and Wall Street Journal\'s 2007 Index of Economic 
Freedom, Estonia ranked 12th in the world. A key area 
where Estonia needs to improve economic freedom, however, 
is labor market flexibility. Currently, rigid employment 


contract laws and bureaucratic barriers to the importation 
of non-EU labor are exacerbating an already tight labor 
market, which has contributed to rising wage inflation in 
the economy. 


PHILLIPS 
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SUBJECT: CAMEROONVS INTERNATIONAL PARTNERS TELL FOREST 
MINISTER: \"THE PROBLEM IS NOT MONEY, BUT WILL\" 


Column 3 
Marked paragraphs are sensitive but unclassified. Not for 
distribution outside the USG. 


1. (SBU) Summary. Cameroon\'s Forestry Minister (MINFOF) 
was caught off-guard when EU representatives responded to his 
August 22 appeal for donor assistance by suggesting that the 
Government of Cameroon\'s problem is \"not money, but will.\" 
The ambassadors encouraged Ngolle to continue MINFOF\"s fight 
against corruption as a Government of Cameroon (GRC) 
initiative, which they asserted should be properly funded by 

the GRC itself. End summary. 


2. (U) Cameroon\'s Minister of Forestry, Elvis Ngolle 
Ngolle, asked embassy representatives from the U.S., the 
Netherlands, France, Germany, Italy, the U.K. and Canada to 
attend an August 22 meeting to brief them on MINFOF 
activities and to appeal for participation, including 

funding, from international donors in an initiative to expand 
MINFOF efforts to fight corruption. Ngolle cited losses to 
the state of 50 billion CFA (approximately $100 million) in 
illegal logging activities, and that he wanted to launch an 
independent study, with the support of Prime Minister Inoni, 
to be carried out by a six-member commission in partnership 
between MINFOF and donor countries. 


3. (SBU) Ngolle was caught flat-footed, however, by the 
response from EU representatives, who were upset by MINFOF\'s 
request, as they saw it, for international partners to become 
involved in interministerial conflicts, particularly with the 
Ministry of Economy and Finances (MINEFI), which should be 
funding the project. The German ambassador summed up 
succinctly the prevailing view of donor countries at the 

table: \"The problem is not money, but will" The diplomats 
encouraged Ngolle to continue MINFOF\'s fight against 
corruption in coordination with MINEFI and noted that further 
international assistance was not a precondition to this 

effort moving forward. 


4. (SBU) Media reports skirted the response from the donor 
community. The state-run Cameroon Tribune and the Herald 
both reported that the EU would support the committee and 
stated that the donor countries had pledged to support forest 
governance efforts. In response to Poloff\'s follow-up 

request for clarification from MINFOF\'s Director of Wildlife, 
Mahamat Amine, who also attended the meeting, Amine said that 
the EU representatives said they were formulating a response 
and would respond within the next few days. 


5. (SBU) Comment: This is just one example of the GRC 
requesting funding for activities it can and should be 
carrying out on its own. Ngolle is generally considered one 
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of the brighter stars in the government, as his efforts to 
combat corruption in this sector attest. The response from 
the EU representatives reflected a sense among many donors 
that the GRC remains stuck in a fundraising mentality despite 
recent windfalls to the treasury from debt relief and higher 
than anticipated oil revenues. End Comment. 

NELSON 
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SUBJECT: CHOLERA OUTBREAK IN THE KURDISH REGION 


1. SUMMARY: Over the past two weeks there has been a rise in 
illnesses with diarrhea and vomiting in Sulaymaniyah and Kirkuk. 
The Kurdistan regional Minister of Health estimates that there are a 
total of 4,000 new cases since the middle of August. Of these cases, 
70 have been confirmed as cholera (23 in Sulaymaniyah and 47 in 
Kirkuk.) Gol measures are in progress to handle the outbreak. MNF 
and the US Embassy are assisting. END SUMMARY. 


2. Dr. Sherko Abdulla, Director General of Health, Sulaymaniyah 
Province, reported that over the past two weeks there has been a 

rise in illnesses with diarrhea and vomiting in Sulaymaniyah and 
Kirkuk, 2,000 cases and 1,925 cases respectively. Laboratory tests 
have confirmed 70 cases are cholera, 23 in Sulaymaniyah and 47 in 
Kirkuk. Of the 47 Kirkuk cases only 2 have been confirmed as cholera 
by the Central Baghdad Public Health Lab. Six deaths have resulted. 
There is also one unconfirmed case of cholera reported in Salah ad 
Din. 


3. Chronic food and water infrastructure problems, along with 
seasonal or warm-weather diarrheal disease outbreaks are cited in an 
August 26 Armed Forces Medical Intelligence Center (AFMIC) and 
Defense Intelligence Agency (DIA) assessment as possible causes of 
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increased cholera cases. 


4. The Iraqi Ministry of Health (MOH), without U.S. assistance, 
dispatched a team from the Public Health Directorate and delivered 
additional fluids and drugs to the North. Additionally, Deputy 

Prime Minister Barham Saleh has met with representatives from the 
United Nations (UN) who have arranged to send an assessment team 
from the World Health Organization (WHO). In addition, the 
International Medical Corps (IMC), a USAID implementing partner, has 
been in Sulaymaniyah since August 28, 2007, to assist in providing 
technical assistance in cholera management. The IMC is taking on an 
integral part of the emergency coordination room that has been 
established by the Kurdish MoH. Significant support is also 

provided by UNICEF in the form of equipment, medical supplies, and 
water purification kits. 


5. The Kurdistan Minister of Health, Dr. Abdul Rahman Yones, has 
requested investigational technical assistance from Multi-National 
Forces-lraq (MNF-I) and has requested Multi-National Corps-lraq 
(MNC-I) to provide additional guidance on public health measures 
that can be implemented. The MNC-I Office of the Surgeon General 
will provide technical assistance, but not conduct the actual 
investigation. MNF-I has created a \"ready to assist\" operational 
order to be released when appropriate. 


6. In partnership with the Iraqis, the United States Mission Iraq 
(USM-I) and coalition forces have formed a team to coordinate 
assistance efforts in managing these cholera situations. Assistance 
will come in three parts; supplies and equipment needed to manage 
the outbreak; a public information campaign to help stem the rate of 
infection; and technical expertise in handling the cases of cholera 
and investigating the cause of contamination. 


7. COMMENT: The Iraqi Ministry of Health acted swiftly to move 

fluids, equipment and medicine to the Kurdish region, once help was 
requested by Kurdish officials. They have kept in contact with the 
USM-I and requested assistance when needed. While it's worth noting 
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that field training for Iraqis regarding this very topic, outbreak 
investigation and control, is slated for no later than March 2008, 
it is promising to witness Iraqis demonstrating their willingness 
and capacity to take the lead. END COMMENT. 
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E.O. 12958: DECL: 08/29/2027 
TAGS: PREL, PGOV, PA 
SUBJECT: A CHAT WITH LUGO 


Classified By: DCM Michael J. Fitzpatrick; reasons 1.4 (b) and (d). 


1.(C) SUMMARY: Presidential pre-candidate Fernando Lugo 
spoke confidently about his legal ability to run for the 
presidency in an August 27 meeting with DCM and Pol/Econ 
Chief, but failed to provide any details about his campaign 
platform or plans for governing Paraguay. While reluctant to 
define what he represents, Lugo was more comfortable talking 
about what he is not, denying ties to Chavez, the FARC, or to 
kidnapping operations in Paraguay. Lugo spoke passionately 
about the Paraguayan people\'s desire for change, employment, 
security, and improved health and education services. He 
expressed concern regarding the possibility of electoral 

fraud and underscored the importance of international 
observers for both the December/January primaries and the 
April 20 election. While the meeting was a positive step 
forward in our dialogue with Lugo, he continues to fail to 
provide any real insight into who he is, or how he might 
govern. END SUMMARY. 


2. (C) Presidential pre-candidate Fernando Lugo spoke 
confidently about his legal ability to run for the presidency 
in an August 27 meeting with DCM and Pol/Econ Chief. He 
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acknowledged that other political parties (likely the 
Colorados) may seek to disqualify him as a candidate, but 
summarily set those concerns aside by stating that the best 
jurists in the country say he can run given his resignation 
from his position as a Catholic bishop. Neither Lugo nor 
either of his two advisors in attendance mentioned a 
political or legal strategy to defeat attempts to impugn him. 
They stated the decision would be based on political as 
opposed to legal grounds, and Lugo said that if he is 
disqualified, he will institute a hunger strike. They also 
noted that international mediation could become a means to 
resolve the dispute further down the road. 


3. (C) In response to the DCM\'s questions about his campaign 
platform and plans for governing Paraguay, Lugo provided few, 
if any, details. His initial response, a non sequitur, cited 

an agreement that he planned to sign with Social and Popular 
Block (now comprised of the Liberal party, leftist social 

sectors and labor unions) later that evening, which would 
confirm his ability to run for president. (NOTE: According to 
press reports, the agreement signed late August 27 also 
provided that the Liberal Party will withdraw from the April 
2008 elections if Lugo is disqualified. Neither the Beloved 
Fatherland Party nor General Ovideo\'s UNACE signed the 
agreement. END NOTE). During the meeting, he and his 
advisors (a disgruntled Colorado and a Liberal) disagreed on 
several points, but agreed Lugo\'s platform would be that of 
the Liberal Party. Lugo said that many people ask \"what\'s 
behind Lugo.\" His almost-too-honest answer was \"nothing.\" 


4. (C) While reluctant to define what he represents, Lugo 
was more comfortable saying what he is not, denying ties to 
Chavez, the FARC, or to kidnapping operations in Paraguay. 
One advisor said Paraguay\'s next government would be 
transitional, regardless of who wins, and that it could 

follow either the Rhodesian or South African models of 
change. All agreed the path should be democratic, and Lugo 
said his government would find its own way, implying it would 
follow neither the United States nor Venezuela. (NOTE: Ina 
speech following the meeting, Lugo said \"there will not be 
any foreign power, small or large, that will tell us how to 
manage Paraguay\'s destiny.\" END NOTE). Lugo noted that he 
had just returned from Ecuador, where he said President 
Correa is generating too much confrontation. Lugo laughed 
when one of his advisors said people call him a socialist, 

and in a serious tone, affirmed that he has no ties to the 
FARC and that he is not using the proceeds of a past 
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Paraguayan kidnapping to finance his campaign. When the DCM 
asked why Lugo does not respond to these allegations 

publicly, Lugo said only Christ would judge him. 


5. (C) Lugo spoke passionately about the Paraguayan people\'s 
desire for change, employment, security, and improved health 
and education services. He declared that both he and the 
Paraguayan people are tired of discrimination, exclusion and 
corruption, lamenting the Colorado Party\'s complete control 
of society. Lugo said he is planning three separate national 
tours of the country to listen to citizens\' complaints, to 

receive proposals (he said he\'s in this phase now), and to 
announce his plan for governing. He said the Paraguayan 
people have shown him great support, and that his team spent 
only USD 2 on a recent campaign trip across Amambay 
Department, with Paraguayans along his route paying for his 
lodging and food. 


6. (C) Lugo expressed concern regarding the possibility of 
electoral fraud, citing examples of 150-year-olds on the 
master voting list and bribes to co-opt political party 

officials at the local level. He confirmed that foreign 

donation to candidates/campaigns were illegal. Lugo said a 
bill will soon be presented to Congress which would require 
voters to sign the voting list when they submit their votes 

in an effort to reduce a portion of the fraud. The DCM asked 
how the USG could assist with elections; Lugo underscored the 
importance of international observers for both the 
December/January primaries and the April 20 election. 


7.(C) While the meeting served as a positive step forward 

in our dialogue with Lugo, he has still failed to provide any 
real insight into who he is or how he might govern. Lugo\'s 
reserved and down-to-earth manner seem out of place in 
Paraguayan politics, but his humanity, including his admitted 
political vulnerabilities, make him a likable interlocutor. 

In discussions about possible challenges to his candidacy, 
Lugo\'s unsophisticated \"wait and see\" attitude made it seem 
that he is either unaware of the political realities here or 

is confident he can overcome them. Likewise, his slowness in 
defining his political program makes him appear disorganized, 
if not evasive. In any case, Lugo\'s political future lies in 

the hands of a politicized judiciary, controlled by the 
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Colorados, which will likely decide whether to disqualify him 
depending on how such a decision would benefit Colorado 
interests. END COMMENT. 


Please visit us at  http://www.state.sgov.gov/p/wha/asuncion 
CASON 
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Sensitive but unclassified. Please protect accordingly. 


1. (U) An AFP story dated August 22 noted that an Arab human rights 
group (Cairo-based Arabic Network for Human Rights Information -- 
HRinfo) was decrying the one-year sentence against a website owner 

in the UAE, Mohammed Rashed al-Shehhi, on defamation charges, adding 
that al-Shehhi was also fined approximately 19,000 dollars and had 

his web-site (majan.net) shut down. The case in the emirate of Ras 
al-Khaimah (RAK) stems from a suit filed by an RAK official. What 

HRInfo characterized as simple \"political criticism\" of a civil 

servant (and that by a contributor over whom the website manager 

likely has no control), earned al-Shehhi a stiff penalty. 


2. (U) The local Arabic daily Al-Khaleej had published an August 11 
article noting the \"controversial\" closing of the blog, citing 
opposing opinions gleaned in interviews without clearly espousing a 
particular point of view. The writer, without mentioning the 

content of the alleged defamatory statements, cited an elected 
Federal National Council member noting the important role of the 
website while also cautioning against its misuse, an RAK official 
cautioning against unregulated expression which infringed on 
another\'s privacy, bloggers \"shocked\" by the decision to close the 
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site and others emphasizing the need to develop the positive aspects 
of the Internet in the UAE\'s move towards participatory governance, 
and an RAK court official citing the laws violated and the 
punishments therein designated. The AFP article some days later 
amplified the negative aspects of the case for an international 
audience. 


3. (SBU) Contacts familiar with the case atthe RAK courts note the 
serious nature of remarks published on the site and cite the penalty 
as derived from Articles 16 and 24 of the UAE Communication and 
Internet law. (Note: Article 16 puts the penalty for \"violating 

social principles and family values\" as imprisonment of not less 
than one year and/or a fine of not less than fifty thousand Dirhams 
[approx. USD 13,600], while Article 24 calls for the confiscation of 
devices, programs and means used in committing such violations. End 
note.) According to RAK judicial officials, a web participant 
seriously insulted the Director of the RAK Health Department, 
accusing him of spying on his employees, hiring his relatives for 
key positions despite their lack of qualifications, and having 

intimate extra-marital affairs. The offended party reportedly asked 
al-Shehhi to remove the offensive entry, and filed the suit when 

only a portion of the more libelous elements was deleted. The case 
is pending appeal. 


4. (SBU) Comment: Freedom of expression and an open press are 
widely recognized in the UAE as positive democratic values which 
will gain favor over the long term, yet local writers must take 
precautions to avoid official censure. When one crosses a \"red 
line\" in defaming officialdom, the courts can be somewhat heavy 
handed, thus reinforcing the survival mechanism of self-censorship. 
Without more detail on this particular case, it is difficult to 

ascertain whether it is a legitimate case of libel or an example of 

a local blogger pushing the envelope just a little too far and 

paying the consequences. End comment. 


QUINN 
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SIPDIS 


SIPDIS 


Column 3 

E.O. 12958: N/A 

TAGS: PHUM, PREL, UNGA 

SUBJECT: RUSSIA SUPPORTS U.S. CANDIDATE FOR CONVENTION 
AGAINST TORTURE ELECTION 


REF: SECSTATE 107670 


Russia will support re-election of the U.S. candidate to the 

UN Committee Against Torture, Ms. Felice Gear, in the 
election scheduled for October 8, 2007, in Geneva (reftel). 
According to a diplomatic note received on August 23, 

Russian support for the U.S. candidate is dependent upon USG 
agreement to support the Russian candidate to the Committee 
in the election scheduled for 2009. 

Burns 
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STATE PASS TO USAID FOR L.DOBBINS AND E.LOKEN 
TREASURY FOR J. RALYEA AND T.RAND 

COMMERCE FOR BECKY ERKUL 

ADDIS ABABA FOR USAU 

ADDIS ABABA FOR ACSS 


E.O. 12958: DECL: 01/12/2016 

TAGS: EAGR; ECON; ETRD; PGOV; ZI 

SUBJECT: POULTRY PRODUCTION AND PATRONAGE - COPING DURING 
ZIMBABWE\'S PRICE CONTROL MADNESS 


REF: HARARE 0598 


Classified By: Deputy Pol/Econ Chief Frances Chisholm under Section 1.4 


1. (C) Irvine\'s Day Old Chicks, Zimbabwe\'s largest poultry 
and egg producer, has managed to maintain full production and 
profitability during the GOZ\'s price control blitz thanks to 

the combination of a highly cost-efficient, export-oriented 
operation and cozy relations with top ruling-party officials, 
including Reserve Bank of Zimbabwe (RBZ) Governor Gideon 
Gono. Nevertheless, the owners of Irvine\'s, a multi-million 
dollar white family-owned business, are nervous about the 
impending indigenization bill and working assiduously to stay 
on the right side of government. Paradoxically, the 
company\'s founder was closely aligned with the lan Smith 
regime as Member of Parliament and Minister from the mid 
1960s until independence. End Summary. 


2. (U) Irvine\'s Day Old Chicks, which produces about 350,000 
chicks weekly for the domestic and export markets, is 
Zimbabwe\'s largest poultry producer. On August 23, at the 
company\'s modern plant located on the outskirts of Harare, 
Managing Director David J. Irvine told econoff that his 
family-owned company air freights 80,000 day-old chicks a 
week to Botswana; in addition, Irvine\'s is the main supplier 
of chicks to Mozambique and Malawi, and recently began 
exporting day-old chicks to Tanzania and Angola, as well. 
Irvine\'s imports its breeder stock from Cobb, a division of 
Tyson Foods in the U.S. The poultry manager maintained he 
had no competitors in breeder chickens in the region. In 
eggs, Irvine\'s controls 80 percent of the Zimbabwe market. 


Column 3 


3. (SBU) On July 3 the Price Control Task Force descended on 
the Irvine plant accusing management of hoarding chickens and 
eggs rather than selling them to the domestic market at the 
controlled price. Two weeks later police returned and locked 
up a senior executive for two days on charges of sabotage for 
having shut the plant down for three days for repairs. \"They 
are paranoid about non-production,\" said Irvine. He told 
econoff that he then pursued \"the political route\" with key 
ministers to secure a price increase. His primary contact 

was Price Task Force member and Minister of Public Service, 
Labour and Social Welfare Nicholas Goche, whose extensive 
commercial farm is a major grain supplier to Irvine\'s. (Goche 
is also one of President Mugabe\'s two negotiators in the 
Pretoria talks.) While Irvine said that his highly efficient 

plant could \"live with\" the new regulated price of whole 
chickens that the GOZ announced last week, the price cut 
backpedaling had failed to differentiate between whole 
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chickens and chicken parts, or to address the price of 
day-old chicks. As a result, allegations of overcharging 
were resurfacing. 


4. (C) Irvine\'s has increased its egg exports from about one 
third to one half of its production since the price control 

blitz began. In a special arrangement with RBZ Governor 
Gono, Irvine\'s manages Gono\'s chicken projects in return for 
permission to retain 90 percent of the company\'s monthly 
US$750,000 export earnings. (RBZ regulations otherwise 
require exporters to remit 40 percent of their foreign 
exchange earnings to the RBZ at a small fraction of the 
parallel exchange rate ) an effective steep export tax that 

acts as a stranglehold on production.) Irvine said he had 
recently declined, for the time being, an offer by Gono to 
issue the company a permit to export frozen chicken. Adding 
to the company\'s special benefits, Irvine\'s also has a 
generous allocation of grain (\"enough to build up stocks\") 
from the Grain Marketing Board (GMB) at the GMB\'s low, highly 
subsidized, controlled prices. 
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5. (C) Irvine boasted that he was selling \"spent breeders,\" 
that he otherwise would have frozen until the price frenzy 
blew over, out the back door to a ZANU-PF bigwig (\"she,s 
high enough to protect me\") at twice the controlled price. 
Passing through her hands, the chickens ended up on the 
Harare black market at triple the controlled price. 


6. (SBU) Internally, the company had reduced black-market 
dealing by its own staff by supplying a package of chicken 
and eggs to every employee weekly and prohibiting their 
access to the company\'s retail site next door; until these 
measures were implmented, staff had been spending more time 
at the company gate reselling poultry and eggs at up to five 
times the controlled price than in the plant. Irvine added 
that he had sharply cut retail outlet opening hours and only 
opened under the protection of riot police to reduce the 
incidence of injuries and property damage that the hungry 
crowds had been causing. 


7. (C) Irvine and his elderly father and company founder 

William Irvine visited Dydimus Mutasa, Minister of State for 
National Security and Lands, Land Reform and Resettlement, at 
his rural home last month seeking protection from possible 
takeover under the pending Indigenization Bill (reftel). 

Irvine said Mutasa received the two businessmen warmly and 
told them not to worry about the Bill, \"it was just meant for 

the mines, not for them.\" The three then proceeded to 

discuss investment possibilities in new agrobusiness projects 

in Mutasa,s home province of Manicaland. 


8. (SBU) Note: William Irvine was a Member of Parliament from 
Salisbury from 1965 to 1980. During this period, he served 
variously as Minister of Local Government, Minister of 
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Transportation and Power, and Minister of Agriculture. As an 
MP in the early 1970s, he is known for having put forward the 
failed Residential Property Owner\'s Protection Act. The 
legislation, a diluted form of South Africa\'s Group Areas 

Act, was intended to prevent non-whites, including domestic 
workers, from living in low-density (i.e. white) suburbs. End 
Note. 


Comment 


Column 3 


9. (C) For now, at least, Irvine\'s appears to have worked 

out enough sweetheart deals to avoid production losses during 
the price crackdown. Apparently, the company has even come 
out on top, propelled by a surge in exports that are further 
sweetened by a particularly generous forex retention 
allowance from fellow chicken farmer RBZ Governor Gono. 
Being in bed with the devil could protect the family\'s 
multimillion dollar operation indefinitely - and win valuable 

time for the company. But the uncertainty and risk inherent 

in patronage deals must weigh heavy. Bidding econoff 
farewell, Irvine pointed to a warm winter coat hanging on the 
back of his office door, packed, he said, with his blood 
pressure pills and \"a lot of cash,\" for the day when they 

come to get him. 

DHANANI 
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E.O. 12958: DECL: 08/27/2017 

TAGS: OTRA, PREL, SADC, ZA 

SUBJECT: COMESA LEADERS SHARE VIEWS ON THE SADC SUMMIT, 
ZIMBABWE, AND COMESA SUCCESSORSHIP 

REF: A. LUSAKA 963 


B. LUSAKA 945 


Column 3 
C. NAIROBI 3021 


Classified By: Ambassador Carmen Martinez for Reasons 1.4(b) and (d) 


1. (C) Summary. On August 28, Common Market for Eastern and 
Southern Africa (COMESA) Secretariat leaders shared their 

views with Ambassador Martinez on the challenges of 

overlapping customs unions, expressed skepticism regarding 
SADC\'s \"economic rescue plan\" for Zimbabwe, and suggested 
that Mugabe\'s offer to host the 2008 COMESA Summit (and take 
up the COMESA Chair) presents COMESA with some organizational 
difficulties. They also discussed leadership changes at 

COMESA, in particular the appointment of a new Secretary 

General in May 2008. End Summary. 


2. (C) On August 28, Ambassador Martinez met individually 

with COMESA Assistant Secretary General Nagla El-Hussainy and 
Acting Secretary General Sindiso Ngwenya to follow up on 
Ngwenya\'s recent visits to the U.S. and to inquire into 

future leadership changes at COMESA. Ambassador Martinez 
asked whether COMESA\'s customs union, which it intends to 
establish in 2008, will conflict with other regional 

organizations\' economic integration plans and whether COMESA 
Member States who belong to the Southern African Development 
Community (SADC) will eventually have to choose between the 
two organizations. Ngwenya said that COMESA would make every 
effort to harmonize its customs union with those of SADC and 

the East African Community (EAC). He mentioned the 

possibility of a tripartite summit between COMESA, SADC, and 
the EAC to coordinate integration procedures, but suggested 

that not all COMESA Member States wholly support customs 
union harmonization, pointing specifically to Tanzania. 


3. (C) On his own accord, Ngwenya (a Zimbabwean national) 
brought up the issue of Zimbabwe\'s instability. He said that 
he had not seen a copy of the SADC Executive Secretary\'s 
report on the economic situation in Zimbabwe that was 
presented to SADC leaders at the recently concluded SADC 
Heads of State Summit (Refs A and B), nor the SADC leaders\' 
\"economic rescue plan," but said that he would try to obtain 
an \"unofficial\" copy. He speculated that SADC intervention 
would not be sufficient to \"save\" Zimbabwe from its problems, 
and that other SADC Member States were not in a 
position--financially or politically--to offer much 

assistance. He said that SADC leaders had \"played into 
Mugabe\'s hand,\" by offering a plan that they could not 

deliver and that would shift responsibility from Mugabe to 
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his SADC counterparts. \"Whatever you think of Mugabe, 
whether good or bad, he is a shrewd politician,\" Ngwenya 
commented. 


4. (C) El-Hussainy admitted that the May 2008 COMESA Summit 
in Harare would be difficult to organize, given the shortage 

of food, fuel, and other materials in Zimbabwe, but said that 

her Zimbabwean colleagues were confident that they would have 
the capability and resources to host the Summit successfully. 
When asked whether she shared that confidence, El-Hussainy 
shrugged her shoulders helplessly. \"What can we do? We are 
just the Secretariat. We have no choice.\" She explained 

that during the COMESA Summit in Nairobi last May, Mugabe had 
volunteered to host the 2008 meetings. \"No one opposed!\" 
El-Hussainy exclaimed astonishingly. Al-Hussainy also 

explained that the Summit host serves as the Vice-Chair in 

the year preceding the Summit, the Chair in the year 

following it, and the Rapporteur in the year thereafter. 
Consequently, Zimbabwe will be Vice-Chair until May 2008, 

Chair from May 2008 to May 2009, and Rapporteur from May 2009 
to May 2010. 
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5. (C) El-Hussainy expressed her hope that Mugabe\'s 
leadership role in COMESA not damage ongoing U.S.-COMESA 
cooperation. She described Mugabe\'s functions within SADC as 
\"mostly ceremonial.\" Ambassador Martinez recommended that 
Mugabe be dissuaded from ranting on as he did in Nairobi (Ref 
C), turning the COMESA meetings into an opportunity to blame 
others for his leadership failures. El-Hussainy acknowledged 
the possibility that Mugabe may try to use the 2008 Summit to 
his own political advantage, when 18 Heads of State and 
Government visit Harare as his guests. (Comment: One 
concern is that Mugabe might use the COMESA forum to 
establish his legitimacy, if he continues in office beyond 

the Zimbabwean presidential elections in March 2008. End 
Comment.) 


6. (C) El-Hussainy told Ambassador Martinez that COMESA 
Member States will choose a new Secretary General to replace 
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Erastus Mwencha, whose term finishes in May 2008. The 
decision will fall to select COMESA Integration/Trade 

Ministers, who will over the next several months interview 

the two candidates: Mwencha\'s deputy, Sindiso Ngwenya, and 
Rwanda\'s Minister of Public Service, Skills, Development, and 
Labor, Manasseh Nshuti. She noted that four applicants had 
applied for Ngwenya\'s position of Assistant Secretary 

General, which will open up at the same time, including 
COMESA\'s Director of Legal Affairs, Stephen Karangizi, a 
Ugandan national. Ngwenya told the Ambassador that although 
the appointments would be made at the 2008 Summit in Harare, 
the decision would be unofficially made public by December 
2007. Ngwenya said he hoped more candidates would apply for 
the Secretary General position because \"competition is always 
healthy.\" 


7. (C) Comment. Although COMESA intends to coordinate 
closely with SADC to establish compatible customs unions, 
COMESA\'s economic integration plans are much further 
developed; SADC intends to launch its customs union in 2010, 
two years after COMESA. El-Hussainy recently told EmbOff, 
however, that SADC is \"five years behind COMESA.\" Given 
SADC\'s planning lag, it will be difficult for the two 
organizations to even discuss harmonization. In practice, 
\"harmonization\" may not occur until 2009/2010, when SADC 
attempts to conform with an existing COMESA customs union. 
We are impressed by COMESAVs steady focus and ambitious 
efforts to achieve economic growth. COMESA is likely to 
continue to press for USG aid-for-trade assistance, 
particularly during forthcoming meetings in Washington in 
October. We are also confident that whether it be Nshuti or 
Ngwenya that takes the helm in March 2008, COMESA should 
continue to enjoy strong and non-partisan leadership. 
MARTINEZ 
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TAGS: PREL, PGOV, IZ 
SUBJECT: SELCTION OF MUTHANNA\'S NEXT GOVERNOR 


Column 3 


REF: A. BAGHDAD 2783 
B. BAGHDAD 2816 
C. BAGHDAD 2821 


Classified By: Political Counselor Matt Tueller for Reasons 1.4 (b) and 


(d) 
1. (U) This is a PRT Muthanna Reporting Cable. 


2. (C) Summary: On 27 August the Muthanna Provincial 
Council (PC) met to nominate PC members to fill the 

position vacated by Governor Hassani\'s assassination on 20 
August. There were three nominees, all of whom are current 
PC members: PC Chair Ahmed Marzook al-Salal, Director 
General of Health Dr. Falih Abdul Hassan Sukr, and Abdul 
Hussein Mohammed Al-Dhalimi, head of ISCI in Muthanna. The 
first two candidates are the front-runners, with Marzook 

the most likely to prevail in the selection process 

beginning on 29 August. End Summary. 


3. (C) Dr. Falih and Anmed Marzook have the strongest 
support and will likely be the final two candidates 

standing when then runoff voting begins on 29 August. 
Abdul Hussein of ISCI was nominated only because Governor 
Hassani had ISCI/Badr affiliations and Abdul Hussein was 
the only ISCI candidate who could replace him (the handful 
of other ISCI/Badr members are either too weak or, in the 
case of Muthanna\'s Badr commander Sayyid Qassim Hassan 
Auda, are in Iran receiving cancer treatment). Abdul 
Hussein will almost certainly be brushed aside by the 
superior tribal support behind Falih (Zayad tribe) and 
Marzook (Albu Hassan tribe). Since 27 August, battle 

lines have been drawn between the two sides, with 
inducements and threats offered to wavering and undecided 
PC members. The threat of lost patronage for PC members 
supporting the losing side is obvious, and there is also 

fear that one or both sides may resort to violence and 
intimidation. For those PC members too weak to protect 
themselves against violence from either camp (an estimated 
13 out of the 31 members likely to vote), they will delay a 
decision until they can predict who will win and then seek 
safety by joining the victor-to-be. 


Column 3 
The Reluctant Technocrat As Governor? 


4. (C) Dr. Falih is being backed by former PC Chair 
Mohammed Radi Al-Zayadi and former PRDC Chair Mohammad 
Arboud Al Zayadi, both of the powerful eponymous tribe that 
dominates the capital city of Samawa. Dr. Falih, himself a 
Zayadi tribesman, is not hungry for the position. But 
Mohammed al-Zayadi and Mohamed Arboud overcame Falih\'s 
reluctance and are orchestrating his campaign from behind 

the scenes, using wealth likely amassed from embezzled and 
extorted reconstruction funds to buy votes. Zayadi and 

Arboud hope Falih will be their loyal figurehead if he 

wins. Dr. Falih enjoys wide respect on the PC for having 
steered Muthanna\'s Health Dept to the best ratings of any 
province in Iraq, after being appointed by Da\'wa two years 
ago. (He was not previously a Da\'wa party member and has 
no allegiance to the organization.) Dr. Falih may also 
capitalize on frustration with the retaliatory violence of 

the Albu Hassan tribe (Reftel). 


5. (C) PC chair Anmed Marzook benefits from his 

affiliation with the Albu Hassan tribe, which he shared 

with the late Governor Hassani. The tribe, one of the 
strongest in and around Rumaytha, is demanding that Hassani 
be succeeded by one of its members, and is issuing veiled 
threats of violence against those who refuse to support 

their candidate, Marzook. Like Dr. Falih, Marzook\'s party 
affiliation is only skin deep. Prior to PC elections in 

2005, he was the head of Ahmed Chalabi\'s Iraqi National 
Congress party in Muthanna, but he switched to Da\'wa when 
it became clear that he needed Islamic votes to be elected. 
Given that the new Governor may be limited to a caretaker 
role in the remaining months before provincial elections, 
Marzook\'s incumbency as PC Chair leaves him well placed to 
attract support from those who support the status quo. 
Marzook\'s supporters also turn the tribal violence argument 
on its head, saying that the Albu Hassan tribe ought to be 
rewarded for its restraint following Governor Hassani\'s 
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murder (Septel). (Note: The point is not that their burning 
of buildings has been an act of moderation, but that they 
could go on a rampage if they are not appeased with the 
governorship. End Note.) 
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6. (C) In Muthanna, party labels are flags of 

convenience, and tribal identities and personal 
relationships are better predictors of behavior. 
Consequently, counting votes on the PC is challenging 
because decisions depend on private calculations of self- 
interest rather than party labels. Of Muthanna\'s original 
41 PC members, four are now dead, and a further six will 
almost certainly not vote because they have removed 
themselves from PC business (this includes the Deputy 
Governor who has recused himself in order to keep his 
position). Ofthe remaining 31 votes, the winner needs 16. 
Dr. Falih can count on the votes of eight PC members 
(including himself), four of whom comprise the Zayadi-owned 
clique, and the remaining three of whom are strongly anti- 
Marzook. Marzook, on the other hand, has a base of six 
votes (including him) that support him either because they 
are from Governor Hassani\'s Rumaytha-based faction or 
because they are strongly anti-Zayadi. The remaining 17 PC 
members are on the fence: they are either for sale to the 
highest bidder, or they will flock to the side that seems 
most likely to win to protect themselves from reprisal. 


7. (C) Comment: PC Chair Ahmed Marzook has the best 
chance to prevail in either the second or third round of 
voting. Nevertheless, many PC members remain undecided and 
Dr. Falih could win if the Zayad tribe mobilizes its 

resources effectively to support his candidacy. The result 
may occur as early as 29 August or, more likely, as late as 

2 September. The winner will inherit a festering security 
problem in which quarterly JAM skirmishes with ISF and now 
overt JAM-Badr tensions threaten to plunge Muthanna into 
greater instability. The new Governor will need to 

threaten, cajole, negotiate, and fight his way through this 
ongoing conflict despite being a lame duck, with provincial 
elections looming on the horizon. He will be less 

powerful, less wily, and certainly less influential at the 
national political level than his predecessor, Hassani. 

The gravest consequence for Muthanna and for the PRT is 
that the forceful anti-JAM chief of the Criminal 

Intelligence Unit, Col. Ali Najm Mutasher, will be without 

the top cover in Baghdad to stave off Sadrist attempts to 
transfer or sack him, which Hassani prevented repeatedly in 
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the past by appealing twice to Abdul Aziz al-Hakim, once to 
Ammar al-Hakim, and once to Maliki himself. The PRT will 
actively engage with, and attempt to empower the new 
Governor; he will need all the assistance he can muster. 
End Comment. 

CROCKER 
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E.O. 12598: N/A 

TAGS: PGOV, PREL, PHUM, KOCI, ASEC, GV 

SUBJECT: NEW PREFECT CRACKS DOWN ON CHILD TRAFFICKING INTO SIERRA 
LEONE 


1. (SBU) SUMMARY. Over the past month, Guinean border police 
prevented twelve young children from being trafficked, resulting in 
at least three pending court cases. The prefect of the district is 
personally providing care for those children as the authorities 
attempt to locate their parents. This proactive prefect is also 
working across borders with her counterpart in Sierra Leone in order 
to investigate the underlying issues and explore opportunities for 
collaboration. END SUMMARY. 


2. (SBU) On August 23, poloff traveled to Forekaria, a small town 
on the Guinea/Sierra Leone border about two hours from the capital, 
where she met with the newly installed prefect. Immediately upon 
assuming her duties one month ago, Marie Guilavogui made it clear 
that child trafficking in her prefecture would not be tolerated. 
Guilavogui is the wife of a high-ranking military commandant and the 
former Director of Child Protection Services within the Ministry of 
Social Affairs. A long-time missionary in Guinea and personal 
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friend of the prefect\'s reports that Guilavogui is committed to 

child welfare issues and has made it her personal mandate to stop 
child trafficking. 


3. (SBU) Upon taking office, Guilavogui personally instructed 

border officials to increase their vigilance with respect to 

potential child trafficking cases. Within the first week, four 

women were arrested when police noticed they were traveling with ten 
small, unclothed children (aged 2 to 7 years) whose responses to 
standard questions raised suspicions. The four women claimed to be 
the children\'s\' aunts. Upon investigation, the authorities 

determined that the women were in fact taking the children from 
Guinea to be sold in Sierra Leone. Later conversations with the 
children revealed that they had been \"in training\" for several 

months with the women and had learned to speak a local Sierra 
Leonean tribal dialect despite their Guinean origins. 


4. (SBU A second case involved a single woman traveling across the 
border on a motorcycle with a six-year old girl. When questioned by 
authorities as to her purpose of travel, the woman said she had 
\"merchandise to sell.\" Border officials asked her to show them her 
merchandise, which she could not do. When it finally came out that 
her \"merchandise\" was actually the young girl, the woman was 
arrested. The young girl was reportedly returned to her parents in 
Forekaria where she had been abducted by neighbors. 


5. (SBU) Details on a third case are sketchier, but reports 

indicate that an unidentified child trafficker solicited a 20-year 

old woman to abduct a young girl known to her, for which she would 
be given cash. When the woman presented the child to the 
trafficker, she herself became a victim when the trafficker 
apparently abducted them both and tried to cross the border to sell 
them. 


6. (U) Increased vigilance has caused some inconvenience as 
authorities apply a higher level of questioning to suspicious 
travelers. The prefect told poloff that border officials had 

recently stopped a woman traveling with six children who did not 
have any documentation. The authorities detained the travelers 
until the children\'s father came from Conakry with the children\'s 
birth certificates and personally acknowledged that the woman was 
his wife and he was aware that she was taking their children into 
Sierra Leone. 
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7. (SBU) Guilavogui is not only working on her side of the border, 
but has already met with her counterpart from Sierra Leone in order 
to discuss possible opportunities for collaboration. The two are 
planning a series of meetings to explore the issue, including 
investigation into what kind of market for children exists in Sierra 
Leone, whether Sierra Leone is an end destination or a transit 
point, and the reasons behind why children are regularly trafficked 
from Guinea to Sierra Leone. Guilavogui told poloff that she 
considers the issue a potential source of trans-border conflict that 
she wants to address as quickly as possible. 


8. (U) One of the challenges to effective enforcement of child 
trafficking, Guilavogui said, is the lack of an appropriate facility 
where they can be housed upon taking custody. Eleven of the twelve 
children mentioned in the cases above are actually staying with the 
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prefect herself for the time being. However, the locally elected 

Mayor of Forekaria, Hadja Macire Fofana, recently made available a 
vacant school facility. The building is in good repair, but lacks 
equipment and appropriate lodging, toilets, and a kitchen. 

Guilavogui said it is her dream to transform the facility into an 
orphanage where trafficked children can be placed and she is working 
to identify collaborators and funds to realize her goals. 


9. (SBU) COMMENT. With Guinea as a Tier 2 country with respect to 
trafficking in persons, Guilavogui\'s recent campaign stands out as a 
potential bright spot in the GoG\'s anti-trafficking efforts. She is 

an impressive woman who has already made significant progress on 
child trafficking issues in a short period oftime. We are 

monitoring developments in the three existing legal cases with 

interest, as well as any future cases resulting from increased 

vigilance in Forekaria. END COMMENT. 


BROKENSHIRE 
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SIPDIS 


Column 3 
SIPDIS 


SENSITIVE BUT UNCLASSIFIED 


E.O. 12958: N/A 
TAGS: IZ 


SUBJECT: ELECTRICITY IN KURDISTAN REGION: AMBITIOUS PLANS, MANY 
PROBLEMS. 


This is a Kurdistan Regional Reconstruction Team (RRT) cable. 


1. (SBU) SUMMARY: In an August 9 meeting with RRT Officers, 
Kurdistan Regional Government (KRG) Minister of Electricity Hoshyar 
Siwaily provided a candid overview of the electricity sector in the 

three provinces of the Kurdistan Region. Consumers here currently 
receive on average eight hours of power per day from the grid with 
demand increasing 15 percent per year, businesses receive 24 hours. 
New gas-fired power plants under construction will help meet rising 
demand and consumer expectations for more electricity per day. In 
the long term, however, the ministry must tap the region\'s potential 
for hydro power. Doing so will require significant planning and 
capital, some of which will have to come from raising prices. The 
minister also rejected allegations that the KRG had been withholding 
power from the national grid. The region lacks the controls center 

to do that and, even with the power from its two current hydro 

plants during the summer takes power from the grid. END SUMMARY. 


2. (U) Only the provinces of Erbil and Sulaymaniah depend on the 
Iraqi national power grid. Dohuk receives its power from Turkey but 

it is very expensive ($.033/kwh). Currently two power plants 

operate in the KRG; both are hydroelectric power plants at Lake 
Dukan and Lake Derbandikhan, both in Sulaymaniah Province. These 
plants together are capable of generating approximately 300-400 MW 
during the summer months when conditions permit, i.e. sufficient 

rain during the winter months. This hydro power is transmitted 
through Iraq\'s national grid but most is distributed back to the 
provinces of Erbil and Sulaymaniah. 


3. (SBU) The minister emphasized that the region remains a net 
recipient of approximately 200 MW from the national grid, which is 
sufficient to provide approximately 8 hours of electricity to 
residents in Erbil and Sulaymaniah. This amount of electricity 
drops significantly during the winter months when the two 
hydroelectric dams are storing rain water for the next agricultural 
growing season. 
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4. (SBU) As a net recipient of power from the grid, the minister 
complained about allegations contained in the August 5 Associated 
Press report that the KRG was withholding power. In fact, he 
claimed that the national grid was providing 150 MW instead of the 
usual 200 MW during the month of August. He also noted that, even 
if the KRG wanted to remove itself from the grid, it lacked the 
independent control and distribution system to do so. All the power 
for the two provinces was linked to the control center in Kirkuk. 


5. (SBU) Meeting rising demand and increasing the amount of power to 
the consumers is the Ministry\'s first priority. \"We\'ve got to show 
the people something,\" he commented. The Ministry has two new 
gas-powered generation plans in an advanced stage of construction: 
the Pir Daud 500 MW plant in Erbil and the Taq-Taq 750 MW plant in 
Sulaymaniah. Both are being constructed under BOO (buy, own, 
operate) contracts between the KRG and a local investor, Anmed 
Ismail, through his company MAS-Jordan. The KRG will be obligated 
to buy the power generated by these stations for $0.028 / kwh for 

Pir Daud and $0.029/ kwh for Taq-Taq [note kwh = kilowatts per 
hour]. The long-term economics of the deal are unknown since the 
capital requirements appear to be higher than the income potential. 


6. (SBU) The first half of the Erbil power plant is expected to be 
completed in early 2008 and will be able to generate 250 MW. The 
Sulaymaniah Taq-Taq plant is scheduled to bring 250 MW online by 
July 2008. Both power plants will be dependent upon the 

availability of natural gas. The KRG signed a deal with the Dubai 
based DANA to build a gas pipeline from the gas fields at Chamchamal 
to both plants. Construction is underway and is scheduled for 
completion in March 2008. In order not to delay the opening of the 
Pir Daud plant in early 2008, the KRG is stockpiling diesel fuel to 

run the plant temporarily until the gas pipeline is finished. When 

the first stages of both power plants are completed next summer, the 
Ministry of Electricity estimates that the power generated will be 
sufficient to provide residents of Erbil and Sulaymaniah Provinces 
with 16 hours of electricity per day year-round. 


7. (SBU) The inister acknowledged that the central government is 
opposed to the DANA gas deal but noted that the Chamchamal gas 
fields were within KRG territory, the gas was not being sold, and 
that power generated by the plants would contribute to the national 
distribution system. He also noted a lack of coordination between 
the gas pipeline project and the construction of the two plants. If 
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the pipeline is not completed before the summer, he will have two 
plants with nothing to fire them. 


8. (SBU) The Ministry has also signed a deal with a U.S. registered 
company JACO for construction of a heavy-fuel powered 260 MW plant 
in Dohuk. Preliminary site-grading and construction is now underway 
after a delay caused by the company\'s failure deposit the $3 million 
performance guaranty required by the contract. Officials in Dokuk 

said August 22 that they expect this plant to be ready to generate 

100 MW by Spring 2008. The ECD is dependent on the signing of the 
contract and dates for mobilization. 


9. (SBU) The Minister clearly recognizes that delivering more 
electricity to KRG citizens is a long-term and expensive process. 
His ministry is hampered by extremely low tariff rates which greatly 
limit their ability to raise capital to upgrade, maintain, and 

expand the electrical generation, transmission, and distribution 
system within the KRG. The Ministry has submitted a request to the 
KRG Council of Ministers for an immediate tariff increase in 2007 
and annual increases until 2010. If the immediate increase is 
approved, the cost for KRG residents will rise from $0.004 to $0.01 
per kwh. The increase will not generate much revenue, but will, the 
minister hopes, introduce consumers to the idea of paying the 
government for electricity. Right now consumers pay significantly 
more to private generators operators but balk at paying for 
government power, business customers pay slightly more. The 
Minister noted that substantial further increases will be needed to 
cover the true costs of electricity generated by Pir Daud and 
Taq-Taq. Since management, transmission, and distribution costs 
must also be factored into the tariff, he expects that the KRG will 
have to eventually charge $0.05 or $0.06 per kwh. This price will 
still be significantly cheaper than residents currently pay to 

small, neighborhood, privately operated, diesel-powered generator 
enterprises. 


10. (SBU) According to the minister, what is really lacking now is 
long-term planning. The KRG Ministry of Electricity is a brand-new 
ministry, cobbled together from parts of the Ministry of Industry 
and unified under a single minister only one year ago. The 
challenges facing this ministry are further hampered by a lack 
trained staff and an inability to undertake the analyses critically 
needed to forecast growth of consumer demand, plan strategically, 
and justify tariff increases. The future lay in tapping the region\'s 
hydro-electrical potential, but to date, no feasibility studies have 
been completed. It will be years before such long-term, capital 
intensive projects come on line. 
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11. (U) Technical Reinforcements: The ministry is currently 
receiving technical assistance from USAID through the provision of a 
single long-term expatriate advisor. However this advisor has been 
given the herculean task of developing a comprehensive Electricity 
Master Plan for the KRG covering planning, generation, transmission, 
least-cost generation, and tariff reform/restructuring. Given the 
immediate needs of the ministry to raise tariffs and negotiate 
additional contracts to increase the supply of electricity in the 

KRG, the Minister requested that USAID assign additional experts in 
order to complete this mammoth and complex study in a timely 
fashion. USAID had responded by hiring another electricity utility 
expert for six months. 


12. (U) Training Center: There are currently five training centers 

in Iraq that are used to train Central Ministry and provincial 
employees of the Ministry of Electricity. These centers are located 
in Basra, Najaf, Basil, and two in Baghdad. The KRG Ministry no 
longer has access to these centers for its staff and is requesting 
US help with the establishment of a training center for the KRG. 
This will train employees on the operation and maintenance of the 
systems used in their areas, as well as on administrative and 
management skills. 


13. (SBU) Control Center: The Minister also requested US help with 
the construction of a $3 million control center for the KRG. 
Currently, all electrical generation is controlled by an existing 

center in Kirkuk. The minister would like to have a center which 
would be linked to the SCADA (system control and data acquisition) 
systems for the new Pir Daud and Taq-Taq plants. This will allow 
the KRG ministry to monitor electrical generation and distribution 

in real time and make operational adjustments in their system to 
distribute power more efficiently and effectively. Comment: This 
concept is not recommended by the electrical experts in ITAO. The 
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National Dispatch Center and the North, South, Center Regional 
centers report to the National Dispatch Center. He asserted that 
the Gol Ministry of Electricity supports this idea. Some might see 
such a center as a means for the KRG to move off the national grid. 
End Comment. 


14. (SBU) Feasibility studies: The water flowing in Kurdistan\'s 
mountains may be the region\'s future for electrical power, but the 
ministry has not a single feasibility study to show potential 
investors or donors. He asked whether the USG could help by 
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studying two or three potential sites to jump start the process. 


15. (SBU) Comment: Minister Siwaily conveyed a sense of technical 
competence and political realism in facing the enormous task of 
scrambling to meet current demand and planning for the future with 
limited resources at his disposal. RRT and USAID will be looking at 
his requests within our programs and resource during the coming 
weeks, but have already moved to bring in additional technical 
assistance. 


CROCKER 
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SENSITIVE 
SIPDIS 


STATE FOR SCA/CEN, EUR/ACE, ECA, H 
E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, EAID, TX 


SUBJECT: TURKMENISTAN OFFICIALS TELL STAFFDEL ANAND THEY 
ARE FOCUSED ON THE FUTURE 


Classified By: Charge Richard E. Hoagland for reasons 1.4 
(B) and (D). 


1. (U) Sensitive but unclassified. Not for public Internet. 
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2. (SBU) SUMMARY: The U.S. House of Representatives 
Committee on Foreign Affairs (HCFA) staff delegation visiting 
Turkmenistan August 24-25 came eager to see evidence of 
positive changes in the right direction. All of their 
interlocutors indicated an interest and willingness to 

continue engagement with the United States and other 
international actors and to learn from foreign experience. 
The U.S. delegation faced reluctance on the part of some 
officials to share information at times, but also heard the 
message that Turkmenistan is a young country, still in the 
process of the formation and development of its political 
system. The U.S. government could make additional gains by 
bringing Turkmenistani officials to the United States on 
exchanges. END SUMMARY. 


FULL SCHEDULE FOR DELEGATION MEMBERS 


3. (SBU) The U.S. House of Representatives Foreign Affairs 
Committee (HFAC) staff delegation -- Manpreet Singh Anand, 
Amanda Sloat, Eugene Gurevich, and Melissa Adamson -- visited 
Turkmenistan August 24-25. The delegation was granted all 
meetings they requested, including with Deputy Chairman of 

the Cabinet of 

Ministers/Foreign Minister Rashit Meredov, Minister of Oil 

and Gas Baymyrat Hojamuhammedov, Minister of Economy and 
Finance Jojamyrat Geldimyradov, Minister of Agriculture 
Esenmyrat Orazgeldiyev, Minister of Healthcare and Medical 
Industry Ata Serdarov, Chairman of the Mejlis Committee on 
Protection of Human Rights and Freedoms Juma Jumaev, member 
of the Mejlis Committee on Social and Economic Policy Bashim 
Annagurbanov, and Chairman of the Mejlis Committee on 
International and Interparliamentary Affairs Akmuhammet 
Shamuhammedov. They also met with members of the State\'s 
Supreme Council on Science and Technology and held a 
roundtable with editors of major newspapers and producers of 
television news stations. 


SIGNS OF PROGRESSIVE THINKING 


4. (SBU) Officials who met with the Staffdel openly 

discussed some, but not all, impediments to economic growth, 
and the positive nature of the U.S.-Turkmenistan 

relationship. They also highlighted areas of interest to the 
United States such as revitalization of pension payments, 
education, and openness to investment in the oil sector. 

They heard indications of new openness and change that were 
unthinkable a year ago. The head of Miras television channel 
stated the focus of historical programming is to learn from 

the past, and not to live in the past. At many if not all of 

the meetings, Turkmenistan government officials expressed 
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clear interest in working with foreign companies, foreign 
governments, and learning from others\' experiences. 


BUT SOME OLD WAYS DIE HARD 


5. (SBU) However, the delegation also received a solid dose 
of Turkmen thinking. At the Ministry of Economy and Finance, 
the Minister extolled the virtues of free natural gas and 

salt as benefits to citizens of Turkmenistan. At the 

Ministry of Agriculture, officials expressed reluctance to 
privatize land, because land is a national symbol. 


6. (SBU) The delegation also noticed a tendency to ignore 
problems in several meetings. The Minister of Health 

insisted that there were no AIDS or HIV-infected patients in 
Turkmenistan. Responding to a question about the 
preponderance of satellite dishes on apartment buildings all 

over Ashgabat, the head of TV4 claimed that 90-100% of 

viewers watch Turkmenistani rather than Russian satellite 

news. Various members of the media stated that programming 
was based on viewer interest, and much of the programming was 
patriotic because Turkmen are patriotic. 
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WE ARE YOUNG, BUT WE WANT TO LEARN FROM THE UNITED STATES AND 
OTHERS 


7. (SBU) All of the officials indicated an interest and 
willingness to continue engagement with the United States and 
other international actors. The Minister of Health discussed 
USAID projects for eliminating tuberculosis. At the Ministry 

of Agriculture, officials cited USAID programs and exchange 
programs such as Fulbright, the Department of Commerce\'s 
SABIT exchanges, and Department of Agriculture\'s Cochran 
exchanges. More than once, Turkmenistani officials stated 
that, at 15 years of age, their country was young, and they 
were eager to learn from U.S. experience. The officials also 
said that they needed more time to develop. At the Mejlis, 

the delegation found Turkmenistan parliamentarians especially 
interested in Congressional oversight of the executive branch 
in the United States. 


8. (SBU) The Minister of Oil and Gas said that they are 

still considering the Trans-Caspian pipeline option, and did 
not close the door on legal changes in the sector. He also 
stated several times that the government makes decisions 
based on economic factors, not political ones, and added that 
a pipeline to Europe may be profitable. The Minister of 


Column 3 

Economy and Finance said Turkmenistan is in a period of 

reform in which they are increasing their economic capacity 

and cooperation with other countries. He added that 

President Gurbanguly Berdimuhamedov\'s reforms which are aimed 
chiefly atthe prosperity of people and 

society. 


9. (SBU) COMMENT: Turkmenistani officials are eager to 
engage with international actors, but as evidenced by an 
occasional tendency to gloss over or misrepresent aspects of 
Turkmenistan\'s state, old habits die hard. That said, 
delegations are valuable tools to engage Turkmenistan 
officials. The U.S. government could make additional gains 
if more Turkmenistani officials traveled to the United States 
on various exchange programs. END COMMENT. 
HOAGLAND 
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E.O. 12958: DECL: 08/29/2017 
TAGS: PREL, PGOV, SO, IT 


SUBJECT: ICG ON SOMALIA: ITALY AGREES ON INVITATIONS TO 
CANADA AND YEMEN, BUT PREFERS DEFERRAL ON MEMBERSHIP 


Column 3 
EXPANSION 


REF: SECSTATE 111993 


Classified By: Acting Pol M/C Jonathan R. Cohen for reasons 1.4 (b) and 
(d). 


1. (C) Poloff delivered reftel points to MFA Acting East 

Africa Office Director Domenico Polloni August 10, requesting 
Italian support for permanent observer status for Canada and 
Yemen in the International Contact Group on Somalia in 
anticipation of the upcoming ICG meeting in Rome September 10. 


2. (C) Polloni responded August 29. He said Italy had no 
objection to including Canada and Yemen as observers in the 
September meeting, but was not yet prepared to formally 
enlarge the ICG. Polloni pointed out that a number of other 
countries had also expressed interest in ICG membership, 
including Ethiopia, Saudi Arabia and France. Polloni said 
more time was needed before contemplating an expansion. 


3. (C) Nevertheless, Polloni said Canada and Yemen would be 
welcome as observers at the upcoming meeting, although they 
will not participate in the final session for the drafting of 

the communique. 

SPOGLI 
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DEPT FOR IO/T: LAURA LUFTIG, EB/TRA/OTP: MEGAN WALKLET-TIGHE, USICAO 
MONTREAL: LAURA FAUX-GABLE 


E.O. 12958: N/A 

TAGS: PREL, EAIR, AORC, ICAO 

SUBJECT: U.S. CANDIDACY FOR ICAO COUNCIL ANNOUNCED TO ICELAND 
REF: STATE 115443 


1. Post announced U.S. candidacy for the [ACO Council to Helga 
Hauksdsttir of the Ministry of Foreign Affairs and Ms. Astrpur 
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Scheving Thorsteinsson of the Ministry of Transportation on August 
28. Ms. Hauksdsttir and Ms. Thorsteinsson responded positively and 
said the GOI would review the information. 


2. Ms. Thorsteinsson informed post that Iceland\'s delegation to the 
IACO assembly would include Permanent Secretary Ragnhildur 
Hjaltadsttir and Director of the Civil Aviation Authority Ptur K. 
Maack. 


3. Ms. Thorsteinsson also announced Iceland\'s candidacy for Part II 
of the council, to fill a seat that has always rotated among the 
Nordic countries. GOI requested U.S. support for their candidacy. 


VAN VOORST 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 0829/2017 


TAGS: EFIN, PTER, ETTC, PREL, KTFN, NO 
SUBJECT: TERROR FINANCE: SAUDI FIVE PRENOTIFICATIO 


REF: STATE 121245 


Classified By: Acting Pol/con Counselor George Noll, Reasons 1.4 (b) a 
nd d) 


(S) On August 29 we met with MFA Legal Secion Deputy 
Director General Torfinn Arentsen andAdviser Anniken 
Enersen. Arentsen pledged to ciculate the information to 
government colleagues, closely hold\" the material, and 
follow-up with u should any information be discovered during 
theNorwegian interagency review process. Post will frther 
report on any related developments. 
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SUBJECT: RISING BREAD PRICES SPUR KYRGYZ GOVERNMENT ACTION 
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Classified By: Ambassador Marie Yovanovitch for Reasons 1.4 (b) and (d) 


1. (C) Summary: Amidst a 20-40% increase in bread prices 

due in part to a three-fold increase in the price of imported 

Kazakh wheat, Kyrgyz Prime Minister Atambayev and other 

senior officials have criticized bakers for raising bread 

prices. However, PM Atambeyev\'s government has moved beyond 
populist rhetoric to pursue several remedies: releasing wheat 
reserves, reducing taxes on wheat imports and baked goods, 
purchasing additional Kazakh wheat and subsidizing future 
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bread production. While pursuing such remedies, PM Atambayev 
also told the Ambassador that he was considering increasing 
salaries and pensions, a move which would increase 

inflationary pressures in the Kyrgyz economy. End summary. 


Too Much Yeast in Bread Prices? 


2. (U) Kyrgyz bread prices, which have risen by 20-40% in 
recent months, have captured not only the media spotlight, 

but also the attention of senior Kyrgyz officials. Front 

page newspaper articles have questioned the price increases, 
and led to accusations of price gouging and hoarding. As 
prices for Kazakh wheat have nearly tripled to roughly $200 
per ton, Kyrgyz dependence on annual imports of 250,000 tons 
of Kazakh wheat has impacted bread prices. According to data 
from a Ministry of Agriculture official, this reliance on 

Kazakh wheat is heightened by the steep decline in Kyrgyz 
wheat production from 1.3 million tons in 2001 to 790,000 

tons in 2007. (Note: Kazakh wheat is considered superior to 
Kyrgyz varieties for bread preparation. End note.) 


Whipping Bakers into Shape 


3. (C) While bread is still widely available, Prime Minister 
Atambayev, Finance Minister Japarov and senior officials of 
the Bishkek city government have chastised bakers for raising 
prices and mooted the imposition of price controls. PM 
Atambayev\'s August 14 decree authorizing the release of 
15,000 tons of wheat from the state reserve resulted in 
rumors, which quickly disappeared from the media, that the 
state reserves had been previously emptied. PM Atambayev 
told the Cabinet that few bakers have accepted subsidized 
government wheat because they are unable to provide proof 
they have paid taxes. Bakers have responded to official 
criticism by offering smaller loaves and reportedly using 
inferior grades of wheat to control prices. The suitability 

of the quality of state wheat supplies for bread production 
has also been questioned. 


The Government\'s Cookie Cutter Approach 


4. (U) In addition to an ad hoc working group chaired by 
Finance Minister Japarov and charged with developing a 
program to bring bread production \"out of the shadows\" by 
early September, the Kyrgyz government is considering the 
temporary reduction of taxes on wheat imports and baked 
goods, the purchase of additional Kazakh wheat and allocating 
funds to subsidize future bread production. The government 
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also announced August 29 the imposition of licensing 
requirements on bakers. 


5. (C) PM Atambayev, eyeing an unexpected surplus in budget 
revenues, told the Ambassador he is contemplating a package 
of salary and pension increases to combat rising costs for 

not only bread, but also other staples such as fruits, 

vegetables and meat. The Central Bank and other government 
officials, however, caution that Kyrgyzstan may soon 
experience an inflationary spiral that salary and pension 
increases would exacerbate. Separately, Chief of Staff Medet 
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Sadyrkulov told the Ambassador that President Bakiyev was 
also opposed to wage and pension hikes, and would make this 
clear when he returns from vacation next week. 


Comment 


6. (C) The government is clearly seeking solutions to rising 
bread prices. With the average monthly salary well under 
$100 per month, substantial price increases for staple foods 
can generate widespread grumbling. While Bishkek city 
officials have advocated a command approach to curbing the 
price increases, the Embassy has detected a more measured 
approach from White House officials. We note that Deputy 
Minister of Defense Orozbayev believes the bread crisis could 
become serious, especially in regions where people might not 
be able to afford bread. However, we have not noticed 
movement in this direction. 


7. (SBU) The Embassy will monitor conditions and advise the 
Department of any developments that signal the need for 
external assistance. 


YOVANOVITCH 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/28/2012 

TAGS: PREL, EAID, EG 

SUBJECT: GAMAL MUBARAK ADVISOR DISCUSSES EGYPT\'S ASSISTANCE 
PACKAGE 


Classified By: Minister Counselor for Economic and Political 
Affairs William R. Stewart for reasons 1.4(b) and (d). 


1. (C) Mohamed Farnawany, senior advisor to Gamal Mubarak, 
told poloff on August 27 that the GOE is not happy that the 

USG never responded to the ESF proposal to create an 
endowment. Poloff reminded Farnawany that the U.S. did 
respond, explaining the difficulties with the concept. 

Farnawany said that Egypt nonetheless feels that the U.S. is 
making assistance decisions unilaterally, without substantive 
engagement with GOE officials, and said Egypt would like to 
discuss the direction of both ESF and FMF. When poloff noted 
that the proposed ten-year FMF package was exactly what Egypt 
requested, Farnawany said MoD concern stems from the decision 
to increase Israel\'s FMF, thereby moving away from the 3:2 
assistance ratio that previously existed. He noted that the 

\"MoD Generals\" used to be the USG\'s \"staunchest allies,\" but 
now \"things are different.\" He said he believes the MoD 
officials want more engagement with U.S. DoD counterparts. 


2. (C) Poloff told Farnawany that the current focus on 

Egypt\'s counter-smuggling efforts will likely continue. The 
advisor said that Egypt needs a new approach with the Hill -- 

a point he said he had raised recently with Ambassador Fahmy. 
He thought that MoD\'s receptivity to U.S. proposals on 
enhancing border security (particularly technical support and 
training) may be linked to the degree to which MOD perceives 
that the administration is vigorously defending FMF. 
RICCIARDONE 
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SENSITIVE 
SIPDIS 


STATE FOR EEB/TPP/ABT (SAXTON), EUR/RUS (PATTERSON) 
USDA FOR FAS/OA/JACKSON, OSTA/BRANT, OCRA/FLEMINGS, PASS 
FSIS AND APHIS 


E.O. 12958: N/A 
TAGS: EAGR, ECON, ETRD, TBIO, RS 
SUBJECT: MOSCOW: IMPORT SAFETY WORKING GROUP 


REF: A. SAXTON-CATON EMAIL (8/22) 
B. STATE 114788 
C. MOSCOW 3724 
D. MOSCOW 3039 
E. MOSCOW 1691 
F. MOSCOW 767 
G. 06 MOSCOW 12692 
H. 06 MOSCOW 12302 AND PREVIOUS 


1. (SBU) SUMMARY: On August 20, we provided information on 
the President\'s Interagency Working Group on Import Safety to 
a wide range of Russian government offices. Contacts at the 
Ministry of Health and Social Development (MOHSD) expressed 
general interest in participating in a future dialog on food 

and product safety, but asked for additional detail. They 

agreed to circulate Ref B points to colleagues and promised a 
coordinated response by the end of September. Since 2004 
Embassy Moscow has been engaged in a food safety dialog with 
Russian counterparts, with a primary focus on protectionist 
policies and abuse of sanitary and phytosanitary standards, 

and we note that such discussion is apt to continue to be 
difficult. END SUMMARY. 


2. (SBU) We provided information on the President\'s 
Interagency Working Group on Import Safety to the Ministries 

of Foreign Affairs, Agriculture, Economic Development and 
Trade (MEDT), and Health and Social Development, and the 
Federal Service for Consumer Protection and Human Well-Being 
(Rospotrebnadzor) on August 20. Representatives of the 
International Departments of MOHSD and Rospotrebnadzor 
welcomed the establishment of the Working Group and expressed 
general interest in participating in a future dialog on food 

and product safety, but asked for additional information on 

the working group\'s strategic goals and possible topics for 
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discussion. MOHSD agreed to circulate Ref B points to other 
counterparts in the Russian government and promised a formal 
response by the end of September. 


3. (SBU) On August 23, EST officer met with Oleg Chestnov, 
deputy director of MOHSD\'s International Department and 
Marina Sheviryova, deputy director of MOHSD\'s Department of 
Human Welfare and Consumer Protection. According to 
Chestnov, at least three groups within MOHSD would be 
involved in issues of the safety of food or goods: 

Sheviryova\'s Department of Human Welfare and Consumer 
Protection, Rospotrebnadzor which handles food and most 
consumer goods, and the Federal Service for Supervision of 
Health Care and Social Development (Roszdravnador) which 
covers drugs and medical equipment. (NOTE: Russian exports 
to the United States in 2006 totalled $19.8 billion, led by 

oil and other petroleum products, aluminum, metals and 
nuclear fuels. U.S. exports to Russia were primarily 
machinery, meat -- mostly poultry, -- electrical equipment 

and high tech products. END NOTE) 


4. (SBU) Citing asbestos as an example, Chestov noted that 
Russia and the United States may not use the same approaches 
or have the same standards for determining whether a food 
product or consumer good is safe and does not pose a threat 
to human health or the environment. Given the absence of 
uniform standards among different countries, Chestov said a 
dialog might provide a way to reach agreement in certain 

areas. In going forward and to avoid misunderstandings, he 
indicated that it would be critical to identify three areas: 

(1) agreed standards of health and safety; (2) areas of 
difference where discussion would be useful and we could work 
toward adopting a common approach, and (3) issues of 
fundamental disagreement where we are unlikely to make 
progress that should be left \"to the future generation.\" 


5. (SBU) COMMENT: Seeking to engage with Russian 
authorities on food safety is apt to be difficult. Embassy 
Moscow has been engaged in a food safety dialog with Russian 
counterparts in the federal Veterinary and Phytosanitary 
Service (VPSS) and Rospotrebnadzor since those bodies were 
created in April 2004. Much of the discussion has revolved 
around Russia\'s overtly protectionist trade stance and 
restriction of trade through abuse of sanitary and 

phytosanitary standards that do not conform to international 
norms and the effect of that on Russia\'s bid to accede to the 
World Trade Organization. The Agriculture Office here sends 
and receives an average of a letter on the issue every 

working day. Digital video conferences between U.S. and 
Russian veterinary authorities are held regularly. In the 

past two months, two teams of Russian veterinary specialists 
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have traveled to the United States to inspect poultry and 
pork slaughter, processing and cold storage facilities. 
Another team of nine Russian veterinarians is scheduled to 
inspect U.S. beef facilities in September. 


6. (SBU) Two years ago, former Russian Deputy Minister of 
Agriculture Sergey Mitin told a visiting Codel that food 

imported from abroad posed the greatest threat of 

bioterrorism to Russia. His statement encapsulates the 
drumbeat of press releases issued by VPSS each time a 
shipment of food products is seized for alleged violation of 
Russian food safety rules. Likewise, Rospotrebnadzor has 
imposed bans on imports of Georgian and Moldovan wines and on 
Georgian mineral water purportedly out of concern for food 
safety and public health, although many observers believe 

those bans were actually politically motivated. Embassy has 
reported extensively on the context in which Russian import 
safety mechanisms (Refs C-H) among others operate which 
Washington agencies should find helpful. Additional 

reporting, including GAIN RS7046 and RS7326, can be found on 
Embassy Moscow\'s classified website under the rubric 
\"Agriculture Reporting.\" END COMMENT. 

Burns 
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E.O. 12958: DECL: 08/29/2012 

TAGS: PREL, PBTS, PGOV, RS, LG 

SUBJECT: LATVIA/RUSSIA: BORDER TREATY SEEMINGLY DELAYED, 
WHAT ABOUT LAVROV VISIT? 


REF: RIGA 591 


Classified By: Charge d\'Affaires a.i. Stuart M. Seldowitz. Reason: 1.4 
(b and d) 


1. (C) Summary: Earlier reports of a September 17 Lavrov trip 
to Riga to exchange instruments of ratification on the 
Latvian-Russian border treaty appear unlikely. Moscow has 
told the Latvians of challenges in the sequencing of events 
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mean they would not be ready for action on the treaty by 
September 17. The Latvians appear comfortable that this was 
simply not fully thought through and believe the treaty will 
eventually be ratified. The Latvians are ready for Lavrov to 
visit as planned, but suspect that the Russians may cancel 
without ratification of the border treaty as a deliverable. 

The Latvians plan to invite DFM Titov to Riga if Lavrov does 
not come and strongly hope he would visit. The likely delay 
on the border treaty would remove the political difficultly 

for the GOL of bringing the treaty into to force before the 
Constitutional Court has ruled on the legal challenge to the 
accord. End summary. 


2. (C) Despite earlier reports (reftel) that Russian FM 

Lavrv would visit Riga September 17 to exchange instruments 
of ratification for the Latvia-Russia border treaty, the 

Russians have indicated to the Latvians that they may not be 
ready by that date. MFA State Secretary Normans Penke told 
Charge August 28 that Russian DFM Titov had laid out the full 
process needed for ratification of the treaty, including 

votes in the State Duma and upper legislative house, 
signature by Putin, and publication in the register. The 
Latvians do not see how this process could be completed by 
September 17. Penke said they remained willing to host 
Lavrov on that date, but suspected he might not come without 
the ability to exchange instruments of ratification. Penke 

said if Lavrov cancelled, the Latvians would propose that 
Titov come to prepare a later Lavrov visit. 


3. (C) Peteris Ustubs, foreign policy advisor to PM Kalvitis, 
told pol/econ chief on August 29 that it seemed as if the 
Russians proposed the Sep. 17 date without thinking through 
their own schedule. Not only was there not enough time 
before the 17th to take the necessary steps, but the upper 
house was not scheduled to return to session until September 
19. Ustubs ascribed this a bureaucratic error in proposing 
the 17th rather than an actual snub by the Russians. He 
speculated, like Penke, that Lavrov would not come and 
half-jokingly suggested that the Russians would find a way to 
blame the Latvians. Ustubs thought a mid-October exchange of 
instruments was more likely. 


4. (C) Comment: The Latvians are being calm on this, unlike 
their approach to earlier difficulties with the treaty. Two 
factors likely motivate this attitude. First, it really does 

seem to be a bureaucratic error and a failure by Moscow to 
think though their needed timeline. A similar thing happened 
in June when the Russians said they could deliver 
ratification by a certain date, even though the Duma was 
scheduled to be in recess and Putin out of the country. The 
fact that Titov reached out to explain the problem is viewed 
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here positively. The second reason is that the likely delay 
means that the Constitutional Court\'s ruling on whether the 
treaty violates Latvia\'s constitution by effectively changing 
the borders from those that existed in 1922 will be handed 
down before the treaty enters into force. As we noted 

reftel, the Latvians were worried that exchange of 
instruments of ratification before the court rules could lead 

to political protests by opponents of the treaty. It is 

expected that the court will rule by the end of September and 
Latvian officials seem comfortable that the court will 

approve the treaty (although we have no way of knowing why 
they are so sanguine). 

SELDOWITZ 
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E.O. 12958: DECL: 08/29/2017 
TAGS: EPET, ENRG, ECON, PREL, RS 
SUBJECT: RUSSIA ENERGY: YUKOS REDUX FOR RUSSNEFT? 


Classified By: Econ MC Eric Schultz for Reasons 1.4 (b/d) 


1. (C) Russneft owner Mikhail Gutseriyev has apparently fled 
Russia as authorities seek his arrest on charges of illegal 
business activities and tax-evasion. Gutseriyev may be 
guilty, he has a dubious track record, but this may also be 
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yet another case of selective prosecution against an oligarch 
whose rapidly-built company has come to the attention of the 
Kremlin. End summary. 


2. (C) In a case reminiscent of the dismantling of Yukos, a 
Moscow court on August 28 issued an arrest warrant on 
tax-evasion and other charges for Mikhail Gutseriyev, owner 
of Russneft, Russia\'s seventh largest oil producer. Although 
comparisons between the cases are inevitable, there are 
significant differences, in particular the two companies, 
principals. Khodorkovsky went from low-level salesman to 
banker to Yukos head with no formal GOR position. Gutseriyev 
on the other hand was a member of the governing elite. He 
was head of Slavneft, a state-owned oil company, in the late 
1990s. 


3. (C) Gutseriyev temporarily fell out of favor with the 

Kremlin for resisting Slavneft\'s privatization and was 

removed from office. Slavneft was subsequently privatized, 
going half to Sibneft (now Gazpromneft) and half to TNK (now 
TNK-BP). Gutseriyev later emerged as deputy head of the 
Association of Independent Oil Producers (ASSONEFT), but was 
again dismissed, this time for misusing his position to 

gather sensitive information on small producing companies. 


4. (C) With financial backing from oil trader Glencore and 

his own bank, BinBank, Gutseriyev made a comeback in 2002, 
creating Russneft. He expanded rapidly, purchasing small 
producer after small producer to build a 300,000 b/d oil 
company. (Note: One of the victims was U.S.-owned Goloil, 
which Teton Petroleum was forced to sell under some duress. 
End note.) Not known for his transparent corporate 
governance, Gutseriyev is rumored to have made plenty of 
enemies while amassing a fortune estimated at $2.9 billion. 
Jerry Rohan (protect) a semi-retired long-time Russia energy 
sector expert for PWC, told us Gutseriyev deserves little 
sympathy given his shady past -- \"let\'s put it this way, if 

he shows up on your doorstep seeking asylum, | hope the door 
is slammed in his face.\" 


5. (C) Gutseriyev,s mistake appears to have been growing 
Russneft too big, too quickly at a time when the Kremlin is 
bringing the oil sector under its control. He is thought to 
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have incurred the Kremlin\'s particular ire by bidding on 
Yukos assets (in one case successfully) in competition with 
state-owned Rosneft. In January of this year a tax-evasion 
case was opened against Gutseriyev. This led to 
court-ordered actions in July and August, freezing Russneft 
shares, amid further charges of \"illegal entrepreneurship\" 
and transactions \"contrary to the bases of lawfulness and 
morals.\" 


6. (SBU) As legal pressure mounted on Gutseriyev, 
Kremlin-friendly billionaire Oleg Deripaska offered to buy 
Russneft. The offer from Deripaska\'s holding company, Basic 
Element, was reportedly worth $6.5 billion, including 
assumption of Russneft debt as well as some $675 million in 
tax claims. The Federal Anti-Monopoly Service, which would 
need to approve the deal, stated that it has not yet received 
an application from Basic Element. A Basic Element 
spokesperson, however, confirmed to the press on August 28 
that the company\'s plans with regard to Russneft have not 
changed. 
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7. (C) Gutseriyev compounded his problems when he resigned 
from Russneft on July 30th and posted a letter on the company 
website claiming he was being pushed into selling the company 
to Deripaska. Realizing that accusing the powers-that-be of 
coercion was not a great idea, he almost immediately 

retracted the letter and publicly stated that the pending 

sale was voluntary. 


8. (C) An arrest warrant was issued August 28 for Gutseriyev 
following indications he had fled the country in violation of 

an agreement to remain in Moscow pending resolution of the 
case. Gutseriyev\'s present whereabouts are unknown, but he 
is rumored to be in London. He was reported to have been in 
Baku for the funeral of his son, Chingiskhan, who had died in 
a car accident on August 22. (N.B. There has been no 
speculation to date that his son\'s death is linked to 
Gutseriyev\'s legal problems.) 


9. (C) It would seem that Gutseriyev\'s long track record of 
alienating supervisors and authorities has caught up with 
him. If Gutseriyev is indeed in Britain, an extradition 
request can be expected, which could further complicate 
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Russia-UK relations. Russneft will likely end up with 
Deripaska or Rosneft or some other state-controlled or 
state-affiliated entity. This latest development has added 

to speculation (long-rumored and most recently suggested last 
week by the U.S.-based Energy Intelligence Group) that a new 
oil super-giant will be formed prior to the end of Putin\'s 

term that would include Rosneft, Russneft, Surgutneftegaz 
(the number 4 producer), and Bashneft (another top-ten 
producer). 

Burns 
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E.O. 12958: N/A 

TAGS: KJUS, PGOV, PINR, PREL, PTER, CO 

SUBJECT: REPRESENTATIVE BLUNT MEETS WITH VICE PRESIDENT 
SANTOS 


1. Summary: Representative Roy Blunt (R-MO) met with Vice 
President Santos on August 22 to discuss counter narcotics 
cooperation and prospects for U.S. congressional approval of 
the bilateral Free Trade Agreement (FTA). Santos voiced 
optimism regarding degradation of the FARC\'s network and 
continued success on joint drug eradication programs. He 
reiterated the GOC\'s commitment to human rights and 
protection of labor unionists. Santos urged the U.S. 
Congress to approve the FTA before the end of the year, 
saying failure to do so would weaken the U.S. position in the 
region. End Summary. 


2. U.S. Participants: 


Representative Roy Blunt 
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CDA Brian Nichols 

Brian Diffell, Office of the Republican Whip 
Poloff (notetaker) 


Colombia Participants: 


Vice President Francisco Santos 
Ambassador Carolina Barco 
MFA official Luis Araujo 


3. Vice President Santos expressed optimism about the fight 
against the approximately 15,000 remaining FARC members. The 
GOC has made life more difficult for the FARC as the 
Colombian military expands its presence and conducts more 
aggressive operations. The FARC has lost its ideological 
appeal and internal discipline as it has focused more on 
narcotrafficking. Ambassador Barco said public support for 
the FARC is at an all-time low (1%) because of its violence 
and use of land mines. Ten thousand FARC have deserted in 
the past four years, with 85 mid-level commanders deserting 
so far this year. The rate of desertions continues to 

increase as news spreads about the positive effects of 
desertion, such as education opportunities, financial 
assistance and family reunions. 


4. Santos said the GOC\'s fight against drugs has never been 
more aggressive. Extradition, interdiction, and aerial 

spraying remain key to the program. Manual eradication would 
play an increasing role as a way to involve the population in 
eradication efforts. The Charge underscored U.S. support 

for eradication that took $400 million a year out of the 

hands of the FARC. Santos reaffirmed the GOC\'s commitment to 
promoting rural employment and alternative crops, especially 
since the coffee and cotton sectors have suffered from 
competition and a strong peso. Santos warned any cut in the 
military component of Plan Colombia would give the FARC more 
\"breathing room\" to expand its drug network. President 
Uribe\'s \"wealth tax\" of 1.8% during his first term and 3.5% 
during his second term has received public support because 
Colombians see the benefits of a more secure, safe country. 


5. Barco urged the USG to press Congress to consider the FTA 
in October, after Peru and before Panama. The GOC had 
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already submitted the revised labor and environmental 
provisions to its Congress, and passage was expected by the 
end of September. It is also preparing a document outlining 
the GOC\'s efforts on labor violence and human rights, 
including commitments beyond 2007. Barco voiced frustration 
about the politicization of the FTA. 


6. Santos asserted the FTA vote represented the most 
important U.S. congressional vote on Latin American policy in 
thirty years. He said U.S.-Colombian relations had 
strengthened in the past ten years. Colombia has been a good 
friend, resisting regional pressures and acting as a mediator 
between the United States and Latin America. Radicals in 
Colombia and the region would only increase their pressure if 
the United States does not pass the FTA. 


7. The Charge agreed geopolitical factors are vital, but 
said the GOC also needed to show concrete progress in 
prosecuting human rights cases, especially in cases of 


violence against unionists. Representative Blunt underscored 
the importance of human rights and his support for continued 
economic and security cooperation. Santos and Barco thanked 
the Representative for his support. 

Nichols 
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SUBJECT: TURKISH PRESIDENT GUL: RISKS, CHALLENGES, 
OPPORTUNITIES 


Column 3 


REF: A. ANKARA 2223 
B. ANKARA 2213 AND PREVIOUS 


Classified By: Ambassador Ross Wilson, reasons 1.4 (b), (d) 


1.(C) Summary: Abdullah Gul comes to office as Turkey\'s 
president already experienced on the international scene. 
His victory is one of personal and political tenacity; many 
had written him off after the military\'s e-memorandum 
derailed the attempt to elect him president in April. 

Looking ahead, Gul\'s greatest challenges will lie at home, 
where he must consolidate his leadership, especially with a 
highly skeptical military, in order to pursue his agenda of 
normalization and moderation. End summary. 


From the Jaws of Defeat and Crisis 


2. (C) One has to blink twice to be sure it really happened. 
Abdullah GulYs August 28 election and installation as 
Turkey\'s 11th president mark a victory for his Justice and 
Development Party (AKP), and for grit and determination in 
Turkish politics. It is also an amazing personal victory for 
Gul himself, snatched from the jaws of crisis, defeat and 
humiliation last April when many here wrote him off. It was 
widely thought that PM Erdogan would eventually opt for a 
\"consensus\" candidate for president. There was even talk 
that a dispirited Gul would resign from politics rather that 
reprise his role as foreign minister. But just as he 

insisted on his presidential candidacy in April if it was not 

to be Erdogan, so he insisted upon it again now ... and won. 


3. (C) In hindsight, Gul appears to have maintained his 
resolve throughout: For much of the general election 
campaign, Gul was paired with Erdogan as a star attraction. 
The undemocratic interruption of the presidential election 
was an AKP campaign centerpiece. Gul personified AKP 
determination to stand up to the Turkish General Staff (TGS) 
and overcame a concerted military/Republican People\'s Party 
(CHP) assault on democracy and representative political 
institutions. Despite the old elite\'s efforts to define the 
debate as secularism versus Sharia, Gul (and AKP) 
successfully framed the issue as one of democracy and 
stability versus militarism and the past. 


Who is Abdullah Gul? 


4. (C) Prior to entering national politics, Gul earned 
degrees in economics from Istanbul University and studied in 
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the UK. He taught university-level economics in the early 

1980s and gained international experience as an economist for 
the Islamic Development Bank in Jeddah from 1983-1991. First 
elected an MP in 1991 with Necmettin Erbakan\'s pro-Islam 
Welfare Party, he was re-elected in 1995, and served as state 
minister and government spokesman in Erbakan\'s short-lived 
government. One of AKP\'s founding members in August 2001, 
Gul has been both Erdogan\'s closest political partner and 

rival. His humble family origins and energetic rise in 

politics reflect the entrepreneurial spirit of his central 

Anatolian hometown, Kayseri. Gul is personable and 
understands how to talk about things in a way he thinks will 

get listened to. 


5. (C) Gul\'s brief stint as prime minister -- from December 
2002 until March 2003 when Erdogan took over the AKP 
government reins -- faltered when he miscalculated the March 
1 vote to authorize a US invasion of Iraq from the north. 

Since then, as foreign minister, Gul has generally valued his 
relationship with the US, worked hard to communicate 
regularly and built an effective partnership with Secretary 

Rice. He has been a leading proponent of the political 

reforms needed to pursue EU accession, the case for which his 
August 28 inaugural remarks reasserted. When thorny issues 
have arisen over the past four years, Gul has approached them 
calmly and pragmatically, at times in stark contrast to PM 
Erdogan\'s more off-the-cuff, emotional style. But he can 
deliver the tough messages, too. He sees himself as a 
problem solver. 


And What Does He Bring to the Presidency? 
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6. (C) Gul brings to the presidency a good international 
reputation, including friendships and acquaintances with a 
wide range of world leaders. He brings English language 
skills that his predecessor and Erdogan himself have lacked, 
an activist inclination, and the support of the government 
(which his predecessor also lacked). President Gul will act 
more like Turgut Ozal or Suleyman Demirel on the world stage 
and back stage at home. His world role will bolster his 
credibility and help protect himself vis-a-vis secularists, 

the military and others who do not wish him well. He will 
supplement and work in tandem with Erdogan; in some cases, he 
may eclipse his friend the PM. 


7. (C) On issues that matter to the US, Gul will be an 
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important partner. He wants to be helpful on Iraq, a 
portfolio on which he was active as FM. He will likely 
extend the invitation to Iraqi President Talabani that 
predecessor refused to provide. Gul has made clear his 
personal interest in helping broker Middle East peace, and 
his associations in the region and status as a pro-US 
president can be positive factors; he will look to the US for 
guidance. One of Gul\'s early forays is likely to be to 
Islamabad. Gul has also been helpful on the Iran nuclear 
issue, and his new presidential status may give him new 
opportunities in this effort, as well. To be most effective, 
his relationship with his just-announced successor as FM, Ali 
Babacan, will be key. 


8. (C) The domestic side will be more of a tightrope as Gul 
seeks -- in a still contentious atmosphere -- to help 
normalize Turkey and Turkish life, including on issues like 
the role and status of religion (Islam, but Christianity as 
well); Turkey\'s diversity and minorities (including Kurds); 
the role of the military and proper civil-military relations; 
and the judiciary and judicial reform, which is key to 
strengthening the rule of law in this country. Any one of 
these sets of issues is problematic; in combination, they are 
a big challenge and potentially dangerous for Gul and for 
Turkey\'s future. 


9. (C) Gul\'s new role as part of Turkey\'s national security 
triumvirate will be key. The president can be an influential 
player, along with the National Security Council and the TGS. 
President Demirel played this behind-the-scenes role well; 
President Sezer did not. Gul\'s first challenge will be to 
consolidate his leadership, especially with the military. 

The TGS boycott of his swearing-in, virtually an act of 
insubordination, was a bad start, as was CHOD Buyukanit\'s 
strongly-worded Victory Day statement (ref B) a day before 
the final round of presidential voting. The next test will 
come at the August 30 Victory Day ceremonies. As foreign 
minister, Gul enjoyed a respectful relationship with the 
military, but it will not be easy to overcome the TGS 
revulsion with what it regards as an Islamist in the 
presidential palace. 


10. (C) The new president, who now lacks the parliamentary 
immunity he enjoyed for years, may also confront judicial 
challenges, particularly from prickly secularist prosecutors. 
He will need to re-calibrate his relationship with PM 
Erdogan and balance fulfillment of his transformational 
ambitions for Turkey with the need to avoid a harsh reaction 
from the secularist street, the military and Kemalist 
hard-liners who could still bring the reform Turkey project 
crashing down. 
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11. (C) Gul, Erdogan and to some extent Turkey as a whole 
have taken an enormous risk with a Gul presidency. But 
progress rarely comes without risk. Gul\'s rise represents a 
watershed. The opportunity is in the new president and AKP\'s 
hands to move toward the more equal and tolerant society 
Gul,s inaugural remarks called for and toward the final end 

of the \"deep state.\" If the reformers succeed, their success 
will belong to them and the Turkish people. Failure will 

rest on their shoulders alone. 


Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 
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SENSITIVE 
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E.O. 12958: N/A 
TAGS: ENRG, ECON, EFIN, ETRD, PREL, PGOV, EZ 


SUBJECT: CZECH ELECTRICITY GIANT\'S MURKY GOVERNMENT CONNECTION MEANS 
MIXED SIGNALS ON ENERGY POLICY AND PRACTICE 


REF: PRAGUE 77 


1. (SBU) SUMMARY AND COMMENT: Rising electricity prices, increasing 
demand from a robust economy, and a low cost generation fleet have 
led Czech electricity company CEZ Group (67.61% state owned) to 
become the most profitable company in the Czech Republic for the 
last two years. The lack of transparency in CEZ-GOCR relations and 
in CEZ operations, however, makes it difficult to discern where 
government political interests end and CEZ business interests begin. 
Therefore, future CEZ capital investments and expansion are an 
important and often the only yard stick available for determining 

the direction of energy policy for the mid- to long-term. The 

unified message from the Czech energy industry is that nuclear 


Column 3 

generation is the only option available to the Czech Republic that 
reduces carbon emissions, increases energy security, and effectively 
meets growing domestic demand. Energy industry representatives\' 
support for increased utilization of nuclear energy, however, runs 
counter to the views of the current coalition government, which 
includes the Green Party. 


2. (SBU) SUMMARY AND COMMENT CONTINUED: CEZ is marching forward with 
its nuclear expansion plans without the official endorsement of the 
current government, its majority owner. CEZ is hedging given the 
weakness of the current government that throws in to question its 
longevity, as well as past open support for nuclear expansion from 
both sides of the isle (Civic Democrats -- ODS & Social Democrats -- 
CSSD). In fact, the Chairman and Vice Chairman of the supervisory 
board are either current or former members of ODS. CEZ also points 
out that planning for expansion of nuclear energy production 

requires a 20-year time line, with only the final five years 

involving physical construction, which means they can stick with 
future plans without any visual expansion. Therefore, in the 

absence of a more overt opposition by the government, CEZ is 
following industry opinion. Whoever is in government in 2019 will 
have to contend with whether to bring 15 years of nuclear power 
planning online or facing a possible power shortage. The situation 
may result in a state-owned company dictating policy to the 
government. END SUMMARY AND COMMENT. 


3. (U) CEZ is the eighth largest utility company in Europe, both in 
terms of customers (6.8 million) and in market capitalization ($29.7 
billion). It also has the lowest debt/EBITDA ratio (0.8) of any 
electrical utility in Europe and Standard € Poor\'s gives CEZ an A- 
credit rating. In 2005, CEZ dividends contributed CZK 3.6 billion 
($180 million) to the government budget and its dividend payout per 
share grew tenfold in six years (CZK 2 or $.10 in 2000 to CZK 20 or 
$1 in 2006). CEZ is a vertically integrated company, which means 
they have stakes in every facet of electricity production except for 
transmission, which is controlled and regulated by the GOCR. In 
2006, CEZ Group companies produced 22.5 million tons of lignite 
coal, 46% of the country\'s total and 73.5% of total electricity in 

the CR (62.0 TWh). They also own five of the eight distribution 
companies in the CR, which account for 62% of all customers. 


4. (U) Regionally, CEZ owns two generation units in Poland with a 
combined capacity of 830 MW, distribution services in Romania 
reaching 1.4 million customers, distribution services in Bulgaria 
reaching 1.9 million customers, and generation in Bulgaria with a 
total capacity of 1,260 MW. They have also signed joint venture 
agreements to build new generation facilities in Bosnia and 
Herzegovina and in Russia. CEZ anticipates further economic growth 
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in the Balkans and southern Europe and a corresponding expansion of 
energy use, which will raise electricity prices closer to Western 
European levels. This, combined with CEZ\'s own experience in the 
Czech transition economy, has motivated its enthusiastic regional 
expansion. 


5. (SBU) CEZ has a supervisory board, half of which, including the 
chairman, are appointed by the government. Currently, former ODS MP 
Martin Kocourek is Chairman and Deputy Minister of Trade and 

Industry for Energy Tomas Huner (ODS) is Vice Chairman of the 
12-member supervisory board. While the supervisory board must 
approve the actions of the board of directors, CEZ representatives 
could not recall a recent instance of the supervisory board 

overriding the board of directors. CEZ representatives stressed 

that CEZ\'s primary objective is to make money for shareholders, 

which it does quite well. 


6. (U) Given that two-thirds of CEZ thermal generation capacity is 
between 30-40 years old, major capital investments are needed to 
keep capacity running and to meet increasingly stringent EU carbon 
emissions standards. The amount of capital required for compliance 
and general maintenance of older plants is not known. However, most 


PRAGUE 00000992 002 OF 002 


plants approaching 40 years of service need substantial upgrades, 
which can almost double the average cost of producing 1 MW of 
electricity. 2008-2014 is CEZ\'s timeframe for major coal asset 
renewal and they are estimating total costs at CZK 140 billion ($7 
billion). In light of likely capital cost increases, an uncertain 
regulatory climate for emissions, and increasing fuel prices, CEZ 
representatives believe that coal fired plants cannot be a long term 
solution for growing energy consumption. 


7. (U) Renewable energy sources have limited applicability in the CR 
and are not reliable enough to satisfy the EU-mandated 12% of a 
country\'s energy portfolio by 2010. Hydro-electric power consists 

of just under 4% of 2006 total CEZ output. CEZ representatives 

state that hydro-electric resources have been maximized and that 
capacity cannot be expanded within the CR. Wind and solar power are 
not viable for significant energy production in the CR. CEZ does 
operate a wind farm in Southern Moravia and an experimental solar 
farm at Dukovany. However, these are experimental and symbolic 
forays into renewable energy sources. The one renewable that CEZ is 
utilizing to some degree of effectiveness is biomass, which is 

burned with coal in certain facilities. Biomass is not efficient 

enough to take the place of coal and the CR does not have enough 
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land available for keeping a large sustainable biomass crop. On top 
ofthese drawbacks, furniture makers have been protesting the use of 
biomass because it increases the price of wood chips used in the 
creation of particle boards. 


8. (U) CEZ is banking heavily on nuclear energy to bolster its base 
load production in the mid-term. In 2006, nuclear generated 
electricity accounted for 42% of total CEZ generation (26 TWh out of 
62 TWh total). Temelin and Dukovany are the two nuclear plants 
operating in the CR. Dukovany began operating in 1985 and Temelin 
came online in 2004, and both are Soviet designed reactors and will 
operate under current conditions until 2027 and 2042, respectively. 
Those dates are not firm, however, and both plants could have their 
life-spans extended further with appropriate legislation and 
upgrades. Dukovany, which uses a type of fuel only produced in 
Russia and Spain, has a long term fuel contract with the Russian 
company TVEL. TVEL also won a recent bid to supply Temelin with 
fuel from 2010-2020, which Westinghouse currently supplies through 
2009. 


9. (SBU) Concern over complete Russian control of nuclear fuel 
supplies is not justified in the short-run but could be a concern in 
the long term. Dukovany keeps a one year reserve of fuel on site 
and both stations only replace 1/5 of their fuel once a year. 
Therefore, if Russia were to cut off nuclear fuel supplies to the 

CR, it would not/not have the same effect as gas or oil supplies. 
Sufficient time would be in place to negotiate with alternative fuel 
suppliers. Nuclear generation has large costs associated with 
construction, security, and waste disposal, but once built, it has a 
very low marginal cost, steady fuel supplies, and no carbon 
emissions. From the view point of public finances, energy 
efficiency, and emissions reductions, nuclear power makes perfect 
sense for CEZ and the CR. The real question, however, is whether 
the domestic and European political situations come to value the 
security and emissions benefits of nuclear over the potential 
hazards. 


10. (SBU) In 2007, CEZ consented to create the Prague Power Exchange 
(PX) where it will sell roughly 30% of its capacity. The other 70% 

is sold directly to its subsidiaries for distribution to consumers. 

PX CEO David Kucera acknowledges that if CEZ did not agree to sell 

this capacity on the exchange, then the whole project would not have 
proceeded. The PXYs objective is to bring transparency to the 

energy market by replacing an annual energy auction with an exchange 
that allows people to gauge electricity prices daily. Businesses 
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will be able to view and financially secure power prices for two 
years out and this helps with effective planning. Industry believes 
popular fear of steadily increasing prices on the exchange is 

invalid. The previous once yearly auction increasingly involved the 
same percentage increase, but because it only occurred once a year, 
the auction and prices simply faded from memory rather than being 
constantly reminded with daily and even hourly price readouts. 
Therefore, some argue that yearly auctions actually inflate the 

price of electricity because firms would bid high in fear of getting 
frozen out of the auction allocation. The problem with the PX is 
that CEZ has market power because it is the largest player in the 
market so CEZ could manipulate this market in a variety of ways to 
avoid speculation. Nevertheless, the PX is a too-tempting-to-resist 
venue to exercise market power for CEZ profit, which happens to fill 
government coffers. 

Graber 
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E.O. 12958: DECL: 08/28/2012 
TAGS: PREL, EAID, ECON, PGOV, EG, IS 
SUBJECT: EGYPTIANS REACT SHARPLY TO ESF REDUCTION 


Classified By: DCM Stuart Jones for reasons 1.4(b) and (d). 


1. (C) SUMMARY AND INTRODUCTION: The Egyptian\'s strong 
reaction to diminished ESF levels reflects concern about 

political play on the new Israeli military assistance 

package. They are now trying for face-saving consultations. 
Ambassador Nabil Fahmy has been instructed to bring new ideas 
in debt reduction in particular when he returns to Washington 
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DCM next week. END SUMMARY. 


2. (C) The GOE has reacted strongly to the decision to 

reduce ESF assistance levels beginning in FY 09. Egyptian 
Ambassador to the U.S. Nabil Fahmy and Minister of 
International Cooperation (MIC) Fayza Abul Naga both told 
Ambassador that they were \"astonished\" by the USG decision. 
Fahmy said that he has instructions to raise this issue upon 

his return to Washington on August 30, and that he will focus 
on ways to \"treat Egyptian debt.\" Abul Naga confirmed 
Fahmy\'s instructions, and asked the Ambassador to meet 
September 3. 


3. (C) On August 29, in a meeting with PolMinCouns, MFA 
Deputy Assistant Minister Mohamed Aboul Dahab followed up on 
concerns expressed to Deputy Secretary Negroponte by Minister 
for Foreign Affairs Aboul Gheit on August 28. Aboul Dahab 

said that the Minister felt the USG had reached \"political 
decisions\" without enough input from the Egyptians. 

\"Frankly, we were surprised.\" 


4. (C) PolMinCouns observed that the Ambassador and other 
emboffs had been discussing the aid program for months at all 
levels, and reminded him of Prime Minister Nazif\'s comments 
last year that it wasn\'t about the levels, but the symbolism. 
Aboul Dahab responded that the GOE is as upset as much by 
the timing and the method the USG has used to deliver the 
message as by the message itself. He said Ambassador Fahmy 
had raised an endowment with the Secretary in July but had 
not had a response. In conclusion, he said, \"no one informed 
(Minister of International Cooperation) Fayza (Abul Naga) you 
were close to a final decision.\" 


5. (S) High-level discussions about assistance took place 
between the Secretary and Prime Minister Nazif in January, 

and earlier, between then-Administrator Tobias and MIC 
Minister Fayza Abul Naga. Since last summer, the Ambassador, 
AID mission director and other embassy officers have carried 
on an extensive discussion with GOE officials. GOE officials 
have responded only minimally or after much prodding on 
questions of the future of ESF and USAID programs in Egypt. 

In fact, in the context of a discussion last August of the 

cash transfer MOU benchmark papers, Nazif said that $400m in 
ESF did not have the economic impact that it once did, 

although it still had political importance, and raised the 

issue of parity between assistance to Israel and Egypt. 


Column 3 

6. (C) Ina subsequent conversation, in response to a 
suggestion by the Ambassador about aid graduation, Nazif 
responded that the GOE would prefer to continue with ESF, 
even if it were to be at a reduced level, as long as it was 
accompanied by a medium-term commitment. The important 
thing, Nazif said, was the political support that such a 
commitment would symbolize. Nazif repeated this view to the 
Secretary in January 2007, when he once again rejected the 
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idea of aid graduation via an endowment or other mechanism, 
and reaffirmed GOE interest in a medium-term commitment to 
ESF by the USG. 


7. (C) More recently, on at least three occasions since 

April, the DCM explained to MFA Assistant Secretary Hatem 
Seif El-Nasr that the Administration was engaged in internal 
deliberations on future assistance levels and advised that we 
were looking at significant cuts in ESF. In early August, he 
reported that we had decided that ESF levels would be 
reduced. At no point in this period, did anyone on the GOE 
side ever push back. 


8. (C) Egyptian reticence to engage on the subject of 
assistance stems from President Mubarak\'s instructions to 
members of his government to refrain from discussions of 
assistance levels with the USG. MIC\'s Abul Naga confirmed to 
the Ambassador on August 29 that this was the case. Mubarak 
has long had an aversion to talking about either military or 
economic assistance from the US, which he considers a 
humiliation. The lack of open discussion and response to 

our inquiries over the past year at lower levels may also be 
attributable to the current schlerotic, risk-averse 

atmosphere that pervades the Egyptian government. Now that 
the decision has been made, however, the reality of the end 

of parity between Israeli and Egyptian assistance levels has 
begun to sink in. This is likely to cause a negative public 
reaction and heavy criticism of the government. Aboul Gheit 
and Abul Naga feel particularly vulnerable. 


9. (C) Aboul Gheit has asked that the USG not release the 
information about the planned $200m in ESF to either the 
press or to Congress, and that the USG send a high level 
delegation to Cairo to consult further on ESF. MFA Deputy 
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Minister Aboul Dahab said Ambassador Fahmy has instructions 
to raise this issue when he returns to Washington on August 
30. Ambassador will meet with MIC Minister Abul Naga on 
September 3. She is likely to press either for a high-level 
delegation to come to Cairo, or suggest that she visit 
Washington in September or October for consultations. As 
noted above, new Egyptian proposals during these meetings 
will likely focus on both assistance levels, and ways to use 
the assistance to pay Egyptian official debt. 

RICCIARDONE 
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E.O. 12958: N/A 
TAGS: TBIO, OTRA, KSCA, JO 
SUBJECT: JORDAN COUNTRY CLEARANCE FOR NIH EMPLOYEE SHADEN KAMHAWI 


REF: SECSTATE 120799 


1. (SBU) Embassy Amman grants country clearance and warmly welcomes 
the visit of NIH employee Dr. Shaden Kamhawi, 

to Jordan, September 5-16, 2007, for the purpose of visiting the 

Sand Fly Project field site and meeting with collaborators at the 

Jordan University of Science and Technology. All visitors to Jordan 

should carefully review this message, especially the threat 

assessment at paragraph 8. 


2. (SBU) Control officer for this visit is Mr. Manu Bhalla, Regional 
Environment Officer. He can be reached at 

962-6-590-6621 (office), 962-6-592-7653 (fax), 

962-6-592-9849 (home) and 962-79-559-3873 (cell). The backup 
control officer will be Ms. Rana Safadi, Regional Environmental 
Specialist 962-6-590-6356 (office), 962-6-592-0124 (fax), 
962-6-581-2324 (home), and 962-79-562-2773 (cell). The Embassy\'s 
after-hours telephone number is 962-6-590-6500. 


3. (U) Post understands that no Embassy assistance is required. 


4. (U) Valid visas are required for entry into Jordan. Visas may be 
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obtained at Queen Alia airport though not at all land border 
crossings; however, Embassy Amman suggests visitors obtain their 
visas prior to arrival, as there can be long queues for visa 

issuance at the airport. Money can be exchanged at Queen Alia 
airport. 


5. (U) ADMINISTRATIVE GUIDELINES: Each visitor, regardless of length 
of stay, must have fiscal data to pay for direct costs of the visit. 
Each agency, organization, or visiting delegation will be charged 
for the actual costs attributed to the visit. Direct charge costs 
include, but are not limited to, American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support), travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel, rental of vehicles and other equipment, long distance 
telephone calls, office supplies, gasoline and other vehicle 
maintenance costs, departure tax, and other airport fees. 


6. (U) HEALTH: Although Jordan does not pose any unusual health 

hazards for visitors, the quality of health care facilities is not 

up to the U.S. or European standards, particularly outside of Amman. 
As medications on the local economy are often in short supply, 

visitors should bring sufficient medications to post for their 

chronic medical problems. Immunizations should be current for 

Tetanus and Diphtheria, Hepatitis A and B. Visitors should drink 

bottled water rather than tap water. Food in the hotels and most 

restaurants is safe to eat, but some of the smaller local 

restaurants do not always observe proper food handling procedures. 


Only those personnel covered under the State Department\'s medical 
program and who have a valid medical clearance for Jordan are 
eligible for a medical evacuation at USG cost. All other visitors 

are advised to have their own medical evacuation insurance to cover 
evacuation by air ambulance. Otherwise it will be necessary to 
ensure that the respective agency will cover any costs related to a 
medical evacuation. All local hospitals take major credit cards. 


7. (U) SECURITY CLEARANCE AND BUILDING ACCESS: In compliance with 
State Department regulations and Embassy policies, visitors 

requesting unescorted access to the Embassy compound should inform 

RSO Amman of their security clearance level (if any) and should name 

the agency that granted that clearance. Telegrams containing this 

information should include the \"ASEC\" tag to ensure distribution to 

the RSO. 


Electronic devices: RSO approval must be obtained before any 
electronic device is brought into the Embassy. Privately owned 
laptops and personal computers, peripherals, diskettes, and tapes 
are prohibited in all mission facilities. Cellular/mobile phones 

and palm pilots are prohibited in controlled access areas. 
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Travelers with USG-owned unclassified laptops or notebook computers, 
peripherals, diskettes, and tapes must receive RSO/IMO authorization 
before being granted access to U.S. Mission buildings. USG-owned 
classified computers must be sent to post via classified diplomatic 
pouch. Classified equipment must bear external USG bar-code 
inventory numbers and classification markings commensurate with the 
highest level of information processed on the system. Questions 
concerning other types of electronic devices and magnetic media may 
be directed to the RSO and IMO. 


Mandatory personal security training: Per 04 STATE 66580, all 
employees traveling to post for 30 days or more (whether PCS or TDY) 
must have completed the mandatory personal security training (State 
Department Security Overseas Seminar or equivalent) before arriving 
at post. Agencies must provide the Chief of Mission with 

certification that this training will be completed prior to the 

employee\'s travel. Failure to do so will result in denial of 

country clearance. 


8. (U) THREAT ASSESSMENT: The threat of terrorism remains high in 
Jordan. Transnational terrorist groups, as well as less 

sophisticated local elements, have demonstrated the capability to 
pose threats in Jordan. The Al-Qaida in Iraq network (AQIZ) in 
particular continues to focus its terrorist activities against U.S. 

and Government of Jordan (GOJ) targets in Jordan. AQIZ claimed 
responsibility for the November 9, 2005 bombings of three 
international hotels in Amman, which killed 60 people and injured 
over 100. Pedestrian suicide bombers wearing explosive vests 
carried the bombs into the hotels. AQIZ also claimed responsibility 
for the Aqaba rocket attacks on August 19, 2005, which killed on 
Jordanian soldier and wounded another. The assassination of 
American diplomat Larry Foley outside his west Amman residence on 
October 28, 2002 was also attributed to AQIZ leader Abu Musab 
Al-Zarqawi, who was killed in Iraq in June 2006. 


In addition, there has been a series of serious, confirmed terrorist 
threats and disrupted terrorist plots targeting U.S. or Jordanian 
interests in Jordan. In February 2006, the Government of Jordan 
(GOJ) disrupted a terrorist cell plotting to attack Queen Alia 
International Airport. In November 2005, the GOJ indicted six men 
for planning to carry out attacks against Americans at hotels and 

bars in Amman and Aqaba. In August-September 2005, four militants 
were arrested for plotting assassinations of Americans in Jordan. 

In July 2005, GOJ authorities arrested 17 men linked to AQIZ who had 
planned to assassinate GOJ officials and Americans in Jordan. In 
February 2005, four men were arrested for plotting attacks against 
GOJ officials, tourists and five-star hotels. In the same month, 
another four-man group was disrupted while plotting to attack liquor 
stores in Amman and foreign tourists in Aqaba. 


Terrorists often do not distinguish between U.S. government 
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personnel and private citizens. Terrorists may target areas 
frequented by Westerners, such as tourist sites, hotels, 
restaurants, bars, nightclubs, liquor stores, transportation hubs, 
places of worship, expatriate residential areas, and schools. In 
light of these security concerns, Americans are urged to maintain a 
high level of vigilance, to be aware of their surroundings, and to 
take appropriate steps to increase their security awareness. It is 
especially important for travelers to be unpredictable by varying 
their times and routes and to maintain a low profile. Moreover, 
Americans are urged to avoid contact with any suspicious or 
unfamiliar objects and to immediately report the presence of such 
objects to the authorities. 


Anti-American and anti-Western sentiment exists in Jordan and has 
been sparked on occasion by incidents in the region, particularly 
those related to Israeli/Palestinian issues and, to a lesser extent, 
Iraq. This may lead to random acts of violence against Westerners. 
On September 4, 2006, a gunman fired on foreigners at a popular 
tourist site in central Amman, killing one and injuring six. 


Travelers are advised to avoid any demonstrations or large 
gatherings of people, especially during times of increased tension. 
Many demonstrations occur near mosques after Friday prayers. 
Consequently, special sensitivity and caution should be exercised at 
or near mosques and religious sites during holy days and the Friday 
Muslim Sabbath. Demonstrations also often take place at 
universities and refugee camps. 


Crime is generally not a serious problem for travelers in Jordan, 

but petty crime is prevalent in the downtown Amman Hashimiyah Square 
area and near the Roman amphitheater. In the narrow streets of the 
older parts of the city center, crowded conditions invite 

pickpockets and other petty criminals. Travelers are urged to be 

more guarded in these areas so that they do not present easy 
opportunities for criminals. 


In central and west Amman, there have been reports of thieves 
snatching pedestrians\' purses from moving vehicles and then driving 
off. In some instances, victims were injured when they were unable 
to free themselves from their purses. When carrying a purse, it 
would be wise to conceal it if possible, to avoid walking near the 

road within reach of passing vehicles, and to walk against the flow 

of traffic. 


Jordanian police have warned the public to exercise vigilance when 
leaving banks or ATM machines, as thieves have reportedly preyed 
upon persons soon after using these services. 


Western women both visiting and residing in Jordan report sexual 
harassment and unwelcome advances of a sexual nature. There have 
been isolated reports of assault. Women are advised to take 
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reasonable precautions including dressing conservatively and not 
traveling alone. Modest attire should be worn in deference to local 
custom. 


9. (U) TRAVEL GUIDELINES: American citizens and official visitors 
traveling in Jordan should exercise caution, be alert, and stay 
informed of regional and local events that could quickly impact the 
security environment in the country. Itis also recommended to 
maintain a low profile and not establish predictable patterns of 
movement, even if only visiting for a short period. Taxis are the 
only form of public transportation that is recommended. 


For further information, see the State Department\'s Consular 
Information Sheet for Jordan at http://travel.state.gov/jordan.html 
and link from that site to the most recent Public Announcement on 
Travel in the Middle East and South Asia and the most recent 
Worldwide Caution. 


Visit Amman\'s Classified Web Site at 
http://www.state.gov.sgov.gov/p/nea/amman/ 


HALE 
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PP RUEHWEB 

DE RUEHKG #1302 2411501 

ZNR UUUUU ZZH 

P 291501Z AUG 07 

FM AMEMBASSY KINGSTON 

TO SECSTATE WASHDC PRIORITY 5260 


SIPDIS 
SIPDIS 
STATE FOR WHA/CAR RANDALL BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: JAMAICA: SEVEN (7) REQUESTS FOR HUMAN RIGHTS 
VETTING FOR US IMET IS SEPTEMBER 16, 2007 


1. Post requests the Department\'s assistance in screening 
the following candidates of the Jamaican Defense Force (JDF) 
who have been nominated for training in the U.S., pursuant to 
the Leahy Act and Foreign Assistance Act. Post has no 
derogatory information. 
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2. Names of the proposed candidates are: 


Name: ARTHURS, Kerry-Ann Alesia 
Gender: female 

Passport No.: A2523615 

Date/Place of Birth: 19 July 83 - St. Andrew, Jamaica 
Occupation: 2LT/JDF 

Unit: JDF Support & Services 

Service No.: JDF/5057 


Type of Training: OFFICER CANDIDATE SCHOOL, FT 
BENNING, GA 


Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

Name: BARNETT, Sharmitch 

Passport No.: A2540606 

Date/Place of Birth: 02 Oct 78 - St. Catherine, Jamaica 
Occupation: ASP/JCF 

Unit: JCF Marine Division 


Type of Training: GLOBAL FLEET STATION MTT\'s, HSV-2 
SWIFT/PORT ANTONIO, JAMAICA 


Training Starts: 16 Sept 2007 

Travel Date: 15 Sept 2007 

Name: BENNETT, Earle Lincoln 

Passport No.: A2617014 

Date/Place of Birth: 28 June 59 - Trelawny, Jamaica 
Occupation: INSP/JCF 

Unit: JCF Marine Division 


Type of Training: GLOBAL FLEET STATION MTT\'s, HSV-2 
SWIFT/PORT ANTONIO, JAMAICA 


Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

Name: BUCKLEY, Dwayne Patrick 
Passport No.: A2732770 

Date/Place of Birth: 19 Jan 88 - Kingston, Jamaica 
Occupation: Potential Officer/JDF 

Unit: JDF Support & Services 


Type of Training: OFFICER CANDIDATE SCHOOL, FT 
BENNING, GA 


Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

Name: JONES, Eric 

Passport No.: A281554 

Date/Place of Birth: 08 Jan 60 - St. Catherine, Jamaica 
Occupation: INSP/JCF 

Unit: JCF Marine Division 


Type of Training: GLOBAL FLEET STATION MTT\'s, HSV-2 
SWIFT/PORT ANTONIO, JAMAICA 
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Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

Name: McFARLANE, George Everton 
Passport No.: A2394616 

Date/Place of Birth: 19 Feb 68 - St. Catherine, Jamaica 
Occupation: INSP/JCF 

Unit: JCF Marine Division 


Type of Training: GLOBAL FLEET STATION MTT\'s, HSV-2 
SWIFT/PORT ANTONIO, JAMAICA 


Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

Name: STERN, Lawrence Lawson 

Passport No.: A2379442 

Date/Place of Birth: 22 Jan 66 - St. Catherine, Jamaica 
Occupation: SGT/JCF 

Unit: JCF Marine Division 


Type of Training: GLOBAL FLEET STATION MTTVs, HSV-2 
SWIFT/PORT ANTONIO, JAMAICA 


Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 

3. Post appreciates the Department\'s assistance. 
JOHNSON 
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PP RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHMS #0830 2411504 

ZNY CCCCC ZZH 

P 291504Z AUG 07 

FM AMEMBASSY MUSCAT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8692 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE""GCONFIDENTIAL MUSCAT 000830 


SIPDIS 

SIPDIS 

E.O. 12958: DECL: 08/29/2017 

TAGS: PREL, IZ, MU 

SUBJECT: OMANI RESPONSE TO IRAQI LEADERS AGREEMENT 
REF: STATE 120608 

Classified By: Ambassador Gary A. Grappo for Reasons 1.4 (b, d) 
(C) Drawing from reftel guidance, the Ambassador urged Omani 
Minister Responsible for Foreign Affairs Yusef bin Alawi on 


August 29 to issue a public statement supporting the recent 
communique of senior Iraqi officials announcing agreement on 
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drafts of key legislation and mechanisms for shared decision 
making. Bin Alawi responded that Oman welcomed the agreement, 
but did not plan on releasing its own statement affirming 

the communique. Rather, bin Alawi continued, Oman would work for 
a joint statement by the GCC supporting the Iraqi initiative 

during the GCC Foreign Ministers meeting in Jeddah on September 1. 
He added that Oman would similarly seek a positive statement of 
support by the Arab League (AL) at the AL Foreign Ministers meeting 
in Cairo on September 5. 

GRAPPO 
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OO RUEHAG RUEHAST RUEHDA RUEHDBU RUEHDF RUEHFL RUEHIK RUEHKW RUEHLA 
RUEHLN RUEHLZ RUEHPOD RUEHROV RUEHSR RUEHVK RUEHYG 
DE RUEHAK #2235 2411505 

ZNR UUUUU ZZH 

O 291505Z AUG 07 

FM AMEMBASSY ANKARA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 3581 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RHEFDIA/DIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDG//J-3/J-5// PRIORITY 
RHEHAAA/NSC WASHDC PRIORITY 

RUEUITH/ODC ANKARA TU PRIORITY 

RUEKJCS/SECDEF WASHDC PRIORITY 

RUEUITH/TLO ANKARA TU PRIORITY 

RUEHAK/USDAO ANKARA TU PRIORITY","UNCLAS ANKARA 002235 


SIPDIS 
SIPDIS 


E.O. 12958: N/A 

TAGS: PGOV, TU 

SUBJECT: PRESIDENT GUL APPROVES PM ERDOGAN 'S GOVERNMENT 
LIST FOR TURKEY\'S 60TH GOVERNMENT 


1. (U) Less than 24 hours after Abdullah Gul assumed the 
office of President, PM Erdogan submitted to Gul his proposed 
list for Turkey\'s 60th government. Gul approved the list, 
which contains 25 names, up from 23 in the previous 
government. It includes three Deputy Premiers/State 
Ministers who are intended to play a coordination role. 
Overall, the list is one of continuity and experience, 
retaining 17 familiar names, shifting around some portfolios 
and drawing in eight new ministers. It is centrist, drawing 
in some names Erdogan had enticed onto the Justice and 
Development Party (AKP) election lists. As with Erdogan\'s 
previous cabinet, the list contains one woman. 
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2. (U) This marks only the second time in the history of the 
Turkish Republic that the same party has formed two 
consecutive single-party governments -- atthe same time, it 

is a measure of the enormous responsibility AKP now assumes. 
3. (U) Ministerial names: 

--Prime Minister: Recep Tayyip Erdogan 


--State Minister and Deputy Prime Ministers: Cemil Cicek, 
Hayati Yazici, Nazim Ekren 


--Foreign Minister and Chief EU Negotiator: Ali Babacan 
--Defense Minister: Vecdi Gonul 

--Interior Minister: Besir Atalay 

--Justice Minister: Mehmet Ali Sahin 

--Finance Minister: Kemal Unakitan 

--Energy Minister: Hilmi Guler 

--Environment and Forestry Minister: Veysel Eroglu 
--Health Minister: Recep Akdag 

--Education Minister: Huseyin Celik 

--Labor Minister: Faruk Celik 

--Culture and Tourism Minister: Ertugrul Gunay 
--Agriculture Minister: Mehdi Eker 

--Industry and Trade Minister: Zafer Caglayan 
--Transportation Minister: Binali Yildirim 

--Public Works Minister: Faruk Nafiz Ozak 


--State Ministers: Mehmet Aydin; Murat Basesgioglu; Kursad 
Tuzmen; Nimet Cubukcu; Mehmet Simsek; Mustafa Said Yazicioglu 


4. (U) The new cabinet is set to meet for the first time at 

7 pm local. AKP will read its government program in 
parliament on August 31 and plans to have a parliamentary 
vote of confidence on September 5. Parliament will then 
recess until at least October 1. 


Column 3 
Visit Ankara\'s Classified Web Site at 
http://www.state.sgov.gov/p/eur/ankara/ 


WILSON 
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RR RUEHWEB 

DE RUEHGE #0805 2411506 

ZNR UUUUU ZZH 

R 291506Z AUG 07 

FM AMEMBASSY GEORGETOWN 

TO RUEHC/SECSTATE WASHDC 5705 

INFO RUEHSP/AMEMBASSY PORT OF SPAIN 4081 
RUEHFSC/USOFFICE FSC CHARLESTON 0823 


SIPDIS 
SENSITIVE 
SIPDIS 

FOR INL/RM 


E.O. 12958: N/A 
TAGS: SNAR, AFIN, AMGT, GY 
SUBJECT: REQUEST TO REPROGRAM INL FUNDS 


REF: STATE 176986 (2005) 


1. (U) Post requests to reprogram INL Allotment No: 
0107-05-01 ($100,000). 


2. (SBU) Post was granted US$100,000, pursuant to INL 
Allotment No: 0107-05-01, in September 2005 to fund a 
proposed Drug Enforcement Agency (DEA) project to create a 
vetted DEA unit in Guyana. As of this date, no funds from 
this allotment have been used. The vetted unit project is no 
longer viable due to the Government of Guyana\'s failure to 
identify an acceptable location for the unit and their lack 

of progress in addressing drug trafficking issues. 


3. Post has identified drug demand reduction as a viable 
alternative use of the INL funding. Post seeks INL approval 

to reprogram Allotment No. 0107-05-01 to fund the Guyana 
Substance Abuse Demand Reduction project - a partnership 
between Catholic Relief Services Guyana, the Phoenix Recover 
Project, and Post. The goal of the project is to provide 
community based preventive initiatives in five targeted 
communities, strengthen the role of civil society in 

responding to substance abuse in Guyana, and increase access 


Column 3 
to treatment for vulnerable, underserved groups. 
THOMAS 
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RR RUEHCD RUEHGD RUEHHO RUEHMC RUEHNL RUEHRD RUEHRS RUEHTM 
DE RUEHNG #0301 2411506 

ZNR UUUUU ZZH 

R 291506Z AUG 07 

FM AMCONSUL NOGALES 

TO RUEHC/SECSTATE WASHDC 4361 

INFO RUEHME/AMEMBASSY MEXICO 0994 

RUEHXC/ALL US CONSULATES IN MEXICO COLLECTIVE 

RUEHNG/AMCONSUL NOGALES 1912","UNCLAS NOGALES 000301 


SIPDIS 

SIPDIS 

E.O. 12958: N/A 

TAGS: ACOA, AMGT, CMGT, CASC, Mx 

SUBJECT: REVISED DUTY OFFICER SCHEDULE FOR NOGALES: AUGUST 22, 2007 
THROUGH JANUARY 2, 2008 

REF: 07 NOGALES 247 


1. The revised duty officer schedule for Nogales for the period 
of August 22, 2007 through January 2, 2008 is as follows: 


Aug 22 - Aug 29 Rafael Valencia 520-761-8269 U.S. 


Aug 29 - Sept 5 Liza Ybarra 520-281-4480 U.S. 

Labor Day 

Sept 5 - Sept 12 Veronica Fuentes 520-281-7129 U.S. 
Sept 12 - Sept 19 John Ibarra 631-313-8782 Mex. Indep. 
Sept 19 - Sept 26 Eloisa Jerez 520-860-0168 U.S. 


Sept 26 - Oct 3 Rafael Valencia 520-761-8269 U.S. 
Oct 3 - Oct 10 Veronica Fuentes 520-281-7129 U.S. 
Columbus Day 


Oct 10 - Oct 17 Liza Ybarra 520-281-4480 U.S. 
Oct 17 - Oct 24 John Ibarra 631-313-8782 Mex 
Oct 24 - Oct 31 Eloisa Jerez 520-860-0168 U.S. 


Oct 31 - Nov 7 Rafael Valencia 520-761-8269 

U.S. All Soul's Day 

Nov 7 - Nov 14 Veronica Fuentes 520-281-7129 U.S. 
Veteran\'s Day 


Nov 14 - Nov 21 John Ibarra 631-313-8782 Mex 
Anniv. Mex Revolution 

Nov 21 - Nov 28 Liza Ybarra 520-281-4480 U.S. 
Thanksgiving 

Nov 28 - Dec 5 Eloisa Jerez 520-860-0168 U.S. 
Dec 5 - Dec 12 Rafael Valencia 520-761-8269 U.S. 


Dec 12 - Dec 19 Veronica Fuentes 520-281-7129 U.S. 
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Dec 19 - Dec 26 Eloisa Jerez 520-860-0168 

U.S. Christmas Day 

Dec 26 - Jan 2 John Ibarra 631-313-8782 Mex New 
Year\'s Day 


2. The Consulate Emergency number 1 (Mexican cellular) for the 
duty officer is: 

Dialing from the U.S. : 011-52-1-631-318-0723 

Dialing from Mexico: 0-45-631-318-0723 


The Consulate Emergency number 2 (American cellular) for the 
duty officer is: 

Dialing from the U.S. : 1-520-604-0378 

Dialing from Mexico: 001-520-604-0378 


DINKELMAN 
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OO RUEHDU RUEHMR RUEHPA RUEHRN RUEHROV RUEHTRO 
DE RUEHKH #1359/01 2411515 

ZNY CCCCC ZZH 

O 291515Z AUG 07 

FM AMEMBASSY KHARTOUM 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8332 

INFO RUEHZO/AFRICAN UNION COLLECTIVE IMMEDIATE 
RUCNFUR/DARFUR COLLECTIVE IMMEDIATE 

RUEHGG/UN SECURITY COUNCIL COLLECTIVE IMMEDIATE 
RHMFISS/CJTF HOA IMMEDIATE","C ONFIDENTIAL SECTION 01 OF 03 KHARTOUM 001359 


SIPDIS 

SIPDIS 

DEPARTMENT FOR AF A/S FRAZER, AF S/E NATSIOS AND AF/SPG 
NSC FOR PITTMAN AND HUDSON 

ADDIS ABABA ALSO FOR USAU 

E.O. 12958: DECL: 08/28/2012 

TAGS: PREL, PGOV, KPKO, UN, AU-1, SU 

SUBJECT: AU ENVOY: CESSATION OF HOSTILITIES, COMPENSATION 
\"DOABLE\" AT DARFUR TALKS 

REF: KHARTOUM 01337 


Classified By: DCM Roberto Powers, Reason: Sections 1.4 (b) and (d) 


1.(C) At the tail-end of his recent visit to Sudan, AU 
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Envoy Salim Ahmed Salim told the international community in 
Khartoum that agreement on a cessation of hostilities and 
compensation between Sudan and Darfur\'s rebels were \"doable\" 
outcomes for the UN/AU-led negotiations scheduled to begin in 
October. He called on Europe to \"use its influence\" to press 
intransigent rebel leader Abdulwahid al Nur to participate in 

the political process and noted that Abdulwahid\'s Fur 
constituency shared the concerns of Darfur\'s other ethnic 
groups: security, compensation, power-sharing, and return to 
their villages. In an attempt to clear the air with the 

SPLM, Salim had voiced support for their proposed meeting in 
Southern Sudan to unite the fractured rebel movements. 
However, UN and working-level AU officials admit privately 
that Salim prematurely gave this support, given the 

difficulty of uniting JEM with the SLM factions (or even 

getting JEM representatives to come to Juba) and the SPLM\'s 
questionable credibility among many of the rebel groups. End 
summary. 


2. (SBU) During an August 28 briefing for the Khartoum 
diplomatic corps at the end of his six-day trip to Sudan, 
African Union Special Envoy for Darfur Salim Ahmed Salim said 
that the AU, UN and the international community should 
prioritize its goals for the outcome of the political 

negotiations scheduled for October. The focus should be on 
achieving a cessation of hostilities and addressing the issue 
of compensation, according to Salim. While admitting that 
his past experience on the Darfur file \"has taught me not to 
prophesize,\" he characterized a cessation of hostilities 
between the Darfur rebel movements and the Sudanese 
Government \"as the first point of agreement for a successful 
peace process.\" He said agreement on both issues was 
\"doable\" during the upcoming talks. 


3. (C) Responding to a question from the Rwandan Ambassador 
about Sudan Liberation Movement (SLM) faction leader 
Abdulwahid al Nur\'s role in the peace process, Salim asked 

for the help of European governments in preventing Abdulwahid 
from \"holding the process hostage\" by setting impractical 
conditions for his participation. \"Simply use your 

(Europe\'s) influence to encourage him to join the peace 
process--and certainly not to use a European capital to mount 

a campaign against it.\" (Note: In a meeting with Poloff on 
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August 29, a senior UN official suggested that international 
consensus on expelling Abdulwahid from Europe if he continues 
to obstruct the peace process would be a positive outcome of 
the September 21 high-level meeting on Darfur preceding the 
UN General Assembly. End note.) 


4. (SBU) Salim\'s recent visit to Sudan included trips to El 
Geneina and Zalingei in West Darfur as part of a UN/AU 
strategy to engage Darfurians allied with Abdulwahid 
(reftel). While internally displaced persons (IDPs) in 
Zalingei refused to meet with Salim based on a widespread 
resentment toward the AU, Fur leaders were included in a 
subsequent meeting in El Geneina. Salim described their 
concerns as identical to those he had heard in previous 
visits to North and South Darfur: security; compensation; 
power-sharing to address the marginalization of Darfurians, 
particularly in the central government; and the desire to 
return to their villages. 


Clearing the Air with the SPLM... 
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5. (C) On August 24, Salim had also traveled to Juba to meet 
with First Vice President Salva Kiir, Minister in the Office 

of the President of the Government of Southern Sudan (GoSS) 
Luka Biong Deng, and Vice President of the GoSS Riek 
Machar--who has taken a lead role on the Sudan People\'s 
Liberation Movement\'s (SPLM) initiative for Darfur. Salim 

said these meetings had \"cleared the air,\" after the SPLM had 
earlier blamed the UN/AU for undermining their initiative to 
prepare the Darfur Peace Agreement (DPA) non-signatories for 
negotiations. 


6. (SBU) The SPLM had proposed a meeting of the Justice and 
Equality Movement (JEM) and the factions of the SLM, 
including Abdulwahid. Salim said he had voiced support for 
the SPLM meeting--\"they\'re free if they want to try to 

organize the movements\"-- provided it was held within the 
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next two weeks. \"Otherwise we will need to look at other 
options.\" Salim said that prior to his trip to Juba, the 

UN/AU had planned to convene a meeting of the movements in 
early September to organize the factions\' negotiating team. 
After addressing the internal fissures of the rebel groups, 

the UN/AU then intended to conduct \"bilateral\" consultations 
with the factions before the October negotiations to flesh 

out their specific demands and lay a foundation for the talks. 


7. (SBU) The AU Envoy reiterated the UN/AU\'s focus on 
determining a venue and start date for negotiations by early 
September. Salim had met with President Bashir on August 27 
and \"found the President having a flexible approach to these 
issues.\" Based on his discussion with Bashir, Salim said 

that the National Congress Party (NCP) was concerned that 
foreign governments were not exerting sufficient pressure on 
the rebel movements to come to negotiations. Sudan feared a 
repetition of the DPA, where holdout rebel factions refuse to 
sign an agreement and then \"are not discarded by those 
outside." 


8. (SBU) The UN/AU have not yet defined the level of 
participation of civil society groups, traditional leaders, 

and IDPs in the talks, according to Salim, but \"we have 
concluded they must be involved.\" The Nigerian Ambassador 
questioned whether it was realistic to include all of these 
groups\' views in the political process given the current 
timeframe. While Salim acknowledged that the Government and 
the rebel factions would be the primary stakeholders and that 
the participation of civil society should not be \"overdone,\" 

he said that the UN/AU wanted their role to be more than just 
\"symbolic.\" \"We do not, however, have a strategy for this 
yet,\" he explained. 


9. (C) Salim\'s description of UN/AU plans to facilitate more 
organization within the rebel factions and then convene 
bilateral consultations with them prior to negotiations is 
consistent with the USG-proposed \"shuttle diplomacy\" 
approach. However, UN officials complain privately that 


Column 3 

Salim prematurely agreed to the SPLM meeting--and later had 
second thoughts about his support for it--due to the 

difficulty of uniting JEM with the SLM factions, the SPLM\'s 
questionable credibility with many of the Darfur movements, 
and JEM\'s continued refusal to attend meetings in Southern 
Sudan. The UN--and even working-level AU officials--predict 
the SPLM effort will fail, having cost the mediators valuable 
time to conduct shuttle diplomacy. A more realistic approach 
might be for the USG to encourage the SPLM to support a 
UN/AU-organized meeting outside Sudan to promote unity within 
the SLM. The SPLM could play a lead role in such a meeting 
by articulating their own history of disunity and the lessons 
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learned from their years of negotiations with the NCP. The 
meeting would benefit from UN/AU logistical and financial 
support and might draw out Abdulwahid--who continues to list 
security as a reason he cannot participate in meetings in 
Sudan. End comment. 

FERNANDEZ 


120390 

OO RUEHDE RUEHDIR 

DE RUEHRH #1822 2411536 

ZNY CCCCC ZZH 

O 291536Z AUG 07 

FM AMEMBASSY RIYADH 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6405 

INFO RUEHZM/GULF COOPERATION COUNCIL COLLECTIVE PRIORITY 
RUEHJI/AMCONSUL JEDDAH PRIORITY 8997","C ON FIDENTIAL RIYADH 001822 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/29/2017 

TAGS: KDEM, KPAO, PGOV, PHUM, SA 

SUBJECT: SAUDI EDITION AL-HAYAT CROSSES THE LINE, GETS 
THREE DAY BAN 


Classified By: CDA Michael Gfoeller for reasons 1.4 (b) and (d) 


1.(C) Summary: According to KSA\'s most influential 
newspaper editor, Turki Al-Sudairi, Al-Hayat has been shut 
down for three days for implying a connection between 
respected religious scholars and a Saudi university, and 
Al-Qaeda Iraq in a Monday, August 27 article. While an 
unusual shut-down, we are told publishing would resume 
imminently. Comment: We believe the article, which 
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precipitated the confiscation of 250,000 copies of Al-Hayat 
from newsstands before they went on sale, was deemed 
intolerable. The KSA media environment has been relaxing 
over the past year, but this incident apparently pushed too 
far, breaking the proverbial camel\'s back. End comment and 
summary. 


THE SHUT-DOWN: UNUSUAL CONFISCATION 


2.(C) Al-Sudairi, Editor in Chief of Al-Riyadh newspaper, 
President of the Saudi Journalists and Gulf Journalists 
Associations, and royal insider, told Public Affairs officers 
August 29 that Al-Hayat was shut down because it published 
misinformation on an Al-Qaeda official (Saudi national 
Mohammmed Subaithi, AKA Abusulaiman Al-Otaibi) and his Saudi 
ties, implicating Imam Mohammed University and several 
respected Saudi religious scholars as having ties to 

terrorism. Al-Sudairi told EmbOffs this was the first 

shut-down of its kind in his 34 year career. This case, 

unique because the 250,000 copies of the paper containing the 
article in question were confiscated from newsstands, and 
unlike previous production suspensions that were punitive, 
occurred after offensive materials were published. He 

alleged other papers had also pushed the Kingdom\'s limits in 
the past, but he thought the misinformation, potentially 
tarnishing reputations of a respected university and 

religious scholars, exceeded the Kingdom\'s limits. 


A WARNING, AND A DOUBLE MESSAGE 


3. (C) Al-Sudairi and other contact sources have suggested 
a growing Information Ministry disapproval of the 

hard-hitting investigative journalism style by the 
Saudi-owned daily\'s reporters helped precipitate the swift 
action. Contacts suggested that red lines had already been 
crossed by provocative and critical coverage of local issues 
which had now accumulated, breaking the proverbial camel\'s 
back. Al-Sudairi and other contacts suggested this warning 
also sends a message to other publications that the 
Information Ministry is monitoring -- and will enforce -- the 
pace of media liberalization. 


COMMENT 


4. (C) Turki Al-Sudairi is the most influential newspaper 
editor in the Kingdom. We should note that Al-Hayat, as 
published in the Kingdom, contains Saudi-specific stories not 
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found in Pan-Arab Al-Hayat distributed outside of the 
Kingdom. We believe the naming of Saudi religious scholars 
and a Saudi university in the context of Al-Qaeda activity in 
Iraq, whether accurate or not, was intolerable. We believe 
this three-day stoppage is a warning sign to the paper to 

pull back and to others to stay in line. The KSA media 
environment is relaxing, but at the Government\'s pace, not 
Al-Hayat\'s. We understand the paper will resume publication 
tomorrow, August 30. 

GFOELLER 
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STATE FOR NEA FOR FRONT OFFICE; NEA/IPA FOR 
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E.O. 12958: DECL: 08/28/2017 
TAGS: IS, KPAL, KWBG, PGOV, PREL 
SUBJECT: SETTLEMENT SQUATTERS WILL NOT BE EVACUATED 


REF: TEL AVIV 00604 
Classified By: Ambassador Richard H. Jones. Reasons: 1.4 (b) (d). 


1. (C) Summary: On August 1-2, hundreds of 
would-be-homeowners broke into unfinished apartments in West 
Bank settlements and the Har Homa settlement in East 
Jerusalem following rumors that Heftsiba, one of Israel\'s 
largest construction companies, had gone bankrupt. Acting on 
instructions from rabbis, the primarily ultra-orthodox buyers 
arrived in the middle of the night to various settlement 

building sites to establish ownership, fearing that these 
properties would be seized by the company\'s creditors. This 
wave of apartment invasions has subsequently led to hundreds 
of families squatting in West Bank settlements and Har Homa 
in East Jerusalem. Most notably, however, are some 300 
families currently squatting in Mattityahu East, located 
northwest of Jerusalem, despite a 2006 Israeli High Court of 
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Justice (HCJ) injunction barring occupation of these units. 
Although trespassing in Mattityahu East violated the criminal 
code and contravened the injunction, the Court subsequently 
ruled on August 27 that the squatters would be allowed to 
stay until Heftsiba\'s financial and legal statuses were 
clarified and the courts determined whether the buyers could 
legally claim the apartments or receive a refund. End 
summary. 


2. (C) Following rumors that the Heftsiba real estate 
company had gone bankrupt, on August 1-2 hundreds of angry 
would-be homeowners forcefully entered unfinished apartments 
they had bought from the company -- including those in the 
Mattityahu East, MaVale Adumim, Kiryat Sefer, Betar Illit, 
Efrata, and Har Homa settlements. Acting on instructions 
from rabbis, the primarily ultra-orthodox buyers arrived in 

the middle of the night to various settlement building sites 

to establish ownership, fearing that these properties would 

be seized by the company\'s creditors. This wave of apartment 
invasions has subsequently led to hundreds of families 
squatting in settlements. Most notably, however are some 300 
families currently squatting in Mattityahu East apartments, 
despite an HCJ injunction barring occupation of these units. 

In January 2006, in response to a petition by Peace Now and 
Palestinians from the adjacent village of Bil'in questioning 

the construction\'s legality, the Court issued an injunction 
freezing construction at the Mattityahu East site, forbidding 

any habitation of about 400 apartments that have already been 
constructed, and prohibiting delivery of any ownership to 
buyers (reftel). (Note: Mattityahu East is in the Modi\'in 

Illit settlement bloc, located north-west of Jerusalem. The 
injunction issued questions the legality of some 3,000 

housing units being built by the Heftsiba and Green Park 
companies. End note.) 


3. (C) Although trespassing in Mattityahu East is not only 
a criminal offense, but also contravenes the Court\'s 
injunction, the Court subsequently ruled on August 27 that 
the squatters would be allowed to stay in the apartments 
until Heftsiba\'s financial and legal statuses were clarified 
and the courts determined whether the buyers could legally 
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claim the apartments or receive a refund. According to the 
Court\'s decision, squatters who had invaded the apartments 
prior to August 6 would not be evacuated. Those who squatted 
or will squat after August 6 would not be entitled to the 

Court\'s protection, according to HaVaretz and YNET. (Note: 
Using the Central Bureau of Statistics average West Bank 
family size of 4.6, it is estimated that almost 1,400 

individuals are squatting in Mattityahu East. However, since 
most, if not all of the buyers are from the ultra-orthodox 

sector, the 4.6 multiplier is amodest estimation for the 

average family size from this community and the actual number 
of squatters is likely higher than 1,400. A variety of 

scholastic publications and press reports estimate that the 
average ultra-orthodox family size ranges from 6-10 members. 
End note.) 


4. (C) Michael Sfard, attorney for Peace Now and 
Palestinian residents of Bil'in, described the Court\'s 
decision as \"having no logic,\" noting to econoff the 
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dichotomy of the Court\'s decision: the Court upheld the 
injunction barring occupation of the apartments while it also 
prevented the evacuation of the squatters. Sfard speculated 
that the decision was made to avoid a clash that would entail 
the forcible evacuation of about 300 families and their 
sympathizers. Sfard added that he neither had seen nor was 
aware of any active GOI measures barring additional squatters 
from entering these units. He speculated that in the end, the 
Court would not order all of the Mattityahu East apartments 

to be destroyed regardless of their legal status. 


5. (C) Heftsiba and the squatters blame Peace Now for the 
company\'s collapse, claiming that the organization\'s HCJ 
petition froze the sale of hundreds of apartments and caused 
a sharp cut in the firm\'s cash flow. On August 15, Director 
General for Peace Now Yariv Oppenheimer told econoff that 
Shas leaders (ultra-orthodox political party) had appealed to 
Yossi Beilin (Meretz-Yahad party head) to urge Peace Now to 
drop its petition against Mattityahu East\'s construction. 

Shas leaders said that the buyers were innocent victims 
caught in middle of a dispute between the State, the 
construction companies, and Peace Now and Bil\'in residents. 
Although sympathetic to the buyers, Oppenheimer said the 
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petition would remain. For Oppenheimer, a just solution for 
all victimized parties in the Mattityahu East case -- the 

Israeli buyers and Palestinians from Bil'in -- would be for 

the GOI to compensate the buyers so that they could resettle 
elsewhere. 


6. (C) According to the Jerusalem Post, Heftsiba had been 
the biggest builder for the ultra-orthodox -- arguably the 
poorest community in Israeli society -- with about 30 percent 
of the firm\'s activities targeted towards this sector. Dorit 
Seideman, employed by the Bank of Jerusalem and wife of 
embassy contact Danny Seideman, told econoff on August 22 
that documents Heftsiba submitted to Israeli courts indicated 
that, with the exception of Mattityahu East, the company was 
in the process of building or completing about 950 apartments 
in West Bank and East Jerusalem settlements. Dun and 
Bradstreet, the leading business information company in 
Israel, also indicated that Heftsiba had been in the process 

of building more than 4,000 housing units, with an additional 
8,000 homes in various stages of planning in Israel, 
Jerusalem, and the West Bank. In the wake of Heftsiba\'s 
collapse, however, Bank Hapoalim and Heftsiba subcontractor 
Denya Sibus Ltd. have reached an agreement to allow customers 
of 162 apartments in Har Homa and MaVale Adumim to legally 
receive their apartments, according to press reports. 


7. (C) Heftsiba\'s downfall offers a glimpse of what is in 

the settlement pipeline -- possibly thousands of housing 

units which have been planned and approved by the GOI, but 
have not yet been built. In the past, we have asked the GOI 
for information of their plans, but have yet to receive it. 


8. (C) Embassy is also closely monitoring the Mattityahu 

East case. Per reftel, if the HCJ upholds the legality of 

the Civil Administration\'s retroactive approval of the 
unauthorized construction of some 3,000 housing units in 
Mattityahu East, this precedent may be applied to legalize 
outposts that the GOI has committed to evacuate. It also may 
embolden settler leaders and other companies to independently 
build new or expand existing settlement neighborhoods or 
outposts with the knowledge that legalization is increasingly 


Column 3 
possible. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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REF: A. SD 0734 
B. 06 SD 3307 
C. SD 1748 
D. 06 SD 3521 
E. SD 1166 


1. (SBU) SUMMARY: With its sweeping victory in the 2006 
congressional election, the Dominican Liberation Party (PLD) 
gained concurrent control of the legislative and executive 
branches of government for the first time (Ref A). The 
Congress\' record over the past year is mixed: Important 
legislation was passed to implement CAFTA, recapitalize the 
Central Bank, and make electricity theft illegal. However, 
the Congress also approved a series of loans for the 
controversial Santo Domingo subway system, and failed to pass 
a law to modernize the national security structure. We also 
note that passing legislation is merely the first step in 

most reform efforts, and that the strengthening of the 
Dominican judicial system is necessary to realize the 
potential of new laws. END SUMMARY. 


ANTI-CORRUPTION PROGRAM 


2. (U) August 16 marked the first the anniversary of the 
inauguration of the PLD-led Congress. In public remarks on 
the occasion, Senate President Reinaldo Pared Perez, who is 
also the Secretary-General of the PLD, emphasized the party\'s 
efforts to reduce corruption in the Congress: \"It can be 

said categorically that the time when a man with a briefcase 

(of cash) could prowl the corridors of this branch of 
government, to corrupt lawmakers and impose the will of 
individuals and groups on the approval of law, has ended.\" 


3. (SBU) As examples of the anti-corruption drive, Pared 

cited the passage of legislation that was important for the 
country, but impacted specific business groups -- implying 
that in previous congresses the enactment of these laws would 
have been prevented through bribery. Pared also cited the 
establishment of a Controllers Office, which is assisted by 
private external audit firm, as well the opening of the 
Congress\' Office of Information Access, which received 1,293 
inquiries in its first eight months of operation. Finally, 

the Senate President chided his colleagues for poor reporting 
on the use of the small grants funds that each manages for 
his district, monies which some observers consider to be 

little more than additions to Senators\' salaries. When 
Senators complained about limited travel funds, Pared told 
them that if they wanted to fly first class they could pay 

the difference out of their own pockets. 


Column 3 


LEGISLATIVE RECORD 


4. (SBU) In a public presentation of the Congress\' record, to 
which the diplomatic corps was invited, Pared maintained that 
22 ofthe 122 laws passed by the 2006-2007 Congress had 
\"major social and economic impact.\" A list of this 

legislation follows (to which we added three other laws), 
accompanied by Embassy comments on laws of particular 
interest to the United States. 


A. Law on Implementation of the Free Trade Agreement Between 
the Dominican Republic, Central America, and the United 

States: This seminal piece of legislation contained the 

changes to Dominican law, e.g. to government procurement 
regulations, that were necessary to bring CAFTA into force. 
Given the PLD\'s leftist roots and fact that the party 

inherited CAFTA from a previous administration, this law was 

an important statement of commitment to free trade. 


B. Law on the Recapitalization of the Central Bank: This 


legislation, required under the Dominican RepublicYs IMF 
program, is designed to address macroeconomic weaknesses 
resulting from the 2003-2004 banking crisis. The law 
addresses the Central Bank\'s quasi-fiscal deficit, which 
ballooned in the aftermath of the crisis as a result of large 
payments (exceeding that required by deposit insurance) made 
to individual account holders who lost their savings in the 

bank collapses (Ref B). 


C. Law on the Amendment of the General Law on Electricity of 
2001: This legislation, also required by the IMF, made 
electricity theft illegal after decades of energy problems 
caused in part by rampant larceny (Ref C). 


D. Law on Instituting a Participatory System of Municipal 
Budgeting: This legislation addresses a longstanding problem 
with the distribution of tax receipts to city governments. 

Under the previous system, some US$20 million in receipts 
were provided annually to the Dominican Municipal League 
(LMD), an umbrella organization. The funds were then doled 
out in a non-transparent process by the President of the LMD, 
the Reformist Party\'s Amable Aristy Castro, who is the 
subject of numerous corruption allegations. Under the new 
law, the LMD middle-man will be cut out, with municipal 
budgets now determined at an annual assembly of mayors. 


E. Law on Fiscal Amnesty: Together with \"F\" and \"G\" below, 
this legislation was part of a package of tax relief that the 
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Government said was made possible by increased revenue 
resulting from economic growth that exceeded budget targets. 
Some analysts interpreted the legislation as purely 

politically motivated, coming as it did shortly before the 

PLD\'s presidential primary. 


F. Law on the Reduction of the Income Tax 


G. Law on the Reduction of the Tax on the Alcoholic Beverages 
and Tobacco Sectors 


H. Law on the Right of All to Simple Appeal for Legal 

Protection (\"Amparo\"): This legislation is part of President 
Fernandez\'s initiative to strengthen civil rights, an effort 

which he has said will include proposed constitutional 
amendments to define the presumption of innocence and improve 
the right to habeas corps (Ref D). 


|. Law on Austerity in the Public Sector: This anti-deficit 
legislation puts caps on government spending. 


J. Law on Civil Aviation: This legislation reorganized and 
renamed the General Directorate of Civil Aviation to the 
Dominican Civil Aviation Institute (IDAC). The 
reorganization is intended to improve the efficiency of IDAC 
and, given the elevation of the Dominican Republic to a 
Category | country for air safety this year, efficiency has 
taken on new importance. 


K. Law on the Transition to Jurisdictional Control of the 
Administrative Activities of the State 


L. Organic Law on the Ministry of Finance: Together with 
\"M-P\" below, this legislation was part of a World Bank-IDB 
project designed to strengthen the Ministry of Hacienda and 
Ministry of Planning and Development. 


M. Law on the Creation of a Ministry of Planning and 
Development 


N. Law on Public Planning and Investment 
O. Law on the National System of Internal Controls Auditing 


P. Law on the Creation of an Integrated System of 
Administrative Finance for the State 


Q. Law on the General Defense of Business Competition 


R. Law Against Crimes and Offenses of High Technology 
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S. Law on the Efficiency of Collections 


T. Law on Commercial Arbitration 


U. Law on Industrial Competitiveness and Innovation: This 
legislation was passed primarily to strengthen the failing 
textile maquilas in the free trade zones by giving them 
additional tax breaks and subsidized loan rates to assist 
diversification. 


V. Law on the Mercantile Restructuring and Judicial 
Liquidation 


W. Law on the Granting of Special Incentives to those 
Receiving Foreign Pensions 


X. Law on the Establishment of a Regulatory Regime for the 
Development of Micro-, Small-, and Medium-Sized Enterprises 


Y. Law on Renewable Energy Incentives: In addition to create 
incentives for the development of renewable energy, this 
legislation will regulate activity in the sector. 

Implementing regulations will be put in place starting in 
September 2007, with the goal of establishing a national 

master plan for renewable energy development by August 2008. 
This law opens the door to the development of biofuels and 
ethanol production, as well as wind, solar, and other 

renewable energies. 


COMMENT 


5. (SBU) On its own, the legislation that brought CAFTA into 
force would stand as a decent record for the Dominican 
Congress for the 2006-2007 session. Add to that the laws to 
recapitalize the Central Bank and make electricity theft 

illegal and a reasonable record emerges. However, the 
Congress\' term is marred by its acquiescence in funding 
President Fernandez\'s prized Santo Domingo subway project, 
which is controversial because of its high cost and lack of 
transparency in procurement. Legislators approved hundred of 
millions of dollars of loans for the transportation system 
(estimates range as high as US$683 million) (Ref E). 


6. (SBU) The Embassy would have liked to have seen the 
Congress act more quickly on the pending Law on National 
Security and Defense. The Dominican Republic is in dire need 
a modern defense strategy, one in which budgeting decisions 
are made based on strategic objectives that are determined by 
a deliberative method, and which brings together all 
government entities (not just the military) in a coherent 
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inter-agency process. The new legislation carries the 
potential for addressing these important issues. 


7. (SBU) Finally, we note that passing legislation is merely 
the first step in most reform efforts, and that the 

unfortunate pattern here in areas such as anti-corruption, 
money laundering, and trafficking in persons is: Good 
legislation, decent prosecution, and very few (if any) 
convictions. The strengthening of the Dominican judicial 
system is therefore one of the top Country Team and USAID 
programming objectives. 


(U) This report and additional information can be found on 
Embassy Santo Domingo\'s SIPRNET site, 


http://www.state.sgov.gov/p/wha/santodomingo/ 
BULLEN 
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IO/PPC FOR BATLLE 
USUN FOR MCBRIDE 
NSC FOR MCDONALD 
EUR/PGI FOR ELDRIDGE 


E.O. 12958: DECL: 08/29/2017 
TAGS: PREL, ITRA, OVIP, KSEP, UNGA, SP 
SUBJECT: UNGA: SPAIN HIGH LEVEL MEETING REQUEST 


REF: A. STATE 101170 
B. MADRID 1543 
C. MADRID 1336 


Classified By: Ambassador Eduardo A. Aguirre Jr. for reasons 1.4 (b) an 
d (d) 


(C) In an August 29 meeting with Ambassador Aguirre, Spanish 
Foreign Minister Miguel Angel Moratinos repeated his request 
(ref C) for a brief fifteen to twenty minute aside with 
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Secretary Rice at UNGA, specifically in his capacity as 


SIPDIS 

Chair-in-Office of the OSCE. The subject matter would be 
general OSCE matters and more specifically the timeline for 
Adapted CFE entry into force. Moratinos said that if it is 

more convenient for the Secretary to receive him in 
Washington, he is happy to meet there. Moratinos will be in 
the United States from September 23-29 (ref B), but expressed 
willingness to return to the U.S. at a subsequent date for a 
meeting. 


Visit Embassy Madrid\'s Classified Website; 
http://www.state.sgov.gov/p/eur/madrid/ 


AGUIRRE 
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SEEKS INCENTIVES FOR SERBS, SEES PROGRESS WITH IRAN, 
SUPPORTS ABBAS, SHARA TO VISIT ROME 


ROME 00001842 001.2 OF 002 


Classified By: AMBASSADOR RONALD SPOGLI, REASONS 1.4 B and D. 


SUMMARY 
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1. (C/NF) In a wide-ranging conversation over breakfast 

August 29, the Ambassador discussed Kosovo, Iran, Hamas and 
Syria with the PM\'s Senior Diplomatic Advisor (National 

Security Advisor-Equivalent) Stefano Sannino. Sannino agreed 
that a UNSCR on Kosovo was unlikely and suggested that the 
international community\'s response to a unilateral 

declaration of independence include a package of incentives 

to keep Serbia from responding negatively. He assured the 
Ambassador that Italy would continue to apply faithfully 
sanctions against Iran, doubted that Russia would agree to 
additional lran sanctions, and believed that the IAEA was 
making real progress. Sannino said Italy clearly wanted to 
support Palestinian President Abbas, but above all wanted to 
avoid a permanent split among the Palestinian people. He 
expressed concern that the debate between Fatah and Hamas was 
more heated than that between Hamas and Israel. Sannino 
informed the Ambassador that Syrian Vice President Shara 
would visit Rome September 6. The Ambassador cautioned that 
such a visit would send an unhelpful message to Damascus by 
welcoming a senior Syrian official to a major western capital 
without the GOS having taken actions to merit such a reward. 
End Summary. 


Kosovo - Hug the Serbs to Keep Them Still 


2. (C/NF) The Ambassador met PM Prodi\'s Senior Diplomatic 
Advisor Stefano Sannino over breakfast August 29. Sannino 
agreed that no progress had been made on Kosovo in the 
dialogue between the parties and that a UNSC resolution was 
unlikely. He said Italy was focused on all the non-status 
issues with an eye to improving the quality of life for 

minorities. To prepare a response to the expected unilateral 
declaration of independence, Sannino suggested developing a 
strong package of incentives for Serbia, \"smothering the 
Serbs with love\" so Belgrade does not move negatively in 
response to a UDI. He saw the main challenges in developing 
acommon EU position coming from Hungary, Slovenia, Slovakia 
and Romania, and said he tells colleagues from those 
governments that they may not like the path being planned for 
Kosovo, but that the alternatives are worse and they should 
support the path to Kosovo\'s independence as the lesser of 
two evils. When the Ambassador asked where FM DVAlema stood 
on Kosovo, Sannino replied that the FM was less firm on 
independence, but understood that ultimately the question 
needed a practical solution, and that a mechanism had to be 
found to move forward and confer legal legitimacy on the 
outcome. 


Iran - Moving in the Right Direction? 
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3. (C/NF) Turning to Iran, Sannino assured the Ambassador 
that Italy would continue to faithfully apply required 

sanctions against Iran, but hoped that there would soon be a 
\"freeze\" on both sides (Iranian suspension of activity and UN 
suspension of sanctions). Sannino doubted that Russia would 
agree to any additional Iran sanctions. He said Italian 
information suggested that the Iranians had slowed down 
development of their nuclear program while the conversation 
with the IAEA was taking place, and that Italy hoped the IAEA 
would soon be able to conduct genuine inspections. He 
thought we were close to reaching a more positive position 
with Iran on the nuclear issue. The Ambassador noted U.S. 
concern that Iran would open just enough to get the IAEA in 
the door, but not enough to let the IAEA confirm an end to 
nuclear enrichment activity. 


Hamas - Support Abbas, Avoid Split Among Palestinians 


4. (C/NF) Sannino stressed that Italy wanted to support 
Palestinian President Abbas, that the GOI had taken pains to 
clarify PM Prodi\'s recent comments about dialogue with Hamas 
in such a way as to make this clear, and that Italy\'s actions 
would continue to demonstrate its support for Abbas. 

However, Italy wanted to help avoid the creation of a 
permanent split within the Palestinian population. He was 
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concerned that the debate between Hamas and Fatah was more 
heated than that between Hamas and Israel. The Ambassador 
replied that the Palestinian people needed to decide what 
course to take. The U.S. hoped they would choose Fatah as 
the moderate voice in the debate, and the one that is getting 

and will continue to get international support. The 

challenge was to convert international support into broader 
support from the Palestinians themselves. 


Syria\'s Shara to Visit Rome Sept. 6 


5. (C/NF) When Sannino informed the Ambassador that Syrian 
Vice President Farouk al-Shara would visit Rome September 6, 
the Ambassador forcefully said that such a visit would send 
Damascus the wrong message. Sannino replied that Italy did 
not believe Syria was so far gone that it could not be 

brought in as a positive force. The Ambassador reiterated 

that Syria needed to change its bad behavior before being 
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rewarded with senior-level visits to important western 
capitals. Finally, Sannino said he and PM Prodi would visit 
Jordan September 1-2. 

SPOGLI 
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E.O. 12958: DECL: 08/28/2017 
TAGS: NATO, PREL, AF 
SUBJECT: NORTH ATLANTIC COUNCIL READOUT AUGUST 29 2007 


Classified By: DCM Richard G. Olson for reasons 1.4 (b) and (d) 
1. (C) Summary from the NAC Meeting: 


-- Afghanistan: D/SYG Rizzo noted the NAC would focus more 
intensely on key Afghanistan issues prior to the October 

24-25 Noordwijk Defense Ministerial including: Afghan 

Capacity, Long-Term Sustainability, and Counter-Narcotics. 

He also commented on the UNODC poppy report and noted that UN 
Office on Drugs and Crime (UNODC) Executive Director Costa 
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will brief the NAC on September 5. The Chairman of the 
Military Committee (CMC) emphasized that force generation 
shortfalls are hurting the ISAF mission, especially in 

critical areas such as reserve forces, helicopters in 

RC-South, OMLTs, and PRTs. The Operations briefing 
highlighted continued high ISAF operations tempo in RC-South, 
and possible Iranian support for Taliban in Baghdis province. 


-- Balkans: CMC General Henault outlined KFOR\'s ongoing 
operations to maintain security, especially in the north, and 

to protect Serb patrimonial sites. Ambassador Nuland noted 
the need to send a strong unified message to Serbian FM 
Jeremic when he meets with the NAC on September 5. The 
Dutch, Italian, and UK PermReps expressed concern about 
provocative statements out of Belgrade and noted the need to 
warn Jeremic about such statements while still offering 
encouragement to those in Serbia in favor of integration into 
Euro-Atlantic institutions. 


-- Darfur: No discussion. 


-- Iraq: CMC Henault said no Ally had yet volunteered to take 
over the Military Advice and Liaison Team (MALT) from Hungary 
in February and that SHAPE would seek to extend the contract 
to provide security at Ar-Rustimayah if no Ally offered 

forces to fill the role. 


-- NAC To Meet Georgian FM: Under AOB, Ambassador Nuland 
noted Georgian FM Bezhuashvili would meet with a number of 
PermReps in Brussels September 4 and had requested an 
appointment with SYG. She suggested PermReps have a 
discussion about Georgia at next week,s informal coffee or 
lunch. 


END SUMMARY. 


Afghanistan 

2. (C) D/SYG Minuto Rizzo, chairing, greeted new German 
PermRep Brandenburg. The D/SYG noted the NAC would focus 
more intensely on key issues in Afghanistan in the run-up to 

the October 24-25 informal NATO Defense Ministerial in 
Noordwijk. These issues included: 1) increasing Afghan 
capacity; 2) ISAF,s long-term sustainability; and 3) 
counter-narcotics (CN). Regarding CN, the 2007 UNODC World 
Drug Report had been released showing a dramatic increase in 
poppy production in southern Afghanistan but an increase from 
6 to 13 poppy-free provinces in the central and northern 

regions. UNODC Executive Director Costa will brief the NAC 

on September 5. 
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3. (C) Henault stated that COMISAF is concerned that Combined 
Joint Statement of Requirements (CJSOR) shortfalls in mission 
essential areas are hurting ISAF,s efforts. He stated that 

it is &vital to source8 these shortfalls, which include: 

Strategic and Operational Reserve Forces; helicopters in 
RC-South (14 lift and 6 attack); 25 Operational Mentoring and 
Liaison Teams (OMLTs), (SACEUR sent a letter to nations last 
week in this regard); and PRTs in Nimroz, Dai Kundi, and 

Logar. 


4. (C) MG Li Gobbi provided the Operations briefing, noting 
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that ISAF,s operational tempo remains high. Opposition 
Military Forces (OMF) activities were likely to remain 
constant during Ramadan September 13-October 12. In RC-East, 
OMF are attempting to maintain their lines of communication 
cross-border into Pakistan. The Aug. 23 Operation Khyber, 
conducted by the ANA in Paktika, was a success. RC-South 
continues to have a high threat level. There is an increase 
in OMF activity, with the ANP the primary target. Maywand 
district (east of Kandahar) is the site of an ISAF security 
operation, and there are operations ongoing in the Helmand 
River Valley. In RC-West, the Taliban shadow governor in 
Badghis Province is likely seeking Iranian support, which may 
signal an increase in OMF activity there, but any Iranian 
Al-Qods force support is likely to be at a level that 

preserves deniability. In RC-North, there is OMF activity in 
Faryab and Baghlan. In RC-Capital, OMF appear to be 
improving their tactics, e.g., they have shown an improved 
bomb-making technique. Regarding the recent operation in 
Kandahar, that the press reports resulted in coalition 
casualties and significant Taliban casualties, the General 
noted that this was a coalition operation and more 
information will be forthcoming. Li Gobbi noted that 
regarding last week,s friendly fire incident in Helmand, 

there are &national investigations8 ongoing. 


5. (C) UK PermRep Eldon noted that the UNODC CN report 
highlights links between the Taliban and the narcotics trade 

- the Taliban use narco revenues to fund weapons and 
personnel costs while the narco-dealers use revenues to 
corrupt local government officials. Amb. Eldon asked 
PermReps to reflect upon how to respond to this situation 
when UNODC Exec Director Costa meets the NAC next week. 


Balkans 


6. (C) Responding to the Dutch PermRep,s question from the 
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previous NAC, D/SYG said it was the NATO International 
Staff,s assessment that Serbia,s August 17 statement 
suggesting Serbian security forces should return to Kosovo 
was motivated by the ongoing status negotiations and not by 
any realistic expectation on behalf of Serbia that security 
forces would be allowed to return. The acting SYG also 
stressed that Kosovar and Serbian leaders should refrain from 
provocative statements, a point that could be made to Serbian 
FM Jeremic when he meets with the NAC September 5. 


7. (C) CMC Henault briefed that KFOR had been active in the 
north, especially over the last several months. Task Force 
Center units are conducting intel collection operations along 

the northern boundary. Operation COLUMNS OF HERAKLES is 
providing security in northern Kosovo at border crossings. 

KFOR is also conducting anti-smuggling border patrols and 
increased security operations. KFOR is planning further 
operations in September, especially around Mitrovica. KFOR 
and UNMIK police are also supporting fire-fighting efforts 

which have garnered public goodwill for KFOR. 


8. (C) Henault noted that polling conducted by KFOR Liaison 
and Monitoring Team indicates KFOR remains one of the most 
popular institutions in Kosovo, including among Kosovo Serbs. 
KFOR is providing protection for 13 patrimonial sites. The 
process of handing over protection responsibilities for 
patrimonial sites to the Kosovo Police Service had been 
frozen and KFOR does not intend to restart it during the 
negotiating period. Twenty three additional patrimonial 

sites have been identified, which are protected by mobile 
patrols. KFOR has plans to increase protection of these 

sites if events or intelligence warrant. 


9. (C) Ambassador Nuland suggested the briefing on KFOR 
activities protecting patrimonial sites should also be given 
to Jeremic when he comes to NATO so he can see all that KFOR 
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is doing. She said the NAC needed to send a unified, strong 
message in the meeting with Jeremic, consistent with what 
Troika envoys Wisner and Ischinger have been saying. Dutch 
PermRep Schaper agreed Serbian statements on the return of 
Serbian security forces to Kosovo were irresponsible and 
provocative and said the visit of Jeremic provided an 
important opportunity to send this message. Italian PermRep 
Stefanini said Serbian statements about the West\'s wanting 
Kosovo to become a &NATO state8 had also not been helpful 
and said he would raise ltaly,s concerns over these 
statements with Jeremic. The overall goal of the meeting 
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with Jeremic, however, should be to encourage those in Serbia 
who want to move along the PfP track and support integration 
into Euro-Atlantic institutions. UK PermRep Eldon said the 
statements from Serbia have been outrageous and unhelpful. 
Also Serbian officials of different persuasions had been 

acting as if Belgrade has several governments, and this 
situation is unacceptable. Eldon stated that these 

sentiments should be made clear to Jeremic. While the UK 
wants to help the Trans-Atlanticists within the Serbian 
government, they need to stand up for what they believe as 
well. He suggested PermReps discuss messages for the Jeremic 
meeting in advance. 


Iraq 

10. (C) CMC Henault said that maintaining security and force 
protection at Ar-Rustamiyah remained a challenge. Hungary 
assumed responsibility for the NATO Military Advice and 
Liaison Team (MALT) in July, but there had been no offer to 
provide a follow-on MALT in February 2008. Internal security 
continues to be provided by contractors, since no NATO 
internal security platoon had been offered. This contract 
expires at the end of the year and SHAPE will request its 
extension if no force protection platoon is generated. 


Any Other Business 

11. (U) Ambassador Nuland noted Georgian FM Bezhuashvili 
would be in Brussels September 4, and would meet with a 
number of PermReps and had requested a meeting with the SYG. 
She suggested the PermReps discuss Georgia at the weekly 
coffee or lunch next Tuesday so they are all on point for the 
meetings. 


NULAND 
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E.O. 12958: DECL: 08/29/2017 

TAGS: KWBG, PGOV, PREL, PTER, PHUM, KPAL, IS 

SUBJECT: BEIT JALA RESIDENTS CONCERNED ABOUT ROUTE OF 
SECURITY BARRIER 


Classified By: Acting Principal Officer Thomas M. Duffy per reasons 1.4 
(b) and (d) 


1. (C) Summary. On August 21, Poloffs saw workers along 
Route 60 continuing construction of the security barrier 
around Beit Jala, south of Jerusalem, which Beit Jala mayor 
Raji Zeidan said will separate his town from nearly fifty 
percent of its total land, once completed. Mayor Zeidan and 
municipality engineer Samia Zeit told Poloffs that their city 

is slowly being cut off from its farmland and expressed worry 
about the large number of residents leaving the West Bank. 
End Summary. 


Barrier Surrounds Beit Jala 


2. (C) On August 21, Poloffs visited the West Bank town of 
Beit Jala, eight kilometers south of Jerusalem and one 
kilometer west of Bethlehem, with a population of 17,500. 
Note: Most of Beit Jala\'s 17,500 residents are Greek 
Orthodox, Catholic and Lutheran, and about one-third is 
Muslim. End Note). PolOffs saw construction along Route 60 
of the separation barrier and met with Beit Jala mayor Raji 
George Jadallah Zeidan and municipal engineer Samia Zeit. 
Mayor Zeidan said the completed barrier will separate the 
town from nearly fifty percent of its land. According to the 
Applied Research Institute Jerusalem (ARIJ), Beit Jala is 
14,337 dunams and after the barrier is complete, some 6,420 
dunams will on the Jerusalem side of the separation barrier 
(four dunams equal approximately one acre). ARIJ estimates 
62 percent of Beit Jala\'s farm land and 87 percent of its 
forests will be on the other side of the barrier. According 

to Engineer Zeit, the completed barrier will stretch 
approximately 11.7 kilometers in and around Beit Jala and 
will continue west to the Route 60 tunnel, linking up with an 
already-completed section of the barrier that follows Route 
60 south towards Hebron. 


3. (C) Poloffs also visited Cremisan Monastery and Winery 
in the valley between Gilo and Har Gilo settlements. 
According to Zeit, the monks prefer that Cremisan be in Beit 
Jala, but the barrier\'s planned route will put it on the 
Jerusalem side. Poloffs saw construction of a road that will 
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connect the Monastery to Jerusalem\'s Malcha neighborhood and 
the Monastery land where approximately 2,200 trees were 
cleared on August 15 to allow for barrier construction. 

Father Santa Bedon of the Cremisan Monastery confirmed to 
PolOff in a subsequent phone call that the trees were cleared 

to make way for the road and barrier construction. The 
monastery has traditionally been part of Beit Jala, he said, 

but the monks had no choice about which side of the barrier 

the monastery will be on. 


Beit Jala Farmland Serves as Path of Barrier 


4. (C) According to Engineer Zeit, since 2002, Beit Jala 
landowners have received Israeli military orders informing 
them that the barrier will be constructed on their land. She 
said once a landowner receives a military order, generally 
attached to a rock on his property, he has ten days to file a 
complaint with the Gol Civil Administration. Zeit told 

Poloffs that her family has owned forty dunams of land in the 
valley between Gilo and Har Gilo since Ottoman times. She 
said in 2005, her family, and others from Beit Jala who had 
received military orders, challenged the path of the barrier 
in the Israeli court system, but the case is not resolved. 

Zeit said constructing the barrier along the edge of Beit 

Jala rather than Gilo means \"the Israelis are closing us 
inside a small urban area.\" 


Employment Prospects Bleak 


5. (C) Makram al-Arja, owner of Everest Hotel which stands 
close to a partially-constructed section of the security 

barrier, told Poloffs that he received military orders 

stating that eleven of his eighteen dunams, as well as a 

small building, will be absorbed by the path of the barrier. 
Al-Arja said that his family has run the hotel since the 

forties and it is \"the last place where Israeli and 

Palestinian businessmen can meet without permits.\" With the 
completion of the barrier, al-Arja worries his business will 
deteriorate, and his hotel will no longer be an 
Israeli-Palestinian meeting place. Zeidan and Zeit also 
expressed worry about the large number of residents moving to 
the U.S. and Latin America for jobs and leaving behind a 
\"ghost town.\" 


JERUSALEM 00001829 002 OF 002 


Bio Note 
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6. (C) Raji George Jadallah Zeidan has been mayor of Beit 
Jala since 1998. In 2005, he was re-elected as an 
Independent, winning 2,892 votes. Zeidan is an American 
citizen, naturalized through his wife. He lived in Nebraska 
where his children completed their higher education. Zeidan 
said that he now holds residency in California. 

DUFFY 
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E.O. 12958: N/A 
TAGS: KPAO, OPRC, KMDR, PREL 
SUBJECT: MEDIA REACTION; ANTONINI WILSON; EVO MORALES; 08/29/07 


1. SUMMARY STATEMENT 


Leading international stories today are related to the FBI finding 
Antonini Wilson in Miami; the relationships among Argentina, 
Venezuela and the US; and internal Bolivian politics. 


2. OPINION PIECES AND EDITORIALS 
-\"The FBI finds Wilson in Miami and now expects an arrest order\" 


Ana Baron, Washington-based correspondent for leading \"Clarn,\" 
writes (08/29) \"... The FBI officially notified the Argentine 

Federal Police that Antonini Wilson was at his home in Key 
Biscayne... 


\"However, an FBI agent in Miami told \'Clarn\' that Antonini is an 
American citizen and that, therefore, he cannot be arrested or 
prevented from leaving the country, and much less compelled to stay 
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at home unless there is a warrant from an American judge.Y 


\"According to the Extradition Treaty signed between Argentina and 
the US, Antonini Wilson\'s capture should be requested via the 
diplomatic way. Sources from the Argentine Embassy to Washington, 
DC, told \'Clarn\' that the request for Antonini\'s extradition had 

not arrived yet. A US diplomat told \'Clarn\' referred to a lack of 
confidence that the Argentine Government would act swiftly... 


\"\'We suspect it is a money laundering case. It is just like in Menem 
times with the Juarez Cartel - Mexican drug dealers purchased 
everything in Argentina to launder drug-trafficking money. Now, the 
same can be said regarding the Venezuelan mafia\'s use of 
petrodollars, which obtains protection because of the bonds 
purchase.\' 


\"Asked whether they have evidence, the source answered: \'What we 
know is that there are mechanisms. Many security agencies (CIA, DEA) 
are dealing with the investigation...Y 


\"In this scenario, Antonini would only be one element of a huge 
illegal business machinery. The source said he did not believe that 
the money Antonini was carrying in his suitcase was aimed at funding 
Cristina\'s election campaign... 


\"The truth is that for the moment no one has real evidence of 
anything... Antonini\'s suitcase only seems to be the tip of an 
iceberg, although no one really knows what is under the water.\" 


- The Ball is in Bush\'s Court" 


Luis Bruchstein, columnist of left-of-center \"Pgina 12,\" writes 

(08/29) \"Regardless of what Guido Antonini Wilson Vis what he has 
become is more important because his public emergence was the peak 
of the difficult relations among Argentina, Venezuela and the US... 
The trade relationship between Argentina and Venezuela has been 
fruitful for the two countries and has increased a lot under the 
Kirchner administration. There is also agreement on regional issues 
regarding Mercosur and Latin American integration. Argentina 
recognizes differences on other issues related to the domestic 
political process of both countries, but the diversity of 

relationships is fervently defended. However, the US and some 
European powers are determined to isolate Chvez. And they generally 
agree with right-wing opponents from all Mercosur countries... One 
pivot of this campaign has been Chvez\'s alleged interference in the 
domestic policies of his allies and neighbors... 


Y... Whatever Antonini Wilson is, he has become a piece in US 
politics and his fate will be related to US interests. 


\"Whether it was planned or not, the ball (this means Antonini) is in 
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George W. Bush and Condoleezza Rice\'s court. It does not look like a 
move that could have been planned or much less wanted by the 
governments of Argentina and Venezuela. Regardless of what US courts 
may decide, the Venezuelan Government is unlikely to have ordered or 
advised Antonini Wilson... to take refuge in the US. Rather, it 

would have found a way to hide him in Venezuela or send him to Saudi 
Arabia, the end of the world, Iran or Afghanistan... This 

circumstance reveals that Antonini moved freely and that he did not 
have so much protection from Venezuela as was taken for granted in 
most of the stories written.\" 


- \"At a dead-end ally\" 


Pablo Gaggero, international columnist of daily-of-record \"La 
Nacisn,\" writes (08/29) \"In contrast to his Venezuelan friend and 
ally, President Hugo Chvez, who faces no obstacles to successful 
obtaining constitutional amendment, Evo Morales finds only 
difficulties in completing his Constitutional project, which is a 

vital instrument to imposing his governmental program. 


Y... Yesterday, the painfully concerned political opposition moved 
towards the regions or departments, and staged a demonstration 
unprecedented in the history of Bolivia. 


\"... Political analyst Cayetano Llobet, from La Paz, 

opined \'Morales missed an extraordinary opportunity to consolidate a 
state that was crumbling into pieces and instead he launched a 
confrontational government with an ethno-centered, Andean, 
indigenous perspective that disdains the productive sector.\' 


\"The Constituent Assembly, which has been paralyzed for months..., 
is La Paz\'s Achilles heel. \'It is a Venezuelan copy and serves the 
same purpose - the establishment of some sort of lifetime 
presidency, but it did not work here, we can say it failed.\' 


\"... However, analysts agree that Morales\' strength to mobilize has 
not diminished. Jorge Lazarte, former judge of the National Election 
Court said \'If elections were held today, Morales would win again, 
although he should start fearing the increasingly stronger and more 
creative regional opposition.\' 


\"Economist Gonzalo Chvez defined the situation as a Vcatastrophic 
connection,\' which prevents a new social and political pact from 
putting the social and economic stability on track. 


\"In this confrontation, Bolivia\'s alliance with Venezuela and Cuba 
has started to gain impetus, but is still a secondary factor. Llobet 
warned Vit is at minimum irritating that the Bolivian president\'s 
transportation and safety is in the hands of the Venezuelan military 
... Bolivia\'s domestication (rather than subordination) to 
Venezuelan military command is unacceptable.\\" 
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To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 


KELLY 
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E.O. 12958: DECL: 08/21/2017 
TAGS: PREL, PGOV, MOPS, MASS, GH 
SUBJECT: GENERAL WARD\'S MEETING WITH PRESIDENT KUFUOR 


REF: A) ACCRA 1573 (NOTAL) B) ACCRA 1569 (NOTAL) 
Classified By: AMB. PAMELA E. BRIDGEWATER FOR REASONS 1.4 (b) AND (d). 


1. (C) Summary: On August 6, President Kufuor told General 

William E. Ward, Deputy Commander of European Command and the 
nominee to command Africa Command (AFRICOM) and Ambassador 
that the U.S. needs to conduct &lots of diplomacy8 

concerning AFRICOM. Kufuor reiterated points reported in ref 

A saying that how AFRICOM is established is the most 

important issue. Kufuor also asked for assistance to deploy 

Ghanaian forces to Somalia, saying that Ghana lacked the 

proper equipment and airlift capacity to deploy. Kufuor did 

not seem to understand the basic concept of AFRICOM and 

remains focused on how AFRICOM will be established, rather 

than on its mission. Some of his comments suggested a basic 
misunderstanding of AFRICOM\'s role and indicate that further 

USG efforts to explain it will be beneficial. End summary. 


2. (C) On August 6, General William E. Ward, Deputy Commander 
of European Command (EUCOM) and Presidential Designate for 
Africa Command (AFRICOM) accompanied by Ambassador 
Bridgewater and EUCOM delegation, met with President John A. 
Kufuor to discuss AFRICOM and Africa. Gen. Ward told Kufuor 
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he wants to continue discussions on how AFRICOM and the 
African Union (AU) can work together to increase capabilities 
in stabilizing the continent. Ward also pointed toward 

Ghana\'s continuing importance in its leadership role in the 
AU, not only through the current chairmanship, but also 
through its proven record of leadership in peacekeeping 
missions throughout the world. Ward also reminded Kufuor that 
AFRICOM is not designed to take the place of other 
governmental agencies, but instead will serve as a supporting 
force. AFRICOM, Ward said, will support the structures in 
which the USG operate through a variety of security-enhancing 
ways, to include training and advising programs. 


3. (C) President Kufuor, for his part, told General Ward that 

it is in both the U.S. and Ghanaian national interest to 
cooperate. Peace and stability are central, Kufuor stressed, 
saying that both the U.S. and Ghana face similar challenges 

in Somalia and Darfur. Switching to AFRICOM, Kufuor said that 
he sees a potential for AFRICOM to be a coordinating effort 

for the many efforts of the USG across 

Ghana, which he said tend to overlap. Kufuor indicated that 

he hopes AFRICOM would serve as a central place for 
coordinating U.S. policy, adding that he hoped AFRICOM would 
make cooperation with the U.S. even easier. General Ward 
repeated to Kufuor that the Country Team in each nation would 
still have the lead on all bilateral issues, with AFRICOM 

serving in a supporting capacity. 


4. (C) Kufuor added that AFRICOM might cause suspicion among 
Africans. Many observers, Kufuor said, fear an effort to 
recolonize Africa is afoot. AFRICOM, Kufuor stressed, needs 
&lots of diplomacy8 in order for it to be received properly 

and added that a lot of groundwork remains to be covered. 

The most important issue at this point is how AFRICOM is 
established. Kufuor also expressed concern that others in 

Africa view Ghana as a &U.S. base.8 This is problematic, he 
said, and we must work together to avoid such misconceptions. 
He welcomed AFRICOM engagement with the AU, saying that the 
AU has consistently told its members not to have specific 

bilateral relationships with countries outside of Africa. 

Close consultation with the AU on the physical location of 
AFRICOM is important, according to Kufuor. 


Ghanaian and AU Troop Deployments 


5. (C) Regarding troop deployments, Kufuor told Gen. Ward 
that the AU has made appeals to the UN Security Council 
(UNSC) to enable African nations to resolve the situations in 
Somalia and Sudan. Kufuor solicited more assistance for both 
the AU and the UN and Ward made it clear that the U.S. does 
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support peacekeeping operations through the UN. On Darfur, 
Kufuor said that it appears to be &shaping up,8 

particularly since Sudan has agreed to the hybrid force. He 

also recommended that the U.S. encourage France to do more on 
border security in Chad. On Somalia, Kufuor said that 300 

troops are &standing by8, but the airlift and lack of 

equipment hinder a quick deployment. Kufuor said that he 

would like assistance in arranging for equipment and an 

airlift for these troops. 


6. (C) Kufuor went on to say that while Ghana is currently 
contributing troops to various missions, more resources are 
needed before additional deployments can be made. Ghana,s 
military, Kufuor said, is &fully stretched.8 He pointed to 

the ongoing missions in Congo, Lebanon, Cote d,lvoire and 
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Liberia as evidence that the Ghana Armed Forces (GAF) are 
exhausted, adding that GAF troops have been in the Congo from 
i]tZQ|;uM6gQH+ 

possibility of South Africa,s supplying some logistical 

support, but Kufuor said he did not believe that South 

African assistance would be possible. He said that it is not 
easy to call on other countries in Africa for military 

assistance, saying that South Africa is really the only 

country in Sub-Saharan Africa who could possibly help. He was 
also dismissive of North African countries, saying that they 

are not reliable partners. 


7. (C) Comment: Kufuor,s statements are not new and were 
reflected in refs A and B. He seems to be concerned more with 
how AFRICOM will be established than on its potential mission 
in Africa, and indicated that he thought AFRICOM would take 
the lead on USG policy toward Africa. These comments suggest 
a basic misunderstanding of AFRICOM\'s role, and indicate that 
further USG efforts to explain this will be beneficial. End 
comment. 


8. (U) Cleared by EUCOM POLAD Mary C. Yates. 
BRIDGEWATER 
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E.O. 12958: DECL: 08/21/2017 
TAGS: MOPS, MASS, PGOV, PREL, GH 
SUBJECT: GEN WARD MEETS WITH NEW DEFENSE MINISTER 


Classified By: AMBASSADOR PAMELA E. BRIDGEWATER FOR REASONS 1.4 (b) and 
(d). 


1. (C) Summary: On August 6, newly installed Minister of 
Defense Albert Kan-Dapaah told General William E. Ward, 
Deputy Commander of European Command and Presidential 
Designate for Commander of Africa Command (AFRICOM) that he 
looks forward to increased cooperation with the U.S. Ina 
separate meeting, Lt. Gen. Joseph Danquah, Chief of the 
Defense Staff for tne Ghana Armed Forces, told Gen. Ward that 
he welcomes the establishment of AFRICOM but said that 
African countries should handle African conflicts. Local 

media were present throughout each meeting causing GOG 
officials to say little of substance. Septel will cover Gen. 

Ward,s meeting with President Kufuor. End summary. 


2. (C) On August 6, General William E. Ward, Deputy Commander 
of European Command and Presidential Designate for Commander 
of Africa Command (AFRICOM) met separately with General 
Danquah and newly installed Minister of Defense Albert 
Kan-Dapaah. Local media was present throughout each brief 
meeting. Gen. Ward told Danquah and Kan Dapaah that his 
mission in Ghana this time is to reinforce the strong 

relations that exist between the U.S. and Ghana. He also 

thanked both officials for Ghana,s continued participation 

in peacekeeping efforts across Africa and the world. Ward 

pointed to Ghana,s roles as African Union (AU) Chairman and 
UNSC seat as examples of Ghana,s leadership. 


3. (C) Minister of Defense Albert Kan-Dapaah, the former 

Minister of Interior, told Gen. Ward that he hopes for close 
cooperation with the U.S. Kan-Dapaah pointed out that it was 

his first day on the job as Minister of Defense, but he 

listed his top priority in his new posting as increasing the 

capacity of the GAF. He went on to say that the economy must 
improve in order to move forward adding that the only item 
slowing down economic development is the lack of peace. 
(Comment: Numerous other items including corruption, fraud, 

and bureaucracy also slow economic development. End comment.) 
Kan-Dapaah also pointed out that the Ghana Armed Forces (GAF) 
generally &work.8 Therefore, he said, unlike other Ghanaian 
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ministers, he will be free to concentrate on larger goals. 
Other Ministers, he said, must spend considerable time just 
attempting to move their respective bureaucracies. 


4. (C) Danquah, for his part, thanked General Ward for his 
visit to Ghana and said that he is happy to increase 
cooperation with the U.S. Danquah said the GAF has been 
active peacekeepers but that this work presents challenges. 
He said that Ghana is happy to host the Limited Objective 
Exercises and he looks forward to more cooperation in the 
future. Danquah also said that he is looking forward to the 
establishment of AFRICOM, but added that African armed forces 
should solve African problems. Speaking of Cote d, Ivoire, 
Danquah said that African countries had the will to serve as 
peacekeepers but not the means. He then mentioned the 
possibility of some sort of logistics base being constructed 
which African countries could draw from in order to assist in 
their deployments. 


5. (U) Note: Local media were present throughout each meeting 
allowing for little of substance to be covered. Septel will 
cover Gen. Ward,s meeting with President Kufuor. End Note. 


6. (U) This cable has been cleared by EUCOM POLAD Mary C. 
Yates. 
BRIDGEWATER 
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E.O. 12958: DECL: 08/28/2017 
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TAGS: ECON, EFIN, IDB, IV, PREL 

SUBJECT: WORLD BANK, EU LEAD DONORS\' POST CONFLICT EFFORTS; 
INTERNATIONAL COMMUNITY DISAPPOINTED AT PACE OF PEACE 
PROCESS 


REF: A. ABIDJAN 907 
B. ABIDJAN 906 
C. ABIDJAN 905 
D. ABIDJAN 895 


Classified By: Charge CAkuetteh, Reasons 1.4 (b,d) 


1. (C) Summary. The World Bank, European Union (EU) and 
the United National Operation in Cote d\'Ivoire (UNOCI) held 
two closely-related meetings in the past 10 days on 

post-crisis coordination, where participants were unanimous 

in their frustration at the slow pace of progress. 

Identification and elections planning elicited particular 

ire, as they are supposed to occur imminently, while failure 

to move forward on disarmament, demobilization and 
reintegration (DDR), redeployment of administration and other 
elements of the Ouagadougou Peace Accord (OPA) were also 
serious causes for concern. Members of the international 
community are currently attempting to organize themselves in 
order to more effectively coordinate their efforts (again) 

and planning to send President Gbagbo, Prime Minister Soro 
and OPA Mediator President Compaore a private letter 
outlining concerns and suggesting approaches that could 
kickstart progress. However, all of the participants 

recognize the relative weakness of the international 
community to achieve progress without the active engagement 
of the two principal protagonists. End Summary. 


2. (C) The World Bank and EU held a donors roundtable on 
August 22, aiming to bolster the international community\'s 
coordinated efforts to push the Ivorian peace process 
forward. This meeting was followed shortly by one convened 
by the UNOCIVs DDR division (headed by Jean Luc Stalon, 
number three in UNOCI and a frequent Embassy interlocutor) on 
August 27. The second meeting\'s participants were largely 
the same as those attending the WB/EU one, and the 
frustration and the conclusion regarding the lack of concrete 
means to kickstart the feeble peace process were the same in 
both. 


EU and World Bank Meeting Discusses Peace Process, 
Post-Crisis Funding, Coordination Mechanism 


3. (C) The World Bank\'s DDR Chief Karen Melloul and the 
EU\'s DDR specialist Gianmarco Scuppa organized a donors 
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roundtable that included all of the \"UN Family\" of agencies 
(UNDP, UNOCI, UNICEF, the WFP), the AfDB and the IMF, as well 
as most of the bilateral donor community, such as France, the 
U.S., Germany, the UK, Italy, Japan, Belgium and Canada. 
World Bank staff presented their assessment of the state of 
affairs, concentrating on the identification and elections 
challenges. The process to get those two elements of the OPA 
plan on track are, according to the Bank, listing badly, 

lacking in precision and beset by the fundamental failure of 

the principal antagonists in the situation, President Gbagbo 
and Prime Minister Soro, to cooperate. 


4. (C) Melloul presented an example of how the current lack 
of precision can have profound implications by examining one 
element of the ID process and the problems that failure could 
cause for the anticipated 2008 elections (see reftels a, b, 

d). If, for example, those citizens who don\'t have birth 
certificates and who live in areas where birth records were 
destroyed are deemed ineligible to participate in the 
audiences foraines (as reconstitution of such registries is a 
separate task that in theory is to be carried out under a 
separate mandate), some 30 percent of the total population of 
those without papers could be excluded. The crux of the 
matter, according to both the EU and WB representatives, is 
the nexus between the audiences foraines and the elections. 
If a token audiences foraines process is carried out, with 

the bulk of the interviews to take place after the elections, 
perhaps a number as small as 300,000 out of a total potential 
pool of 3.5 million persons without papers would end up on 
the voter rolls for the upcoming elections. UNDP indicated 

it is managing a \"basket fund\" for coordinating funding for 
the audiences foraines, and that it is targeting its modest 
funding on ensuring the inclusion of rural women in the 
process. Representatives of Italy, the AfDB, Norway, Canada, 
Belgium and France all said they were examining their options 
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vis-a-vis providing resources for the identification program. 
The EU is funding a modest program of Euro 20 million that 
provides for the rehabilitation of regional administrative 

offices (mayor\'s offices, conseil generals offices, prefects 
offices, etc.), which could be reallocated for the audiences 
foraines if they actually are put into motion. (Note: The 

PM\'s office has said the audiences foraines will begin in the 
beginning of September, but we have seen nothing to date that 
would indicate this will come to pass. End Note) 


5. (C) The EU and WB presented their assistance plans and 
encouraged other participants to do the same. The World Bank 
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is somewhat stuck in a quandary, as it has Euro 120 million 
pledged in post-conflict and DDR funding, but is unable to 
spend the Euro 60 million earmarked for integrating former 
combatants into their communities and to fund the national 
DDR office (PNDDR) given the abject failure to move forward 
in grouping and disarming Forces Nouvelles and FANCI 
elements. Both the Bank and the EU, supported unanimously by 
the attendees, indicate that DDR is all but dead until the 
elections, save the Reintegration element. Within that 

latter rubric, the community-based rehabilitation program 
(Euro 40 million) and the separate program designed to help 
put the audiences foraines on track (Euro 20 million) is all 
that is likely to be funded. For its part, the EU said it 

has suspended its Euro 20 million program to aid in the 
dismantlement of militias in the Greater West due to the lack 
of progress on that score (reftel d). 


6. (C) Government inability to develop realistic budgets 

for post-crisis activities was cited repeatedly. As the 

organ of government tasked with developing and implementing 
the plan to lead the country out of crisis, the Prime 

Minister\'s office (perhaps somewhat unfairly, given the 
existing political reality) was targeted for withering 
commentary, on subjects such as reintegration and the civil 
service program, which the WB pointed out would cost hundreds 
of millions of dollars if the 40,000 ex-fighters that the PM 

is notionally targeting were to be given government-funded 
positions as is currently discussed. The African Development 
Bank surprised the group by saying it was willing to provide 
$25-35 million for the civil service program, identification 
program, voter registration and redeployment of 
administration, but said it is unable to proceed due to lack 

of government (i.e. the PM\' office) precision on programmatic 
development. 


7. (C) The donor group agreed to form thematic 
subcommittees, roughly corresponding to the areas in which 
donors are currently or planning to contribute. The concept 
is designed to further refine the international community\'s 
efforts and coordination (Note: as with the previous 
international donors\' \"groupe de reflexion\", the precise 
objective and the means to achieve it of the groups remain 
somewhat unclear. End Note). The U.S. is a member of the 
identification/elections subcommittee and an observer on the 
redeployment of administration, DDR and reform of military 
subcommittees. 


8. (C) A meeting convened by UNOCIVs DDR office brought 


Column 3 

together many of the same participants as the August 22 WB/EU 
meeting, and focused on the same lack of progress in DDR 
previously discussed. Opinions expressed and the diagnosis 
of the problem were virtually identical, if not somewhat more 
pessimistic. The reality that the assembled group is 
relatively powerless to drive the peace process forward 
without the leadership of the two main protagonists was 
clear. However, asked privately by Emboff if the group would 
be willing to publicly demand progress in discrete areas in 
order to push the process forward, Stalon said UNOCI was 
unprepared to do so at this juncture. 


9. (C) The International Office of Migration (IOM) 

indicated that it sees holding elections and going forward 

with the audiences foraines to be courting disaster, that 

doing so risks scuttling the peace process altogether. 
ONUCIVs Stalon, the WB and representatives from the United 
Nations Development Program (UNDP) and France disagreed 
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sharply, saying that the international community has to live 
with the reality that DDR is dead in the water, and that it 

will have to concentrate on pushing for progress in other 
post-crisis realms. In concluding the meeting, UNOCI\'s 
Stalon pushed through a plan to send a joint letter to 
President Gbagbo and PM Soro on the eve of their September 4 
Senior Leaders meeting with mediator Compaore requesting 
attention and progress in certain key areas. The text of 

that letter is currently in development; Embassy Abidjan 
pressed for it to focus the international community\'s limited 
influence in achieving real progress in the \"Greater West\", 
the area of the country where long-standing ethnic rivalries 
have the greatest likelihood of undermining further the peace 
process (reftel d). 


10. (C) Comment. The international community is frustrated 
and somewhat exhausted by the never-ending crisis. Its 
members complain that the underlying problems continue along 
with the unending costs of funding UNOCI, the World Bank, the 
IMF, the AfDB and bilateral projects. However, none seem 
willing to confront the problem by openly criticizing Cote 
d\'Ivoire\'s leadership. The lack of a permanent Special 
Representative of the Secretary General (at this point, 

senior UNOCI officials do not even have rumors of who their 
next leader will be. The process in NY appears stalled from 
Embassy Abidjan\'s vantage point) only exacerbates the 
weakness of the international community to generate progress 
on its own. End Comment. 
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E.O. 12598: N/A 

TAGS: ECIN, EFIN, ECON, EMIN, GV 

SUBJECT: GUINEAN GOVERNMENT TRIES TO SQUEEZE MORE OUT OF MINING 
CONTRACTS 


1. (SBU) SUMMARY. The Guinean government\'s contract review 
commissions published their reports regarding the contracts of U.S. 

oil company Hyperdynamics and Rusal, the Russian bauxite mining 
company. The GoG recommends major changes in both contracts in 
order to collect desperately needed additional revenues. Despite 

its high demands, the Government may be willing to compromise. END 
SUMMARY 


2. (SBU) The Government of Guinea (GoG) previously established 
separate commissions to review each of its current major mining 
contracts. On August 27, two of those commissions released their 
reports with respect to Hyperdynamics and Rusal. The Hyperdynamics 
commission recommended that the GoG change most of the terms in the 
oil and gas sharing contract, which in effect, would result in a 

near complete reversal of benefits in Guinea\'s favor. 


3. (SBU) The GoG proposal calls for changes to the sliding profit 
sharing scale between Guinea and Hyperdynamics, which is linked to 
overall production. Currently, the GoG gets 25% of profits at 

start-up production levels, which increases to 60% at full 

production. The GoG\'s proposed amendment, cited by the commission, 
has the scale starting at 75% for the GoG at start-up and 90% at 

full production. The report also called for a minimum of 40% 

reduction in the off-shore production area covered by the contract. 

With respect to the Rusal contract, the commission recommended an 
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increase of 1000% in the monthly rent paid under the company\'s 
current bauxite contract, from about 62,000 USD to about 700,000 
USD. 


4. (SBU) The commissions cite legal justifications to support their 
recommendations. For example, the Hyperdynamics commission cited 
article 77 of the \"Loi Fundamentale\" as the basis for the revision 

of the contract. Article 77 provides for ratification of all 

contracts by the National Assembly before they can be considered 
binding. (Note - There is some controversy to this assertion as it 

is argued that Article 77 applies only to mining contracts, while 
Hyperdynamics\' contract should be considered under the petroleum 
code, which allegedly does not require National Assembly approval.) 


5. (SBU) On August 27, Econoff met with the local attorney for U.S. 
company Hyperdynamics, Maitre Alpha O. Diallo. The lawyer stated 

that the in-country manager of Hyperdynamics, Foromou Kourouma, met 
on August 21 with President Cont, and that a company representative 
had met with the Prime Minister\'s office on August 23. M. Diallo 

was unable to discuss the details of the discussion with Cont. 


6. (SBU) Diallo characterized the reaction of the Prime Minister as 
sympathetic. However, he also said that Kouyate wants and/or needs 
Hyperdynamics to offer some kind of concession so that the public 
could see that he is making progress on his reform efforts. 


7. (SBU) Maitre Diallo stated that he would be contacting 
Hyperdynamics management in Houston to explain the situation and to 
determine a course of action. He added that he needs his client to 
clarify which changes the company might be willing to accept and 
which changes are non-negotiable. Diallo requested that the USG 
pressure the Government of Guinea to honor the contract as written. 


8. (SBU) COMMENT. The Hyperdynamics contract includes several 
terms that may be considered unfair to Guinea, but which were agreed 
to by both parties when the contract was written. The current 
interplay of Guinean domestic politics, extreme poverty, systemic 
corruption, and unrealistic popular expectations is driving the 

GoG\'s controversial efforts to renegotiate contracts and ultimately 
expand Government coffers. The fact that the GoG is looking to 
revise the Rusal contract, in addition to that of Hyperdynamics, 
indicates that the Government may not be singling out individual 
companies. The GoG may be willing to negotiate terms, which while 
not perfect, could offer a possible solution within a short time 

frame, provided Hyperdynamics is willing to compromise. Embassy 
continues to stress to appropriate host government officials the 
importance of contract integrity and equal treatment of all parties, 
especially with respect to promotion of a positive investment 

climate and general rule of law. END COMMENT. 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PREL, SP, PGOV, OSCE, CVIS, KNATO 

SUBJECT: SPAIN: FM MORATINOS ON GEORGIA MISSILE INCIDENT, 
MIDEAST, SPANISH ELECTIONS 


REF: SECSTATE 119829 


MADRID 00001661 001.4 OF 002 


Classified By: AMBASSADOR EDUARDO A AGUIRRE JR FOR REASONS 1.4 (b) and 
(d) 


1. (C) Summary: The Ambassador delivered reftel demarche 
relating to the August 6 Russian incursion into Georgian 
airspace to Foreign Minister Moratinos on August 29. 
Moratinos, who was preparing to leave for Moscow that very 
afternoon, gave indications of his agreement with U.S. 
concerns. He told the Ambassador that as Chair-in-Office of 
the OSCE, he was committing considerable effort to the issue 
and would discuss it not only in Moscow, but during a 
follow-on visit to Georgia. He expressed his desire to 
facilitate a quick and judicious resolution, free of public 
attention and growing tensions. In related news, Moratinos 
told the Ambassador that he would express support for the 
U.S. position on Kosovo during his visit to Russia. 
Referencing the cooperative relationship that has grown 
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between the U.S. and Spain, Moratinos repeated his request 
that Spain be invited to attend a USG-sponsored Middle East 
Peace conference to take place in the fall. He confirmed 

that Spanish elections would indeed occur in March, 2008, and 
said that although he had confidence in a favorable outcome, 
he was not sure whether Zapatero would request that he serve 
a second term as Foreign Minister. Lastly, Moratinos assured 
the Ambassador that he would review concerns regarding 
lengthy delays in Spanish visas for U.S. students. End 
Summary. 


2. (C) In a meeting with Foreign Minister Moratinos August 
29, the Ambassador delivered reftel demarche relating to the 
Russian incursion into Georgian airspace and subsequent 
anti-radar missile attack. The Foreign Minister expressed 
his intent to discuss this issue both in Moscow and ina 
follow-on visit to Georgia the first week of September. He 
indicated that he was in accordance with U.S. general 
concerns and agreed that Putin was once again testing the 
adversarial limits. Moratinos added that during his visit, 

he hoped to impress upon the Russians the solidarity and 
intolerance of OSCE members towards illegal incursions into 
Georgia. 


3. (C) Moratinos assured the Ambassador that he was 
dedicating considerable attention to this issue, 
communicating frequently with his EU colleagues and OSCE 
partners in his capacity of Chair-in-Office of the OSCE. He 
lightly noted that not only had his vacation been interrupted 
by this contentious matter, but he had postponed a planned 
trip to the Far East in order to go to Russia. The Foreign 
Minister declared that it was imperative this issue not 

spiral out of control, and that Georgia and Russia resolve 
their differences quickly and away from potentially 
aggravating public attention. 


4. (C) Lastly, Moratinos took note of the Ambassador\'s 
suggestion that the planned October NATO visit to Georgia 
stay on course. The Foreign Minister seemed like-minded, but 
did not volunteer a particular position. 


5. (C) In other matters, Moratinos told the Ambassador that 
the GoS was fully aligned with the U.S. on Kosovar 
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independence, and that during his meetings in Moscow, 
Moratinos fully planned to state this support. Referencing 
the growing relationship of cooperation between Spain and the 
U.S., the Foreign Minister told tne Ambassador that he had 
been made aware of a USG-sponsored Middle East Peace 
conference to take place in the U.S. in the fall. Moratinos 
stressed his desire that Spain be invited to this conference 
given Spain\'s strong interest and role in the Middle East. 
He further requested that Spain be provided with a 
stand-alone invitation as opposed to being subsumed by a 
general invitation to the EU or G-8, and suggested that an 
invitation or lack-thereof could have an impact on the 
bilateral relationship. 
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6. (C) Moratinos confirmed to the Ambassador President 
Zapatero\'s commitment to hold elections in March, 2008 and 
not before. The Ambassador acknowledged that during election 
time, campaign strategies could become contentious and told 
Moratinos that the U.S. wished to be excluded from negative 
electoral discourse. He added that if a verbal attack on the 
U.S. should occur, the U.S. would be remiss not to consider 
responding accordingly. Moratinos assured the Ambassador 
that no such tactic would be employed, and that in fact the 
incumbent party was looking to highlight the current positive 
relationship with the U.S. in its campaign strategy. 

Reinforcing this assertion, the Foreign Minister noted that 

the Zapatero government was interested in having Secretary 
Rice come to Spain in November to participate in the OSCE 
ministerial. Nonetheless, he promised the Ambassador that he 
would drive this point home to his party. 


7. (C) The Minister expressed confidence in a favorable 
outcome for his party and privately confided that although he 
was comfortable in his current position in the government, he 
was not certain whether President Zapatero would ask him to 
stay asecond term. Moratinos said that Zapatero would make 
a trip to Russia later in the fall and would likely travel to 

some other European capitals as well but would be spending 
most of his time on domestic issues and focusing on 
reelection. 


8. (C) Moratinos mentioned a likely busy travel schedule for 
himself, and alluded in passing to some vague Middle East 
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trip. (Note: If past history reflects, his trip is likely 
already in the works). 


9. (SBU) The Ambassador also raised the problem of delays 
that U.S. students are experiencing in receiving visas to 
study in Spain. Moratinos expressed appreciation for this 
notification, and gave assurances that MFA would look into 
this issue. Moratinos also took note of the Ambassador\'s 
offer to share how U.S. student visa processes balanced both 
security measures and timeliness. 

AGUIRRE 
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E.O. 12958: N/A 
TAGS: PGOV, PREL, ECON, ETRD, EFIN, VM 
SUBJECT: NEW CZARS IN THE MAKING? THE NEW DPM PORTFOLIOS 


REF: HANOI 1360 
(U) This cable is sensitive but unclassified. Not for Internet. 


1. (SBU) Summary. Prime Minister Nguyen Tan Dzung signed a Decision 
this week assigning duties and portfolios to himself and his five 

Deputy Prime Ministers (DPMs), two of which are newly-created 

positions. Broadly defined, the Prime Minister will oversee all 
Government of Vietnam (GVN) operations, while assigning one DPM each 
to cover banking and finance; international relations; 

anti-corruption and judicial reform efforts; economic affairs; and 

education and training. While expectations are high for new DPM and 
Minister of Education and Training Nguyen Thien Nhan, the new DPM in 
charge of economic affairs, Hoang Trung Hai, has elicited mixed 
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reviews. End Summary. 


THE PRIME MINISTER\'S DOMAIN 

2. (U) Prime Minister Nguyen Tan Dzung announced on August 27 
Decision 1120, assigning duties and portfolios to himself and his 
five DPMs, two of which are positions created after the August 2 
cabinet reshuffle (Reftel). Dzung reserved for himself 
responsibility for \"all operations of the government\" and oversight 
of the Central Anti-Corruption Steering Committee. He will also 
directly supervise the functions of the ministries of Planning and 
Investment, Defense, Public Security, and Internal Affairs and 
Health, the Office of the Government (OOG), the National Political 
and Administrative Institute, and major media outlets such as the 
Vietnam News Agency, Vietnam Television and Voice of Vietnam Radio. 


FINANCE AND BANKING 


3. (U) DPM Nguyen Sinh Hung, the highest ranking of the DPMs, has 
been assigned as the finance and banking czar, with responsibilities 
for monetary policy, finance, customs, securities and the 
\"equitization\" of state-owned enterprises (SOEs). Under his direct 
supervision will be the Ministries of Finance and Labor, Invalids 

and Social Affairs, as well as the State Bank, the State Capital 
Investment Corporation (SCIC), the Committee of Ethnic Minorities, 
Vietnam Social Insurance and the Vietnam Development Bank. Contacts 
in the Ministry of Finance commented to the Embassy that his prior 
experience as Vice Minister and Minister of Finance made him an 
obvious choice for this portfolio. 


INTERNATIONAL RELATIONS 


4. (SBU) Deputy Prime Minister Pham Gia Khiem, who will continue to 
retain dual responsibilities as Foreign Minister (as he did under 

the old Cabinet), is in charge of international relations, border 

issues and, significantly, \"international economic relations.\" The 
media reports that he will be responsible for overseeing Vietnam\'s 
integration into the world economy and ensuring that Vietnam meets 
its bilateral, multilateral and World Trade Organization (WTO) trade 
commitments. The PM has also assigned DPM Khiem responsibilities 
for human rights and \"related\" issues. Notwithstanding Khiem\'s new 
duties, a contact at the Ministry of Industry and Trade (MOIT) 

thought that trade obligation issues would still be resolved at the 
Ministerial level, or if necessary, go directly to the Prime 

Minister for action, bypassing Khiem. 


ANTI-CORRUPTION AND JUDICIAL REFORM 


Column 3 

5. (U) DPM Truong Vinh Trong, the oldest of the five DPMs, will 
serve as the \"judicial czar.\" Trong will continue as Deputy 
Chairman of the Central Anti-Corruption Steering Committee and 
manage its day-to-day activities. He is also responsible for 
overseeing the Government Inspectorate and judicial reform, among 
other things. 


ECONOMIC AFFAIRS 


6. (SBU) The first and youngest of the two new DPMs, Hoang Trung 
Hai, has been tasked with \"economic affairs,\" including industry, 
agriculture, fisheries, trade and services (domestic and 
export/import activities), construction, transportation, natural 
resources and the environment. DPM Hai will oversee the Ministries 
of Industry and Trade, Agriculture and Rural Development, and 
Natural Resources and the Environment. The fact that Hai, who was 
expected to handle all the economic ministries, did not get Finance 
and international economic issues, was surprising, and we are told 
by an MOIT contact that his lack of experience (at the state power 
company and the Ministry of Industry) did not help. 


7. (SBU) A contact who worked under Hai at Industry described the 
new DPM as a skilled technocrat with great competency in the 
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industrial sector, as well as a savvy but cautious political 

operator. The contact commented that Hai\'s careful approach may 
limit his influence over the ministries under his portfolio. Others 

were harsher in their assessment. National Assembly Vice Chairman 
Nguyen Sy Dzung, for instance, said that Hai had a lackluster record 
as Minister of Industry, and quoted former Prime Minister Vo Van 
Khiet as saying that Hai, \"did not have a good vision as Minister.\" 
Despite this, Hai is seen as a rising star within the GVN and 

someone whose power could continue to rise as he grows into his new 
role. 


EDUCATION AND TRAINING 


8. (SBU) Nguyen Thien Nhan, the second new Deputy Prime Minister, 
will serve concurrently as Minister of Education and Training. In 
addition, Nhan will oversee the Ministries of Information and 
Communication, Science and Technology, Culture, Sports and Tourism 
and the Vietnamese Institutes of Science and Technology and Social 
Sciences. DPM Nhan is viewed as hard-charging and tough - a 
reputation earned through his personal involvement in a successful 
campaign to crack down on cheating on Vietnam\'s national exams, and 
other similar efforts. 


Column 3 


9. (SBU) Nhan\'s promotion to the position of DPM would seem a good 
fit not only in terms of his working style - which he shares with 

the PM - but also well-timed because the GVN is placing great focus 
and effort into reforming its education system, including through 
outreach to the U.S. Government, U.S. universities and other 
international organizations. (Note: Nhan is a former Fulbright 
Scholar with an MA from the University of Oregon. End note.) 
According to Nguyen Chi Dzung, former Editor-in-Chief of the Office 
of the National Assembly\'s Legislative Affairs Journal, DPM Nhan is 
said to be a protege of President Nguyen Minh Triet, who believes 
that large U.S. companies and organizations have a significant role 
to play in helping Vietnam\'s development and growing global profile. 
The Prime Minister is said to also share this view. 


MICHALAK 
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STATE PASS TO HHS/OGHA (STIEGER/VALDEZ/BELL/HICKEY) 
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CDC FOR OGHA (BLOUT/MCCALL) AND DIV-FLU (COX/MOHEN) 
DEPARTMENT OF DEFENSE FOR OSD/ISA/AP (STERN) 

HHS PASS TO FIC/NIH (GLASS) 
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E.O. 12958: N/A 

TAGS: TBIO, AMED, AMGT, CASC, EAGR, PINR, KFLU, VM 

SUBJECT: FAO-GVN REVIEW AVIAN INFLUENZA STRATEGY IN AGRICULTURAL 
SECTOR 
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1. (U) Summary. The U.N. Food and Agriculture Organization (FAO) 
and the Ministry of Agriculture and Rural Development (MARD) 

recently concluded that Vietnam\'s overall approach to the control 

and prevention of highly pathologic avian influenza (HPAI) in 

poultry is sound and appropriate and recommended that Vietnam adopt 
a medium to long term approach to control and prevention. MARD Vice 
Minister Bui Ba Bong emphasized the difficulty in eliminating the 

virus and the need for focused attention on transmission of HPAI 
through ducks, suggesting better containment, biosecurity, 

vaccination, and communication programs. FAO Country Representative 
Andrew Speedy reinforced the need to develop a clearer vaccination 
strategy for 2008, increase investment in poultry sector 

improvements, and adopt best international practices. End Summary. 


LESSONS LEARNED 


2. (U) As part of the FAO and MARD organized strategy review meeting 
on August 27-28, U.N. Resident Coordinator John Hendra, MARD Vice 
Minister Bui Ba Bong and FAO Country Representative Andrew Speedy 
chaired a meeting of the Partnership in Avian and Human Influenza 
(PAHI). During the meeting, MARD Vice Minister Bong emphasized the 
difficulty in totally eliminating the virus and the need for focused 
attention on transmission of HPAI through ducks, suggesting better 
containment of free range ducks, improved bio-security measures, 
more targeted vaccination extension, and strengthened mass 
communication to farmers and buyers. VM Bong stated that Vietnam 
has about 70 million ducks - the second largest population in the 

world after China - and that roughly three-quarters of these ducks 

are free-range flocks that move over large areas. 


Column 3 

3. (U) MARD Department of Animal Health (DAH) Deputy Director Hoang 
Van Nam stated that the most recent (5th) wave of 2007 poultry 
outbreaks occurred in 21 provinces, primarily in the northern and 
southern deltas, and largely struck relatively small, unvaccinated 
poultry flocks -- particularly ducks. Genetic sequencing and 
challenge trials of recent virus isolates undertaken in China 
indicated that the current poultry vaccines are still \"effective.\" 
Between March and May 2007, 131.7 million poultry received 
vaccinations in 33 provincial high risk areas. Nam noted several 
constraints to fighting avian influenza remain, including: lack of 
investor interest in improving poultry sector management practices; 
the difficulty in maintaining the high commitment and vigilance of 
farmers and local-level officials over periods of relatively limited 
outbreak activity; lack of farmer access to vaccination centers; and 
the inadequate capacity of veterinary services. 


RECOMMENDATIONS 


4. (U) Dr. Les Sims of the FAO Regional Office for Asia and the 
Pacific in Bangkok presented the FAO-MARD technical group\'s 
recommendations on control and prevention of HPAI. The group 
concluded that the overall approach to control and prevention of 

HPAI in poultry in Vietnam is sound and appropriate. Dr. Sims 

stated that the GVN did not need to make major changes to its 
current program, but should look beyond the policies and practices 

in the Integrated Operational Program for Avian and Human Influenza, 
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or the \"Green Book,\" and focus on a locally-appropriate medium to 
long-term approach. This will require additional capacity building 

in veterinary services, appropriate changes in production and 
marketing in the poultry sector, and additional investments from the 
private sector, especially from larger producers. He noted many 
high risk practices along the entire production and market chain 
that must be identified and either eliminated or reduced. 


5. (U) Building off conclusions of the U.N. Technical Workshop in 
Rome in June 2007, Dr. Sims outlined seven major recommendations, 
including: (1) ensuring vaccination of all grazing ducks; (2) 

developing models and market driven enhancements for increased farm 
bio-security; (3) improving behavioral change, certification and 
market-led controls to improve transportation of all agricultural 
products; (4) developing relatively simple enhancements to improve 
hygiene and market surveillance in live poultry markets; (5) 

enhancing hygiene and certification of hatcheries; (6) continuing 
poultry vaccination efforts for at least another five years, to 

review effectiveness annually and to shift the cost-burden of 
vaccinations from the GVN to farmers; (7) developing communication 
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strategies that target specific occupational groups (e.g., farmers, 
transporters, market sellers, households) and different poultry 
sectors that focus on reinforcing behavioral change. 


6. (U) FAO Country Representative Andrew Speedy highlighted the need 
to develop a clearer vaccination strategy for 2008, continue 

investments to ensure the effectiveness of vaccinations, investigate 

best practices from Brazil and other countries to promote investment 
incentives in poultry production farms, strengthen controls on the 
movement of ducks, and improve field extension and field-level 
communications strategies. UN Resident Coordinator Hendra applauded 
the GVN\'s transparency, but also emphasized the importance of a 
strong vaccination program, together with comprehensive surveillance 
and response measures, and noted the need to maintain donor support 
and technical assistance. (Note: The USG continues to be heavily 
engaged in supporting these efforts. USAID will soon provide an 
additional USD 8 million in grants to support the GVN\'s overall 

effort in biosecurity and public education. End note.) 


7. (U) VM Bong stressed the GVN\'s willingness to provide animal and 
human H5N1 isolates to international reference laboratories upon 
request. The GVN has also promised to work with MARD staff to make 
animal isolate sequencing information available on-line via the DAH 
website, the gene bank data base website, or directly in response to 

a specific request. 
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E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: JAMAICA: THIRTEEN (13) REQUESTS FOR HUMAN RIGHTS 
VETTING FOR US IMET IS OCT 13, 2007 


1. Post requests the Department\'s assistance in screening 
the following thirteen (13) candidates of the Jamaican 
Defense Force (JDF) who have been nominated for training in 


Column 3 
the U.S., pursuant to the Leahy Act and Foreign Assistance 
Act. Post has no derogatory information. 


2. The proposed group of candidates are scheduled for the 
\"Interceptor Boat Training Course\" being held at Cogard 
Station, Ft Meyer, Florida and their training begins on 
October 14, 2007. 


Name: BYFIELD, Rolston Steve 
Passport No.: A2773523 
Date/Place of Birth: 15 Oct 77 - Clarendon, Jamaica 


Occupation: AB/JDF 

Unit: JDFCG 

Service No.: JDF/26123 
Name: CHRISTIE, Noel A 


Passport No.: A2699040 
Date/Place of Birth: 11 Dec 64 - St. Andrew, Jamaica 


Occupation: LS/JDF 

Unit: JDF CG 

Service No.: JDF/28032 
Name: HALL, Capleton K 


Passport No.: A2223796 
Date/Place of Birth: 18 Oct 74 - Kingston, Jamaica 


Occupation: LPO/JDF 

Unit: JDF CG 

Service No.: JDF/18739 
Name: HANSON, Gary B 


Passport No.: A2773523 
Date/Place of Birth: 03 April 81 - St Elizabeth, Jamaica 


Occupation: AB/JDF 

Unit: JDF CG 

Service No.: JDF/27049 

Name: HARRIS, Dwight Floyd 


Passport No.: A2321614 
Date/Place of Birth: 17 Dec 70 - Kingston, Jamaica 


Occupation: LS/JDF 

Unit: JDF CG 

Service No.: JDF/24924 
Name: KELLY, Richard G 


Passport No.: A2246726 
Date/Place of Birth: 05 March 72 - Trelawny, Jamaica 


Occupation: LPO/JDF 
Unit: JDF CG 
Service No.: JDF/25103 


Name: SHIRLEY, Evrald 
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Passport No.: A2257606 
Date/Place of Birth: 12 Aug 77 - Clarendon, Jamaica 


Occupation: PO/JDF 

Unit: JDF CG 

Service No.: JDF/25870 
Name: SKEEN, Odean A 


Passport No.: A2531654 
Date/Place of Birth: 20 Jan 72 - Kingston, Jamaica 


Occupation: PO/JDF 

Unit: JDF CG 

Service No.: JDF/24955 
Name: MUIR, Cleon D 


Passport No.: A2554582 
Date/Place of Birth: 07 Nov 81 - St. Andrew, Jamaica 


Occupation: LTJG/JDF 

Unit: JDF CG 

Service No.: JCA/1512 

Name: WALLACE, Winston A 


Passport No.: A20103826 
Date/Place of Birth: 29 April 79 - St. Catherine, Jamaica 


Occupation: AB/JDF 

Unit: JDF CG 

Service No.: JDF/26723 

Name: WALTERS, Kirk Dwayne 


Passport No.: A2795070 
Date/Place of Birth: 02 Oct 78 - Clarendon, Jamaica 


Occupation: AB/JDF 

Unit: JDF CG 

Service No.: JDF26538 
Name: WEST, Jevon A 


Passport No.: A2587506 
Date/Place of Birth: 13 March 71 - Trelawny, Jamaica 


Occupation: LS/JDF 

Unit: JDF CG 

Service No.: JDF/24493 

Name: WRIGHT, Sheldon Recardo 


Passport No.: A2365510 
Date/Place of Birth: 09 Dec 79 - Clarendon, Jamaica 


Occupation: ORD/JDF 
Unit: JDF CG 
Service No.: JDF/26553 


3. Post appreciates the Department\'s assistance. 


Column 3 


JOHNSON 


120406 

PP RUEHWEB 

DE RUEHWN #1098/01 2411746 

ZNY CCCCC ZZH 

P 291746Z AUG 07 

FM AMEMBASSY BRIDGETOWN 

TO RUEHC/SECSTATE WASHDC PRIORITY 5342 
INFO RUCNCOM/EC CARICOM COLLECTIVE 
RUCPDOC/DEPT OF COMMERCE WASHDC 
RUMIAAA/HQ USSOUTHCOM J2 MIAMI FL 
RUEHCV/USDAO CARACAS VE 
RUMIAAA/HQ USSOUTHCOM J5 MIAMI FL 


SIPDIS 
SIPDIS 


WHA/CAR FOR ALAIN NORMAN 
EEB/TPP/MTA FOR ELIZA KOCH 

L/CID FOR MARGUERITE WALTER 
USAID/LAC/CAR FOR ROBERT BONCY 


E.O. 12958: DECL: 08/21/2017 
TAGS: ASEC, CVIS, PGOV, PREL, XL 
SUBJECT: AMBASSADOR OURISMANVS VISIT TO ANTIGUA AND BARBUDA 


Classified By: CDA Clyde |. Howard for reasons 1.4 (b) and (d). 


Summary 


1. (SBU) Ambassador Ourisman traveled to Antigua and Barbuda 
August 15-16, 2007, with Embassy Bridgetown USAID Director 
for the Eastern Caribbean and the Regional Security Officer. 

The Ambassador met privately with Prime Minister Baldwin 
Spencer, as well as Minister of Health, John Maginley. The 
Ambassador toured USAID\'s technical assistance programs and 
facilities, and launched the Antigua Business Investment 
Authority, the product of USAID assistance. Over 200 guests, 
including the Prime Minister, the Minister of Finance and 
Economy, and members of the diplomatic community and the 
private sector attended this launch. The Ambassador also 
presented the Royal Antigua and Barbuda Police Force with 
explosive countermeasures equipment donated by the 
Department\'s Antiterrorism Assistance Program. End Summary. 
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Prime Minister Baldwin Spencer 


2. (C) In a bilateral meeting, Ambassador Ourisman and Prime 
Minister Spencer discussed USG technical cooperation, the 

June Caribbean Conference in Washington, deportees, 
September\'s United Nations General Assembly (UNGA), and both 
the Internet gaming and Half Moon Bay expropriation disputes. 
Attending the meeting from the Government of Antigua and 
Barbuda (GOAB) were Ambassador Colin Murdoch, Permanent 
Secretary for the Ministry of Foreign Affairs, and GOAB 


SIPDIS 
Ambassador to Japan, Anthony Liverpool. 


3. (C) USG ASSISTANCE: PM Spencer expressed appreciation for 
USAID\'s generous assistance with trade and investment 

capacity issues, noting that it was a demonstrable way of 
deepening the friendship between the United States and 

Antigua and Barbuda, as well as helping his country improve 

the investment climate and respond to new trade challenges. 
Ambassador Ourisman described USAID\'s support to the Antigua 
and Barbuda Investment Authority (ABIA) as a people-to-people 
endeavor, which is helping Antigua and Barbuda become more 
competitive in the global market. The Ambassador also 

informed PM Spencer that she would also be donating $39,000 
worth of bomb disposal equipment and related police training. 

The Ambassador reminded the Prime Minister of the USG\'s 
generous assistance with security and law enforcement in the 
region, specifically noting the dvanced Passenger 

Information System (APIS). PM Spencer agreed APIS was very 
effective, especially for Cricket World Cup, and stated it 

will leave a significant and permanent legacy. 


4.(C) DEPORTEES: PM Spencer congratulated the Ambassador 
for a successful Washington Caribbean Conference and 
expressed his excitement about the new direction of the 
U.S.-CARICOM partnership. The Prime Minister conveyed his 
satisfaction with the straightforward and candid approach to 
important issues that affected the Caribbean, among them the 
issue of deportees. PM Spencer admitted that he fully 
understands the rationale behind USG deportee policy, but 
insisted on more information sharing and suggested the 
creation of a deportee database and the provision of 
\"tangible\" USG assistance for deportee re-integration. The 
Ambassador informed PM Spencer that USG statistics on 
deportees commonly disagree with numbers generated in the 
Caribbean. She also described the pilot deportee project in 
Haiti and explained that President Bush and Secretary Rice 
carefully listened to the Caribbean\'s concerns on the topic. 


Column 3 

PM Spencer told the Ambassador that these were clear steps in 
the right direction and suggested that the pilot project be 

spread throughout CARICOM and that information on deportees 
should be more easily available to affected governments, 
possibly in the form of a database. 


5. (C) INTERNET GAMING: PM Spencer claimed that Internet 
gaming is an important economic niche with significant 

benefits that is now in serious jeopardy as a result of the 
USGVs invoking Article 21. PM Spencer expressed that the 
GOAB is prepared to look at the issues raised by the USG and 
find a solution based on \"some modalities which he believes 
will create a \"win-win\" situation for both countries. PM 
Spencer noted that the WTO regulatory body will soon act, and 
that a serious dialogue is needed to prevent both parties 

from moving in their own directions. PM Spencer shared his 
belief that an Internet gaming sector can exist that both 

takes into account USG concerns and meets international 
regulatory standards. The Ambassador responded that every 
U.S. state has its own regulations for gambling, but that 
Congressional legislation does not allow for cross-border 
Internet gambling for important moral reasons. The 
Ambassador told PM Spencer that the United States accepts the 
WTO ruling and understands the GOAB\'s concerns as well, but 
will continue to work within WTO guidelines and U.S. 
legislation. PM Spencer pressed further with his plea for 
dialogue and the Ambassador promised to convey his concerns 
to Washington. 


6. (C) HALF MOON BAY: The Ambassador raised the 
expropriation issue of Half Moon Bay and compensation for the 
Amcit owners. She noted that since the Privy Council ruled 

in favor of the GOAB\'s expropriation of the property, the 
government must now determine and provide adequate 
compensation to the owner. PM Spencer responded that, in 
accordance with Antiguan law, the GOAB has initiated property 
valuation and that the next step is for the American party to 
conduct its own valuation. Both parties can then negotiate 

an acceptable solution with the assistance of a formal 
arbitration board if necessary. PM Spencer assured the 
Ambassador that it is not in the GOAB\'s interest to further 
prolong the dispute and promised that it would not 
procrastinate, as it has already received offers from over 15 
investors. He added that he does not see any major hurdles 
ahead in resolving the issue once and for all. 


7. (U) The Ambassador officially presented USD 39,000 worth 
of explosive countermeasure equipment to the Antigua and 
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Barbuda Royal Police Force (ABRPF). The equipment was 
purchased by the Department\'s Antiterrorism Assistance 
Program (ATA). The equipment included a bomb suit, disrupter 
kit, water canon, ammunition, and bomb technician tools. 
Embassy Bridgetown RSO explained the technical details of the 
equipment to the media. As a result of the DS/ATA-donated 
bomb technician equipment and previous DS/ATA-provided 
training, Antigua and Barbuda will have the necessary 

technical expertise to identify, assess, locate, neutralize, 

and dispose of explosive devices. 


Minister of Health John H. Maginley 


8. (C) Ambassador Ourisman focused on HIV/AIDS in Antigua and 
Barbuda in a meeting with Minister of Health John Maginley. 
Maginley outlined the effects of HIV/AIDS on Antigua and 
Barbuda, particularly emphasizing the immigrants from 
countries with significant HIV/AlDSproblems, such as the 
Dominican Republic and Guyna. Maginley noted that many 
non-residents cometo Antigua and Barbuda because it is one 
of the ew CARICOM countries, alng with Barbados, that 
ofers free and universal care for HIV/AIDS patients 

Maginley conveyed his frustration that a signifcant portion 

of international donor funding for IV/AIDS is allocated to 

plicy work, conferences, and travel, with relatively little 
allocated to on-the-ground assistance to individuals living 
with, affected by, or exposed to HIV/AIDS. Maginley noted, 
however, that USAID\'s HIV/AIDS work with the International 
HIV/AIDS Alliance is an exception and praised USAID for 
properly identifying and reaching out to the most vulnerable 
populations and providing preventive information and 
referrals. Minister Maginley also voiced his concern that 
Antigua and Barbuda\'s modest stock of trained nurses continue 
to migrate to the United States and other countries, further 
depleting the population of trained health care providers in 
Antigua and Barbuda. 


Ambassador Site Visit to USAID Programs and Facilities 


9. (U) The Ambassador visited staff of the International 
HIV/AIDS Alliance (IHAA), USAID\'s implementation partner, 
where she was briefed on the HIV/AIDS situation in Antigua 
and Barbuda, more specifically the dynamics of social norms, 
personal behavior, and the effects of stigma and 
discrimination. The Ambassador also visited USAID\'s 
environmental and biodiversity programs, which include 
technical assistance to the GOAB\'s Department of Fisheries. 


This assistance is for protecting Antigua\'s few remaining 
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mangrove forests and assisting the GOAB to develop a 
management plan for Codrington Lagoon, which was recently 
designated a national park. 


Ambassador Launch of ABIA 


10. (U) The highlight of the trip was the Ambassador\'s 
launching of the official opening of the Antigua and Barbuda 
Investment Authority (ABIA). (Note: The establishment of 
the ABIA has been a major deliverable of USAID\'s Caribbean 
Open Trade Support project, which provided the Ministry of 
Finance and Economy training, strategic planning, and 
institutional capacity building. End Note.) Over 200 people 
attended the ceremony, including PM Spencer and Minister of 
Finance and Economy, Dr. Errol Cort, as well as Cabinet and 
Parliamentary members, members of the diplomatic community, 
high-ranking government officials, and prominent members of 
the local and international business community. In his 
keynote address, Minister Cort explicitly recognized and 


thanked the USG for its support of the ABIA, characterizing 

it as a \"practical and demonstrable expression of USG support 
for Antigua and Barbuda.\" In her remarks, the Ambassador 
noted the necessity of small economies such as that of 

Antigua and Barbuda to become more open to foreign investment 
and better able to compete in an open international trading 
regime. 


Comment: Benefits of the Caribbean Conference 


11. (C) Because of Half Moon Bay and the Internet gambling 
dispute, Antigua and Barbuda is arguably the Eastern 
Caribbean country with the most pressing disagreements with 
the United States currently. However, thanks to the June 
Conference on the Caribbean and the strengthened good will 
between the United States and the Eastern Caribbean it 
created, the Ambassador and her counterparts were able to 
focus on the positive aspects of the U.S.-Antigua/Barbuda 
relationship, namely the various facets of USG foreign 
assistance to Antigua. Although contentious issues did 

arise, the environment for these meetings was much more 
positive than would have been the case without the Conference. 
HOWARD 
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E.O. 12958: DECL: 08/29/2017 
TAGS: PREL, PGOV, PINS, IZ 
SUBJECT: JAM CREATES CRISIS IN KARBALA, HITS BADR IN BAGHDAD 


REF: BAGHDAD CLASS O/I - AUGUST 28 (CLASHES IN KARBALA) 


Classified By: Political Counselor Matt Tueller. Reason: 1.4 (b) and ( 
d). 


1. (U) This is a joint Embassy Baghdad - PRT Karbala report. 


2. (C) Summary: Three days of internecine ShiVa violence 
that began August 27 with a thwarted attempt by elements of 
Moqtada al-Sadr\'s Jaysh al-Mahdi (JAM) militia to seize one 
of Shi'a Islam\'s holiest shrines in Karbala and morphed into 
ongoing attacks by JAM against the Islamic Supreme Council 
(ISCI) and its Badr militia in Baghdad and several southern 
provinces have left at least 49 people dead and nearly 300 
injured. Karbala is reportedly quiet but tense after the 
August 28 arrival of the Iraqi Army and an August 29 visit by 
Prime Minister al-Maliki, who has already drawn criticism for 
the slow and uneven response of GOI security forces to the 
violence. A senior ISCI advisor refused to characterize the 
JAM attacks as the beginning of all-out conflict between 
al-Sadr forces and ISCI/Badr, claiming that Badr was engaged 
only in defensive operations, but predicted that al-Sadr and 
JAM will lose considerable support and prestige among Iraqi 
ShiVa as a result of JAM\'s murder of fellow ShiVa Muslims at 
a holy shrine on the occasion of a sacred religious festival. 
Perhaps mindful of this potential public relations disaster, 
al-Sadr\'s office in Najaf reportedly issued a statement in 

his name calling for JAM to suspend operations for six months 
and ordering its restructure. End Summary. 


JAM Runs Amok, First in Karbala( 


3. (C) All available information suggests that the August 
27-28 violence in Karbala stemmed from a planned, coordinated 
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attempt by JAM to forcibly seize one of ShiVa Islam\'s most 
sacred sites at the height of an annual ShiVa pilgrimage to 
celebrate the birth of the Imam Mahdi, or \"Hidden\" Imam. The 
trouble reportedly began August 27 at a security checkpoint 

in front of the shrine complex when Iraqi police attempted to 
prevent JAM cadres from toting weapons into the area, which 
led to a firefight between JAM gunmen and Iraqi police backed 
by the Protection Force of the Holy Shrines (affiliated with 
ShiVa Grand Ayatollah Ali al-Sistani). Sporadic but heavy 
skirmishes ensued on August 28 in which JAM burned all six 
checkpoints leading to the shrine complex and temporarily 
seized control of the area from the Iraqi police. The east 
minaret and some of the decorative gold work of the Imam 
Hussein mosque, one of ShiVa Islam\'s holiest shrines, 
received damage from gunfire during the clashes. Numerous 
cars and several buildings were reportedly burned in the 
melee. The Karbala government imposed a curfew and closed 
the shrine complex to visitors, thus effectively ending the 
pilgrimage and leaving pilgrims to scramble to find 
transportation out of Karbala. Media reports estimate the 
number of dead at 42 and the number of wounded at 282, 
including many innocent pilgrims who were trying to perform 
religious rites. 


4. (C) PRT Karbala contacted Gen. Abdul Amir, commander of 
IA forces in Karbala, who said he was ordered to enter the 

city at approximately 2000 on August 28 by Gen. Othman, 
commander of the 8th Division of the Iraqi Army. Amir said 
that the Iraqi police had completely deserted their posts and 
JAM controlled the area around the Imam Hussein shrine. 
Pilgrims were trapped in the surrounding streets and unable 

to flee the area. He confirmed reports of widespread looting 
and added that JAM stole hundreds of cell phones that were 
earlier collected at the checkpoints from pilgrims entering 

the shrines. Amir said that his forces arrested Hamid 

Ghanush (PC Member, Sadr), believed to be the leader of the 
operation, after killing several of his bodyguards (Comment: 
OMS is criticizing PM Maliki in media statements for 
authorizing the arrest and claims that Ghanush was beaten 
after being arrested. PRT Karbala has reason to believe 
Ghanush was involved in the recent assassination of an Iraqi 
national working for the PRT. End Comment). Amir added 
that after his forces took control of the mosques, they 
discovered several gunmen rigging the Imam Hussein mosque 
with explosives. The IA engaged the gunmen and thwarted the 
sabotage attempt, and Amir speculated that the saboteurs were 
Al Qaeda operatives taking advantage of the chaos to try to 
demolish the mosque. 


5. (SBU) Arabic media and PRT contacts report that the 
situation in Karbala is quiet but tense following the arrival 
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of the Iraqi Army late on August 28 and an August 29 visit by 
PM al-Maliki, who was accompanied by National Security 
Advisor al-Rubai and Defense Minister Abdul Qadir Jassim. 


BAGHDAD 00002906 002 OF 002 


After meeting with the Karbala Governor and other officials, 
al-Maliki relieved Gen. Salih al-Maliki, the officer 

responsible for Karbala\'s security, of his command and fired 
1,500 members of the Karbala Iraqi Police for desertion. He 
also ordered the Iraqi Army to assume responsibility for 
guarding the shrines and authorized the creation of a new 
government force to regulate the movement of pilgrims to 
Karbala and ensure their safety. Although the mosques are 
open as of August 29, a curfew has been in place in the city 
since 1100. 


(And Later in Baghdad and Elsewhere 


6. (C) Senior Iraqi Islamic Supreme Council (ISCI) Advisor 
Haitham al-Husseini told us that JAM elements attacked at 
least 12 offices and facilities belonging to ISCI and its 

Badr militia on August 28, and the attacks have continued 
intermittently throughout August 29. JAM has attacked 
several branch ISCI/Badr offices in the Baghdad area as well 
as offices in Kut, Hillah, Diwaniyah, and Najaf provinces, 
leaving 7 ISCl/Badr members dead and 12 wounded. He opined 
that JAM\'s motive behind the attacks was to confuse the ShiVa 
masses into thinking that the Karbala violence stemmed from 
JAM-Badr rivalry rather than Wa criminal organization 
attacking the Government of Iraq security forces.\" He 
believed that most Shi'a would see through JAM\'s ruse. 
Al-Husseini refused to characterize the JAM attacks as the 
beginning of all-out conflict between al-Sadr forces and 
ISCI/Badr, claiming that Badr was engaged only in defensive 
operations. He was bitterly critical of a \"weak\" GOI 

security response to the JAM attacks, stating the GOI had 
been slow to respond to calls for help from besieged 
ISCI/Badr offices and in some cases did not respond at all, 

an issue raised by ISCI\'s acting leader VAmar al-Hakeem with 
PM al-Maliki. 


Public Image Damage Control? 


7. (C) ISCIWs al-Husseini predicted that al-Sadr and JAM 

will lose considerable support and prestige among Iraqi ShiVa 
as a result of JAM\'s murder of fellow Shi'a Muslims near a 
holy shrine on the occasion of a sacred religious festival. 
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Perhaps mindful of this public image danger, al-Sadr\'s office 

in Najaf reportedly issued a statement in his name calling 

for JAM to suspend operations for six months and ordering its 
restructure. When asked for a reaction, ISCI\'s al-Husseini 
noted wryly that the word had apparently not been passed down 
to al-Sadr\'s JAM fighters, as JAM attacks - including the 
reported clearing of an ISCI-affiliated hospital in the 

Baghdad suburb of Habibiyah by armed JAM fighters - had not 
abated. 


8. (C) Comment: The violence in Karbala and elsewhere is 
one piece of a larger effort by JAM to challenge the 
authority of ISCI and the Najaf religious establishment 
throughout southern Iraq. In the case of Karbala, the goals 
were likely twofold: seize control of the mosques, as well as 
all revenue generated by pilgrims visiting the shrines, while 
demonstrating the inability of the Iraqi Security Forces and 
the Iraqi government to govern the city during the annual 
religious festival. Amir\'s report of saboteurs, if true, 

means that a major ethno-sectarian attack was narrowly 
averted. End Comment. 
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E.O. 12958: DECL: 08/29/2017 
TAGS: PINS, PGOV, PREL, IZ 
SUBJECT: IMPLICATIONS OF MUTHANNA GOVERNOR\'S ASSASSINATION 
REF: A. BAGHDAD 2783 
B. BAGHDAD 2816 
C. BAGHDAD 2821 
D. BAGHDAD 2900 


Classified By: Political Counselor Matt Tueller for reasons 1.4 (b) and 


(d). 
1. (U) This is a PRT Muthanna reporting cable. 


2. (S/REL MNF-I) Summary: It is not yet known who is 
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responsible for the assassination of Muthanna Governor 
Hassani. Members of his Jalabtah branch of the Albu Hassan 
tribe have taken tribal retribution, but the violence has 

been constrained by the intervention of provincial leaders 
and ISCI/Badr national politicians. The widespread 
perception that JAM is responsible for Hassani,s murder has 
taken on a reality of its own, and rumors are swirling that 
both JAM and Badr are gearing up all over the south for a 
fight. This tinderbox could be touched off by local events 
that have little to do with the larger struggle. End Summary. 


Clues About the Assassins 


3. (C/REL MNF-I) Eyewitness accounts of the attack, as 

well as analysis of the attack site and the destroyed 

vehicle, indicate that Governor Hassani,s assassins were 
reasonably sophisticated and had done thorough planning on 
how best to strike. Triple Canopy intelligence analysts 
working for the PRT judged the bomb to have been an unusually 
large conventional charge and not an EFP. The attackers 
emplaced the IED along a stretch of road between a railroad 
crossing and culvert, where Hassani,s convoy was forced to 
travel slowly and in single file. This allowed the attacker 

to time his command detonation of the explosive so that it 

hit the vehicle with maximum force where Hassani was riding 
behind the driver. The attack occurred in an area controlled 
by the Governor,s Jalabtah branch of the Albu Hassan tribe. 
Rumaytha locals believe that no stranger to the area could 
have emplaced or detonated the IED without being noticed by 
Jalabtah members. The implication is that a Jalabtah member 
was one of the conspirators. 


Many Arrested, But Only One of Them a Suspect 


4. (S/REL MNF-I) The Criminal Intelligence Unit (CIU) 

police have arrested one main suspect so far, a JAM hardliner 
from Rumaytha named Rasul Abdul Amir, who has allegedly 
confessed to detonating the IED, but the police have yet to 

air the purported videotape of his confession. From 25-28 
August, police also arrested a host of low-level JAM 
operatives wanted for other incidents, and some known Sadr 
supporters without clear militia ties, who do not appear to 
have been involved in the assassination, but for whom the 
event serves as justification for a crackdown. Another 
common denominator is that those arrested all lack strong 
tribal backing. Police have not pursued well-known senior 
JAM leaders in Samawa or Rumaytha. In particular, they have 
avoided Abu Kareem (Jalayl branch of the Albu Hassan tribe) 
and Haleem (Alou Einayn branch of the Albu Hassan tribe), 
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despite unofficially suspecting them of involvement. This 
suspicion stems from two instances in which Abu Kareem and 
Haleem threatened Hassani that if the Governor did not cease 
authorizing police crackdowns on JAM, Hassani would \"pay the 
price.\" Police inaction appears to be due to fears of major 
retaliation from both JAM and the Jalayl and Albu Einayn 
sub-tribes. Overall, the police investigation has been 

cursory, neglecting even to interview eyewitnesses. The most 
likely reason for this is fear of unearthing more serious 

tribal complicity among the strongest tribes in Rumaytha and 
provoking retaliation when their members are arrested. 


Revenge in Muthanna: Fallout From the Attack 


5. (S/REL MNF-I) The involvement of the Muthanna police 
and the national government in conducting the investigation 
has curbed the scope of the customary tribal retribution by 
Hassani,s relatives. Immediately after the attack, 

provincial officials and sheikhs of the neighboring Bani 

Zraige tribe persuaded those of Jalabtah to stay their hand 
before seeking revenge and instead allow government channels 
to dispense justice. At the funeral of Hassani two days 

later, 22 August, Badr commander Hadi al-Amiri argued with 
the more aggressive members of the Jalabtah and Badr that 
direct, tribal vengeance did not serve their interests. He 
assured those present that the Badr/ISCI leadership in 
Baghdad rated the governor\'s murder as the most important 
issue confronting them, and that they were making 
preparations to address it \"according to the law.\" He warned 
the tribesmen not to \"mess it (these plans) up\" through rash 
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action. 


6. (C/REL MNF-I) These warnings, while not entirely heeded 
by the Jalabtah tribesmen and Hassani,s next of kin, have 
circumscribed their acts of retaliation. The night following 

the governor,s death, one of Hassani,s brothers, Mohsin 
\"Sitcha\", led a collection of cousins and Jalabtah young men 
into the Shuhada neighborhood of Rumaytha and burned down 
Rasul,s house. The armed band prohibited the fire 
department from acting, but requested that they stay on call 

to prevent the blaze from spreading. They also briefly 
attacked the Sadrist Medina mosque, before storming through a 
number of tents for pilgrims lining the main street that bore 
Muatada,s picture. 


7. (C/REL MNF-I) On the night of the 21st, the same armed 
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tribesmen burned the house of Sayyid Muhsin Al-Shara\', a 
well-known Sadrist in Rumaytha who led the social affairs 
department of OMS. Shara\' had been a participant in Baha 
al-Araji\'s most recent visit to Muthanna for negotiations 
concerning ISF-JAM confrontations in Rumaytha. On Saturday 
25 August at 3 a.m., Mohsin and the tribesmen attacked the 
OMS building in Khidr. Driving in tinted police vehicles but 
wearing civilian clothes, they were waved through multiple 
police checkpoints. Upon arrival, they doused the OMS 
building with gasoline and then opened fire on it with 
grenades, PKCs, and AK-47s. 


8. (C/REL MNF-I) Finally, later on the 25th, Mohsin,s 

gang burned to the ground a 160m ID department store owned by 
well-known Sadrist supporter Haji Mashkour al-Khazali of 
Rumaytha. The cost of the damage, along with the fact that 

it targeted a well-respected figure in the community from the 
powerful Khaza\'il tribe, was too much for the tribes around 
Rumaytha. An emergency tribal council meeting was held on 26 
August, in which the sheikhs decided to cordon off the city 

of Rumaytha from further violence. The implication was that 
attacks on the property of Sadrists without strong tribal 

backing were tolerable, but acts that might provoke 

retaliation from powerful tribes and escalate the conflict 

were not. The catalogue of violence above may not appear 
restrained at first glance, but the most telling fact is that 

no one has been killed since Hassani\'s assassination. 


So Who Killed Hassani? 


9. (S/REL MNF-I) COMMENT: None of the culprits have been 
identified with certainty. Rasul may indeed have been the 
trigger man, but he could not have carried out the attack 
without sophisticated accomplices. There is a chance that 
Hassani,s murder was a tribal affair. However, conventional 
wisdom in the community is that JAM is responsible, and we 
judge that to be most likely, albeit with the probable aid of 
someone within the Jalabtah sub-tribe. The sophistication of 
the attack suggests the involvement of a JAM Special Group. 
If that were the case, it is likely that the order for the 

attack came from Muqtada,s inner circle in Najaf or from 
Iran. 


10. (S/REL MNF-I) COMMENT CONT.: Irrespective of who actually 
committed Hassani,s murder, the widespread belief that JAM 
assassinated two Badr governors in ten days has taken on a 

reality of its own. Whether Muqtada authorized the operation 

or not, Badr/ISCI is holding JAM responsible and JAM is 

preparing to defend itself. The street is awash with rumors 

of JAM and Badr commanders throughout southern Iraq receiving 
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orders to stockpile weapons, ammunition and food in 
preparation for major clashes that could break out at any 
point. END COMMENT. 
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E.O. 12958: N/A 
TAGS: KIPR, ETRD, ECON, BR 
SUBJECT: BRAZIL: GOB THREAT TO SUSPEND IPR OF US CITIZENS 


1. (SBU) Summary: Otavio Brandelli, Chief of the Division of 
Intellectual Property Rights at the Ministry of External Relations 

told EconOff on August 27 that the media exaggerated some elements 
of an August 24 report announcing GoB plans to \"cross-retaliate\" 
over a WTO finding against U.S. cotton subsidies by suspending the 
intellectual property rights of U.S. citizens and businesses. He 

noted that the GoB has not yet asked the WTO for authorization to 
\"cross-retaliate\" in this manner and was only laying the legal 
groundwork to retaliate should the WTO authorize such action - which 
he thought would be over a year away if it did occur. 
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Characterizing legislation being introduced by Deputy Paulo Teixeira 
(PT-SP - Workers Party, Sao Paulo State) as too broad, he said GIPI, 
the GoB inter-ministerial council, planned to form a subcommittee to 
draft alternative legislation. Separately, Sao Paulo industry 

contacts told Sao Paulo EconOff that they were not aware of the 
specifics of this proposal, but considered the issue significant and 
were not wholly unsympathetic to the GoB position. End Summary. 


2. (SBU) According to Brandelli, the GoB is still studying the 
possibility of \"cross-retaliation\" and has not reached a decision. 

He said that a 2005 GoB request to the WTO for \"cross-retaliation\" 
against U.S. IPR interests in connection with its cotton case only 
applied to patents. A new WTO request would be broader. New 
legislation will be introduced by Deputy Paulo Teixeira (PT-SP - 
Workers Party, Sao Paulo State) the week of August 27 to provide a 
legal framework for \"cross-retaliation\" covering all IPR areas, 
should such action be authorized by the WTO and the GoB decide to 
retaliate. Brandelli said he felt the language in the legislation 

the Deputy plans to introduce should be more precise. To that end, 
he said the GoB inter-ministerial council (GIPI) was forming a 
sub-committee to draft alternative legislation. All of which, he 
assured, would be done within WTO guidelines. Brandelli added that 
his government would prefer a negotiated settlement to the cotton 
dispute, which he claimed was costing Brazilian industry US$ 4 
billion a year. 


3. (SBU) Sao Paulo industry and trade associations seem to have 
been left out of the federal government\'s decision to consider 
cross-retaliation. When contacted by Sao Paulo EconOff, they had no 
knowledge of the details of the government\'s strategy. Generally 
speaking, the contacts said the issue is clearly important and that 
they planned to discuss it at higher levels within their 
organizations. Frederico Meira, International Negotiations 
Supervisor at the Sao Paulo Federation of Industries (FIESP), said 
any measure that breaks patents and undermines the rule of law is 
harmful; however, the GoB should work within the WTO panel\'s 
decision and protect Brazilian industries that may suffer from 
unfair US trade practices. 


4. (SBU) Comment: At this point, it appears that the GoB is 

strongly considering \"cross-retaliation\" against U.S. IPR interests 

if the USG does not comply with the WTO cotton case finding and 
contests the results, but has not made a final decision. If this 
strategy proves successful, the GoB may attempt to expand it to 
combat all USG and EU agricultural subsidies in general, which would 
also encompass EU IPR interests. Yet, planning is in its infancy 

and GIPI may well propose competing legislation to that being 
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introduced by Deputy Teixeira leading to a delay in passage of any 
enabling legislation in Brazil\'s already lengthy legislative 

process. End Comment. 


5. (U) This cable was coordinated with Consulate General Sao Paulo. 
Chicola 
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E.O. 12958: N/A 
TAGS: OPRC, KMDR, KPAO, PGOV, PREL, VE, Cl 
SUBJECT: MEDIA REACTION - CHAVEZ\' REGIONAL INFLUENCE 


1. On August 29, conservative, independent, \"La Tercera\" (circ. 
101,000) ran an op-ed by Bolivian analyst Sergio Molina entitled \"To 
bed with Chavez or Bush?\" Excerpts follow: 


2. \"Will Latin Americans accept a horse with teeth like those tins 
cans distributed in Pisco (Peru), bribes of the Bolivian army, and 
suitcases with petro dollars in Argentina as well as the redrawing 

of the South America energy map and the financing of infrastructure 
and even national economies? 


3. \"Will Latin Americans accept Chavez and his dollars, regardless 
of the corruption ... even though they reach regions where the state 
stands out for its absence, where poverty is endemic, and where 
financial institutions are broke? ... Between the promise of green 
ethanol in the future and petro dollars today, is there truly a 
choice? ... The U.S. neoconservative policy has not only failed, 
but paradoxically, it has killed the Monroe Doctrine, abandoning the 
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region (giving nothing), leaving the ground fertile for such a 
storm. 


4. \"Venezuela has been subsidizing 50% of the bus tickets of poor 
people in London. Its mayor ... in response to criticism ... said 

\'l prefer to go to bed with Chavez than with Bush, as the British 
government does.\' One can very well imagine that the same thought 
must be crossing the minds of many Latin Americans.\" 


YAMAUCHI 
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E.O. 12958: N/A 
TAGS: PGOV, PINR, PHUM, ELAB, ECON, BR 
SUBJECT: PT PREPARES FOR NATIONAL CONGRESS 
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REF: (A) SAO PAULO 496; (B) SAO PAULO 129; 


(C) 06 SAO PAULO 1264; (D) 06 SAO PAULO 1105 
(E) 05 BRASILIA 2951 AND PREVIOUS 


SENSITIVE BUT UNCLASSIFIED - PLEASE PROTECT ACCORDINGLY. 


1. (SBU) In recent meetings with Poloff, leaders within the Workers 
Party (PT) outlined the focus of the upcoming PT National Congress. 
According to Renato Simoes and others, the Third National Congress 
of the Workers\' Party (PT) will not be a forum for great ideological 
debates, but rather an opportunity for leaders and factions to 

position themselves for upcoming electoral struggles such as the 
municipal elections in 2008 and national elections in 2010. The 
National Congress will also address the future leadership of the 
party, seek to enhance the party\'s profile, and build a lasting 
constituency in a post-Lula PT party. End Summary. 


2. (U) The PT will hol its National Congress, only the third in 

its 27year history, from August 31 through September 2 i Sao 

Paulo. Some 1,500 delegates from Brazil\'s 6 states and the Federal 
District will participae. The Congress comes at a difficult moment 

in the party\'s history as the Lula administration has been rocked by 
a number of scandals as well as internal dissension. After 
weathering the trauma of a major corruption scandal in 2005 to elect 
83 Federal Deputies, five Governors, and to re-elect President Lula, 
the PT is plagued by disgruntlement and disillusion in its leftist 

base. Serious internal divisions and rivalries, growing public 
weariness over federal government policies, and the lack of a strong 
national candidate to succeed Lula have all contributed to a lack of 
focus within the PT. 


3. (U) Over the past few weeks, Poloff and Political Assistant have 
met with various party leaders, thinkers, and office-holders to 

discuss the issues that are most likely to emerge during the PT 
National Congress. These meetings included: Renato Simoes, acting 
Secretary for Social Movements and a member of the PT\'s National 
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Executive Committee; Rui Falcao, a Sao Paulo state legislator and 
former party President who managed Lula\'s unsuccessful 1994 
presidential campaign; and Ricardo Azevedo, president of the Perseu 
Abramo Foundation (FPA), the PT\'s think tank. From varied 
perspectives and with differing points of emphasis, each described 
the state of play and the issues to watch for in the Third Congress 

as well as the 2008 municipal elections, and the 2010 national and 
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state executive and legislative elections. 


4. (U) Three broad themes have been identified for discussion at 
the Congress: \"The Brazil We Want,\" WPT Socialism,\" and \"PT: 
Conception and Functioning.\" Representatives of different schools 
of thought within the party have published 12 \"theses,\" which have 
been debated and refined in local and state party congresses. The 
first two are relatively uncontroversial - the PT wants a growing, 
developing free Brazil with a strong dose of egalitarianism and 
emphasis on social progress, including more rights and better access 
for Afro-Brazilians, indigenous peoples, workers, and the poor, and 
favors a vigorous democratic socialism - with only some priorities 
and details to be worked out. However, the question of the party\'s 
conception and functioning - how it operates in a multi-party system 
- has stimulated a variety of responses and has the potential to be 
an area of contention. NOTE: An in-depth look at the various power 
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centers is forthcoming septel. END NOTE. 


5. (SBU) Due to the multi-faction nature of the PT, the question of 
internal party elections figures to loom large at the National 
Congress. In September 2005, the party elected its national 
president, executive committee, and national, state, and local 
directorates to three-year terms. The timeline calls for new 
internal elections in September 2008, but most in the PT resist the 
idea of holding internal elections so close to the October municipal 
elections. A small portion of the PT\'s largest faction, the Campo 
Majoritario (CM), favors postponing internal elections until early 
2009, but most other parties prefer to move them forward to either 
late 2007 or early 2008 (before the municipal races are in full 
stride) to get new leadership in place sooner rather than later. 


6. According to both Simoes and Falcao, the incumbent PT president, 
Ricardo Berzoini (a Social Security Minister and later Labor 

Minister in Lula\'s first term) of the CM is a strong candidate for 
re-election, though not without opposition. However, Berzoini has 
said both publicly and privately in the past week that he will not 

run, and Azevedo thinks he should be believed. Comment: Elected in 
the aftermath of the \"Mensalao\" vote-buying scandal (see ref E), 
Berzoini has never been seen as a strong leader. He was forced to 
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step aside in October 2006 after being implicated in another scandal 
involving a fake political \"dossier\" designed to undermine Sao Paulo 
gubernatorial candidate Jose Serra. Though he later returned to the 
job, he has never recovered his strength. End Comment. 


7. (SBU) If Berzoini does not run, logical choices would include 
two old-timers, Marco Aurelio Garcia (PT first vice president who 
served as acting President in Berzoini\'s absence and is currently 
President Lula\'s Foreign Affairs Advisor) and Luiz Dulci, the 
Secretary General of the Presidency. Garcia, however, has said he 
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doesn\'t want the job and is also suffering from an image problem 
ever since he was captured on national television making obscene 
gestures to \"celebrate\" the news that the July 17 crash of TAM 3054 
at Congonhas airport in Sao Paulo, which killed 199 people, may have 
been caused by mechanical problems and not by factors under the 
government\'s purview such as the short, slippery runway. Luiz 

Dulci, a founder of both the PT and the Unified Workers Center (CUT) 
and a past President of the Perseu Abramo Foundation who remains one 
of President Lula\'s oldest and closest friends, has also said he is 

not interested, but may change his mind. As one of the few members 
of the old guard to emerge untainted from the scandals and to remain 
in the government, and reportedly one of the only people left in the 
Presidential palace in whom Lula still confides, if forced to choose 
between party and government, Dulci would probably want to stay in 
the government. 


8. (SBU) Other potential candidates have emerged, such as Olivio 
Dutra, former Governor of Rio Grande do Sul and former Minister of 
Cities and, most recently, Antonio Palocci, a Federal Deputy who 
served as Finance Minister 2003-6 before resigning over a blatant 
abuse of his office to escape incrimination in a sex scandal. Both 
would likely generate opposition from either the CM, in the case of 
Dutra, or the PT\'s left wing, in the case of Palocci. While 
long-shots, both potential candidates are waiting in the wings in 

the event that Berzoini, Garcia, or Dulci decide not to run. 
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9. (SBU) The question about when to elect new party leadership, and 
whom to elect, is extremely important because the new PT president 
must lead the party into national elections three years from now. 
Political observers agree that all parties are already focused on 

2010, but none so much as the PT, which for the first time will 
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offer a candidate not named Lula. NOTE: Some observers believe that 
Lula hopes to see a weak President elected so he can mount another 
challenge in 2014 (the Constitution prohibits three consecutive 

terms, but nothing precludes Lula from running in 2014, when he will 
be 68) End note. 


10. (SBU) The decision on when or if to field a leading candidate 
either from the PT or any of the other coalition parties is also at 
center stage for this National Congress. Azevedo predicted that if 
left up to him, Lula would not decide whom to support until sometime 
in 2009, after the municipal elections have clarified the picture. 

Lula aspires to be the Great Elector and kingmaker, to perpetuate 
his legacy, but many in the PT will insist on beginning now to work 
on identifying a PT candidate. Comment: Many analysts agree that 
fielding a candidate too soon would result in increasing dissension 
within the PT ranks and would offer a target for the opposition to 
attack. End Comment. 


11. (SBU) Regarding the political/economic platform of the PT, 
there is near unanimity that the political system needs to be 
overhauled before any meaningful economic reforms or improvements in 
governance can take place. The Lula administration put forward a 
bill with four elements: 1) Voting for a closed party list; 2) 

Public financing of election campaigns; 3) Party fidelity; and 4) An 
end to coalitions in campaigns governed by proportional voting, 

e.g., legislative campaigns. The PT generally supports the bill, 

but numerous PT Federal Deputies oppose the closed party list (in 
which voters are asked to choose a political party, whose slate of 
candidates is selected by party leaders but not disclosed to 

voters). Even though strong opposition to this reform agenda by the 
opposition appears to have killed three of the four initiatives for 

now, the PT is likely to maintain many of these areas as central 
themes going into 2010. A party fidelity measure was approved in 
committee in the Chamber of Deputies and is now awaiting a plenary 
vote. 


12. (SBU) Despite the challenges it faces, the PT remains strong in 
many ways. Labor leaders such as the Unified Workers\' Center 
(CUT\'s) Joao Felicio, while taking issue with some of Lula\'s 
policies, freely acknowledge that Brazil may never again see a 
candidate so friendly to labor. In addition, the PT is closely 
associated with public welfare campaigns such as the \"Bolsa Familia\" 
from which roughly 25% of Brazilians receive financial support, and 
thus remains strong with the economically disadvantaged of the 
country. But there is no question that the burdens associated with 
running the federal government, with its accompanying 
coalition-building and compromising, has severely taxed the party\'s 
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political talent and tarnished its image. It is losing old friends; 

a number of radicals left in 2005 to join Heloisa Helena\'s Socialism 
and Liberty Party (PSOL); the MST (Landless Movement) is 
increasingly alienated by what they perceive as a lack of commitment 
to agrarian reform; and we hear increasingly that the Communist 
Party of Brazil (PC do B) wants to leave the coalition and may even 
launch a new labor central in competition with the CUT, a PT sister 
organization. The question remains whether the support enjoyed by 
the PT is support of Lula or of the party itself. How the PT will 

meet this challenge and burnish its image is perhaps the most 
important issue its Third Congress will have to address. End 
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Comment. 
13. (U) This cable was coordinated with Embassy Brasilia. 
WHITE 
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This cable contains sensitive information. Not for internet 
distribution. 


1. (SBU) SUMMARY. Relations between Argentina and Uruguay have 
deteriorated since early 2006 over the construction of the $1.2 

billion Finnish-built \"Botnia\" pulp mill, now nearing completion on 

the Uruguayan side of the Uruguay River. Some Argentine residents 
across the river from the pulp mill have strongly objected to the 
project, alleging it will cause environmental, olfactory, and visual 
pollution in what they contend is a sensitive ecological and tourist 
area. Residents and activists have conducted intermittent blockades 
for the past year-and-a-half of the three bridges along this river 

that connect the two nations, restricting the flow of people and 

goods, and reducing Uruguayan trade and tourism. One bridge, 
connecting Gualeguaychu to Fray Bentos, Uruguay, has been completely 
closed since November 2006. Initially caught off-guard by the 
protests, the GoA tacitly encouraged them, seeing apparent political 
gain, but has since seen what was initially a local community 

protest balloon into an international conflict. 


2. (SBU) Argentina resisted Uruguay\'s initial efforts at mediation 

via Mercosur, and subsequent mediation through the good offices of 
the King of Spain have to date been unsuccessful. Both governments 
have filed cases with the International Court of Justice, and the 

two governments seem to be at an impasse. The GOU has offered the 
GOA joint Argentine-Uruguayan monitoring over the plant4s 
construction and operations, but refuses to negotiate any such terms 
while bridge blockades remain in place. Although the possibility of 
serious violence is low, there could be trouble in October, when the 
Botnia mill is scheduled to begin operations, and Argentina holds 
presidential elections. The USG supported the World 
Bank/International Finance Corporation (IFC) loan for the project, 

but otherwise has avoided becoming entwined in what has been 
described as a family feud. End Summary. 


Deteriorating Bilateral Relations Over Pulp Mill 
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3. (SBU) This report provides a status report (from the Argentine 
side of the river) on the Argentine-Uruguay dispute over the 
construction of two pulp mills being constructed on the Uruguayan 
side of the River Uruguay, which divides the two countries. The 
paper mill being constructed in Fray Bentos, Uruguay by Finland\'s 
Botnia company is now nearing completion, and is set to begin 
production in October 2007, at roughly the same time as Argentine 
national elections. The $1.2 billion mill represents the largest 
foreign investment in Uruguay\'s history and will help the country 
move up the value chain beyond the export of raw materials, while 
reportedly generating some 2,500 local jobs (of which 300 will be at 
the mill and about 2,200 in forestry and local transport). 

According to local press, the plant is projected to generate value 
added equivalent to 2.5% of Uruguay\'s entire GDP (based on 2006 
figures) and slightly more than eight percent of the country\'s 
exports for each year of full-capacity production. Argentine 
protests were successful in moving another plant, to be constructed 
by Spanish ENCE, to a new location (albeit still on the River 
Uruguay). The Sweden-Finnish Stora-Enso company has also bought 
significant amounts of land to set another plant in inner Uruguay. 


4. (SBU). Relations between Argentina and Uruguay, nations with 
close cultural, linguistic, and ethnic ties, have deteriorated 
considerably as a result of the dispute. A protest movement, 
centered in the Argentine town of Gualeguaychu, Entre Rios Province, 
10 miles away from its Uruguay River border, which itself faces the 
pulp mill, has strongly objected to the project, alleging it will 

cause environmental, olfactory, and visual pollution in what they 
contend is a sensitive ecological and tourist area. Argentine 
protestors since November 2006 have completely blocked road and 
bridge access to Uruguay near the town of Gualeguaychu. For the 
past year, Argentine protestors have also occasionally blocked two 
other bridges farther north on the River Uruguay, usually during 
holidays and vacation periods. These actions have significantly 
limited land access between Argentina and Uruguay. In early 2007, 
te GOU estimated total economic losses of over US$500 million in 
reduced trade and tourism due to the restricted flow of people and 
goods. 


5. (SBU) The GOA has repeatedly insisted that it will not use force 

to stop the blockades and continues to insist that Uruguay and the 
Finnish company move the Botnia plant to a different location - 
despite the fact that the enormous plant is nearly finished. 

Argentine President Kirchner has complained of Uruguayan President 
Vazquez\'s \"stubbornness,\" and often linked the Finnish company to 
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\"international interests\" that want the region to be a \"global waste 
dump.\" 


6. (SBU) The GOA\'s disinclination to take action against the 
protestors for what seems to be clear violations of law reflects 
Argentina\'s particular attitude towards authority. In fact, 

blocking roads and staging illegal strikes are common practice in 
Argentina, and the GOA almost never intervenes. In a country where, 
according to polls, only one out of four people seeks police or 
judicial recourse in the case of a dispute, these blockages and 
strikes are accepted as an outlet for public anger. The Kirchner 
administration has also shown itself reluctant to use force to 

control or break up social protests. The previous president, 

Eduardo Duhalde, was forced to call early elections as a result of 
massive protests following the deaths of two demonstrators in an 
incident with security forces. Thus, even though local media 
confirms that a vast majority of Argentines do not have a strong 
opinion on the pulp mill, and even many local businesspeople and 
citizens oppose the blockades, they too have been largely powerless 
against these protestors. 


7. (SBU) Many Argentines and media commentators recognize that the 
Botnia plant will not seriously harm the environment. Most analysts 
agree with the IFC\'s comprehensive cumulative impact study, reviewed 
by independent experts, which concludes that the mills \"compare 
favorably with best available technology and best environmental 
practice for mills in Europe and North America\" and that \"there 
should be no significant deterioration in the air and water quality 

in the area.\" In late 2006, IFC and Multilateral Investment 

Guarantee Agency (MIGA) approved a $170 million investment and a 
guarantee of up to $350 million for Botnia. In fact, many observers 
predict that the Botnia plant will have a net positive effect on the 
cleanliness of the River Uruguay -- in addition to scrubbing its own 
wastewater, the Botnia operator has reportedly offered to treat the 
wastewater of the town of Fray Bentos, as well as waste products 
emanating from an existing pulp plant located in the nearby town of 
Mercedes. 


8. (SBU) Argentine media has generally pointed out inconsistencies 
in the GOA and protesters\' positions, Argentina\'s own spotty 
environmental record, and highlighted the modern standards of 
Botnia\'s technology. Media have also criticized Kirchner for what 
they describe as his mishandling of diplomacy in this dispute, and a 
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major example of Kirchner\'s focus on domestic issues at the expense 
of foreign policy. But it has also fueled the conflict by putting 
protestors at the center ofthe story. There was one notorious 
exception to the media\'s otherwise generally fair coverage: the 
well-respected daily, La Nacion, published photos in October 2006 
said to be from the Argentine side of the Uruguay River, showing 
what appeared to be an enormous and ugly Botnia factory protruding 
on the other side of the river, with beach-goers in the foreground. 
Only later was it learned that the photo of the mill was taken with 

a telescopic lens, and superimposed over a normal shot of the nearby 
beach. This doctored photo likely contributed to the general 
Argentine willingness to support the protestors, and many Argentines 
are convinced that Botnia will dominate the beach\'s view. In fact, 
Botnia is only barely visible on the horizon from the Argentine 

beach. 


9. (SBU) Argentina itself unsuccessfully competed for the same 
investment, primarily at the Entre Rios Province level, but lost, 
reportedly due to its problematic investment climate. There are 
currently ten Argentine paper mills operating with older and more 
polluting technology than that to be employed by Botnia. When 
confronted with this fact, the GOA response has been to point out 
that it has gone after Botnia and Uruguay for violating various 
provisions of the Statute of the River Uruguay, the 1975 agreement 
meant to govern the actions of Argentina and Uruguay on their shared 
river. Nine of Argentina\'s paper mills are within the country\'s 
borders, while one, in Misiones Province, shares water with Paraguay 
but has not been the subject of controversy. Another issue is that 
Argentina is home to perhaps the most polluted river in the 
hemisphere, the Riachuelo River, which spills out toxic chemicals 

into Buenos Aires, and later goes downstream by the Uruguayan 
coastline. While the GOA has improved its record in regulating 
mining and water pollution in recent years, its spotty environmental 
record puts it in a weak position to criticize Uruguay. 


10. (SBU) Uruguay first attempted to bring this case before a 
Mercosur tribunal in June 2006, seeking damages from Argentina for 
the blockades and noting that the founding Mercosur Treaty of 
Asuncion guarantees the free circulation of goods and services 
between members. The GOU calculated then that the blockades had 
caused $400 million in losses, and that the GOA had failed to act to 
prevent or lift them. The GOA countered that it did act to soften 

the effects, and was able to demonstrate that bilateral trade during 


Column 3 

this time had in fact increased. The tribunal, an ad hoc assembly 

of three arbiters (one each from Argentina, Uruguay and Spain), 
issued a non-committal ruling in September 2006 that was interpreted 
as a victory by each side. The judges ruled that the GOA had acted 
\"in good faith\" to dissuade road blocks, but its failure to remove 

them was not compatible with its obligations under Mercosur, that 

the GOA was not liable for reparations, the tribunal would not take 
special measures to oblige the GOA to dissuade future roadblocks, 
but that the blockades had caused \"undeniable inconveniences to both 
Uruguayan and Argentine trade.\" Both governments claimed victory - 
but the conflict continued. 


11. (SBU) During the late 2006 Ibero-American Summit in Montevideo, 
Kirchner reportedly requested the assistance of King Juan Carlos of 
Spain to facilitate negotiations. President Vazquez agreed, while 
repeating the GOU\'s condition that it would not agree to substantive 
negotiations while the blockades were in place. Argentine 

protesters\' response was that a sine qua non for them was that the 
plant be moved. The King of Spain is currently mediating the 

dispute, via his emissary, Spanish Ambassador Juan Yanez-Barnuevo, 
who has conducted several negotiations in Uruguay, Argentina, 
Madrid, and New York since late 2006, but as yet with no success. 


12. (SBU) Different aspects of the case have already been through 
two rounds of review by the International Court of Justice (ICJ) in 

The Hague. Uruguay prevailed in the first round in July 2006 when 
the ICJ rejected the GOA\'s request for an injunction to halt 
construction while an environmental impact study was conducted. 
Uruguay argued that the alleged peril to Argentina was not imminent 
or immediate, and the Court concluded - by fourteen votes to one - 
that \"the circumstances are not such as to require the exercise of 

its power to indicate provisional measures.\" This judgment did not 
settle the question of whether Uruguay was ultimately breaching its 
Treaty obligations to Argentina, a decision not expected until late 
2007 at the very earliest. Argentina argues that Uruguay had 

violated the Argentine-Uruguay bilateral 1975 River Uruguay treaty 
by allegedly failing to consult the GOA before acting on any project 
that might affect the river. The GOU said that it had held 

discussions over the plants, with no GOA objections, and also argued 
that the plants were to use the \"best available technology,\" in this 
case a chlorine-free bleaching method. The GOU also argued that an 
independent World Bank study had supported their position. Uruguay 
may still be liable to Argentina if it is later found to be in 

breach of Treaty obligations. Argentina won round two in January 
2007 when the ICJ denied Uruguay\'s request to hear its case for 
forcing an end to the Argentine road and bridge blockages. 
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13. (SBU) Popular Argentine support for the Gualeguaychu 
demonstrators has waned from its high point in May 2006, when a 
bikini-clad Miss Gualeguaychu crashed the official photo session of 
the Europe-Latin American summit of 60 European and Latin American 
heads of state in Vienna, holding a sign that read \"No Pulp Mill 
Pollution\" in English and Spanish, and gave the issue unusual 
international exposure. Most observers, however, think that these 
roadblocks - and nominal GoA support -- will last at least until the 
October presidential elections, and likely longer. Although local 
analysts, press and Post contacts largely discount the possibility 

of serious violence, trouble could occur in October, when the mill 
commences operations and Argentina holds presidential elections. 
There is the possibility that some Argentine protestors could 
attempt to take advantage of the heightened political tension to 
escalate the conflict. There have also been occasional Argentine 
media reports that the Uruguayan military has begun to prepare for 
possible protests near the site after the plant begins operations. 


14. (SBU) Recently, tensions have mounted. The GOU, responding to 
some Gualeguaychu activists\' placards depicting bombs and missiles 
hitting the pulp mill, reportedly sent a strongly worded official 

protest of this \"terrorist\" threat. In response, the GOA in turn 
reportedly called in the Uruguayan Ambassador to protest the use of 
the term, and noting that Argentina had twice been a victim of 
terrorism in the 1990s. On August 14, a small amount of sodium 
sulphide, a material with which Botnia employees routinely work, was 
accidentally released in the air during a period of high wind. 

According to a Botnia press release, two workers downwind showed 
skin, eye and upper respiratory symptoms, but according to medical 
professionals, there were no major clinical symptoms. Nonetheless, 
this incident prompted more GOA and activists\' complaints. 


15. (SBU) Also recently, and for the first time, protestors have 
extended their road blocks to territory completely within Argentine 
territory, blocking Route 14, \"Mercosur Highway,\" connecting 
Argentina and Brazil, through which 7,000 vehicles pass daily. In 
another first, a federal judge, reportedly responding to local 

business formal complaints, recently ordered federal police to 
prevent a regularly scheduled blockade of the northernmost of the 
three bridges, in Concordia. On August 29, GOU President Vazquez 
inaugurated a new port in Nueva Palmira, near the new Botnia plant, 
that will handle all the wood and pulp shipments for the new pulp 

mill. The GOA MFA sent a strongly worded protest note, noting its 
\"worry and despair\" that Vazquez\'s appearance would \"aggravate\" this 
dispute. At this port opening ceremony, a group of Argentine 
protestors were also nearby, having approached in several boats, 
remaining at the Argentine-Uruguay maritime border, several hundred 
yards away. The GOU Coast Guard kept a watchful eye, and the 
protest was reportedly peaceful. 
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16. (SBU) The United States voted in favor of aNovember 2006 US$ 
170 million IFC loan and US$ 350 million MIGA risk insurance package 
for the Botnia plant. The World Bank believes that this plant will 

have a significant, positive effect on the Uruguayan and regional 
economy. 


17. (SBU) The Kirchner administration appears to have painted itself 
into a corner by allowing the Gualeguaychu protests to become a 
national cause celebre and by providing rhetorical and likely 
financial support for the protesters. Given the positions staked 

out by the two governments, any Argentine conciliation would be 
viewed as treason by the Gualeguaychu hardcore and as an 
embarrassing defeat for a GOA policy initiative by Kirchner 
administration supporters. Uruguay has adapted to this situation, 
as has Argentina: the occupancy rate of the existing ferry that 
services connecting the two nations has reportedly grown sharply 
since the dispute, and a new ferry line has opened business as well. 


18. (SBU) Increasingly, it appears that the initial strong support 

for this cause has faded. The Argentine press and motorists appear 
to have less and less sympathy for these roadblocks. Even 
Kirchner\'s decision to promote Romina Picolotti, the leading 
Gualeguaychu protestor to the federal post of Secretary of 
Environment - has now soured on him, as she now faces charges of 
misappropriation of funds and nepotism. Some analysts believe that 
the GoA, after the elections, will look for some face saving way to 
de-escalate the situation, accept conditions Uruguay has offered, 
and try to put this bilateral debacle behind it. End Comment. 
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Ref: (A) Buenos Aires 1648 
(B) Buenos Aires 1644 
(C) Buenos Aires 1642 


This cable contains business-sensitive information -- not for 
internet release. 


1. (SBU) Ten days after President Kirchner announced the imposition 
of non-tariff barriers on burgeoning Asian imports, local media has 
reported that China struck back with retaliatory phytosanitary 
inspections of Argentine soy shipments, though two grain trading 
company reps say the inspections occurred before Kirchner\'s 
announcement. Local media also reports statements by Chinese 
officials complaining that Argentine measures are WTO-inconsistent 
and claiming the right to take \"necessary measures\" in response. 
While GoA trade-related resolutions issued following the President\'s 
announcement have been non-discriminatory, a pending resolution to 
re-set customs inspection reference prices could include Asian 
country-specific designations. The U.S. AmCham has sent a letter to 
Economy Minister Peirano highlighting U.S. company concerns that 
non-tariff barriers will affect incoming shipments from their Asian 
affiliates. U.S. firms Dell, Honeywell, HP and IBM, which had 

earlier expressed concern to Post about goods held up by Customs, 
have reported their shipments released. End Summary. 


2. (SBU) Local media reports that, in apparent retaliation for 
non-tariff barriers imposed by the GoA on Asian imports (Ref A), 
Chinese authorities subjected three shiploads of Argentine soy 
products in Chinese ports to rigorous phytosanitary inspections. 
However, a local representative of grain company Louis Dreyfus, 
which owned one shipload of the soy, said China\'s inspection 
actually took place two months ago. Hugo Krajnc, Public Affairs 
Director for Cargill in Argentina (owner of another soy shipload) 
and Chair of the AmCham Trade Committee, confirmed to Post 
Agricultural Attache that China\'s inspection of Cargill's soy also 
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occurred prior to Kirchner\'s announcement. While the shipments were 


eventually cleared for entry, media reports that this was the first 
time since 2004 that China had subjected Argentine agricultural 
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shipments to such inspections. Local media also quoted a Chinese 
Ministry of Trade official in Beijing saying the GoC \"does not 
understand nor accept in any way\" Argentina\'s actions that \"ignored 
WTO regulations.\" The official asked that Argentina\'s new Customs 
procedures be published \"immediately,\" and asserted China\'s \"right 
to take necessary measures\" in response. 


3. (SBU) In an August 27 media interview, GoA Customs Director 
Ricardo Echegaray denied that his organization had worked to block 
or delay Chinese imports but noted that \"there might be a bottleneck 
in Montevideo (Uruguay),\" where containers have supposedly been 
awaiting transshipment to Argentina. He also said the GoA had 
earlier requested cooperation from Chinese customs to combat 
under-invoicing, one of the primary justifications for the new 
measures, but received a response in May that the Chinese \"were not 
interested\" in the issue. 


4. (SBU) Following an emergency meeting of the American Chamber of 
Commerce (AmCham) trade committee on August 22 attended by Econ and 
FCS officers (Refs A, B) AmCham sent a letter to Economy Minister 
Peirano noting U.S. company concern about the non-tariff barriers 

imposed on Asian imports that affected incoming shipments from their 
Asian affiliates. Subsequently, U.S. firms Dell, Honeywell, HP and 

IBM, which had earlier expressed concern to Post about goods held up 

by Customs (Ref A), reported that by August 27, their shipments had 

been released. 


5. (SBU) Three official new trade-related measures have been 
published since Argentine President Kirchner and Economy Minister 
Peirano announced on August 17 that restrictions would be imposed on 
Asian imported goods. The first (Economy Ministry Resolution 
47/2007), requiring a new non-automatic license for non-leather 
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suitcases and handbags (Ref B), was published August 17 and takes 
effect August 31. The second (Economy Ministry Resolution 61/2007), 
imposing a similar non-automatic license for shoe uppers, was 
published August 23. The third (Customs Resolution 50/2007), 
published August 24, limits the ports-of-entry for numerous tariff 
schedule groupings (including 20 whole chapters - all textiles, 

shoes, electrical machinery, metal and certain other manufactured 
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goods, watches; partial chapter limits include plastic household 
goods, leather cases and apparel, porcelain and ceramic tableware 
and ornaments, household glass goods, imitation jewelry, household 
appliances, pots and pans, computers, car parts, motorcycles and 
parts, bicycles and parts, lamps, and toys). 


6. (SBU) Still pending is a measure earlier described to Econoffs by 
Ministry of Economy Trade Undersecretary Schale (Ref A) that will 

(1) update 5,000 - 8,000 customs \"Reference Prices\" and (2) subject 
goods from China, India, Hong Kong, North and South Korea, 
Indonesia, Malaysia, Pakistan, the Philippines, Taiwan, Thailand, 
Singapore, and Vietnam with values below these reference prices to 
additional scrutiny prior to Customs clearance (Ref A). 


6. (SBU) According to an August 24 report by the GoAV's official 
statistics agency, INDEC, exports to China have risen 28% y-o-y 
through seven months of 2007 to US$ 2.6 billion, while imports from 
China have risen 62% to $2.6 billion. The report notes that 
Argentine exports are primarily soy beans and oil, and attributes 

the rise in value primarily to increased prices. Imports from China 
are primarily capital and intermediate goods, though the report also 
notes an increase in consumption goods from Asia, including Chinese 
motorcycles. According to the Global Trade Atlas, China has been 
Argentina\'s second largest export destination in value terms for the 
first half of 2007. 


7. (SBU) Argentina is certainly within its rights to subject imports 
to additional scrutiny to ferret out illegal under-invoicing. But 
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any eventual GoA resolution that targets such non-tariff barriers to 
goods arriving from specific Asian countries will invite WTO 
attention. The latest Customs regulation published by the GoA 
restricts the Argentine ports of entry for a number of products 
imported largely from Asian markets. While this measure will 
certainly delay processing and increase the final costs of some 
Asian imports, it is, on its face, non-discriminatory. Now, ten 

days after President Kirchner announced measures would be undertaken 
to restrict burgeoning Asian imports, the GoA has yet to publish a 
promised official resolution that will list new universal customs 
inspection reference prices and perhaps include Asia 
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country-specific measures. Argentine importers, including U.S. high 
tech companies, are waiting to see how this new resolution will be 
worded. 


8. (SBU) Even if China\'s inspections of Argentine soy were unrelated 
to recent announcements and measures, media coverage of these 
inspections may instruct the Kirchner administration about the 
consequences of populist trade restrictions. The phytosanitary 
inspections are a pointed reminder that Asia is a key market for 
Argentine exports: roughly 20% of Argentine exports to date in 2007 
go to Asian markets, and China alone absorbs 11% of Argentine 
exports. Seventy percent of Argentine sales to China are soy 
products, and export tariffs on primary commodity exports remain an 
essential source of GoA revenue. Argentina is being reminded that 
trade populism can cut both ways. 


KELLY 
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SIPDIS 
SIPDIS 
FOR PEACE CORPS: DIRECTOR TSCHETTER; ALENE ZANGER 


E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, PGOV, EFIS, SENV, PHSA, KCRM, KWMN, ELAB, EAID, 
SMIG, KR 

SUBJECT: KIRIBATI UPDATE: 


REF: A. SUVA 406 
B. SUVA 334 
C. STATE 89226 
D. SUVA 386 
E. SUVA 399 


Classified By: Amb. Dinger. Sec. 1.4 (B,D). 
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Summary 

1. (C) Kiribati President Tong, Vice President Onorio, and 
five other Ministers were re-elected to Parliament in a first 
round of elections on Aug. 22. A second round of run-off 
races takes place today. Once Parliament is in place, it 
will select three or four MPs to run for President in 
October. Tong looks likely to win a second presidential 
term. He has intimated it will be his last, and he will be 
ready to make tough decisions. The Australian High 
Commission in Kiribati sees indications that Tong was fully 
involved in the decision to sell tuna licenses to South and 
Central American purse-seiners. The sense is that Kiribati 
looks out for its own financial interests, regardless of 
regional commitments. Australia is discussing with UNIFEM 
how that agency might assist in the effort to curb the 
practice in Kiribati of girls providing sexual services to 
Korean fishing boats. End summary. 


Kiribati elections and presidential politics 

2. (SBU) An Aug. 30 phone conversation with the Australian 
High Commissioner to Kiribati provided an update on issues 
discussed in reftels. The Kiribati general election\'s first 
phase took place on Aug. 22, with President Tong, Vice 
President Onorio, and five Ministers winning their 
parliamentary seats. The Tong coalition took 15 of the 18 
seats decided. A Court of Appeals decision in early August 
that overturned a high court judgment against the Tong 
government for mishandling of fiscal policy (Ref A) became 
ammunition for the Tong coalition in the campaign. The 
second election phase for candidates who did well in the 

first round but didn\'t reach \"50 1%\" takes place today, Aug. 
30. Only one Minister didn\'t make it to the second round, 
the Minister of Commerce, who had been active in pushing a 
\"privatization\" theme. The Australian High Commissioner saw 
that Minister as one of Kiribati\'s brightest stars, but local 
politics on his small island apparently overrode national 
achievements. 


3. (SBU) Once the Kiribati Parliament is in place, it will 
choose three or four MPs to run nation-wide for President in 
early October. Given the results to date, it appears certain 
Tong will be one of the candidates. He reportedly has let 
people know he is willing to serve a second term; but he 
won\'t take a third term. He has indicated he will be willing 
to make tough decisions in a second term, with no further 
political aspirations to be factored in. 


Tuna license problem 
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4. (C) The Director of the Forum Fisheries Agency and a 
Kiribati-citizen FFA official visited Tarawa recently. High 

on their agenda was the Kiribati Government\'s licensing of 
South and Central American purse-seiners to fish for tuna in 
Kiribati waters. Per Refs B-D, the USG has expressed serious 
concern about those licenses. The FFA Director reportedly 
had a long and serious conversation with President Tong, who 
was adamant that Kiribati has the right to maximize its 
income. Since Kiribati does not have the surveillance 
capacity to ensure Tuna Treaty compliance, it intends to 
license and receive revenues from those who would fish in 
Kiribati waters, legally or illegally. More generally, 

Australia has noted an \"in it for ourselves\" theme from 
Kiribati in recent years: a willingness to sign on to 

cooperate regionally, but to go it alone whenever there is 
possible financial gain. 


5. (C) There have long been rumors of corruption in the 
Kiribati Ministry for Fisheries. President Tong reshuffled 
personnel last year, attempting either to clean up such 
activities or gain control of them. President Tong\'s younger 
brother Peter became Secretary for Fisheries. The selling of 
licenses to Ecuador and others suggests no clean-up has 
occurred, so \"gaining control\" seems the more likely 
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Presidential motive in the restructuring. 


G/TIP and Kiribati 

6. (U) Regarding the Kiribati problem of girls providing 

sexual services to visiting foreign (Korean) fishing ships, 

the Australian High Commission is encouraging the regional 
UNIFEM (Suva) office to take a role. We discussed a Kiribati 
official\'s suggestion (Ref E) that an important early step 
should be a baseline survey to \"get beyond anecdotes. The 
Aussies will see if UNIFEM is interested in undertaking such 
a survey. 

DINGER 
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SIPDIS 
SIPDIS 


STATE PLS PASS TO HHS FOR STEIGER OGHA 
STATE FOR WHA/BSC 
STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL IMAI 


REF: CDC ATD 4276 


1. Mission welcomes and grants country clearance for Kumiko Imai, 
Service Fellow, NCCDPHP/HHS, Centers for Disease Control and 
Prevention, to Brasilia, Brazil, from September 2 to September 6, 
2007, to attend the Secretariat of Health Surveillance Meeting and 
Workshop, and present Methodology Cost Analysis Chronic 
NonCommunicable Disease." 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. W Airport visas do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
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regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required and that traveler has a NACI/no access to classified 
material. 

However, the Embassy requests that traveler(s) before or on arrival 
contact the Counselor for Environment, Science, Technology and 
Health Richard Driscoll and/or ESTH Officer KG Moore to brief them 
on official activities/meetings planned while in Brazil. Further, 

at the end of the visit traveler(s) should provide a debrief to Mr. 
Driscoll or Mr. Moore. If traveler(s) are in Brasilia, they should 
come to the Embassy to meet with the ESTH section and, as 
appropriate, other Embassy officials. The contact information is as 
follows: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, cellular phone 011+(55)(61) 9965-1439; 
email: DriscollRJU@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 
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8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
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costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
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excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 
The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
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extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
acrime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


CHICOLA 
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SIPDIS 
SIPDIS 
FOR PEACE CORPS DIRECTOR TSCHETTER AND ALENE ZANGER 


E.O. 12958: N/A 
TAGS: PREL, EAID, PGOV, KR 
SUBJECT: PEACE CORPS AND KIRIBATI: GOOD NEWS ON AIR SERVICE 


REF: SUVA 398 


1. (U) Following up on reftel, the Australian High 
Commissioner reports that both Air Kiribati aircraft have 

been flying domestic routes routinely in recent weeks. When 
the CASA plane arrived back from Australia in late July, 

there was an initial problem when a Kiribati agency withheld 
fuel, purportedly because a bill hadn\'t been paid. The Tong 
Government surmised \"political interference\" by opponents, 
sacked the agency board, and got fuel flowing. Australia 

still plans to place two engineers in Tarawa to build local 
aircraft-maintenance capacity. One will arrive shortly; 

AUSAID is attempting to recruit a second. AUSAID is prepared 
also to provide technical assistance for a business plan to 
incorporate an additional two aircraft, either Chinese Y-12s 

or Canadian Twin Otters, into the Air Kiribati fleet. The 

next step, a Kiribati Government proposal for the TA, hasn\'t 
happened yet. The Aussies get the impression President Tong 
is serious about solidifying Air Kiribati service, including 

by purchasing the additional aircraft and, if necessary, 

tapping the Kiribati Trust\'s reserve fund to do so. 


Comment 

2. (U) Per reftel, given the improved domestic air service 
and the Australian High Commission\'s willingness to join with 
Peace Corps to address medical issues, we believe a 
full-scale Peace Corps program in Kiribati should resume. 
DINGER 
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E.O. 12958: N/A 
TAGS: PGOV, PHUM, GY 
SUBJECT: PRESIDENT PARDONS TREASON ACCUSED MARK BENSCHOP 
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1. (U) SUMMARY: President Jagdeo paradoned Mark Benschop, the 
treason accused detainee who has been imprisoned since 2002 

for alleged involvement in storming the Office of the 

President. Benschop, whose first trial resulted in a hung 

jury in 2004, reluctantly accepted the pardon, but vowed to 

continue leading protests against the PPP. Benschop\'s 

release comes at a time when many prominent politicians felt 

that prolonging his detention only served to make him a 

bigger martyr, and, as such, a potentially valuable political 

weapon to be used against the GOG in the future. END SUMMARY. 


2. (U) Benschop was jailed in 2002 after he was charged 
jointly with PNC Member of Parliament Phillip Bynoe with the 
capital offense of treason for alleged involvement in the 

July 3, 2002 storming of the Office of the President. 

According to the charges, Benschop and Bynoe were the leaders 
of the mob of protestors who invaded the Presidential Complex 
on that date -- during the ensuing standoff, two protestors 
were killed. Benschop has professed his innocence, stating 
that he attended the rally as a journalist, not as an 

instigator. His first trial for treason ended in a 

deadlocked jury (11 innocent, 1 guilty) in 2004. Despite 

their failure to convict him at the first trial, the GOG has 

kept Benschop imprisoned since 2004 awaiting a retrial on the 
same charges. 
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PARDONED BY THE PRESIDENT 


3. (U) On August 27th, President Jagdeo used his presidential 
powers to pardon Benschop for his role in the 2002 storming 

of the Office of the President, stating that Benschop has 

learned his lesson while in jail and that he should recognize 
what he did was wrong. Speaking at a news conference, Jagdeo 
said \"Benschop has learnt his lesson that you do not seek to 
overthrow a democratically elected government without facing 
the consequences.\" According to Roger Luncheon, the Head of 
the Presidential Secretariat, Jagdeo\'s pardoning of the 

prisoner \"was motivated by a request by Mr. Benschop\" and 
that the President \"granted a free pardon in the spirit of 
magnanimity.\" 


4. (U) Although Benschop accepted the pardon, he said that he 
did so only because of his family and his supporters. Moments 
after being released, Benschop vowed to continue the fight 
against oppression, hinting at contesting the next local 
government polls. Benschop also said that while he commended 
Jagdeo for granting him a reprieve, he wanted him to extend 

the same mercy to hundreds of others who are locked away on 
petty charges in prison. He also said that he sees that 
President\'s pardon as an apology to him, one that he has 
accepted. 


5. (SBU) Last week, the topic of Mark Benschop\'s continued 
detention came up in a meeting between Poloff and Tony Viera, 
a Member of Parliament and owner of a prominent television 
station. Viera said that the longer the GOG kept Benschop in 
prison awaiting re-trial, the more he became a martyr to the 
Afro-Guyanese community in Guyana. According to Viera, if 
the GOG did not release Benschop in the near future, he would 
become a powerful political weapon used against them in the 
next elections. Although he did not provide any other names, 
Viera said that many other members of the opposition People\'s 
National Congress Reform (PNCR) had also discussed how they 
could use Benschop as a political weapon against the ruling 
People\'s Progressive Party (PPP). 


COMMENT 
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6. (SBU) The timing of Jagdeo\'s pardon of Benschop is very 
interesting. Post\'s 2006 Human Rights Report included 
Benschop\'s continued imprisonment without trial under the 
\"political prisoners and detainees\" section. Two weeks ago, 
Poloff sent out requests to numerous GOG officials asking for 
information that will be used for the 2007 Human Rights 
Report. In addition, Benschop supporters had just succeeded 
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in gaining the interest of the New York City press because of 
a tenuous link between Guiliani and Benschop, who briefly 
served as a minor press aide in the Guiliani administration. 
Jagdeo\'s pardon may have been an attempt to avoid an 
uncomfortable spotlight. 

THOMAS 
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E.O. 12958: DECL: 08/29/2017 

TAGS: KNNP, XB, XF, PREL, PARM, KN, IR 

SUBJECT: NORTH KOREAN USE OF ARAB BANK NETWORK 


REF: A. STATE 72416 
B. STATE 61222 


Classified By: ACTING ISN PDAS GEORGE LOOK FOR REASONS 1.4 (B) AND (D) 


1. (U) This is an action request. Please see paragraph 3. 


2. (S) Washington is increasingly concerned about efforts 
by North Korea\'s Foreign Trade Bank to assist Tanchon 
Commercial Bank to move funds from both Syria and Iran (REF A 
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& B). Tanchon Commercial Bank is the primary financial agent 
behind the DPRK\'s weapons programs and was designated by the 
USG under E.O. 13382 as an entity that provides financial 
support to the DPRK\'s pursuit of weapons of mass destruction. 
These transactions have occurred through Arab Bank PLC, one 
of the oldest and most respected banks in the Middle East. 

Arab Bank is headquartered in Amman, Jordan and is the 
largest Arab banking network in the world with 400 branch 
locations. Arab Bank also owns a 64.2 percent majority stake 

in Arab Tunisian Bank. We urge Jordan to maintain vigilance 
with regard to Syrian, Iranian, and North Korean financial 
transactions in its jurisdiction to prevent these countries 

from using deceptive financial practices to further their 
proliferation-related activities. 


3. (S) Washington requests Post deliver the talking points 
and non-paper in paragraph 4 to appropriate host government 
officials in the foreign affairs and financial ministries. 


-- (S) To alert host government officials to information we 
have about Syrian, Iranian, and North Korean financial 
activities that could be occurring in the Arab Bank network, 
which is headquartered in Amman, and urge appropriate 
authorities to investigate such transactions, especially 
correspondent relationships, and to take steps to freeze any 
accounts or transactions held or conducted in support of 
proliferation-related activities. 


-- (S) To urge the Kingdom of Jordan to maintain increased 
vigilance over financial or commercial transactions with 
Syrian, Iranian, and North Korean entities and banks in its 
jurisdiction. 


-- (S) To urge the Kingdom of Jordan to investigate these 
financial transactions, and to take appropriate action. 


4. (S/REL JORDAN) Begin points: 


-- (S/REL TO JORDAN) In light of our commitment to share as 
much information with your government as possible on Iranian 
and DPRK proliferation-related activities, we would like to 

raise serious concerns about Syrian, Iranian, and North 

Korean financial activities in the Arab Bank network. 
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-- (S/REL TO JORDAN) It has long been the policy of the 
United States to prevent the exploitation of the 
international financial system for the purpose of conducting 
illicit or proliferation-related financial transactions, and 

to urge our international partners to do the same. 


-- (S/REL TO JORDAN) We are concerned that Iranian, Syrian, 
and DPRk-related entities may be assisting each other in 
engaging in deceptive practices that exploit and weaken the 
international financial system and undermine global financial 
standards and best practices. 


-- (S/REL TO JORDAN) We are concerned that Iran, Syria, and 
DPRK proliferation entities are using the Arab Bank network 
to process what may be proliferation-related transactions. 


-- (S/REL TO JORDAN) The United States has information that 
in 2007, North Korea\'s Foreign Trade Bank mission in Tripoli, 
Libya (FTB Libya) has expanded its role as a key node in 

North Korea\'s banking network and is helping Tanchon 
Commercial Bank, the banking arm of North Korea\'s primary 
weapons trading firm, KOMID, to move funds from both Syria 
and Iran. 


-- (S/REL TO JORDAN) In 2007, FTB Libya provided assistance 
to Tanchon in making remittances from funds from the sale of 
unspecified, probably proliferation-related goods in Syria. 

Our information indicates that Tanchon is establishing this 

new arrangement because Tanchon could no longer remit funds 
through a route it had previously used. FTB Libya arranged 
remittance routes for Tanchon from Syria and other locations 

via intermediary banks. We have information that Tanchon\'s 
financial transfers are conducted surreptitiously by using 

either aliases or front companies. 


-- (S/REL TO JORDAN) By mid-February, FTB Libya arranged 
remittances of funds for Tanchon through several Arab Bank 
branches in the Middle East. Remittances going directly from 
Syria could be sent from Arab Bank-Syria in Damascus, a 
sister bank to Arab Tunisian Bank. 


-- (S/REL TO JORDAN) The United States has information that 
FTB Libya arranged remittance routes for Tanchon from Syria 
and other locations via intermediary banks in Europe. 


-- (S/REL TO JORDAN) These transfers, which were probably 
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proliferation-related, occurred inside the Arab Bank network 

and involved both Arab Bank branches and Arab Tunisian Bank, 
of which Arab Bank is a 64.2 percent stakeholder. 


-- (S/REL TO JORDAN) By processing these transactions, Arab 
Bank could be unwittingly assisting proliferation-related 
activities. 


-- (S/REL TO JORDAN) We have information that FTB Libya was 
also planning to establish a route for Tanchon to use from 
Iran. 


-- (S/REL TO JORDAN) These transactions could be subject to 
the restrictions in UN Security Council Resolutions 1737 and 
1747. 


-- (S/REL TO JORDAN) The U.S. urges countries to maintain 
increased vigilance over financial or commercial transactions 
with Syrian, Iranian, and North Korean entities and banks, 
which may be using deceptive financial practices such as 
those described above to circumvent targeted sanctions 
imposed pursuant to UNSC resolutions and continue their 
illicit or proliferation-related dealings. 


-- (S/REL TO JORDAN) In the spirit of our continued 
non-proliferation cooperation and joint efforts to prevent 
Syrian, Iranian, and North Korean abuse of the international 
financial system, we urge your government to investigate 
these financial transactions, and to take appropriate action. 


-- (S/REL TO JORDAN) We look forward to working with you on 
this and other related security and counter-proliferation 

matters, and are prepared to provide additional assistance as 
appropriate. 


5. (U) Post should report results within seven (7) business 
days of receipt of this cable. Please slug replies for ISN, 

T, TREASURY, EAP and NEA. Please include SIPDIS in all 
replies. 
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POINT OF CONTACT 

6. (U) Washington point of contact for follow-up 
information is Kevin McGeehan, ISN/CPI, (202) 647-5408, 
McGeehanKJ@state.sgov.gov. 


7.(U) Department thanks Post for its assistance. 
RICE 
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IMMIGRATION AND CUSTOMS ENFORCEMENT FOR ICE/OIS H 


E.O. 12958: DECL: 08/28/2017 

TAGS: PGOV, PREL, PTER, KTFN, AR, BR, PA 

SUBJECT: ARGENTINE MINISTER OPEN TO BROADER 3 + 1 DIALOGUE 

REF: BUENOS AIRES 1685 

Classified By: AMBASSADOR E. ANTHONY WAYNE FOR REASONS 1.4(B) AND (D) 


1. (C) Ambassador asked Argentine Minister of the Interior 
(MOI) Anibal Fernandez August 27 about his views on dealing 
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with terrorist threats and other serious problems in the 
Tri-border area (TBA). He asked the Ministe his views on 
the potential benefits of addressing a broader scope of 
issues inthe3 1 Working Group. MOI Fernandez reacted 
positively, indicating that the GOA was open to discussing 
\"any pertinent issues.\" MOI Fernandez acknowledged that 
problems of terrorism, narcotics, arms trafficking, 

trafficking in persons, and money laundering are often 
interrelated and that the same groups are often involved in 
many of these activities at the same time. 


2. (C) MOI Fernandez was also candid about the challenges 
of working in the TBA. Argentina has a good working 
relationship with Brazil on these issues and sees Brazil as a 
valuable and serious partner. Paraguay, alternatively, is 

not a reliable partner. MOI Fernandez referred to Paraguay 
as a \"plastic\" country, with institutions that are much less 
than what they seem, and fraudulent documents readily 
available. He urged caution in dealing with Paraguayan 
authorities. He also acknowledged, however, that Paraguay is 
the source of many of the problems in the TBA region, so that 
its role in regional TBA efforts, including the 3 1 

mechanism, was critically important. 


3. (C) The Ambasador also noted recent reports of numerous 
unauthorized flights entering Argentine air space, 

particularly in the TBA. MOI Fernandez acknowledged the 
problem, particularly as it relates to the entry of narcotics 

into the country, and the paucity of the GOA\'s response. 
Dismissing Argentine radar as \"artisinal\" (\"hand- made\"), he 
complained that Argentina does not have the contemporaty 
radar technology needed to aggressively confront the issue. 
He also noted that the corruption on both the Argentine and 
Paraguayan sides of the border make this a particularly 
difficult problem. 

KELLY 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: DECL: 08/28/2017 

TAGS: PGOV, PREL, PTER, AR, IR 

SUBJECT: INTERIOR MINISTER: ARGENTINA GEARING UP TO WIN 
INTERPOL SUPPORT ON AMIA CASE 


REF: BUENOS AIRES 1685 
Classified By: AMBASSADOR E ANTHONY WAYNE FOR REASONS 1.4 (B) AND (D) 


1. (C) Ata meeting August 27 (septels), Ambassador asked 
Argentine Minister of the Interior (MOI) Anibal Fernandez 

about the GOA\'s preparations connected to the AMIA case in 
advance of the November Interpol General Assembly Meeting in 
Marrakech. (At that meeting, the General Assembly will vote 

on the executive committe\'s recommendation to issue red 
notices for five Iranian indictees connected to the atack on 

the AMIA Jewish Community Center in Buenos Aires in 1994.) 
Fernadez assured the Ambassador that the case remains \"very 
important" to the GOA, and that the GOA is working \"behind 
closed doors\" to line up support for the Marrakech meeting. 


2. (C) He thanked the Ambassador for past USG support and 
noted the importance of continued coordination with the 

United States, given the large number of governments whose 
support is required. He particularly noted the challenges 

in building support in Africa, where Argentina has little 
diplomatic presence. He said the GOA is working with South 
Africa, where it does have an Embassy, to try to build 

African support. MOI Fernandez also noted that close ties 
between the U.S. Jewish community and AMIA in Argentina have 
been helpful to the GOA in pursuing the case. 

KELLY 
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E.O. 12958: DECL: 08/27/2017 
TAGS: PGOV, PREL, PHUM, ECON, EINV, EMIN, SNAR, BL 
SUBJECT: DEPSEC\'S UPCOMING MEETING WITH BOLIVIAN VP 


REF: A. LA PAZ 2357 
B. LA PAZ 2312 


Classified By: A/DCM Mike Hammer, reasons 1.4 b and d. 


Summary 


1. (C) Although the Morales government states it wants good 
relations with the United States, officials often use 

anti-U.S. rhetoric to distract from domestic problems, as 

when the Bolivian government recently groundlessly accused 
the United States of financing opposition groups. The key 
areas of concern in Bolivia currently are democracy, 

narcotics, and protection for U.S. investments. While Garcia 
Linera is generally seen as one of the more reasonable 
members of the Bolivian government, and often acts as 
moderator for radical elements of the ruling Movement Toward 
Socialism (MAS) party, he has been aggressive in questioning 
the role and purpose of U.S. aid and U.S. anti-narcotics 
policies. The VP will likely push for ATPDEA extension and 
seek Millennium Challenge Account funding. End summary. 
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2. (C) It has become the norm for the Morales government to 
launch verbal attacks against \"American imperialism\" in times 
of domestic difficulties in order to deflect public 

attention. On multiple occasions, President Morales has also 
accused the U.S. government of attempted \"terrorism\", 
suggesting that an Amcit who bombed a Bolivian hostel in 2006 
was acting on USG orders. President Morales cited this 
supposed act of terrorism as an excuse for proposing visa 
requirements for U.S. visitors, expected to enter into force 

in December. Concerned about a recent increase in vitriolic 
rhetoric, Ambassador Goldberg reviewed the U.S.- Bolivia 
bilateral relationship with Vice President Garcia Linera 

August 20 and noted recent pronouncements and actions on the 
part of the Bolivian government that strain bilateral ties. 

The Vice President promised to look into the issues of 

concern and asked that the Ambassador not allow the forces 
that seek to distance Bolivia from the U.S. to prevail, 
emphasizing that the Bolivian government is committed to 
improving relations (ref b). However, not even a week later, 
Garcia Linera came out publicly accusing the U.S. government 
of funding opposition groups in Bolivia. We called on Vice 
Minister of Foreign Affairs Hugo Fernandez on August 28 to 
protest these baseless accusations. Despite our protest, the 
Bolivian government a day later (August 29) stepped up their 
anti-U.S. aid rhetoric. 


3. (C) With no warning, Minister of the Presidency Quintana 
gave a lengthy presentation on state-run television accusing 
USAID of supporting the opposition and providing what he 
described as evidence in support of Morales\'s and Garcia 
Linera\'s previous accusations. Using USAID\'s democracy 
program as an example, Quintana claimed that only 30 percent 
of the funding could be accounted for and said that the other 
70 percent is programmed unilaterally. Quintana listed 

grants and subcontracts which have been given to Bolivian 
organizations, highlighting organization managers who worked 
in previous governments as an example of the USG funding 
supporters of the \"old way\" and those against the MAS program 
of change. Quintana praised foreign aid from other 

countries, stating that other countries follow Bolivian laws. 

In a particularly ugly insinuation, Quintana called on 

USAID\'s Bolivian employees to \"remain loyal\" and \"not be 
traitors.\" We would find it useful if the Deputy Secretary 

could repeat to Garcia Linera our concerns about the 

potential damage to the bilateral relationship if such 

baseless anti-U.S. attacks persist. 
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4.(C) Strengthening and supporting democracy in Bolivia is 
our mission\'s primary concern. Although the ruling MAS party 
and President Evo Morales were elected with a clear majority 
in fair and open elections, their actions since assuming 

power have often displayed anti-democratic tendencies. 
President Morales is currently attempting to discredit and 
weaken the judicial branch of government. Specifically, the 
MAS-controlled lower house of Congress has sent an 
impeachment case against four of the five judges of the 
Constitutional Tribunal (the court which considers questions 

of constitutionality, separate from the Supreme Court, which 

is the court of final appeal.) The vote on the impeachment 
case was a striking example of how the MAS has begun to 
manipulate regulations in order to push the MAS agenda: after 
fighting broke out in the Congress, the MAS head of the lower 
house convened only the MAS congressmen in the offices of the 
Vice President, where they voted by \"majority of those 
present\" (that is, only the MAS) to impeach the four judges. 
The MAS\'s aggressive actions in the Constituent Assembly, 
which is currently attempting to draft Bolivia\'s new 
constitution, also provide an example of the MAS\'s growing 
disregard for the democratic process. 


5. (C) During a recent visit by Venezuelan President Hugo 
Chavez, President Evo Morales went so far as to declare his 
intention to rule by decree if laws got in his way. Ina 
number of areas, Evo seems to be following in Chavez\'s 
footsteps (for example, the recently-published draft 
constitution, written by the MAS and Evo\'s Spanish and 
Venezuelan advisors, would allow indefinite reelection for 
the President and Vice President.) Venezuelan funding is 
pouring into the country with no transparency or 
accountability, further damaging the democratic process. In 
fact, La Razon (Bolivia\'s paper-of-record), recently called 
into question Venezuelan assistance. 


6. (C) Counter-narcotics programs represent a chance for the 
Bolivian and U.S. governments to work together, but again 
Bolivian government rhetoric has made the task more 
difficult. President Evo Morales, who is the head of 
Bolivia\'s \'cocalero\' coca-growing union, is a staunch 
supporter of coca leaf cultivation, and he publicly 
emphasizes a distinction between coca leaf and cocaine. In 
reality, the line between the two is far from clear: 

interdiction has increased under Evo\'s tenure, but so have 
coca production and cocaine exports. The Bolivian 
government\'s policies regarding coca are often incoherent, 
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with one ministry challenging or annulling the actions of 
another ministry. Ambassador Goldberg was called to a 
meeting with Vice Foreign Minister Hugo Fernandez on August 
22 to discuss his public comments voicing U.S. concerns over 
the rise of coca cultivation and drug trafficking. The 
Ambassador explained that his comments reflected concerns 
shared by Bolivian and U.S. drug enforcement authorities, 
supported by the latest United Nations figures. Evo\'s 
administration\'s reaction to the Ambassador\'s statements 
suggests that the comments struck a raw nerve. Evo is having 
difficulties making the case that coca cultivation is 

separate from cocaine production and does not want to be seen 
as tolerating an increase in drug trafficking. 


7. (C) The Bolivian government, however, may be starting to 
realize that drugs represent a growing problem domestically 
and therefore may become more open to greater 
counternarcotics cooperation with the United States. 
Following a persistent effort by the Ambassador to push for a 
net reduction in coca cultivation, the Bolivian government 
announced August 28 that it is working on an \"Action Plan\" to 
implement the government\'s strategy to reduce coca 
cultivation to 20,000 hectares, down from the estimated 
27,500 hectares currently being cultivated (according to 
UNODC\'s 2006 estimate). The government has plans to go even 
further and bring down coca cultivation to 16,000 hectares 
(by an unspecified date). While we reject the government\'s 
ongoing effort to bring \"legal\' cultivation to 20,000 

hectares and would clearly want the government to produce a 
more substantial net reduction, 20,000 hectares would 
represent the average of what has been grown annually in 
Bolivia over the past decade, including during the past 
administrations. There may be an opportunity here for us to 
start a process which will achieve net reduction. The Vice 
President has discussed with the Ambassador the possibility 
of working out a bilateral agreement to achieve net coca 
reduction; it would be useful if the Deputy Secretary could 
refer to this idea and urge Garcia Linera to follow-up. 


8. (C) The MASVs draft constitution made public on August 14 
includes an article that specifies that international 

investors would only enjoy the benefits of Bolivian law and 
could not invoke external agreements or, by implication, 
international arbitration. A number of Evo\'s recent actions 
and statements have been seen as anti-investment by the 
industries affected: to give only a few examples, the forced 
renegotiation of petroleum contracts, the nationalization of 
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Glencore\'s Vinto smelter, Evo\'s stated intention to create a 
state energy and electricity company, the Bolivian 
government\'s desire to repatriate a controlling share in 

Entel the Italian-owned telephone company, and Morales\'s 
claims that the Bolivian government now controls twenty 
percent of Bolivia\'s economy and should be involved in more. 


9. (C) One U.S. investment which is vulnerable is San 
Cristobal mine, which is 65 percent owned by Apex Silver. 
San Cristobal would be particularly hard-hit by a bill 

currently in Congress, which would increase mining taxes. 
Although the Bolivian government claims to want a fifty-fifty 
split of profits, the proposed tax increases actually result 

in, on average, a 60 percent government take of profits. 
Because Apex hedged on metal prices in order to obtain 
financing, in aggregate proposed tax increases pose a serious 
threat to San Cristobal mine. When hedge costs are factored 
in to the overall cost structure, Apex estimates that the 
proposed tax regime will yield the GOB a 93 percent effective 
tax rate. If refunds on import taxes are eliminated for 

mines that produce concentrate instead of metal, as has been 
proposed by the Ministry of Finance, the government\'s take 
would be more than 100 percent of San Cristobal\'s profits. 

In his August 20 meeting with Vice President Garcia Linera, 
the Ambassador noted that given the USD 900 million 
investment in San Cristobal mine, he hoped that the Vice 
President would grant Apex Silver the opportunity to present 
its concerns about the government\'s planned tax increase 
directly to him. Vice President Garcia Linera agreed to look 
into the matter and promised to hear out Apex Silver\'s 
concerns once he had a potential way forward. 


10. (C) Vice President Linera will likely push for extension 

of ATPDEA during your meeting. ATPDEA is crucial to a 
certain segment of the Bolivian economy, particularly 
specialty textile goods (note: USAID has provided support to 
a number of small companies which, without ATPDEA, would 
likely go bankrupt.) President Morales has made numerous 
statements that ATPDEA should not be extended by increments 
but should be formalized to give Bolivia permanent beneficial 
trade access to the United States. Morales has also stated 
that ATPDEA is not a U.S. \"handout\" but instead is Bolivia\'s 
due for its help in counternarcotics efforts. 


11. (C) Vice President Garcia Linera is likely to push for 
extension of ATPDEA or mention a potential long-term 
bilateral \"trade agreement\" that Bolivian officials have yet 
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to define. We also understand that Garcia Linera will visit 
with the Millennium Challenge Corporation to try to 
accelerate efforts to negotiate a compact. 


12. (C) Ambassador Goldberg has made clear our desire for 
good relations with Bolivia. In return, Vice President 

Garcia Linera has stressed that the Bolivian government also 
wants better relations with the United States and has pleaded 
with us not to \"surrender to the forces that want to distance 
our countries\" and to continue to work to try to find areas 

of cooperation but has done little to tone down his 
president\'s or even his own anti-U.S. rhetoric. 


13. (C) Garcia Linera needs to hear our concerns about 
Bolivian democracy, the eroding investment climate, as well 
as our desire to continue and even expand counter-drug 
efforts. We also have to continue to urge the Morales 
government to temper its rhetoric if it is indeed interested 

in improved bilateral ties. That said, we are not optimistic 
that the United States will be able to improve its 
relationship with Bolivia in the short term, given Morales\'s 
paranoia and Chavez\'s continuing influence here. 

URS 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/29/2017 
TAGS: ECON, PGOV, PREL, PHUM, BL 
SUBJECT: TWO THIRDS OF BOLIVIA STRIKES AGAINST EVO 


Classified By: A/DCM Mike Hammer for reasons 1.4 (b) and (d). 


1.(C) The departments of Cochabamba and Chuquisaca joined 
Bolivia\'s media-luna (Pando, Beni, Tarija and Santa Cruz) and 
held a 24-hour general strike (paro civico) on August 28. 

The opposition is calling the strike an overwhelming success, 
since it paralyzed the six departments and demonstrated the 
people\'s frustration with the central governmenti\'s policies. 
Meanwhile the ruling Movement Toward Socialism (MAS) 
government claimed the strike was a failure because it was 
only a partial strike, the organizers used coercive tactics 

to force compliance, and there were violent episodes in 
Cochabamba, Santa Cruz, and Beni. More confrontations, 
including violence, are near certain in the coming weeks as 
both the government and opposition are determined to show 
they have popular support and are calling on their hard-core 
supporters to take to the streets. 


2. (C) The civic committees of Beni, Chuquisaca, Cochabamba, 
Pando, Santa Cruz, and Tarija organized the general strike. 
The strikers\' key demands were for the government to respect 
democracy and departmental autonomy, and for the MAS to stop 
imposing its political agenda on the country without 

considering the demands of the opposition. They also called 
on restoring the legislative and executive branch to Sucre 

and for the government to respect the independence of the 
courts, namely the constitutional tribunal. Despite 

continuing MAS claims that only the rich city-dwellers of 

Santa Cruz support the civic committees, Emboff observed that 
all elements of Santa Cruz society participated in the 

strike. In the outlying areas of Plan 3000 and Villa Primero 

de Mayo, Emboff witnessed local members of the Santa Cruz 
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Club de Madres out on the streets cooking for the strikers 
and spiking the tires of cars whose drivers tried to ignore 
the strike. 


3. (C) Cochabamba and Santa Cruz were the focal points of 
confrontation, with only minor incidents in Beni and Tarija. 

In Cochabamba pro- and anti-government groups clashed despite 
a sizable police presence. One police officer was injured in 
the confrontation, and the police detained several people. 
Despite a call from Santa Cruz Civic Committee Branko 
Marinkovic for protesters to behave peacefully, members of 
the Union Juvenil Crucena (Youth Union of Santa Cruz) were 
filmed vandalizing shops and attacking shop keepers. 
Minister of Government Alfredo stated that three members of 
the Youth Union were arrested. In Santa Cruz, Emboff noted 
that the Santa Cruz youth union seems to be radicalizing: one 
group waving Santa Cruz flags drove through town in a jeep 
emblazoned with swastikas. 


4. (C) In Cochabamba, twenty-year old American citizen, 
Daniel Ruiz Arapo, was arrested and detained for eight hours. 
Police reportedly thought that the black SUV he and other 
detainees were driving belonged to the Prefect. The four 
detained youth were transporting wire mesh, fireworks, 
Bolivian flags and a civic-committee flyer explaining the 
purpose of the civic strike. On the advice of civic 

committee counsel, the four youth did not make a statement, 
and they were ordered released due to lack of evidence of a 
crime. 


5. (C) The regions that struck on August 28 are already 
announcing further pressure tactics for August 30. Ina 

speech to a cocalero women\'s meeting in Chimore on August 28, 
Vice President Garcia Linera asked that social movements 
\"defend the process of change and the government through 
mobilization.\" The mayor of Santa Cruz Percy Fernandez 
declared on August 28 that the country should be split into 

two nations, an eastern lowland nation which would include 

part of Cochabamba and Chuquisaca, and a western highland 
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nation. Whereas civil war or secession remain unlikely, 
violent confrontations between Morales supporters and the 
opposition are almost guaranteed. 


6. (C) While the Bolivian government is desperately trying 

to downplay the strike, this is the first time the 

departments of Cochabamba and Chuquisaca have joined with the 
four media-luna states in a public display against the 
government. Such a show of force against the government in 
these two departments was unthinkable only a few months ago. 
The question remains whether the growing opposition will 
motivate Evo to enter into a serious dialogue and compromise 
or simply make him more determined to steamroll ahead. 
Unfortunately, the local conventional wisdom, leans towards 
the latter. Stay tuned. 


URS 
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REF: A. LA PAZ 2357 


B. LA PAZ 2374 


Classified By: EcoPol chief Mike Hammer for reasons 1.4 (b) and (d). 


1. (C) Minister of the Presidency Juan Ramon Quintana made 
an unannounced press briefing, on August 29, in which he 
leveled untrue charges against USAID. Quintana presented his 
briefing as the government\'s evidence to substantiate 
President Evo Morales\' and Vice President Alvaro Garcia 
Linera\'s recent attacks against the U.S. assistance programs 
(ref A). With a quaint disregard for the truth, Quintana 

spoke for 30 minutes -- complete with a PowerPoint 
presentation -- about how USAID\'s assistance lacks any 
transparent, rarely reaches Bolivians, and supports a 
conspiracy against the Morales administration. In addition 

to disparaging USAID, he threatened USAID\'s locally engaged 
Bolivian staff by warning them not to be \"traitors\" to their 
country. A toxic mixture of several factors are driving the 
Bolivian government\'s latest attacks on the USG: a dedire to 
taken away from heightened domestic turmoil led by a growing 
opposition, Evo\'s own distrust of the United States, and 
perhaps a radical ideological fringe of his party that wishes 

to see U.S. assistance disappear to be replaced by Venezuelan 
aid. End Summary. 


USAID Is Unilateral and Ideological ) 
Little Money Gets to Bolivia 


2. (SBU) Quintana began his presentation by correctly 
noting the two modalities of USAID\'s assistance projects, 
bilateral and unilateral aid. He then proceeded to denigrate 
our unilateral assistance, stating it is conducted without 
contracts, without consultation or Bolivian government 
oversight, and without any concern for Bolivia\'s sovereignty. 
Quintana argued that since seventy percent of U.S. 
assistance is unilateral, at least seventy percent of U.S. 
assistance is not transparent. Quintana commented that the 
USG\'s assistance does not fit the philosophy of the 
government\'s national development plan and showed a lack of 
respect for the Bolivian people\'s desire for change. 


3. (SBU) Quintana followed with a break down of how U.S. 
assistance dollars are spent, stating that most funds return 
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to the United States and never actually get spent on 
development. The minister explained that forty percent of 
assistance goes directly to U.S. NGOs; thirty percent goes to 
salaries, travel, per diem and benefits for U.S. employees; 
while the remaining thirty percent is what goes to actual 
project execution, of which most goes to salaries of 
high-level Bolivian contractors. Attempting to boost the 
sensationalist nature of the presentation, he then compared 
the salaries of U.S employees with that of Bolivian 
employees. He claimed the average American earns USD 300,000 
annually while a high level Bolivian makes one-fifth to 
one-sixth of an American salary, yet Bolivians do the bulk of 
assistance work. 


4. (SBU) Minister Quintana remarked that while USAID has 
various programs in country, his presentation would only 
highlight USAID\'s democracy programs, stating the government 
would provide information on other programs in the near 

future. Quintana correctly identified Chemonics as USAID\'s 
primary contractor for democracy programs, but then charged 
Chemonics and other U.S. implementing partners with simply 
acting as intermediaries who perform the USG\'s ideological 
bidding. He then identified sixteen separate Bolivian 
consultants (USAID subcontractors), who had worked in the 
administrations of Jorge Quiroga, Gonzalo Sanchez de Lozada, 
and Carlos Mesa, as evidence of the USG\'s effort to conspire 
against Morales\'s government. 


5. (U) Prior to closing his presentation, Quintana took 
several swings at USAID and made veiled threats against 
USAID\'s locally engaged Bolivian staff. Quintana argued that 
other governments, European governments, merit Bolivia\'s full 
respect because they obey and respect the will of the 

Bolivian people. He continued by stating that Europeans 
\"always inform\" whereas USAID hides information from the 
Bolivian government. He then made a faint-hearted plea to 
USAID to provide the press information on its programs, 
arguing that only through rigorous investigation was the 
government able to uncover the facts about USAID. Near the 
end of his presentation, Quintana warned USAID\'s locally 
engaged Bolivian staff to remain \"loyal to their country\", 

not to be \"traitors\" or \"sell out their country.\" 
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6. (C) Despite our repeated efforts to explain to the 

Bolivian government how we execute our programs and calls by 
both our governments to resolve questions via diplomatic 
channels, senior Bolivian officials continue to attack us in 
public for political advantage. As recently as August 28, 

Vice Minister of Foreign Affairs Hugo Fernandez apologized 
for the president\'s and vice president\'s attacks on our aid 
programs (ref B). Several motives appear to drive Minister 
Quintana\'s diatribe against our U.S. assistance programs. 
The government finds itself trying to deflect attention away 
from a number of domestic political problems. The failing of 
the Constituent Assembly and the more energized and growing 
opposition that no longer is solely organized in Bolivia\'s 
eastern departments are but two of the challenges the central 
government is currently facing. What better way to distract 
the public\'s attention than to attack the United States? 
President Morales and his senior advisors may be truly 
paranoid of U.S. intentions. We have been told repeatedly by 
senior level officials that Evo does not trust the United 

States. Finally, some member of President Morales\' inner 
circle may simply wish to see U.S. assistance go away. This 
faction likely believes Caracas will fill the void should 

USAID depart. End Comment. 
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SUBJECT: HONDURAN NATIONAL PROTEST FIZZLES WITHOUT 
RESOLVING ANY ISSUES 


REF: A. 07 TEGUCIGALPA 1367 


B. 07 TEGUCIGALPA 1112 
C. 06 TEGUCIGALPA 1471 
D. 07 TEGUCIGALPA 0906 
E. 07 TEGUCIGALPA 1236 
F. 07 TEGUCIGALPA 1387 


Classified By: Deputy Pol Chief Frank Penirian. Reasons 1.4(b/d) 


1.(C) SUMMARY: President Manuel \"Mel\" Zelaya, frustrated 
in his struggle with the Honduran National Congress on issues 
such as telecommunications reform (ref. A), resorted to tacit 
support for a nation-wide protest on August 27, 2007 by the 
Bloque Popular and organized labor unions. Teachers, taxi 
drivers, transport workers and other groups blocked roads 
throughout the country in defense of agriculture, the 
environment, water, indigenous rights, free education, 
state-run enterprises, security and the poor. The diverse 
groups advocating for so many different issues in so many 
locations diffused and diminished the protest\'s impact. In 
fact, fewer than ten thousand workers showed up for the 
protest, and many rallied against the President and his 
Administration. One teacher was shot to death by an angry 
motorist. After the killing, President Zelaya named Foreign 
Minister Milton Jimenez to negotiate with the protestors, but 
they refused to meet with the Minister. Like the President\'s 
media blitz last May (ref. B), the protest was another way 

for the Administration to confront the \"centers of power\" 

such as the National Congress and media, but it did not rise 
to previous levels as in the teacher\'s strike last year (ref. 

C) and no issues were resolved. According to some analysts, 
this was really part of the struggle between President Mel 
Zelaya and former President Carlos Flores, who controls much 
of the inner workings of Congress, for the heart and soul of 
the Liberal Party (ref. D). END SUMMARY. 


2. (U) On August 27, 2007, the left-leaning Bloque Popular 
held a national protest with the support of organized labor 
groups such as teachers, taxi drivers, and transport workers. 
Fewer than ten thousand workers paralyzed the country for 
almost ten hours by blocking the normal flow of commerce and 
transportation in San Pedro Sula, El Progreso, La Ceiba, 

Danli, Siguatepeque, Comayagua, Ocotepeque, Choluteca, Copan 
and Santa Barbara. In Tegucigalpa, protestors closed off the 
exit to the north of the country from 5am to 2pm but did not 
disrupt traffic in the city. The workers protested the 

Mining, Water, and Agricultural Modernization Laws because 
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they want to protect the environment, public access to water, 
and jobs in the agricultural sector. They advocated 
combating corruption, including within the police, free 
education with no entrance exams, a freeze on prices of basic 
commodities, the strengthening of state-owned enterprises of 
SANAA (water and sanitation), ENEE (electricity), and 
Hondutel (telecommunications), and nationalization of fuel 
imports. Classes were suspended, including private schools, 
which affected 2.6 million students. Juan Barahona, a leader 
in the leftist Unitarian Workers Confederation of Honduras 
(CUTH), said that the protest was necessary because dialogue 
with the government is not possible. 


3. (U) In Santa Barbara, a striking teacher was shot to 

death by an angry motorist who could not get through one of 
the barricades. Following the shooting, President Manuel 
\"Mel\" Zelaya designated Foreign Minister Milton Jimenez as 
the government representative to mediate the conflict. He 

was to be accompanied by Labor Minister Rixi Moncada, Natural 
Resources and Environment (SERNA) Minister Mayra Mejia, 
Manager of the National Telephone Corporation (CONATEL) Rasel 
Tome, and Public Ministry Prosecutor Omar Cerna, but the 
Bloque Popular and its supporters rejected the invitation and 
demanded to meet with the President himself. The protestors 
also called for the resignation of Presidential Advisor and 
spokesperson during the conflict, Raul Valladares, whom they 
blamed for the \"hate campaign\" that some of them believe led 
to the death of the teacher. Meanwhile, most of the other 
teachers disbanded, many to attend the funeral of their 
colleague. They reportedly want to re-start the protest in 

the next few days. The protest ended quickly in comparison 

to last year\'s teacher\'s strike (ref. C) with no issues 

resolved. Private sector and political leaders are calling 

on Zelaya to listen to the demands of the unions and resolve 
the problems of the protest. To Post\'s knowledge, no 
American citizens were involved or harmed during the protest. 


4.(C) COMMENT: The Secretary General of the Confederation 
of Honduran Workers (CTH), Altagracia Fuentes, was noticeably 


absent from the demonstrations. She told Poloff that she did 
not want to be \"used\" by the Administration and speculated 
that Daniel Duron, the Secretary General of the General 
Workers Union (CGT), did not attend for the same reason, even 
though he recently has been strengthening ties with CLAT 
(Latin American Labor Confederation) in Venezuela and 
President Hugo Chavez (ref. E). Another leader of the CTH 
publicly warned that the protests were supported by the 
executive branch. Sources have indicated that Venezuelan 
President Hugo Chavez has contributed approximately USD 1 
million to political interests in Honduras, some of which 


Column 3 

could have been channeled to this protest. But like Zelaya\'s 
media blitz earlier this year (ref. B), the Administration 

again miscalculated public reaction in an attempt to gain 
popular support for a weakened Presidency. It appears that 
the protest merely was a reflection of the conflict between 
the executive branch and the National Congress on such issues 
as the telecommunications bill and more broadly between the 
President and Carlos Flores, who is using the President of 
Congress, Roberto Michelleti, as his proxy in the struggle 

for the Liberal Party\'s next Presidential candidate (ref. D). 
Earlier this month a smaller telecommunications bill passed, 
but President Zelaya promised to veto the bill and Michelleti 
promised to override the veto (ref. A), so it appears that 

part of Zelaya\'s motivation to support the protest was to 

take this issue to the streets. 


5. (C) COMMENT (CONTINUED): In yesterday\'s El Heraldo, a 
conservative daily in Tegucigalpa, political analyst Juan 
Ramon Martinez explained that the executive branch wants 
Hondurans to believe that they can live without the National 
Congress, thereby putting into jeopardy democratic 
institutions. According to Martinez, the Administration was 
inciting unrest on the one hand and trying to act like an 

honest broker on the other, in effect using the streets to 

try to dissolve the National Congress as Hugo Chavez did in 
Venezuela. He also expressed concern about the involvement 
in the protest of the minor left-wing party Unificacion 
Democratica, which he believes could take advantage of a 
political vacuum to insert a Chavez-like figure. These 

worries were echoed by Former Labor Minister German Leitzelar 
in a conversation with Poloff following the protest. The 
country seems to be going in a negative direction as Sweden 
decided to cut its assistance program amounting to USD 11.4 
million the day after the protest. Although the outcome of 

the national protest was far from these scenarios, Zelaya 
recently commented to the Ambassador that the structure of 
institutions in Honduras does not work (ref. F), a line from 

one of his closest advisors, leftist Patty Rodas. It appears 

that Zelaya has thrown up his hands and given up on the hard 
work of reform, which continues to impede him from taking 
urgently needed action on long-standing problems and leaves 
open a political space for radical alternatives. END 
COMMENT. 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: UPON PUBLIC RELEASE 

TAGS: NATO, MARR, PREL 

SUBJECT: NOMINATION OF SENIOR OFFICER FOR ASSIGNMENT AS 
SUPREME ALLIED COMMANDER FOR TRANSFORMATION 


Classified By: EUR/RPM ACTING DIRECTOR EVA SHINAGEL FOR REASON 1.4(D) 


1. (U) THIS MESSAGE CONTAINS AN ACTION REQUEST FOR USNATO - 
SEE PARAGRAPH 3. 


2. (C) THE PRESIDENT HAS NOMINATED LIEUTENANT GENERAL JAMES 

N. MATTIS FOR APPOINTMENT TO THE GRADE OF GENERAL AND 
ASSIGNMENT AS SUPREME ALLIED COMMANDER FOR TRANSFORMATION 
(NATO). 


3. (C) USNATO SHOULD DELIVER THE LETTER AT PARA 4 FROM THE 
PRESIDENT TO SECRETARY GENERAL DE HOOP SCHEFFER AS SOON AS 
POSSIBLE (SIGNED ORIGINAL TO FOLLOW), AND SEEK ALLIANCE 
APPROVAL ON AN EXPEDITED BASIS FOR LIEUTENANT GENERAL MATTIS 
AS SUPREME ALLIED COMMANDER FOR TRANSFORMATION. PARA 5 
TRANSMITS THE TEXT OF A PROPOSED SIMULTANEOUS 
WASHINGTON-BRUSSELS PRESS STATEMENT ANNOUNCING THE SELECTION 
OF LIEUTENANT GENERAL MATTIS. MISSION SHOULD COORDINATE THE 
RELEASE OF THIS STATEMENT WITH THE INTERNATIONAL STAFF AND 
WITH OSD PUBLIC AFFAIRS FOLLOWING U.S. NOMINATION OF 
LIEUTENANT GENERAL MATTIS AND ADVISE EUR/RPM AND OSD/NATO 
POLICY OF THE SCHEDULED DATE AND RELEASE TIME. 


4. (C) BEGIN TEXT OF LETTER FROM PRESIDENT BUSH NOMINATING 
LIEUTENANT GENERAL MATTIS: 


DEAR MR. SECRETARY GENERAL: 

| AM PLEASED TO INFORM YOU THAT | HEREBY NOMINATE LIEUTENANT 
GENERAL JAMES N. MATTIS, UNITED STATES MARINE CORPS, FOR 
APPOINTMENT BY THE DEFENSE PLANNING COMMITTEE AS SUPREME 
ALLIED COMMANDER FOR TRANSFORMATION. 


| BELIEVE LIEUTENANT GENERAL MATTIS TO BE EXTREMELY WELL 
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QUALIFIED TO PERFORM THE DUTIES OF SUPREME ALLIED COMMANDER 
FOR TRANSFORMATION. LIEUTENANT GENERAL MATTIS HAS 
EXCEPTIONAL CAPABILITIES AND WILL PLAY AKEY ROLE IN 
FACILITATING THE COORDINATION OF TRANSFORMATION ACTIVITIES OF 
THE MEMBER COUNTRIES OF THE NORTH ATLANTIC ALLIANCE SO THAT 
ALLIED FORCES ARE DEPLOYABLE, SUSTAINABLE, AND ABLE TO 
CONDUCT JOINT OPERATIONS ACROSS THE SPECTRUM OF ALLIANCE 
MISSIONS. | HAVE EVERY CONFIDENCE THAT LIEUTENANT GENERAL 
MATTIS WILL MAKE OUTSTANDING CONTRIBUTIONS TO FURTHERING THE 
FINE TRADITION AND WORTHY OBJECTIVES SOUGHT BY ALL THE NATO 
NATIONS IN STRENGTHENING OUR COMMON DEFENSE EFFORTS. 


IF THE COMMITTEE CONCURS IN THE FOREGOING RECOMMENDATION THAT 
LIEUTENANT GENERAL MATTIS SERVE AS THE SUPREME ALLIED 
COMMANDER FOR TRANSFORMATION, | WILL APPOINT HIM TO THE GRADE 
OF GENERAL, BY AND WITH THE ADVICE AND CONSENT OF THE UNITED 
STATES SENATE. 


SINCERELY, 
GEORGE W. BUSH 
END TEXT OF LETTER FROM THE PRESIDENT 


5. (C) BEGIN TEXT OF PROPOSED SIMULTANEOUS 
WASHINGTON-BRUSSELS PRESS RELEASE: 


PRESS RELEASE 
SECRETARY OF DEFENSE ROBERT M. GATES ANNOUNCED TODAY THAT THE 


SIPDIS 

PRESIDENT HAS NOMINATED UNITED STATES MARINE CORPS LIEUTENANT 
GENERAL JAMES N. MATTIS FOR APPOINTMENT TO THE GRADE OF 
GENERAL WITH ASSIGNMENT AS SUPREME ALLIED COMMANDER FOR 
TRANSFORMATION. NATO HAS ALSO AGREED TO APPOINT LIEUTENANT 
GENERAL MATTIS AS SUPREME ALLIED COMMANDER FOR 
TRANSFORMATION. LIEUTENANT GENERAL MATTIS IS CURRENTLY 
SERVING AS THE COMMANDING GENERAL, | MARINE EXPEDITIONARY 
FORCE AND COMMANDER, UNITED STATES MARINE CORPS FORCES 
CENTRAL COMMAND. 


“ORs 


NATO TODAY APPOINTED LIEUTENANT GENERAL JAMES N. MATTIS, 
UNITED STATE MARINE CORPS, AS SUPREME ALLIED COMMANDER FOR 
TRANSFORMATION. LIEUTENANT GENERAL MATTIS IS CURRENTLY 
SERVING AS THE COMMANDING GENERAL, | MARINE EXPEDITIONARY 
FORCE AND COMMANDER, UNITED STATES MARINE CORPS FORCES 
CENTRAL COMMAND. WITH THE ADVICE AND CONSENT OF THE UNITED 
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STATES SENATE, THE PRESIDENT WILL APPOINT HIM TO THE GRADE OF 
GENERAL. 


END TEXT. 
RICE 
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SIPDIS 
SIPDIS 
DEPT FOR IO/UNP 


E.O. 12958: DECL: 09/28/2017 

TAGS: OFDP, CG, UN 

SUBJECT: MEETING WITH THE DEMOCRATIC REPUBLIC OF THE CONGO 
PERMANENT REPRESENTATIVE ABOUT DEBT 


REF: A. USUN 00548 
B. SECSTATE 112594 


Classified By: Classified By: Amb Alejandro Wolff for reasons 
1. 4 (b) and (d). 


1. (U) As instructed, USUN/HC met DRC PermRep Atoki lleka on 
Monday, August 27, to discuss the almost $140K debt now owed 
to landlord Vornado Realty Trust for the Mission\'s UN offices 

at 866 UN Plaza, Suite 511. After listening to the concerns 

of the Department and the warning that USUN/Department of 
State might have to consider downsizing the mission, as it 

did in 1998 when the mission had accrued tremendous debt, 
Amb. lleka described the problems he had experienced in 
getting funding from Kinshasa. He stated that financial 

support from his capital began to wane around the time of 

last year\'s elections. 


2. (C) Ambassador lleka described the new government as 
\"elephantine\" with sixty ministers, and said that it seemed 
to have become difficult for the Minister of Budget and the 
Foreign Minister (a former rebel leader) to focus on and 
respond to his many requests for consistent monthly funding 
for operations in New York and other foreign posts. Amb. 
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lleka revealed that he has been forced to circumvent the 
usual funding pathways and was now in direct contact with the 
President\'s office on the issue. He said that he had 

solicited a strongly worded letter from Vornado and added 
that it would be helpful if the US Mission could send a 
diplomatic note that contained the points expressed in the 
meeting so that he could use it as further ammunition. He 
wanted to impress upon his capital the need to resolve this 
debt before the President and delegation arrived in NY for 

the high-level session of the UNGA in late September. As per 
Amb. Ileka\'s request, USUN/HC is currently preparing a 
Diplomatic Note to send to the DRC UN Mission. 

WOLFF 
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E.O. 12958: N/A 
TAGS: OREP, AMGT, ASEC, AFIN, ID, RP, CH, MD 
SUBJECT: STAFFDEL LUSE VISIT TO THE PHILIPPINES 


REF: STATE 104535 


1. (U) Summary: Mr. Keith Luse, Senior Professional Staff, visited 
the Philippines from August 14-18 as part of a three-nation Asian 

visit that also included Indonesia and Mongolia. The purpose of Mr. 
Luse\'s visit was to conduct a field-based study on bilateral U.S. 
foreign assistance, and also gather information about the human 
rights situation in the Philippines, particularly the issue of 

extra-judicial killings. On foreign assistance, Mr. Luse met with 

the full range of Embassy sections and staff involved with foreign 
assistance, government counterparts, NGOs, private sector, and other 
donors. On the issue of unlawful killings, Mr. Luse had a wide 

range of meetings including with the Embassy, Philippine government, 
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police, military, and NGOs. Embassy Manila believes the visit was 
very productive, with excellent opportunities for substantive 
discussion on human rights issues and exposure to the strong 
inter-agency approach to U.S. foreign assistance at Post. End 
Summary. 


2. (U) Regarding U.S. bilateral assistance, Mr. Luse met on the USG 
side with the Charge, the Acting DCM, and Country Team members. He 
had in-depth discussions with USAID; the U.S. military (both the 

Joint U.S. Military Assistance Group, which manages U.S. support to 
Philippine Defense Reform, and the Joint Special Operations Task 
Force-Philippines, the political section and regional security 

office (which manage U.S. law enforcement and counterterrorism 
assistance), Foreign Agricultural Service, and the USAID team 
managing the Millennium Challenge Corporation\'s (MCC) Philippines 
Threshold Program. On the Philippine government side, Mr. Luse met 
with Senator Gordon (also Chairman of the Philippine National Red 
Cross, a long-time U.S. partner in disaster assistance) and select 
MCC counterparts, the Assistant Ombudsman, Department of Finance 
Undersecretary, and the Finance Secretary. Among donors, Mr. Luse 
had discussions with The World Bank Acting Country Director, the 
Asian Development Bank Philippines Country Director and the 
Alternate U.S. Executive Director. Among NGOs, Mr. Luse met with 
The Asia Foundation and the International Foundation for Electoral 
Systems, both USAID implementing partners. A roundtable dinner 
hosted by the American Chamber of Commerce gave Mr. Luse the 
opportunity to hear from the private sector, with tne companies such 
as Ford, Chevron, and Bristol Myers represented. 


3. (U) Highlights of the discussions included Embassy Manila\'s 
communication of the strong inter-agency approach to U.S. assistance 
in the Philippines (especially in Mindanao and on rule of law 

issues) and program coherence with the foreign assistance strategic 
framework and the transformation diplomacy goal. Embassy Manila\'s 
integrated and transformational approach pre-dated -- but was 
deepened by -- foreign assistance reform (the \"F process\"). The 
private sector voiced concerns about corruption, smuggling, and 
other challenges of doing business, but nonetheless said that 

foreign investors could see good returns in the Philippines. Other 
donors cited examples of productive coordination with the U.S., such 
as on procurement reform and tax administration, and praised the 
Philippine Development Forum (in which the U.S. is an active 
participant) as a productive vehicle for more substantive 

Philippines government-donor coordination and a \"genuine agent for 
change. A repeatedly expressed view by many with whom Mr. Luse 
spoke was that, despite the Philippines\' significant challenges, 
especially in the areas of corruption and rule of law, the U.S. and 
other donors are able to effectively support \"islands of good 
governance\" (as characterized by the World Bank) and reform 
champions in both government and civil society. Many, therefore, 
expressed cautious optimism about prospects for progress in the 
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Philippines. 


4.(U) On the issue of extra judicial killings, Mr. Luse had a wide 
range of meetings with a diverse group including the Embassy, 
Philippines government, police, Philippines military, and NGOs. His 
discussions with Embassy staff (political section, regional security 
office and others) and with The Asia Foundation and the 

International Foundation for Electoral Systems addressed human 
rights as well as foreign assistance issues. These NGOs said human 
rights abuses were a serious concern and cited a weak judicial 
system as a root cause. In the Philippines government, Mr. Luse met 
with Senior State Prosecutor and Head of the Presidential Task Force 
Against Media Harassment of the Philippine Department of Justice, 
Undersecretary of the Department of Foreign Affairs, Deputy National 
Security Adviser, and Vice Chief of Staff of the Armed Forces of the 
Philippines. Mr. Luse also attended a briefing by the Philippine 
National Police\'s \"Task Force Usig,\" which is charged with 
investigating human rights abuses. Mr. Luse clearly conveyed 

rising U.S. Congressional concerns, along with those of NGOs and 
church groups in the United States, and the increasing \"perception,\" 
whether correct or not, that the Philippines was on a \"downward\" 
trend in terms of the rule of law and human rights. 

5. (SBU) In several meetings with senior Philippine officials, Luse 
conveyed serious Congressional concern about extrajudicial killings 
and explained that his trip was essentially a fact-finding visit to 

learn first-hand about the issue. He added that he hoped to obtain 
the Philippine government\'s perspective on the nature of the problem 
and possible solutions. The Department of Foreign Affairs 
Undersecretary asserted that the Philippine government took 
extrajudicial killings seriously and had recently taken a number of 
steps to address the issue, such as designating 99 special courts to 
hear such cases and providing additional funding to the Commission 
on Human Rights. However, the Undersecretary explained that the 
killings did not occur in a vacuum, but resulted partly from the 
Philippine government\'s concurrent fight against three insurgencies 
(communist, Muslim, and terrorist). In addition, he claimed that 
many of the killings were actually perpetrated by the Communist 
National People\'s Army, which was currently purging its ranks of 
disloyal members as it had done in previous years. 


6. (SBU) The Philippine National Deputy Security Adviser\'s comments 
closely followed Department of Foreign Affairs comments, heavily 
emphasizing the role of the National People\'s Army in the killings. 
However, he noted that to the extent the Philippine military was 
involved, it was \"rogue elements\" within it, as the Melo Commission 
had concluded. The Task Force Using Deputy Director provided Luse a 
detailed briefing of its ongoing investigations into extrajudicial 

killings. The Deputy Director underscored that Task Force Usig\'s 
systematic evaluation of all the cases conveyed that many of the 
killings claimed by human rights organizations were not politically 
motivated, but the result of personal squabbles, armed conflict, 
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escape attempts, and many other non-political reasons. Luse was 
grateful for the perspective he gained from the briefing and 

requested that the Task Force continue regularly to brief Embassy 
officials. The Philippine Department of Justice Prosecutor, who was 
recently appointed to head the Presidential Task Force Against Media 
Harassment, did not address extrajudicial killings in general but 
instead focused on the case of a journalist who has been missing 
since April. He alleged that members of the military could be 
involved, but the investigation was as yet inconclusive. 


7. (U) Mr. Luse was briefed about what the U.S. and other donors\' 
programs in the area of rule of law to address extrajudicial 

killings, as well as corruption, narcotics, trafficking in persons, 
terrorism, and other crimes. The State Department is working to 
strengthen law enforcement capacity by assisting and training police 
and prosecutors. USAID is supporting programs to improve the 
efficiency of the Philippines\' backlogged courts and increase access 
to justice. The MCC Threshold Program focuses on supporting 
government agencies (the Office of the Ombudsman and Bureau of 
Internal Revenue) that investigate and prosecute corrupt officials, 

tax evaders, and smugglers. The Joint U.S. Military Assistance 
Group\'s support to Philippine Defense Reform is helping build a more 
professional and accountable Philippine military. All are critical 

and integrated components of a broader U.S. foreign assistance 
effort that is seeking to transform the Philippines into a more 
democratic, prosperous and stronger sustaining partner of the United 
States. Mr. Luse\'s visit afforded excellent opportunities for 
substantive discussions of these challenges and opportunities in the 
Philippines and for U.S. bilateral assistance. 


8. (U) Keith Luse cleared this cable. Kenney 
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TAGS: ETRD, ECON, PGOV, CH 

SUBJECT: Guangdong Cosmetics Manufacturers Reacting to Consumer 
Product Safety Concerns 


1. (U) SUMMARY: Cosmetics manufacturers in southern China are 
acutely aware of heightened consumer product safety concerns. One 
manufacturer told congenoffs that local authorities lack capacity to 
enforce safety and quality standards. However, some firms are 
taking steps on their own to help foreign customers feel more 
confident in their products. END SUMMARY. 


Cosmetics Makers Trying to Clean Up Their Act 


2. (SBU) In an August 29 meeting, Ren Jie, the owner of Guangdong 
Irene Cosmetics Co. Ltd, told us that the cosmetics industry in 

China had been shocked by the flurry of consumer product safety 
problems and had since made changes to improve their quality 
assurance processes. According to Ren, Irene Cosmetics, with revenue 
in excess of USD $10.6 million, is China\'s largest perfume exporter 
to the U.S., and the fourth largest exporter of perfume to the U.S. 

in the world. Ren noted that officials with China\'s Administration 

of Quality Supervision and Inspection and Quarantine (AQSIQ) were 
taking product safety issues very seriously because they feared 
losing their jobs should problems arise under their jurisdictions. 

Ren believes that quality control in the industry will improve in 
response. 


Talking the Talk, But Can They Walk the Walk? 

3. (SBU) Despite heightened concerns, Ren told us that the capacity 

to enforce safety and quality standards was still lacking. He 

explained that AQSIQ\'s local subordinate office, the Guangdong Entry 
and Exit Inspection and Quarantine Bureau, is supposed to test every 
batch of export products but is unable to do so because it is 

severely understaffed. Irene Cosmetics takes it own product samples 
and sends them to the agency. Ren said AQSIQ doesn\'t bother to check 
his firm\'s export containers, allowing him to export on his good 
reputation. 


Raising Quality to Meet Customer Demand 


4. (SBU) Ren cited an example of how Irene Cosmetics has improved 
product quality in response to a request from a U.S. client. The 

firm introduced an additional purification process for the alcohol 

used in perfumes after a request by the company that sells Brut. The 
U.S. client requested this enhancement stating that the outdated 
equipment used in China\'s domestic alcohol manufacturing did not 
produce sufficiently pure alcohol. Irene Cosmetics initiated a 
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secondary purification process combining a chemical and a boiler 
distillation step. Ren highlighted his advantage over competitors as 
the only Chinese perfume manufacturer with an alcohol boiler on the 
factory\'s campus. 


Colornow Strives For U.S. Export Business 


5. (SBU) The owner of Colornow Cosmetics Co., asmall Guangdong 
based cosmetics firm, manufacturing mostly hair products, is also 
acutely aware of the consumer product safety concerns as he strives 
to secure orders from U.S. buyers. Frank Fang, Colornow\'s owner, 
told congenoff that over half of the firm\'s output is exported to 
international markets, but he has yet to export goods to the United 
States. Colornow is currently in the final stage of selection to 

fill a bath gel order for Target. The factory has passed the 

facility inspection, the testing of the first batch of product, and 

now hopes to receive the order this November. Fang feels that a few 
bad apples have made it hard on small manufacturers like him, who, 
he says, maintain high quality standards for reasons of national 

pride and because they simply have too much to lose. 


6. (SBU) However, Fang also indicated that some smaller export 
customers do little due diligence and testing of products made by 
Chinese manufacturers. He described how he had met foreign trade 
partners through internet forums. Some of these customers made an 
initial inspection visit but thereafter used a testing agency to 

ensure product quality and safety. 


Trusting Suppliers 


7. (SBU) Colornow places a high degree of confidence in single 
supplier of ingredients. Croda Ltd, a global specialty chemical 
company headquartered in the UK, is Colornow\'s only supplier for 
almost all of its inputs. Fang commented that many other local 
cosmetics producers also rely on Croda. He told congenoff that Croda 
is well known in China, actively promoting their products by hosting 
events usually attended by 100-200 business people. He deems Croda, 
with their worldwide production bases and international 

certifications to be trustworthy. However, Mr. Fang admits that has 
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no idea where Croda\'s ingredients are produced and performs only 
limited testing on the ingredients they supply. 


The High Price of Quality Control Failure 


8. (SBU) Colornow became sensitive to the importance of product 
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quality standards after abad experience with a new product shipped 
to the Netherlands. His customer rejected the shipment because it 
was defective. Fang cited improper humidity and temperature control 
in production as the cause. It was an expensive lesson, as Fang had 
to compensate the client. Since then he has been assessed and 
certified by SGS, a leading third-party inspection company that 
follows U.S. FDA standards, and he has attained ISO 9001:2000 
certification. In addition, his firm pays to have its products 

tested by SGS periodically to make sure that they meet international 
standards. 


Different Standards May Be Harmful to Chinese Consumers 

9. (SBU) Both cosmetics manufacturers indicated that there was a 
double standard in production and product safety standards for 
domestic goods versus those for export. In addition to frequently 
changing taste in packaging and preference for larger sizes among 
western consumers, Irene\'s Ren explained that safety standards were 
much higher for cosmetics sold abroad. When asked where his greatest 
concern lies in cosmetic product safety, he identified skin 

whitening creams, a staple in any Chinese cosmetics aisle, as the 
greatest risk. Ren said that the active ingredients in these 

products are most likely unsafe and could cause health problems and 
skin damage. Because of these concerns, he no longer produces any 
products with skin whiteners. Colornow\'s Fang explained that 
because Chinese customers perceive foreign products to be of higher 
quality, his firm\'s professional line of hair care products sold 
exclusively in China are conspicuously packaged and labeled 
completely in English. The Chinese directions for product use and 
ingredients list are discretely printed on the inside of the box. 


JACOBSEN 
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CLASSIFIED BY: Simon Schuchat, Deputy Principal Officer, U.S. 
Embassy, Beijing, Department of State. 
REASON: 1.4 (b), (d) 


1. (C) Summary: During an August 26 dinner in honor of 
Comptroller General of the United States David Walker, head of 
the U.S. Government Accountability Office (GAO), Walker met with 
Jiangsu Governor Liang Baohua, accompanied by Auditor General of 
the National Auditing Administration Li Jinhua. Liang and Li 

made few substantive remarks, but gave participants insight into 
their personalities (see Reftel for a substantive readout of GAO 
Walker\'s visit). The following cable provides biographic 
information on Liang and Li and observations about their 
personalities. Liang came across as pleasant, although unable 

to sit still. While he apparently knew the basics of the U.S. 

political system, he lacked a more in-depth understanding. 

Liang also appeared to share a genuine friendship with Li. Li 
came across as reserved and concerned with portraying a clean 
image. Although Li is likely to retire in 2008, Walker believed 

he would continue to have influence within the Chinese political 
system. End summary. 


2. (C) During the August 26 event, Liang came across as a 

friendly interlocutor, albeit somewhat uncomfortable. During 

the meeting preceding the dinner, Liang was constantly 
smiling--sometimes in an almost pained manner--and was unable to 
keep still; constantly moving in his seat, fidgeting, or 

twiddling his fingers. Liang appeared easily distracted and 

kept looking around the room at other people, particularly when 
waiting for translation. Liang gave no indication that he spoke 

or understood English. Li noted that Liang frequently worked 
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weekends. 


3. (C) Liang did not eat the abalone with mushrooms during the 
meal, opting instead for what appeared to be pumpkin soup. He 
also eschewed the fruit platter at the end of dinner for a plate 

of cherry tomatoes. It is unclear if this was related to health 
concerns or personal preferences. 


4. (SBU) During dinner, Liang and Walker discussed the 
differences between the Chinese and U.S. political systems. 
Liang opined that governors in the United States were more 
focused on politics because they were elected. He contrasted 
that with Chinese governors who focused more on economic 
development and people\'s livelihoods. Liang said that in China, 
governors\' main responsibilities were to implement central 
government directives. He said he understood that the link 
between the federal and state governments in the United States 
was much weaker, which Walker explained was by design. Liang 
elucidated that in China, provincial governments were chosen by 
the local People\'s Congress, not the National People\'s Congress 
(NPC). 


5. (C) While Liang understood the separation between state and 
federal government, he had apparently never given much thought 
to the relationships at local levels of government in the United 
States. Liang asserted that in the United States, the governors 
were assisted in their work by the municipal mayors. He seemed 
both amused and surprised when Walker explained that, in fact, 
mayors did not work for or answer to the governors, but to their 
local constituents who elected them. 


6. (C) Liang appeared to have more than a working-level 
relationship with Li. Both men seemed very at ease with each 
other, laughing, joking, and carrying on private conversations 

in hushed tones throughout the dinner; Li was seated to Liang\'s 
immediate left. Their interaction and mannerisms suggested that 
they were old friends. Both Liang and Li came up through the 
ranks in Jiangsu Province. 
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7. (C) Li appeared concerned with maintaining his public clean 
image. He made a point to say that he was taking the train-- a 
12 hour ride--back to Beijing as opposed to flying. Also, 

during an August 25 dinner in Suzhou with the municipal mayor, 
Li ordered the press photographers to refrain from taking 
photos, apparently not wanting to be seen in the papers being 
wined and dined by local officials. Li came across as reserved 
and aloof. According to the Embassy interpreter, Li did not 
speak English much beyond \"thank you.\" Walker added that Li 
understood a little more English than he spoke. Li is married. 


8. (C) According to Walker, who has met with Li on several 
occasions throughout his career, Li was originally appointed to 
his position by former Premier Zhu Rongji. However, due to his 
age, he would likely be retiring at the spring 2008 People\'s 
Congress. Walker believed that Li would remain influential 
after his retirement from the Audit Administration, and would 
likely take up a position in the NPC. Li had been largely 
responsible for taking the Audit Administration and transforming 
it from a bureaucratically insignificant organ into a powerful 
entity. Li had also gone out of his way to tell Walker that he 
was an advocate for greater democratization of the Chinese 
political system. (Note: No further information was available 
regarding LiVs views on democracy. End note.) 


9. (U) The Comptroller General's delegation did not have the 
opportunity to clear this report before leaving Shanghai. 
JARRETT 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 08/30/07 


Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


4) Fuji-Sankei poll: Support rate for Abe cabinet leaps from 22 
PERCENT to 38 PERCENT , while non-support rate plummets from 64.8 
PERCENT to 42.9 PERCENT 


Anti-terror law\'s extension: 

5) Fuji-Sankei poll finds 54.6 PERCENT of Japanese public against 
extending the Anti-Terrorism Special Measures Law further deepening 
DPJ confidence 

6) Germany\'s Chancellor Merkel tells Prime Minister Abe she hopes to 
see extension of anti-terror law that allows MSDF service in Indian 
Ocean 

7) Germany using \"gaiatsu\" or foreign pressure tactic to get Japan 

to extend anti-terror law 

8) Democratic Party of Japan (DPJ) to refuse any revision of the 
anti-terror bill, as party members silently swallow President 

OzawaWs policy line 
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9) DPJ readying counterproposal to anti-terror law that would 
withdraw MSDF from Indian Ocean and send civilians into Afghanistan 
to provide assistance 

10) DPJVs Fujii reiterates party\'s opposition to extending 

anti-terror law to US Embassy\'s Deputy Political Chief Knapper 

11) Hatoyama: DPJ will file censure motion against Abe if LDP tries 

to force anti-terror bill through the Diet; Party to send mission to 

US to explain stance 


Defense and security issues: 

12) Tokyo government planning full-fledged missile-defense response 
exercise for mid-September 

13) Defense Ministry sets standards for providing subsidies to Nago 
City and other USFJ realignment-affected locations 


Political scene: 

14) Presence of Chief Cabinet Secretary Yosano in the Prime 
Minister\'s Official Residence being felt, as mood of conciliation 
with bureaucracy, opposition grows 


Articles: 
1) TOP HEADLINES 


Asahi: 
DPJ to work out alternative for Antiterrorism Law 


Mainichi: 
LDP subcommittee proposes state withdraw all appeals against suits 
by A-bomb victims seeking enhanced care 


Yomiuri: 
Former Kyushu regional welfare bureau chief got luxury car as gift 


Nikkei: 
Dam construction costs expand to 9 trillion yen 


Sankei: 
Poll: Support rate for Abe cabinet rises to 38 PERCENT 
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Tokyo Shimbun: 

1967 Japan-US summit: US conditioned Japan\'s sharing of military 
responsibility for discussion on reversion of Okinawa; Japan vowed 
to educate Japanese people and approved US bases remaining in 
Okinawa 


Akahata: 
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Six years of Afghan war: Private citizens suffering from stalemated 
war 


2) EDITORIALS 


Asahi: 

(1) Chief Cabinet Secretary Yosano, implement solid economic policy 
(2) Release of ROK hostages: Japan should learn from the kidnapping 
incident 


Mainichi: 

(1) Return to Asashoryu: Nihon Somo Kyokai has heavy responsibility 
for remaining on the sidelines 

(2) Industrial waste disposal facilities: Strict screening necessary 

to prevent illegal dumping 


Yomiuri: 

(1) Japan-Germany summit: Japan, Germany should cooperate to fight 
global warming 

(2) Release of South Korean hostages: Our joy is not without 
reservation 


Nikkei: 

(1) Japan should learn from the great alliance of German politics 
(2) Nursing care services must follow law to restore public 
confidence 


Sankei: 

(1) Cabinet support rate: New cabinet should gain public 
understanding for key policies 

(2) Shortage of electricity: Both households and workplaces need 
energy saving 


Tokyo Shimbun: 

(1) Asashoryu returns to Mongolia: Nihon Sumo Kyokai should have a 
clear policy 

(2) Abductions of South Korean nationals: Security is a must 


Akahata: 

(1) Digitalization: Need for all possible measures for those who 
won\'t be able to watch TV 

3) Prime Minister\'s Official Residence (Kantei) 


Prime Minister\'s schedule, August 29 


NIKKEI (Page 2) (Full) 
Augusts 30, 2007 


09:02 
Special cabinet meeting at the prime minister\'s official residence 
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(Kantei). The met with Foreign Minister Machimura. 


10:27 
Reported to the Emperor in private. Then attended an attestation 
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ceremony for senior vice ministers. 


12:49 

Photo session with senior vice ministers at the Kantei. Then gave 
assignments to the senior vice minister for the Cabinet Office. 
Attended a meeting of senior vice ministers. 


14:57 
Met with Deputy Chief Cabinet Secretary Matoba. 


15:20 
Met with Lower House member Yoichi Miyazawa and Keiko Miyazawa, the 
eldest daughter of the late former Prime Minister Miyazawa. 


17:00 
Met with German Chancellor Merkel. Then joint press conference. 


18:41 
Hosted a dinner party to welcome the German chancellor. 


4) Poll: Abe cabinet\'s support rate rises to 38 PERCENT after 
shuffle 


SANKEI (Top play) (Abridged) 
August 30, 2007 


The Sankei Shimbun and Fuji News Network (FNN) conducted a joint 
public opinion survey on Aug. 27-28 right after Prime Minister Abe\'s 
launch of his new cabinet to probe public attitudes. In the survey, 

the rate of public support for the Abe cabinet leaped to 38.0 

PERCENT , up 16 percentage points from the 22.0 PERCENT rating in 
an FNN survey taken July 31 and Aug. 1. The nonsupport rate was 42.9 
PERCENT , down 21.9 points. Yet, disapproval still outpaces 

approval. The Abe cabinet has now rebounded in public support. This 
can be taken as reflecting public endorsement to the Abe cabinet\'s 
new lineup that is dignified unlike its previous lineup that was 

cynically called \"otomodachi naikaku\" or a cabinet of friends. In 

the survey, respondents were asked if they thought the Abe cabinet\'s 
new lineup is fresh. To this question, however, negative opinions 
substantially outnumbered affirmative ones, with \"no\" accounting for 
66.9 PERCENT and \"yes\" at 17.9 PERCENT . In the breakdown of public 
support for political parties, the ruling Liberal Democratic Party 

stood at 28.2 PERCENT , up 5.2 points from the last survey. In the 
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survey this time as well, the LDP remained lower than the leading 
opposition Democratic Party of Japan (Minshuto), which scored 30.9 
PERCENT , down 1.9 points. 


5) Poll: 54.6 PERCENT opposed to antiterror law extension; DPJ more 
confident 


SANKEI (Page 2) (Abridged) 
August 30, 2007 


Those opposed to extending the Antiterrorism Special Measures Law 
accounted for 54.6 PERCENT in a joint public opinion survey 

conducted by the Sankei Shimbun and Fuji News Network (FNN). The 
leading opposition Democratic Party of Japan (Minshuto), which is 
clearly against extending the antiterror law, is becoming more 

confident. \"The people have the same feeling as ours. We\'re 
encouraged.\" This comment came from Takeaki Matsumoto, who chairs 
the DPu\'s policy board. The government and the ruling coalition of 

the Liberal Democratic Party and New Komeito have a growing sense of 
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crisis. 


The Maritime Self-Defense Force has been working on refueling 
activities in the Indian Ocean to back up an antiterror drive in 
Afghanistan under the antiterror law. \"The public feels that it\'s 

not helpful for peace in Afghanistan,\" DPJ Secretary General Yukio 
Hatoyama told reporters yesterday. \"The government should give 
consideration to public sensitivities,\" he added. With this, 
Hatoyama reiterated his party\'s stand against the idea of extending 
the antiterror law. 


The DPJ and other parties on the opposition bench may cite the need 
for the Diet to hold thoroughgoing deliberations on a 
government-sponsored bill revising the antiterror law as a reason to 
protract Diet deliberations in the opposition-controlled House of 
Councillors on the legislation. In that event, the antiterror law 

will expire after Nov. 1. The government and ruling parties are now 

in a fix, with a senior official of the Foreign Ministry noting that 
whether to recall the MSDF is in the hands of the DPJ. 


In the survey, however, 34.2 PERCENT of all respondents supported 
extending the antiterror law. Among DPJ supporters as well, opinions 

in favor of extending the law accounted for 24.3 PERCENT . The 
government and the ruling coalition are poised to seek public 
understanding while explaining the efficacy of MSDF activities and 
Japan\'s contribution to its strengthened alliance with the United 

States. One veteran lawmaker of the DPJ voiced concern, saying: \"The 
Antiterrorism Special Measures Law is intended to help Afghanistan. 
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The people are probably mixing up this law with the Iraq problem, 
and | think that is why the people are against the legislation. 
Public opinion is facing the wrong direction.\" 


6) Japan, Germany to work together to combat global warming; German 
chancellor expresses hope for \"extension of the antiterrorism law\" 


YOMIURI (Page 2) (Excerpts) 
August 30, 2007 


Prime Minister Abe yesterday evening met with German Chancellor 
Merkel at the Prime Minister\'s Official Residence, and the two 
leaders confirmed they would work in closer cooperation to fight 
climate change, a subject that is likely to take center stage in the 
Group of Eight (G-8) summit slated for next July in Lake Toya, 
Hokkaido. Abe conveyed to Merkel his intention to extend the 
Antiterrorism Special Measures Law, which expires on Nov. 1, by 
getting understanding from the major opposition Democratic Party of 
Japan and other opposition parties. 


In the session, Abe mentioned a post-Kyoto Protocol framework, which 
would set the targets of greenhouse emission reductions for the 

years beyond 2013, and stressed: \"I think it is essential to have an 
effective framework that will involve major emitters, including the 
United States, China, and India (that are not obligated at present 

to reduce their greenhouse gas emissions).\" 


Merkel responded: \"Basically, we are moving in the same direction as 
Japan. The important thing is to set binding reduction targets. It\'s 
essential for the industrialized countries to set reduction targets 

as quickly as possible and involve developing countries.\" 


On the question of extending the Antiterrorism Special Measures Law, 
Abe expressed his resolve, saying: \"The Maritime Self-Defense 
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Force\'s (MSDF) refueling operations in the Indian Ocean have served 
as an important base for Germany and other countries to prevent 
terrorists on the sea. | will make utmost efforts to obtain the 
opposition parties\' understanding.\" 


Merkel expressed hope for an extension of the antiterrorism law, 
telling Abe: \"Japan\'s refueling activities are providing significant 
assistance to German vessels. We have appreciated it. Every leader 
of every country must be adamant.\" 


On the reform of the United Nations Security Council, both the 
leaders confirmed that their countries would continue to work 
together. 
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7) Prime Minister Abe uses gaiatsu (foreign pressure) for extension 
of antiterrorism law, emphasizes significance expressed by German 
chancellor 


TOKYO SHIMBUN (Page 2) (Full) 
August 30, 2007 


Nakahiro Iwata 


A major task for Prime Minister Shinzo Abe in his meeting yesterday 
with German Chancellor Angela Merkel was to get her to call on Japan 
to continue its Maritime Self-Defense Force\'s (MSDF) refueling 
activities in the Indian Ocean, which are going on as part of the 
antiterrorism operations. 


Whereas the major opposition Democratic Party of Japan (DPJ or 
Minshuto), which has now become the leading party in the Upper 
House, has raised objection to the government\'s policy of extending 
the Antiterrorism Special Measures Law, a legal basis for the MSDF\'s 
refueling operations, Abe has repeatedly emphasized the Self-Defense 
Forces\' (SDF) \"international contributions.\" 


Germany is one of the 11 countries receiving refueling services from 
the MSDF. Its vessels have been refueled 29 times from the MSDF (as 
of Aug. 20). This figure can\'t be compared to 350 times for US 
vessels and 139 times for Pakistani vessels, but a request by a 
country receiving refueling services for the continuation of such 
services can be used as a good cause to appeal widely to the 
Japanese public about their importance. 


In the meeting with Merkel, Abe started by saying, \"I want to extend 
the antiterrorism law by getting the opposition parties\' 
understanding." In response, Merkel expressed strong hope for the 
continuation of refueling operations, saying, \"Japan\'s refueling 
activities are providing significant assistance to German vessels. 
We must not give in to terrorism.\" The meeting went as Abe 
expected. 


But it is not to say that he has now a good prospect for the 
extension of the law. 


In fact, Chief Cabinet Secretary Kaoru Yosano noted, \"We can\'t 
indefinitely remain rigid in our ideas.\" Many in the government are 
suggesting compromising with the DPJ, including holding discussion 
on revisions to the (government-sponsored) bill extending the 
antiterrorism law. But there is no sign that the DPJ will soften its 
attitude at present. The DPJ is pressing the government to disclose 
information about the SDF\'s operations. Reportedly, the DPJ intends 


TOKYO 00004015 006 OF 010 


Column 3 


to stick to its opposition. 


It would be difficult for the government to overcome this difficult 
situation unless it makes open to the public the information 
indicating how important it is to keep SDF troops deployed abroad 
instead of simply using gaiatsu. 


8) DPJ has no counterproposals to antiterrorism law; Ozawa\'s 
strategy forces party members to keep silent 


MAINICHI (Page 5) (Excerpts) 
August 30, 2007 


The Democratic Party of Japan basically does not intend to hold 
revision talks with the government and ruling coalition regarding an 
extension of the Antiterrorism Special Measures Law, which is likely 
to be the biggest bone of contention in the upcoming extraordinary 
Diet session. The party fears that once talks are held, it would 

play into the hands of the government and ruling parties. DPJ 
President Ichiro Ozawa intends to keep opposing the law\'s extension 
by reiterating his argument that activities in the Indian Ocean 

require a UN resolution. Although some in the DPJ think Ozawa\'s 
argument is outdated and too rigid, there are no calls in the party 

to come up with its own counterproposals because everyone is being 
forced to keep silent owing to OzawaWs strategy of giving top 

priority to Lower House dissolution. 


Secretary General Yukio Hatoyama underlined the need for a change in 


SIPDIS 

cabinet first in the wake of flexible comments from new cabinet 
ministers, including Defense Minister Masahiko Komura, about 
altering the bill. 


The position of the DPJ, which regards the governmentVs foreign 
policy as \"blindly following the United States,\" is that not only 
the antiterrorism law but also the administration\'s foreign policy 
are both unacceptable. 


Nevertheless, there is no move in the party to translate Ozawa\'s 
UN-centered diplomacy into specific policy. Ozawa, in his talks on 
August 8 with US Ambassador to Japan Thomas Schieffer, exhibited a 
flexible stance about sending SDF troops to the International 

Security Assistance Force (ISAF) in Afghanistan by citing a UN 
Security Council resolution. But a DPJ executive described sending 
troops to Afghanistan where security is deteriorating as totally 
unrealistic. In fact, Ozawa has never mentioned the option since. 


9) DPJ to produce counterproposals to antiterrorism law to withdraw 


Column 3 
MSDF and assist Afghan people 


ASAHI (Top play) (Excerpts) 
August 30, 2007 


The Democratic Party of Japan decided yesterday to come up with 
counterproposals to an extension of the Antiterrorism Special 
Measures Law, which is expected to take center stage in the 
extraordinary Diet session slated to open in September. The 
counterproposals are expected to center on livelihood-oriented 
assistance, such as medical and food aid to Afghanistan. The party 

is considering presenting a bill as well. The DPJ, which has been 
opposing the law\'s extension beyond November 1, intends to drive the 
government into ending the Maritime Self-Defense Force\'s refueling 
operation in the Indian Ocean. The envisaged counterproposals are 
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intended to present specific alternatives to the MSDF\'s refueling 
operation as Japan\'s international contributions. 


DPJ President Ichiro Ozawa has clearly expressed his opposition to 
the law\'s extension. In reaction, Defense Minister Masahiko Komura 
and others on August 28 touched on the possibility of altering the 

bill in a bid to obtain the DPJ\'s support. Meanwhile, the largest 
opposition party, rejecting prior talks with the government and 

ruling coalition, still intends to challenge them through Diet 
deliberations. 


In its counterproposals, the DPJ is expected to present its own 
assistance measures other than refueling services. The party, which 
has already learned ways to assist Afghan people from experts, is 
studying a system to make contributions without involving the SDF. 
Secretary General Yukio Hatoyama said yesterday: \"Is the refueling 
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operation contributing to peace in Afghanistan? For instance, we are 
considering providing assistance in the area of poverty. We are 
planning to come up with counterproposals in that direction.\" 


The party specifically envisages providing medical and food aid and 
assisting the Afghan government in reforming the police organization 
instead of supporting the US-led operation to eliminate remnants of 
the former Taliban government. 


The DPJ is considering presenting its counterproposals to the Upper 
House timed with the start of Lower House deliberations on the law\'s 


extension. 


The party, however, might delay or give up the plan depending on the 
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response of the government and ruling coalition. 


10) DPJVs Fujii reiterates to US side his party\'s opposition to 
Anti-Terrorism Special Measures Law 


YOMIURI (Page 4) (Full) 
August 30, 2007 


Democratic Party of Japan (DPJ or Minshuto) lawmaker Hirohisa Fujii, 
a former deputy president of the party, met in the Diet on Aug. 29 

with Marc Knapper, deputy political section chief of the US Embassy. 
Fujii restated his party\'s view on the oil-refueling activities of 

the Maritime Self-Defense Force in the Indian Ocean, based on the 
Anti-Terrorism Special Measures Law: \"One cannot say that (the 
activities) are unrelated to combat operations. The Japanese 
government, as well, takes the position that the right of collective 
self-defense should not be exercised, so those activities absolutely 
must not continue.\" 


11) If LDP in deliberations on the anti-terror bill tries for force 

passage, DPJ will file a censure motion against the prime minister 

and other cabinet members; Hatoyama considering sending lawmakers 
delegation to US on Afghan aid 


YOMIURI (Page 4) (Full) 
August 30, 2007 


Appearing on a TBS television program yesterday, Democratic Party of 
Japan (DPJ or Minshuto) Secretary General Yukio Hatoyama stated this 
about the next Diet session: \"If the Diet stalls and the Liberal 
Democratic Party (LDP) tries to ram through the Anti-Terrorism 

Special Measures Law, we might file a censure motion (against Prime 
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Minister Abe and his cabinet). Should that pass, it would have 
extremely great significance. Dissolution of the Lower House and a 
snap election would then be possible.\" 


Hatoyama also yesterday attended a scheduled meeting of the labor 
union Jichiro, held in Takizawa Village in lwate Prefecture. He 

there expressed his view that he would like to send a delegation of 
DPJ lawmakers to the United States and Europe in order to help the 
party compile its own set of measures to assist Afghanistan. 


12) Missile defense drills planned for Tokyo 


YOMIURI (Page 2) (Full) 
August 30, 2007 
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The Defense Ministry plans to carry out missile defense training in 
mid-September with ground-to-air guided missiles deploying to Tokyo 
for the first time, officials said yesterday. The Air Self-Defense 

Force will move Patriot Advanced Capability 3 (PAC-3) missiles to 
Tokyo from its Iruma base in Saitama Prefecture. 


The Defense Ministry\'s scenario is to intercept ballistic missiles 
targeting the heart of Tokyo. The ASDF will redeploy PAC-3 batteries 
to several locations, including the Ground Self-Defense Force\'s 
Ichigaya garrison in Tokyo\'s Shinjuku Ward, where the Defense 
Ministry is headquartered. The ASDF will check to see ifthere are 
architectures standing in the way of missiles to be launched. In 
addition, the ASDF will also check the environment of communications 
with radar sites. 


The PAC-3 is designed to shoot down ballistic missiles in their 
terminal phase. However, the PAC-3\'s defensive area is small as it 
can only cover a radius of 15-20 kilometers. If Tokyo is highly 

likely to be attacked at its centers with ballistic missiles, the 

ASDF will deploy an air defense missile unit that is made up of 
missile launchers, radar systems, and fire control systems. This air 
defense missile unit needs a spacious site for its deployment of 
long standing with no high-rise buildings around. 


In addition to the Ichigaya garrison, the Defense Ministry is 
considering the GSDF\'s Nerima garrison in Tokyo\'s Nerima Ward and 
parks in Tokyo for the simulation of PAC-3 deployment this time. 


13) Realignment of US forces; Defense Ministry sets grant payment 
guidelines: Nago City nominated as eligible for grants; Point system 
to be introduced to gauge burden of host municipalities 


YOMIURI (Page 2) (Full) 
August 30, 2007 


The Defense Ministry yesterday decided on guidelines for paying 
realignment grants to municipalities whose burden will increase as a 
result of the realignment of US forces in Japan and put related 
ministry ordinances into effect. Under the guidelines, a point 

system has been introduced, under which, for instance, 1 point will 
be given to a municipality where base area has increased by more 
than 100 hectares, minus 1 point to a municipality where base area 
has decreased and 3 points to a municipality that will host a large 
airport. The mechanism is that municipalities given higher points 

will receive higher sums of subsidies. 


Forty municipalities, including Nago City and Ginoza Village in 
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Okinawa Prefecture, are candidates eligible for grants. Of the 40, 
the ministry will designate municipalities that have agreed to 
accept the realignment plan as eligible for grants. The grants will 
be, in principle, paid over a 10-year period. The value of grants 
will be revealed when eligible municipalities are designated. 


The value of grants will increase in stages each year: (1) 10 
PERCENT of the upper limit to municipalities that have accepted the 
realignment plan; (2) 25 PERCENT at the time of the launching of 
environmental impact assessments; (3) 66.7 PERCENT at the time of 
the start of construction work; and (4) 100 PERCENT when 
realignment is completed. The ministry has earmarked grants worth 
5.1 billion yen in this fiscal year\'s budget. 


If construction work is suspended for such reasons as that a host 
municipality has changed its mind and decided to oppose the 
acceptance of base facilities, the payment of grants will stop. Even 

if procedures for environmental impact assessments and construction 
work get underway, no grants would be paid if concerned manipulates 
do not announce their decision to host base facilities. A site for 

the construction of landing practice facilities for carrier-based 

aircraft has yet to be chosen. If the location of the site is fixed, 

the number of municipalities eligible for grants would increase. 


14) Chief Cabinet Secretary Yosano promoting political presence as 
bridge between Kantei, Kasumigaseki, and opposition camp 


MAINICHI (Page 2) (Slightly abridged) 
August 30, 2007 


Chief Cabinet Secretary Kaoru Yosano, who Prime Minister Shinzo Abe 
appointed as a key person in his new cabinet, has already been 
displaying his political presence. He referred at a press briefing 

to the need to revise the structural reform drive, which has been 
carried out by the Koizumi and Abe governments. He is now trying to 
create a reconciliatory mood, changing the adversarial stance 

against the bureaucracy and the opposition, which had been taken by 
his predecessor, Yasuhisa Shiozaki. Picking two bureaucrats familiar 
to him, Yosano is gradually setting up a \"Yosano team.\" The growing 
view in the Prime Minister\'s Official Residence (Kantei) is that 

Prime Minister Abe will find it difficult to show his political 

identity. 


When asked at a press conference yesterday about his view on the 
fact that postal rebels were included in the 22 senior vice 

ministers, Yosano responded: \"Since postal privatization is a past 
event for me, | cannot give you any feedback.\" 


Yosano was chairman of the Liberal Democratic Party\'s (LDP) Policy 
Research Council at a time when the LDP was at odds over the 
postal-privatization issue. He was in a position against the postal 
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rebels, but his comment indicated that he let bygones be bygones. 


Also at a press meeting on Aug. 27, he indicated the possibility of 
breaking away from the structural reform policy, saying, \"We need to 
carry out reforms that would be good for the public.\" He also stated 
on the relations between politics and the bureaucracy: \"Since both 
the Kantei and Kasumigaseki (bureaucrats) are part of the 
government, there is no standoff between them.\" He stressed that he 
would repair relations with Kasumigaseki, which have remained cool 
due to reform of the civil servant system, among other matters. 
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There will likely be a change in managing Diet affairs. In the 

latest ordinary Diet session, the ruling coalition took forced votes 
backed by its possession of two-thirds of the House of 
Representatives seats, urged by the Kantei. Some ruling coalition 
members were unhappy with such actions. Yosano, however, said: 


WI was once called a policy specialist, but | have served mostly in 
such posts related to managing Diet affairs as deputy chairman of 
the Diet Affairs Committee and chairman of the General Assembly of 
the LDP Lower House Members.\" 


He also revealed that he was a teacher of Ichiro Ozawa, president of 
the Democratic Party of Japan, regarding the game of Go. He has 
tried to display a flexible stance as a veteran lawmaker. 


DONOVAN 
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E.O. 12958: DECL: 08/16/2017 

TAGS: KN, KS, ECON, PGOV 

SUBJECT: NORTH KOREANS ARE FENDING FOR THEMSELVES 
ECONOMICALLY, SAYS ROK UNIFICATION MINISTRY 


Classified By: POL M/C Joseph Y. Yun. Reasons 1.4 (b/d) 


1. (C) ROK Ministry of Unification (MOU) officials estimate 
that most of the DPRK\'s current economic activity is 
informal, while its formal economy and industrial base has 
severely eroded since the 1990s. As a result, the average 
household in North Korea earns the bulk of its income through 
the informal sector, and a small fraction of its income from 
the formal sector. MOU also notes North Korea\'s heavy 
dependend on foreign assistance. In the 1960s and 1970s, 
this aid was devoted mostly to heavy industry, but is now 
slated for agriculture and light industry. The DPRK 
government has effectively given up on resurrecting its heavy 
industrial sector. End Summary. 


2. (C) During August 27 informal discussions with U.S., 
Japanese and Australian emboffs about economic conditions in 
North Korea, MOU Director for Inter-Korean Social Exchanges 
Park Kwang-ho, a regular visitor to Pyongyang and other North 
Korean cities, and Kim Jong-ro, of the Intelligence and 
Analysis Bureau, assessed the DPRK\'s official economy and 
industrial base as severely eroded, with little prospect of 
recovery. Park said that the DPRK\'s manufacturing sector 
boomed in the 1960s and 1970s based on the industrial base 
that the Soviet Union supplied, in accordance with the DPRK\'s 
1954-1956 three-year plan. Soviet assistance, expertise and 
parts subsequently kept factories running, belying North 
Korea\'s official self-reliance (\"Juche\") ideology. But 
factories and infrastructure have been in steady decline 

since the Soviet Union collapsed. Since the early 1990s, 

when the Russian Federation started demanding cash for parts 
and stopped sending free technical assistance, the DPRK has 
not chosen to use its scarce hard currency to purchase the 
parts and services needed to keep factories operating, and 
they have largely ground to a halt. International export 
controls further limited the DPRK\'s access to technology. 
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3. (C) As a result of the breakdown of its industrial 
capacity, Park said, the DPRK \"gave up\" on heavy industry 
during the 1990s, even though they \"desperately need an 
industrial revival.\" Trade in primary products such as 
minerals continued, but the proceeds had not been invested 
back into industry. The result was increased dependence on 
aid as well as increased trade, mostly with China. (Park and 
Kim acknowledged that China had recently invested in the 
DPRK, but requested that Chinese influence be subject of 
another discussion). Emphasizing what he saw as the decline 
in the DPRK\'s economic situation, Park observed that in the 
1960s-80s, the DPRK was dependent on foreign assistance to 
keep its industries running, but was self-sufficient in food. 
Now, not only had the manufacturing sector collapsed, but 
the DPRK needed food aid also. 


-- Examples 


4. (C) The spotty supply of electricity in the DPRK is both 

an example of the overall decline in industrial production 

and a factor compounding the difficulties facing industries, 
Park said. The DPRK\'s electrical generating capacity is 
7,500 MW, but actual output is only one third of that, MOU 
estimates. (Note: A 2002 Nautilus Institute paper provides 
similar estimates: 10,000-12,000 MW capacity, and 
2,000-3,000 MW production. End Note.) As an example of the 
deteriorated electrical system, North Korean engineers had 
told him about a hydroelectric turbine where one of four 

large propeller-like blades had broken, leaving the turbine 
unbalanced and inoperable. Instead of replacing the blade or 
the entire turbine, the engineers broke off the matching 

blade on the other side of the shaft, allowing the turbine to 
spin but at reduced capacity. Such coping mechanisms were 
common. The ROKG and other Six-Party government were now 
beginning to supply heavy fuel oil to run DPRK power plants, 
but repair of the power distribution grid would also be 

needed, Kim noted. 


5. (C) Park said that in connection with an MOU project in 
2003, he spent nine days in Hungnam, a main industrial city 


on the DPRK\'s east coast. Each day, he had occasion to pass 
the city\'s main steel manufacturing area, and he left 

convinced that no manufacturing was going on, seeing no smoke 
from smokestacks (he illustrated this with a photograph) or 

signs of material going in and out of the huge facility. 


6. (C) Kim noted the ROK\'s 2007 agreement to supply USD 80 
million worth of light industrial materials that DPRK 

factories were to use to produce shoes, clothing and other 
necessities, in exchange for the DPRK allowing ROK companies 
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to mine minerals in the North. He said that MOU surveys of 
DPRK factories, including several on-site visits, had led the 
ROKG to conclude that it would make more sense to supply the 
shoes, clothing and other items directly, since DPRK 
manufacturing capacity was so poor, but the DPRK had insisted 
on receiving the inputs instead. 


7.(C) Park said that the erosion of the DPRK economy\'s 
formal sector had led to a \"change in mindset\" as the extreme 
version of the dual economy (formal and informal), common to 
developing countries, took hold in North Korea. North 

Koreans had become less dependent on the central government 
for either employment or daily necessities, in part because 

of partial economic liberalization that the DPRK government 
introduced in 2002. MOU estimated that the average income of 
a North Korean laborer was 2,500 North Korean won (KPW) per 
month (equivalent to less than 1 USD at the unofficial 
exchange rate of 3,000 KPW/USD), whereas actual household 
expenditures, according to recent defectors, were 150,000 - 
200,000 KPW per month. In other words, official wages 
amounted to a small percentage of actual income. Defectors 
had said that additional earnings came from trading, 

smuggling near the border, or extra work. Kim said MOU 
estimated that only 50 percent of North Koreans were still 

going to their official places of employment. (Note: ROK 
academics have said that many workers pay their factory 
managers bribes to list them as present, while they spend the 
day on other pursuits. End note.) 


8. (C) MOU also saw emerging differences between the \"haves\" 
and \"have nots\" in North Korea. For example, the public 
distribution system allowed Pyongyang residents to buy rice 

at 45 KPW per kilogram, but in the countryside, where the 
public distribution system was no longer functioning, North 
Koreans had to pay 700-2,000 KPW per kilogram. (Note: ROK 
NGO Good Friends reported on August 28 that the market price 
for rice was around 3,000 KPW per kilogram because of recent 
floods. End Note.) The price discrepancy could breed 
resentment, and likely resulted in officials in control of 

the official rice supply selling it into the open market. 


9. (C) Some North Koreans appeared relatively well off 

lately, Kim and Park noted. Park had seen many North Koreans 
eating \"expensive\" meals at the Koryo hotel (which usually 
caters only to foreigners) on a recent visit to Pyongyang, 

and had also seen several North Korean families in the 

hotel\'s pricey sauna. Some identified themselves as doing 


Column 3 

business with China; others claimed to represent DPRK 
state-owned companies. His overall sense was that economic 
activity, most of it informal, had increased lately, but that 

did not mean production had increased: factories were still 
moribund. 


10. (C) Park and Kim speculated with emboffs about how DPRK 
authorities might view the current economic situation: a 
deteriorated formal sector; continued dependence on foreign 
assistance for food and other needs; a growing informal 

sector that provided little revenue to the central government 

and included much smuggling; and emerging income gaps that 
could lead to societal stress. There was no evidence that 

the DPRK government had a strategic approach to enlarging the 
formal sector, they suggested. Instead, the strategy 

appeared to be twofold: for the government, continued 
dependence on outside assistance and probably illicit 

activities (nfi) while waiting for a big payoff such as 

reparations from Japan, and for individuals, a continued 


extreme version of laissez faire economics. 
VERSHBOW 
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SUBJECT: RUSSIA CALLS STATEMENTS ABOUT ITS RECONSIDERATION 
OF THE BIG TREATY WITH UKRAINE A \"MISUNDERSTANDING\" 

REF: MOSCOW 4065 


Classified By: POLITICAL M/C ALICE G. WELLS FOR REASONS 
1.5 (b, d). 
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1. (C) Summary: Russian Ambassador-at-large for Black Sea 
Fleet issues Vladimir Dorokhin told us its diplomatic spat 

with Ukraine over alleged statements made by a Russian 
diplomat regarding Russia\'s legal claim on the Crimea is a 
\"dead issue.\" Russia characterized as a misunderstanding the 
Kyiv-based Russian diplomat\'s alleged statements that Russia 
would reconsider its recognition of Crimea as Ukrainian 
territory if Ukraine raised Russia\'s rental payments for 

docking its Black Sea Fleet in Sevastopol. Dorokhin conceded 
that Ukraine is pressuring Russia to allow it greater access 

to its Black Sea Fleet naval base to conduct an inventory of 
assets and the result of the inventory could mean higher 

rental payments for Russia, but he stressed that senior 
Russian and Ukrainian officials have agreed to talk about 
rental payments only after the completion of the inventory. 
Dorokhin also noted that Russia and Ukraine have agreed to 
delay talks on the status of the Black Sea Fleet beyond the 
2017 withdrawal date until much later in the future. End 
Summary. 


Press Highlights Diplomat\'s Alleged Statements About Crimea 


2. (U) Russian press focused on alleged statements made by a 
senior diplomat in the Russian Embassy in Kyiv about Russia\'s 
preparedness to reconsider the validity of the 1997 
Russia-Ukraine Big Treaty, which stipulates Russia\'s 
recognition of the Crimea as part of Ukrainian territory. 

Russian diplomat Vladimir Lysienko allegedly made these 
statements during a press roundtable at the Russian Embassy 
in Kyiv in response to questions about some Ukrainian 
politicians\' calls for higher rent payments charged to Russia 

for stationing its Black Sea Fleet on the Crimean peninsula. 
Media reported Lysienko as saying that if Ukraine were to 

insist on higher rent payments, Russia would have to 
reconsider the validity of the Big Treaty. These alleged 
statements prompted Kyiv to send a formal demarche to Moscow 
to seek an official confirmation of Lysienko\'s statements. 


\"Russian Diplomat\'s Statement Taken Out of Context\" 


3. (C) Russian Ambassador-at-large for Black Sea Fleet 
issues Vladimir Dorokhin confirmed for us on August 28 that, 
as far as Russia is concerned, the issue over Lysienko\'s 
statement \"is dead.\" Dorokhin unequivocally Russia\'s 
recognition of Crimea as Ukrainian territory. He explained 
that both the 1997 Russia-Ukraine Big Treaty and the 2001 
border treaty serve as the basis for Ukraine\'s legal claim to 
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Crimea, and no Russian official \"has seriously contemplated\" 
revisiting either of these bilateral agreements. 


4. (C) Dorokhin maintained that \"Lysienko could not and 
would not\" have said that Russia would reconsider its 
commitments under the Big Treaty. He added that after 
reviewing the audio recording of Lysienko\'s press roundtable, 
the Russian embassy in Kyiv confirmed that Dorokhin did not 
make such statements. The Russian MFA publicly denied that 
its diplomat made such allegations, citing misinterpretation 

by the journalists, and summoned a senior Ukrainian diplomat 
in Moscow to formally protest Ukraine\'s \"hasty demarche over 
inaccurate press reporting.\" 


Higher Rent Payments Not An Issue of Discussion 


5. (C) Dorokhin confirmed that the issue of higher rent 
payments is connected with Ukraine\'s insistence that it 
conduct an inventory and appraisal of some 5000 \"immovable 
assets\" leased to Russia in Crimea, as part of its national 
effort to take stock of all governmental property. Russia 

and Ukraine have held negotiations on the scope and nature of 
the inventory since 2001, and Dorokhin conceded that Ukraine 
wants to expedite the process. However, he stressed that 
Russia\'s concerns about the control of access to its military 
base must also be taken into account. Regardless, Dorokhin 
noted that both the Ukrainian and Russian leadership fully 
understand that the issue of higher rent payments should not 
be discussed until the inventory is completed. Dorokhin 

cited Ukrainian First Deputy Foreign Minister Vladimir 
Ogryzko\'s private statements to Moscow that Ukraine will not 
raise the subject of rent payments until the completion of 

the inventory. (Note: Russia currently pays USD 98 million 
per year. End note.) 


\"Politicians Playing an Unhelpful Role\" 


6. (C) Dorokhin complained that politicians in Ukraine and 
Russia are politicizing a technical issue. In the lead up to 

the parliamentary elections in Ukraine and Russia, 

politicians in both countries have made numerous \"unhelpful 
and inflammatory\" statements about the presence of Russian 
military forces on Ukrainian territory. Dorokhin 

characterized the strong rhetoric as unhelpful, although he 
recognized that the legal status of Crimea and the Black Sea 
Fleet are \"hot political issues\" in both countries. Despite 
the political appeal, Dorokhin assured us that the executive 
leaderships in Russia and Ukraine remain calm and objective 
about the status of the Black Sea Fleet. Dorokhin observed 
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that senior Russian and Ukrainian officials \"correctly view\" 
the Black Sea Fleet issue as relatively minor compared to 
\"more fundamental bilateral problems,\" such as Ukraine\'s 
entry into NATO and the World Trade Organization (prior to 
Russia) and the official status of the Russian language in 
Ukraine (reftel). 


Status of Black Sea Fleet Beyond 2017 


7. (C) Dorokhin stressed that the official position of 

Russia and Ukraine is that the status of the Black Sea Fleet 
beyond the previously agreed upon withdrawal date of 2017 
will remain off the discussion table \"for the foreseeable 
future.\" Noting that there are still 10 years left before 

the current agreement expires, Dorokhin insisted that both 
Russian and Ukrainian officials want to avoid further 
complicating an already complicated issue. He acknowledged 
that President Putin has made recent press statements 
indicating that Russia would be interested in maintaining the 
fleet in Sevastopol beyond 2017, but Dorokhin maintained that 
Putin has instructed the MFA not to put any pressure on 
Ukraine over the renewal of the fleet\'s lease agreement until 
he directs otherwise. 


8. (C) Dorokhin added that Russia\'s long-term goal is to set 
up the naval base in Novorossiysk by 2020 and convert the 
Novorossiysk naval base into its main naval base in the Black 
Sea. He stressed that these are Russia\'s working plans, 
regardless of the status of RussiaWs naval base in Sevastopol 
beyond 2017. If Ukraine agrees to renew the lease in 
Sevastopol, the Novorossiysk naval base would still serve as 
the primary naval base in the Black Sea. Given Ukraine\'s 
\"dramatic shift to the West,\" Dorokhin noted that Russian 
leadership is focused on setting up a Black Sea naval base on 
its own territory. 


Comment 


9. (C) The Russian MFA is sticking with the story that its 
diplomat\'s comments regarding the Black Sea Fleet and the Big 
Treaty were taken out of context, and from Russia\'s 
perspective, the issue has been put to rest. Despite 

tensions in bilateral relations that bubble to the surface, 

the GOR continues to put a positive spin on its engagement 
with Ukraine. 

Burns 
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STATE FOR PRM AND EAP/MLS 


E.O. 12958: N/A 
TAGS: PREF, VM 
SUBJECT: SUNSET FOR THE MCCAIN AMENDMENT 


REF: REF A: O-I 103/07 REF B: 05 HCMC 074 
1. This is an action request. See paragraphs 10 and 11. 


2. Summary: Mission Vietnam supports the reauthorization of 
the McCain Amendment (ref A). At the same time, the exact 
reauthorization needs to be handled carefully in order to allow 
the program to progress and eventually wind down in a manner 
that is both equitable and in keeping with clear U.S. interests. 

We therefore propose that there should be a cutoff date for 
submitting new McCain Amendment applications of June 25, 2008. 
We chose this date because it fits with the overall Humanitarian 
Resettlement process and will allow time for all applications 
received before the cut-off date to be fully processed before 

the McCain Amendment would expire at the end of FY2009. End 
summary. 


1,000 Cases Still Pending 

3. Mission Vietnam welcomes the possible reauthorization of the 
McCain Amendment in the FY 2008 State and Foreign Operations 
Appropriations Bill. The reauthorization language is contained 

in Title VI, \"Special Authorities\" Section 634(f) and amends 
Section 594(a) of the Foreign Operations, Export Financing, and 
Related Programs Appropriations Act, 2005 (enacted as division D 
of Public Law 108-447; 118 Stat. 3038) by striking Vand 2007\' 

and inserting \'through 2009\'. Ref A transmitted this to Mission. 


4. This measure would keep the McCain Amendment in effect 
through the current Humanitarian Resettlement (HR) process. If 
this measure is not passed, the McCain Amendment will expire at 
the end of this fiscal year, ending the eligibility of more than 
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1000 individuals who have applied but have not yet been 
interviewed by US Citizenship and Immigration Services (USCIS). 
About half of these are eligible for USCIS interview at the 
moment, but have not been scheduled for interview due to a lack 
of USCIS adjudicators. Others are still waiting for their cases 

to be processed prior to reaching the point of a USCIS 

interview. 


5. There will be no more USCIS interviews for HR applicants 

this fiscal year. Anticipating the lapse of the McCain 

Amendment, the Humanitarian Resettlement Section (HRS) filled as 
many interview slots as possible during the last circuit ride 

with pre-HR McCain Amendment applicants. Virtually all of these 
cases were either interviewed or could not be contacted. HRS 

gave priority for the remaining slots to HR-HO cases with McCain 
children that were ready to interview. 


6. The next USCIS circuit ride is planned for mid-October to 
mid-December. HRS anticipates that the McCain Amendment will be 
lapsed at that time so is filling interview slots with cases 

that do not have McCain add-ons. Presuming that the McCain 
Amendment is re-authorized, HRS will schedule interview slots 
for later circuit rides as normal -- generally first in, first 

out with expedited treatment for age-out cases. This should 

take care of overhang McCain-related cases that will develop 

until the provision is reauthorized. Processing without these 
appointment considerations is more efficient as it takes extra 
work to fill interview slots out of turn and USCIS adjudicators 

can handle 25% more cases per day if McCains are included. 
Three existing McCain cases contain members in danger of aging 
out even if the provision is reauthorized: in January, April, 

and June of 2008 respectively. 


7. Reauthorization of the McCain Amendment for the proposed 
period will allow all of those resettled under HR-HO to be 
joined by their single adult children. If it is not 

reauthorized, a majority of applicants will not have that 
opportunity. HR applications will be accepted until June 25, 
2008. Mission expects that all HR applicants will have been 
adjudicated by USCIS well before the end of FY 2009 if the 
current pattern of USCIS circuit rides continues. Thus, there 
will be no need for another reauthorization. 


An Efficient, Humane Sunset 

8. While Mission believes reauthorizing the McCain Amendment 
through the end of FY 2009 is in the best interest of U.S. 

policy and goals, there are multiple reasons why there should be 
an earlier cut-off date for accepting new applications. First, 

we note that the end of the HR process will coincide with the 

end of the Humanitarian Resettlement Section and its processing 
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capabilities as they now exist. Thus, HRS\'s ability to process 

new McCain cases after June 2008 will be sharply diminished as 

it will be focusing on closing existing cases as quickly as 

possible with a shrinking staff. Second, as noted in Ref B, the 

GVN expects refugee processing related to the ODP categories to 
end when Humanitarian Resettlement does. While McCain cases are 
not mentioned in the Understanding on HR between the two sides, 
they are dependent solely on one category that HR re-opened. 


HO CHI MIN 00000892 002 OF 002 


Third, it will become increasingly difficult to schedule 

interviews for McCain applicants as USCIS adjudicates the final 
HR applicants in early to mid-2009. Lastly, if applications are 
accepted up to the last day of the life of the program, there 

will inevitably be a number of people whose applications cannot 
be processed before the end of the program. While we certainly 
cannot predict in advance, there could be hundreds of cases that 
expire without ever being processed to conclusion, leaving us in 
much the same predicament as we are in today. 


9. It would be most humane to avoid raising expectations that 
cannot be met. Therefore Mission believes that the cutoff for 
receiving new McCain Amendment applications should coincide with 
the end of the Humanitarian Resettlement application period. 

Any other close-out date for the McCain applications would cause 
excessive confusion and hinder our own ability to plan a logical 
conclusion to the HR program. We therefore recommend June 25, 
2008, as the date certain for ending acceptance of new McCain 
applications. 


Action Requests 

10. Action requested: Mission believes that the McCain 
Amendment should be expeditiously reauthorized for the period 
proposed and requests Department support for the 
reauthorization. 


11. Action requested: If the McCain Amendment is renewed, that 
the Department authorize a cutoff date for receiving new McCain 
Amendment applications that corresponds with the end of the 
Humanitarian Resettlement Process -- June 25, 2008. 


12. This message was coordinated with Embassy Hanoi. 
FAIRFAX 
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E.O. 12958: N/A 

TAGS: EFIN, ETTC, KTFN, ECON, KCRM, SN 

SUBJECT: SINGAPORE PROPOSES NEW CASH COURIER REPORTING 
REQUIREMENTS 


Ref: Singapore 357 


1. The Singapore government presented to parliament two 
amended pieces of legislation designed to enhance the 
country\'s anti-money laundering and countering the 
financing of terrorism (AML-CFT) regime on August 27. 
These actions are part of a series of steps Singapore has 
taken in recent months to bring its AML-CFT regulatory and 
enforcement infrastructure more into alignment with 
Financial Action Task Force (FATF) recommendations. FATF 
is currently conducting its mutual evaluation of Singapore, 
which includes an onsite assessment September 3-14, with 
DOJ participation. 


2. Proposed changes to the Corruption, Drug Trafficking 

and Other Serious Crimes (Confiscation of Benefits) 
Amendment Bill include new reporting requirements for cash 
couriers -- Part VIA Q Cross Border Movements of Physical 
Currency and Bearer Negotiable Instruments. Once approved, 
in-bound and out-bound travelers in most cases must declare 
cash and cash instruments they are carrying in excess of 
S$30,000 or its equivalent (approximately US$20,000 -- 

twice the threshold required under U.S. law). Violators 

could be subject to a fine of up to S$50,000 (US$ 33,100), 

a maximum prison sentence of three years or both. The 
legislation also clarifies and expands the scope for 

reporting suspicious transactions. 


3. The Monetary Authority of Singapore (Amendment No. 2) 
Bill would raise the maximum penalty for financial 
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institutions that fail to comply with AML-CFT regulations 

from S$100,000 (US$66,225) to S$1 million (US$662,250). It 
also would empower the Monetary Authority to prosecute 
financial institution managers where non-compliance is 
attributable to their consent, connivance or neglect 

(reftel). 


4. Both bills must undergo two more readings in parliament 
and then be approved by the President (a formality) before 
they are enacted. The full text of the amendments can by 
viewed at www.egazette.com.sg (current notices, bills 
supplement) or www.parliament.gov.sg (bills introduced). 


SHIELDS 
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SENSITIVE BUT UNCLASSIFIED 
SIPDIS 


HHS FOR OGHA, CDC ATLANTA FOR JULIE GERBERDING AND STEVE 
BLOUNT, USAID FOR GH/KENT HILL AND KEN YAMASHITA, NSC FOR 
BOBBY PITTMAN AND MIKE MAGAN, AF FOR A/S FRAZER 


E.O. 12958: N/A 

TAGS: ECON, SOCI, PGOV, PREL, SF 

SUBJECT: SECRETARY LEAVITT CONCLUDES SUCCESSFUL VISIT TO 
SOUTH AFRICA 


1. (U) U.S. Secretary of Health and Human Services (HHS) 
Michael O. Leavitt completed a successful visit to South 
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Africa August 18-21, 2007. The Secretary and his delegation 
visited four sites in Gauteng and KwaZulu-Natal Provinces 
funded by the President\'s Emergency Plan for Aids Relief to 
demonstrate the wide range of activities of our 400-plus 

South African and international partners. Secretary Leavitt 
and most senior members of the delegation also met with 
Minister of Social Development Dr. Zola Skweyiya and Deputy 
Minister for Foreign Affairs Aziz Pahad. Secretary Leavitt 
stressed the collaborative nature of our work with the South 
African Government and our many non-governmental partners 
(NGOs). Minister Skweyiya said it was good that Secretary 
Leavitt had come, hoped that the U.S. and South African 
governments could cooperate more on social issues, and 
expressed gratitude for the U.S. Government\'s assistance. 
Secretary Leavitt also held a series of well-attended press 
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conferences, media roundtables and electronic interviews in 
Johannesburg, Pretoria and Durban. The international and 
local media responded with great interest, and reported 
favorably on his activities and messages. Secretary 
Leavitt\'s visit highlighted the U.S. Government\'s continuing 
commitment to our partnership with the South African 
Government and NGOs in the fight against HIV/AIDS. The visit 
supported Post\'s bilateral and public-diplomacy efforts, and 
created opportunities to expand America\'s help to those who 
need it the most -- those infected by the HIV/AIDS epidemic, 
including the growing number of orphans left in its wake. 

End Summary. 


2. (U) HHS Secretary Michael Leavitt completed a successful 
visit to South Africa from August 18-21, 2007. A series of 
visits to programs implemented under the President\'s 
Emergency Plan for AIDS Relief was the centerpiece of the 
South African leg of the visit. Secretary Leavitt\'s 

delegation included U.S. Global Aids Coordinator Ambassador 
Mark Dybul; the Director of the HHS Office of Global Health 
Affairs (OGHA), Dr. William Steiger; the Director of the 
Centers for Disease Control and Prevention (CDC), Dr. Julie 
Gerberding; the Assistant Administrator for Global Health at 
the U.S. Agency for International Development (USAID), Dr. 
Kent Hill; HHS/OGHA Director for African Affairs, Dr. Samuel 
Adeniyi-Jones; the Director of the Fogarty International 

Center of the HHS National Institutes of Health (NIH), Dr. 
Roger |. Glass; and State Department DAS for African Affairs 
Carol Thompson. The Charge, HHS/CDC Country Director, USAID 
Director, Acting Health Attach, Consul General in Durban 
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(while in Durban) and Economic Counselor (Control Officer) 
accompanied the delegation. 


3. (U) Secretary Leavitt and his delegation visited four 

sites funded by the Emergency Plan in Gauteng and 
KwaZulu-Natal provinces, selected to demonstrate the wide 
range of activities of our 400-plus South African (80 

percent) and international (20 percent) partners that 
implement the South Africa program. The four sites were the 
Mercy Clinic in Winterveldt Township, and Heartbeat in 
Nellmapius Township, both outside of Pretoria; CAPRISA in 
Vulindlela, outside of Pietermaritzburg; and the University 

of KwaZulu-Natal (KZN) Medical School in Durban. 


Mercy Clinic 


On August 20, Secretary Leavitt and his delegation visited 
the Mercy Clinic, a large multi-purpose facility located in 
Winterveldt township in Gauteng Province. Run by the Order 
of Mercy, the facility receives partial funding from the 
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Emergency Plan, and provides a range of health care and 
community services, including basic health care, dentistry, 
vocational education, psychosocial support for orphans and 
vulnerable children (OVCs) and their caregivers, nutrition 
programs, gardens, skills-training and employment-generation 
activities. Emergency Plan funding provides confidential, 
voluntary counseling and testing (VCT) and support for the 
provision of anti-retrovirals (ARVs), although the South 

African Government provides the drugs themselves. Secretary 
Leavitt toured the facility, and conversed with patients 

about the impact of the Emergency Plan program on their lives 
and work, and with home-based caregivers about their 
experience with HIV/AIDS in the Winterveldt community. He 
also spoke to several children and their guardians who are in 
the facility\'s OVC program. 


Heartbeat 


Later on August 21, Secretary Leavitt visited the Heartbeat 
facility in the township of Nellmapius, north of Pretoria. 
The site furnishes a range of support for OVCs and their 
caregivers (grandmothers, elder siblings, or other family 
members and friends). Located in a set of brightly colored 
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trailers and containers next to a new primary school, the 
facility feeds, tutors, counsels, arranges play activities 

and holiday programs, provides uniforms and books and 
improves the lives of children devastated by the loss of both 
parents. In most cases, grandmothers are raising the 
children; however, in a significant percentage of cases the 
orphans are living in child-headed households. The program 
also assists OVCs and their caregivers to access government 
grants and services, and provides training in child care and 
income-generation to household heads. Secretary Leavitt 
interacted with groups of primary school children who were 
receiving homework supervision and one-on-one tutoring and 
psychosocial support, including the making of memory boxes. 
Secondary students shared with Secretary Leavitt their plans 
for further study and occupational goals, and a group of 
grandmothers who talked about their experiences in raising 
their grandchildren and generating additional income. 


CAPRISA Vulindlela Research Facility 


On August 21, Secretary Leavitt and his delegation traveled 
to KwaZulu-Natal, South Africa\'s most populous province 
(nearly 10 million people), and the region most affected by 
the HIV/AIDS epidemic. Secretary Leavitt visited a research 
facility in Vulindlela run by the Centre for AIDS Programme 
of Research in South Africa (CAPRISA). CAPRISA\'s Vulindlela 
facility is located in a rural area (about an hour and a half 
outside Durban and 40 minutes from Pietermartizburg) 
primarily funded by the Emergency Plan (through USAID and 
HHS/CDC) and HHS/NIH. The facility is notable for the local 
community\'s support of its activities. Secretary Leavitt 
discussed the integration of the facility into the community 
with traditional leaders, a Peace Corps Volunteer, a local 
NGO, a Reverend, and a local Department of Health 
representative. Secretary Leavitt then interacted with 
medical personnel who are running HIV/AIDS prevention 
research programs, and had an opportunity to speak with 
several participants in a microbicide trial. Secretary 

Leavitt also engaged with patients who are receiving 
anti-retroviral therapy at the facility. To close the visit, 
Secretary Leavitt discussed the challenges faced by the local 
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community with researchers, traditional leaders, and 
community support groups during a lunch hosted by CAPRISA. 
All parties agreed that the community\'s biggest challenge was 
to curb the number of new HIV/AIDS infections, but that this 
had proven difficult. 


University of KZN Nelson R. Mandela School of Medicine 
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In Durban, also on August 21, Secretary Leavitt visited the 
University of KwaZulu-Natal\'s Doris Duke Medical Research 
Institute, where he delivered a speech to over 100 medical 
students and researchers, including 15 beneficiaries of U.S. 
grants. The Medical School receives nearly 50 percent of its 
research funding from U.S. private and public sources (USAID 
and HHS, including CDC and NIH, some of which is Emergency 
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Plan financing). In his speech, Secretary Leavitt reflected 
upon his experiences while visiting the Heartbeat and 
Winterveldt sites on August 20. He emphasized that he 
believed there was hope in the fight against HIV/AIDS. He 
also discussed President Bush\'s personal commitment to the 
fight against HIV/AIDS and his request for a doubling of 
Emergency Plan funding. Secretary Leavitt added that he 
would encourage Congress to approve the proposed increase, as 
he had witnessed in South Africa the positive impact of 
programs funded by the U.S. Government. Secretary Leavitt 
and the audience then engaged in a question-and-answer 
session. Most questions revolved around medical education 
and training, and South Africa\'s need to develop the next 
generation of scientists and doctors. The University also 
used the occasion of Secretary Leavitt\'s visit to announce a 
USD 30 million grant by the Howard Hughes Medical Institute 
to build a research institute to focus on tuberculosis (TB) 

and extensively drug-resistant TB. 


4. (SBU) Secretary Leavitt and some of the senior members of 
the delegation also met with the South African Minister of 

Social Development, Dr. Zola Skweyiya. Deputy Minister for 
Foreign Affairs Aziz Pahad, Director-General for Social 
Development Vusimuzi Madonsela and Director-General for 
Health Thami Mseleku accompanied Skweyiya. The Embassy had 
requested a meeting with the Deputy President, Phumsile 
Mlambo-Ngcuka, who was in Cape Town to meet with Parliament, 
and Minister of Health Dr. Manto Tshabalala-Msimang, who was 
visiting the Democratic Republic of Congo with President 

Thabo Mbeki. The Minister of Health later sent a letter to 

express her regret that they had not been able to meet and 

her wish that they be able to meet soon, hopefully in South 

Africa. 


5. (SBU) Secretary Leavitt stressed the collaborative nature 
of our work with the South African Government and our many 


Column 3 

NGO partners, while underlining the success of the Emergency 
Plan\'s partnership with the Ministry of Social Development in 
the support of OVCs. Minister Skweyiya said it was good 
Secretary Leavitt had come and he hoped the U.S. and South 
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African governments could cooperate more on social issues. 
He specifically expressed a need for help in increasing the 
number of university-trained social workers and expanding the 
cadre of rural social/health workers (such as medical 
clinicians/medical extenders) to help extend service to rural 
areas where there is a lack of permanent infrastructure, and 
he appealed for short-term/bridge funding for additional 
personnel. The Director-General of Health added there would 
soon be an announcement of new roles for nurses because of 
the shortage of doctors. The Director-General of Social 
Development said his Ministry was developing a campaign to 
address child poverty, and asked for help in creating a data 
base of child-headed households so the Ministry can best 
target them. 


6. (SBU) The Minister said his Ministry was working closely 
with civil society and, particularly, the religious sector 
because it had a broader network than anyone else, and 
because \"the government can\'t do it alone.\" Dr. Hill thanked 
the Minister for the cooperation of the Ministry, and said 

their relationship was one of the best cooperative 
relationships USAID has. Dr. Hill also offered to 

participate in the Ministry\'s quarterly planning meetings to 
look for better ways to cooperate. The Minister ended the 
meeting by voicing the South African Government\'s gratitude 
for the assistance from the United States, \"especially USAID 
and for empowering NGOs.\" 


Secretary Leavitt\'s Message 


SIPDIS 


7. (U) Secretary Leavitt communicated the following key 
messages at the sites and Ministerial meeting: 
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-- He had come to South Africa with an intellectual 

engagement to the Emergency Plan program but was leaving with 
an emotional commitment, generated by his personal 

interaction with those who were implementing the program, 
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and, above all, the men, women and children who were the 
recipients of its services; 


-- The Emergency Plan was President Bush\'s program and would 
not have been possible without his personal and direct 
involvement. The President is 100-percent committed to the 
program and the attainment of its goals because it is the 

right thing to do; 


-- The Emergency Plan has the full and unwavering support of 
the American people, who want to help and feel good about 
what they are doing; 


-- The Emergency Plan and its success is a function of the 
partnership between South Africa and the United States. 
United States funding is ultimately a catalyst, a way of 
helping South Africa address the epidemic, as spelled out in 
its well-constructed National Strategic Plan (2007-2011), 
which now needs to be implemented; 


-- Prevention is the key component of beating HIV/AIDS. The 
Emergency Plan has been successful in meeting its treatment 
targets, but must now focus on reducing transmission and 
lowering incidence rates; 


8. (U) Secretary Leavitt held a series of well-attended 

press conferences, media roundtables and electronic 

interviews. International and local media responded with 

great interest, and reported favorably on his activities and 
message. There were two dozen media placements, including 
news articles, opinion pieces and radio and TV coverage. All 
the placements were positive; none were critical of the 

United States. SABC Radio\'s Channel Africa, which broadcasts 
its programs throughout the African continent, interviewed 
Secretary Leavitt. Secretary Leavitt later spoke for five 
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minutes on 702, the highest-rated morning radio talk show in 
South Africa. Secretary Leavitt successfully communicated in 
all of his media events that the United States has invested 

and will continue to invest hundreds of millions of dollars 

in HIV/AIDS prevention, care and treatment in South Africa, 
and that the South African Government\'s National Strategic 
Plan (2007-2011) is a good plan that needs to be implemented. 
Sample headlines from the South African press include: \"U.S. 
Cash Fights AIDS in SAW (The Citizen); "US Health Secretary 
Leavitt Impressed by SA\'s AIDS Approach\" (Business Day); \"US 
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Hopes to Spend More on AIDS in SA\" (Mail & Guardian); and 
\"Howick Centre Gets Powerful Visitor\" (Daily News of Durban). 
Secretary Leavitt declined to comment on President Mbeki\'s 
recent dismissal of Deputy Minister of Health Nozizwe 
Madlala-Routledge, which has dominated local headlines and 
has received coverage in the international press during the 
past two weeks. When asked about the issue, he consistently 
and pointedly referred to the need to focus on the full 
implementation of South Africa\'s National Strategic Plan. 
Media and public opinion have not criticized his response. 


9. (SBU) There were a number of significant outcomes from 
this visit. The U.S. public profile was raised in a positive 

way on a subject that is of great interest to the vast 

majority of South Africans. The meeting with the Minister of 
Social Development and the Vice Minister of Foreign Affairs 
demonstrated the South African Government\'s public support 
and gratitude for the Emergency Plan. The meeting also 
opened new avenues for future cooperation, such as increasing 
the number of university-trained social workers, training 

rural social/health workers, creating a data-base for 
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child-headed households, and participating in the Ministry of 
Social Development\'s quarterly planning meetings. The 
Embassy will work with the South African Government to 
follow-up on these areas. 


10. (SBU) Secretary Leavitt\'s visit highlighted the U.S. 
Government\'s continuing commitment to our partnership with 
the South African Government and NGOs in the fight against 
HIV/AIDS. The visit supported the post\'s bilateral and 
public-diplomacy efforts, and created opportunities to expand 
America\'s help to those who need it most -- those affected by 
the HIV/AIDS epidemic, including the growing number of 
orphans left in its wake. End Comment. 


11. (U) Secretary Leavitt has approved this cable. 
Teitelbaum 


Column 3 

120436 

PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #4027 2420500 

ZNR UUUUU ZZH 

P 300500Z AUG 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7079 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 

INFO RUEHFK/AMCONSUL FUKUOKA 2884 
RUEHNH/AMCONSUL NAHA 5311 

RUEHNAG/AMCONSUL NAGOYA 1881 

RUEHKSO/AMCONSUL SAPPORO 3631 

RUEHOK/AMCONSUL OSAKA KOBE 6510 
RUEHBJ/AMEMBASSY BEIJING 8709 

RUEHMO/AMEMBASSY MOSCOW 1862 
RUEHUL/AMEMBASSY SEOUL 4768 

RUCNDT/USMISSION USUN NEW YORK 5689 

RHEHAAA/NSC WASHDC","UNCLAS TOKYO 004027 


SIPDIS 
SIPDIS 


STATE FOR V/RF, PA/PR/FPC/W, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 

TREASURY FOR OASIA/IMI; 

SECDEF FOR OASD/PA; 

CP BUTLER OKINAWA FOR AREA FIELD OFFICE; 
PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR 


E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: TOKYO MEDIA REACTION - TALIBAN RELEASE OF 
SOUTH KOREAN HOSTAGES - TOKYO 


LEAD STORIES: Thursday morning\'s Asahi gave top 
coverage to a DPJ plan to put forward an alternative 
proposal for helping in the reconstruction in 
Afghanistan. 


1.\"Hard Lessons from Hostage Crisis\" The liberal Asahi 
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editorialized (8/30): \"It is a good thing that the 

South Koreans taken hostage by the Taliban are starting 
to be released and can now return home. The incident, 
however, is bound to have grave effects on 
reconstruction in Afghanistan and has left \'hard 
lessons\' for aid workers.... The South Korean 
government may have paid a large amount of ransom 
money. Given the number of hostages, it may not have 
been possible to completely rule out ransom 
negotiations, but paying money to kidnappers will 
encourage similar incidents. There is concern about the 
safety of UN and NGO workers operating in Afghanistan. 
Nevertheless, the international community must not 
allow assistance for reconstruction to stall, as that 
country is in the frontline in the war on terrorism. 
Afghanistan must be rebuilt as a free and peaceful 
country.... For the time being, there is little choice 

but to rely on the International Security Assistance 
Force and the US-led \'coalition of the willing\' in 

order to maintain security and order. Swift rebuilding 

of the Afghan military and police are imperative so 

that aid workers can move around the country freely.\" 


2. \"No Time for Unreserved Joy\" The top-circulation, 
moderate Yomiuri wrote (8/30): \"... The ROK Blue House 
announced that it accepted two conditions to win the 
release of the hostages: the withdrawal of its troops 
from Afghanistan by year\'s end and the suspension of 
missionary work there by South Korean Christians... 
The decision to withdraw troops by the end of the year 
was essentially made prior to the incident.... This 
announcement, however, leaves the impression that this 
was a concession made in the course of negotiations 
with the Taliban. Meanwhile, the Afghan government 
steadfastly rejected demands for the release of Taliban 
prisoners. This may have prolonged the hostage 
standoff, but the position of not negotiating with 
terrorists is in line with international norms and is a 
matter of course.... Afghanistan must not be allowed to 
become a failed state, so enhanced international 
assistance is imperative. Japan must also continue its 
support, and an extension of the Antiterrorism Special 
Measures Law is necessary.\" 


DONOVAN 
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E.O. 12958: N/A 

TAGS: EAGR, ECON, ETRD, TBIO 

SUBJECT: NEW ZEALAND WILLING TO START AN IMPORT SAFETY 
DIALOGUE 


REF: SECSTATE 114788 


1. SUMMARY: ECONOMIC AND AGRICULTURAL ATTACHES CONVEYED 
POINTS IN REF CABLE TO THE MINISTRY OF FOREIGN AFFAIRS AND 

TRADE AND THE NEW ZEALAND FOOD SAFETY AUTHORITY (NZFSA). THE 
NEW ZEALAND GOVERNMENT WELCOMES THE OPPORTUNITY TO MAINTAIN A 
DIALOGUE ON FOOD AND PRODUCT SAFETY WITH THE UNITED STATES 

AND TO WORK COLLABORATIVELY TO FIND BETTER WAYS OF ENSURING 
SAFETY. END SUMMARY 


2. NZFSA IS MOVING RAPIDLY TO IMPLEMENT THE OUTCOMES OF THE 
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IMPORTED FOOD REVIEW, WHICH WAS COMPLETED IN 2004 AND DONE IN 
CONCERT WITH THE DOMESTIC FOOD REVIEW. THE IMPORTED FOOD 
REVIEW COVERED ALL IMPORTED FOODS AND BEVERAGES, AGRICULTURAL 
COMPOUNDS INCLUDING FERTILIZERS AND ANIMAL FEEDS, VETERINARY 
MEDICINES AND PET FOODS. 


3. THE NEW SYSTEM PLACES A GREATER OBLIGATION ON IMPORTERS 

TO ENSURE FOOD SAFETY. IT ALSO REVIEWS EXPORTING COUNTRY 
SYSTEMS AND ASSURANCES TO ENSURE THEY MEET OR ARE EQUIVALENT 
TO NEW ZEALAND\'S STANDARDS FOR DOMESTIC FOOD. THE SYSTEM IS 
UNDERPINNED BY HEIGHTENED MONITORING AND SURVEILLANCE AND 
IMPROVED RESPONSIVENESS TO EMERGING ISSUES. 


4. THE NEW SYSTEM WILL BE IMPLEMENTED IN STAGES OVER THE 

NEXT FIVE YEARS. IT WILL REQUIRE INCREASED COLLABORATION 
AMONG AGENCIES AND, IN SOME CASES, LEGISLATIVE CHANGES. THE 
NEW SYSTEM EFFECTIVELY FORMALIZES THE ROLE OF THE COMPETENT 
AUTHORITY AND PLACES MORE RESPONSIBILITY FOR MANAGING FOOD 
SAFETY AND SUITABILITY OFF-SHORE TO THE COUNTRIES THAT 
PRODUCE AND EXPORT FOOD TO NEW ZEALAND THUS MAKING THE 
EXPORTING COUNTRIES THE SO-CALLED \"RISK MANAGER\" FOR NEW 
ZEALAND. 


5. WHENEVER THERE IS A FOOD SAFETY CONCERN OVER A PARTICULAR 
PRODUCT, NEW ZEALAND STEPS UP TESTING. FOR INSTANCE, NZFSA 

IS TESTING CHINESE IMPORTS ON AN ON-GOING BASIS FOR MELAMIN 
AND CYANURAC ACID, WHICH CAUSED THE PROBLEM WITH PET FOOD IN 
THE UNITED STATES. NZFSA ALSO TESTED CHINESE IMPORTED FARMED 
FISH FOR ANTIMICROBIAL PRODUCTS AND REPORTEDLY FOUND LEVELS 
SIMILAR TO THOSE FOUND BY THE UNITED STATES AND AUSTRALIA. 


6. NEW ZEALAND IS AN ACTIVE MEMBER OF THE QUAD (NEW ZEALAND, 
AUSTRALIA, UNITED STATES AND CANADA) GROUP. IT HOSTED THE 
QUAD MEETING ON FOOD SAFETY IN MARCH OF THIS YEAR. THE QUAD 
GROUP IS AN IMPORTANT VEHICLE FOR SHARING INFORMATION ON FOOD 
SAFETY AND COLLABORATION BETWEEN THE U.S., WITH NEW ZEALAND, 
AUSTRALIA AND CANADA ON BEST PRACTICES. 


7. OVERALL CONSUMER SAFETY (NOT SPECIFICALLY AGRICULTURAL OR 
MEDICINE/HEALTH PRODUCT RELATED) IN NEW ZEALAND IS THE 
PURVIEW OF THE MINISTRY OF CONSUMER AFFAIRS (MCA) WHICH IS A 
SUBDIVISION OF THE MINISTRY OF ECONOMIC DEVELOPMENT. THE MCA 
CAN INVESTIGATE UNSAFE PRODUCTS, SUGGEST MODIFICATIONS TO 
MAKE A PRODUCT SAFE, REQUEST THE UNSAFE PRODUCT BE REMOVED 
FROM SALE, GIVE ADVICE TO COMPANIES RECALLING UNSAFE 
PRODUCTS, AND HELP DEVELOP SELF-REGULATION OPTIONS. IF 
CIRCUMSTANCE WARRANTS, THE MCA WILL RECALL UNSAFE PRODUCTS, 
BAN AN UNSAFE PRODUCT AND ESTABLISH MANDATORY STANDARDS. 


8. NEW ZEALAND MEDIA HAVE RECENTLY BEEN RUNNING SEVERAL 
FEATURE STORIES REGARDING THE UPTICK IN CASES IN THE UNITED 
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STATES AND NEW ZEALAND OF RECENT UNSAFE IMPORTS FROM CHINA. 
THIS COVERAGE PROMPTED LOCAL INVESTIGATIVE JOURNALISTS TO AIR 
A CONSUMER WATCHDOG PROGRAM WHICH FOUND DANGEROUS LEVELS OF 
FORMALDEHYDE IN WOOLEN AND COTTON CLOTHES IMPORTED FROM 
CHINA. AS MENTIONED IN THIS CABLE, THERE HAVE BEEN CALLS FOR 
PARLIAMENT TO STRENGTHEN THE LABELING REQUIREMENTS OF 
IMPORTED PRODUCTS. THE U.S. CONSUMER PRODUCTS SAFETY 
COMMISSION ROUTINELY SHARES ITS \"HAZARDOUS PRODUCTS ALERTS\" 
WITH THE GOVERNMENT OF NEW ZEALAND WHICH THEN NOTIFIES NEW 
ZEALAND CUSTOMS AND THE MCA TO BE ON THE LOOKOUT FOR UNSAFE 
CONSUMER PRODUCTS. 

MCCORMICK 
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STATE FOR EAP A/S HILL 


E.O. 12958: DECL: 08/29/2027 
TAGS: PREL, US, NZ 
SUBJECT: YOUR VISIT AND EXPANDING US-NZ COOPERATION 


Classified By: Charge David J. Keegan, reasons 1.4 (b) and (d). 


1. (C) SUMMARY AND INTRODUCTION. Since your last visit to New 
Zealand, we have seen an unprecedented improvement in 

dialogue and cooperation between the United States and New 
Zealand on a range of security and foreign policy objectives, 
culminating in the successful visit of New Zealand PM Clark 

to Washington in February 2007. The stage is set for 
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continued cooperation that will expand the range of issues on 
which we cooperate and solidify the pattern of consultation 
and joint planning. Opportunities include: defense; Pacific 
Island affairs; border security and information sharing, 
including on Trafficking in Persons; a TIFA work program to 
clear away obstacles blocking an eventual FTA; democracy 
initiatives; transformational diplomacy on dialogue with 
Islamic religious leaders; and continuing cooperation in 
science, especially in Antarctica. In addition, new 
opportunities for cooperation lie in working with New Zealand 
on UN reform and transparency, and encouraging NZ to 
encourage political transformation in 

ASEAN, particularly Burma. 


2. (C) Although the coming year will see national elections 

on both sides, we believe both sides are committed to 
cooperation. Your meetings with NZ leaders will help propel 
the agenda forward. END SUMMARY AND INTRODUCTION. 


A YEAR OF ACCOMPLISHMENTS 


3. (C) We have established a solid record of bilateral 
cooperation and the basis for continued cooperation. Our two 
militaries have discussed how to expand cooperation and 
advance our shared security objectives in the South Pacific 
and beyond. We cooperated closely in response to the coup in 
Fiji. Foreign Minister Winston Peters has taken a very strong 
public position in support of U.S. strategic objectives, 
particularly in the Six Party Talks. 


4. (C) On August 10, New Zealand\'s Ministry of Agriculture 
and Forestry (MAF) found a mutually acceptable solution to 
U.S. sovereignty requirements barring access by foreign 
officials to U.S. official aircraft, while still meeting New 
Zealand\'s bio-security requirements. MAF initially developed 
this new procedure within a single day to accommodate the 
unexpected arrival of a USAF C-17. 


5.(C) The celebration of the International Polar Year was 
marked in January, 2007 by Prime Minister Helen Clark leading 
a delegation of New Zealand and U.S. senior officials, 

including National Science Foundation President Dr. Arden 
Bement, OES A/S Claudia McMurray, and EAP DAS Glyn Davies to 
the Antarctic. The following month, Prime Minister Helen 

Clark met the President, Secretary of State, Secretary of 
Defense during her first visit to Washington in four years. 

The year was bracketed by the PM\'s participation in the 
Embassy\'s July 4 celebration in 2007 and in opening a 
permanent exhibition in Wellington\'s Old Saint Paul\'s 
Cathedral on Memorial Day, 2007 commemorating the valor of 
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the U.S. Marines of the Second Marine Division who encamped 
in New Zealand to prepare for tne campaign to retake the 
Pacific Islands during World War Il. 


6. (C) Both governments committed to set to one side the 
major issues, which had divided us - including access for US 
Navy ships and the war in Iraq -- not forgetting them, but 
choosing to focus on moving forward in a cooperative way. A 
third irritant has been New Zealand\'s continued public 
pleading for a Free Trade Agreement with the United States. 
New Zealand leaders have made it clear that they will 
moderate their public statements but remain committed to this 
objective. New Zealand\'s interest in an FTA has provided a 
significant impetus to continued dialogue and cooperation, in 
this case in reducing trade barriers that might obstruct 
eventual bilateral free trade arrangements. 


HOW DO WE ADVANCE IN THE COMING YEAR? 


7. (C) Your visit to Auckland to participate in the United 

States New Zealand Partnership Forum September 10 will offer 
the opportunity to meet with GNZ ministers and senior 

officials to discuss key objectives for the coming year. The 
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following is a selection of objectives which we have 
developed in consultation with our colleagues at MFAT. 


-- Exchanges 


8. (C) \"Working Holiday\" Visas. Following an exchange of 
drafts over the past two months, you are schedule to 
participate in a ceremony to sign a bilateral arrangement. 
Details of the signing are still being worked out. 


-- Security 


9. (C) OSD and the NZ Defence Force have begun more specific 
discussions on areas where improved NZDF capabilities could 
advance shared objectives. NZ has made it clear that it is 

eager to cooperate, but they are seeking to focus on 

initiatives that are sustainable. Practically, this means 

looking at NZDF unit deployments in the Pacific Islands, East 
Timor, and Afghanistan. NZ understands US interest in future 
SAS deployments to Afghanistan, but they have expressed 
reluctance to make any commitments given their limited 
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resources. 


10. (C) NZ knows that we are engaged in an internal effort to 
clarify the ground rules about expanded contacts between the 
two militaries. They are likely aware that this blocked 

because of internal USG disagreement on how to handle NZDF 
participation in NATO activities. 


11. (C) In the meantime, we have found ways to engage with NZ 
that continue improving our mil-mil relationship. Just this 
month, a NZ medical team boarded the USS Pelelieu for a short 
medical assistance deployment to several South Pacific 

nations, including Solomon Islands. A NZ deployment of a 
medical team had been disapproved just two years ago. 
Additionally, two NZ junior naval officers were deployed 

onboard USCG Cutter Walnut for an operational maritime patrol 
of the South Pacific including Solomon Islands and Samoa. 
Feedback from both vessels has been very positive. 


-- South Pacific Regional Cooperation 


12. (C) Cooperation on good governance, development and 
security in the South Pacific incorporates a number of areas, 
several of which proved to be major elements of our 
cooperation over the past year. New Zealand leaders will be 
eager to exchange views in a number of areas: Fiji 
Democratization, expectations for the PIF and Partners 
Dialogue, expanded maritime law enforcement cooperation, 
including fisheries, illicit narcotics, alien smuggling, 

firearms smuggling and violence in maritime navigation. 
Finally, these specific discussions are naturally evolving 

into a broader effort to coordinate support for governance, 
development, and democracy across the South Pacific region. 


-- Economic and Trade Issues 


13. (C) The July 9 - 10 TIFA meeting between USTR and MFAT 
concluded with agreement that the two sides would develop a 
cooperative work plan to address specific trade issues, 
including the possibility of expanding P-4 (NZ, Singapore, 
Brunei, Chile) FTA as the basis for US-NZ free trade, and 
resolving agricultural market access issues, including market 
access for biotech. 


-- Democracy, Governance, and \"Counter-radicalization\" 


14. (C) The U.S. and NZ sides share a strongly rooted 
commitment to democracy, human rights, and diversity. We are 
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currently seeking NZ\'s commitment and support in both the 
Asia Democracy Partnership and the OECD Partnership for 
Democratic Governance. New Zealand has been clear that it 
endorses both efforts in concept and is prepared to support 
as feasible. PM Clark has made inter-faith dialogue a central 
part of New Zealand\'s efforts to counter radicalization by 
helping to generate support for moderate Islamic leaders, 
especially in Southeast Asia. She has personally identified 
this as a strategy which will improve New Zealand\'s national 
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security. 


15. (C) Discussions between DHS and NZ Immigration and 
Customs have expanded over the past nine months, focusing 
particularly on expanded intelligence sharing. Bilateral 
discussions prior to the issuance of the most recent State 
Department TIP report highlighted the impact of New Zealand\'s 
ongoing policy revision on TIP and specifically its effort to 
enhance cross-ministry cooperation and the involvement of 
NGOs. If DHS Secretary Chertoff does visit in January 2008 en 
route to the Antarctic that will offer an opportunity to 

highlight this cooperation. 


-- Science and Technology 


16. (C) Throughout this year scientific and technical 
cooperation will remain an enduring foundation of bilateral 
cooperation, as it has over the past twenty years. PM Clark 
has spoken enthusiastically on a number of occasions about 
her visit to the ice this past January, and DHS Secretary 
Chertoff has expressed interest in visiting Antarctica this 
coming January. 


-- New Initiatives 


17. (C) We believe there are a few significant additional 
opportunities for expanded dialogue, which we will be 
exploring in coming months. 


-- Encouraging New Zealand to push for greater UN 
Transparency. The Kiwis have always made the activities of 
international organizations a central focus of its foreign 
policy. Both the New Zealand and the United States share a 
common commitment to seeing international organizations 
operate with greater transparency. There may be reform and 
transparency issues especially in the UN where New Zealand 
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may be able to exert leverage far beyond its size on issues 
we care about, and NZ officials have tentatively expressed 
interest in cooperating in this area. 


-- Cooperation in Southeast Asia. The USG and NZ governments 
have similar objectives regarding the promotion of within 

ASEAN. Despite the lack of NZ diplomatic missions in some 
ASEAN capitals, they might be willing to help push our 

messages and consider deploying additional official visitors 

to assist us with respect to pressing for stronger ASEAN 

action on human rights, democracy and good governance, 
particularly in Burma. 


-- Disaster Preparation and other Intergovernmental Visits. 

The New Zealand Embassy is interested in pursuing discussions 
between relevant government agencies on as-yet untouched 
issues - one example could be discussions with FEMA on 
disaster responses. 


Conclusion 


18. (C) Your visit offers us an opportunity to establish a 
program that will build on the progress of the past year. 
Clearly there will be limiting factors, including elections 

in both countries. The New Zealand government is required to 
call elections by the fall of 2008, but there are some 

reports that it may move as early as the spring. NZ Foreign 
Minister Winston Peters\' visit in conjunction with the 

opening of the UN General Assembly, and the second year of 
the celebration of fifty years of NZ-US cooperation in 
Antarctica, in January 2008, will offer opportunities to 

consult about our progress as the year moves forward. | look 
forward to seeing you in Auckland. 

KEEGAN 
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E.O. 12958: DECL: 08/27/2017 

TAGS: PGOV, PBTS, KDEM, AM 

SUBJECT: OPPOSITION PARTY INTRODUCES BILL TO RECOGNIZE 
SEPRATIST NAGORNO KARABAKH 


Classified By: CDA R.V. Perina, reasons 1.4 (b,d) 


1. (U) Fresh from his stinging defeat in the TEC 15 
parliamentary election, on August 28 Heritage Party leader 
Raffi Hovannisian introduced a bill into parliament which 
would extend Armenian recognition to the self-declared 
\"Republic of Nagorno Karabagh.\" To date, no country, 
including Armenia, has extended recognition to the separatist 
province, although Armenia provides extensive material 
support to the entity. 


2. (U) Heritage MP Stepan Safarian said his party\'s move was 
motivated by the continuing deadlock in peace negotiations. 
National Assembly Speaker Tigran Torossian criticized the 
proposal as \"uninformed,\" while Prosperous Armenia party 
secretary commented that unilateral Armenian recognition of 
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NK statehood would negate the work of the Minsk Group 
negotiations. Even the nationalist ARF (Dashnak) party -- 
Armen Rustamian, foreign affairs committee chair -- 
criticized the draft bill, disdaining the Heritage proposal 
as crude political calculation. 


3. (C) COMMENT: The move has little chance of being enacted 
or signed by the president, but makes for clever politics. 

The populist ploy will put the government and ruling party in 

the position of having to block an initiative that would be 

very popular among average Armenians, if enacted. Of course, 
the move is extremely unhelpful from the perspective of Minsk 
Group negotiations and efforts to resolve the conflict. 

PERINA 
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E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, IZ 

SUBJECT: PRT-WASIT: AL KUT REPORTER KIDNAPPED, BEATEN, AND 
RELEASED- CULPRIT AND MOTIVE IS UNCLEAR 


Classified By: ePRT Team Leader Wade Weems for reasons 1.4 (b, d). 


1. (SBU) Summary. On 6 August, Hassan Shaheed Al-Azzawi, a 
journalist for Iraqi national newspaper Al-Sabab and Al Kut 

TV, was kidnapped, beaten and held for approximately 36 

hours. Al-Azzawi believes the Wasit Governor directed the 
abduction, but there is an absence of substantial evidence to 
support this claim, only rumors and accusations made by Al 

Kut politicians. End Summary. 


2. (S) Al-Azzawi told an ePRT local contact that he was 
buying bread near his home early on August 6 when four men 
wearing Iraqi Army uniforms and driving a government vehicle 
detained him, bound his arms and covered his head. Al-Azzawi 
said he could not identify the attackers as their faces were 
covered. Al-Azzawi said he was driven approximately 15 
minutes to a room where he reported being interrogated and 
beaten. Al-Azzawi said he was accused of supporting 
Al-Qaeda-- a charge he vehemently denied-- and verbally 
abused for criticizing the government. (Note: Reporting in 
other channels indicates that Jaysh al-Mahdi militants 
commonly accuse both Sunni and Shi\'s enemies of collaboration 
with Al Qaeda. End note.) He was dropped off in a 
neighborhood in north Al Kut approximately 36 hours after the 
abduction. 

3. (S) Al-Azzawi is \"90 percent sure\" he was kidnapped by 
forces loyal to Wasit Governor, Abd al-Latif Hamad Tarfah, 
because of his work as a journalist. Approximately three 
months ago, Al Azzawi wrote an article accusing Gov Latif of 
having ties to Al Qaeda and Iranian intelligence. Latif 
reportedly sued Al-Azzawi in civil court and the decision is 
pending. 


4. (S) Additional local contacts have echoed the rumors that 
the Governor was behind the incident, including fellow 
journalists and government figures. Unsurprisingly, a 
Sadrist-linked Provincial Council (PC) member also told ePRT 
contact that the Governor was guilty. The Governor, no doubt 
aware of the gossip, paid a visit to Al-Azzawi\'s house but 
Al-Azzawi refused to see him. Al-Azzawi has since returned 
to work, including covering a joint press conference held by 
ePRT and 214th Fires BDE on FOB Delta on August 17. 


5. (C) The media establishment in Al Kut is large and active, 
but there are few independent outlets -- most have ties to 
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the government or to a political party. Individual 

journalists and journalist union officials tell us that 

reporters must constantly be wary of the political impact of 
their work, and risk reprisals if a piece is even 

tangentially critical of the government, or of any of the 
powerful political or militia elements. Even the small 

number of independent outlets generally are too frightened to 
write provocative, investigative pieces. The governor in 
particular takes a keen interest in the media, especially 
coverage of himself. He recently criticized one station for 
showing women in western attire, saying it was unnecessarily 
lewd. He often commands Al Kut TV reporters to accompany him 
constantly and cover his role in even the most mundane 
government functions. 


6. (S) Comment: Given the number of rumors that the Governor 
was responsible for the kidnapping of Al-Azzawi, and his 
proven interest in and sensitivity to media reporting about 
him, it is certainly plausible that he was involved. However, 
the intra-ShiVa rivalries in Al Kut make for a cloudy 
political picture and it is possible that elements not 
affiliated with the Governor, such as JAM splinter groups, 
were responsible. Although political maneuvering between 
Badr/ISCI and Sadrist elements continues at the provincial 
and city level, there have been no further developments in 
the Al-Azzawi incident since August 14. 

CROCKER 
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DEPARTMENT FOR G:JFERRAO AND S/P: KVOLKER 

E.O. 12958: DECL: 08/28/2017 

TAGS: PREL, PGOV, KDEM, BK 

SUBJECT: BOSNIA: PROMOTING DISCUSSIONS OF THE COMPLEMENTARY 
NATURE OF ISLAM AND DEMOCRACY 


REF: SECSTATE 116583 


Column 3 
Classified By: DCM Judith B. Cefkin. Reasons 1.4(b) and (d). 


1. (C) Per reftel, post recommends the following individuals 
as possible Bosnian interlocutors on the complementary nature 
of Islam and Democracy: 


Government Officials and Political Leaders: 


- Sulejman Tihic, former Bosniak member of the Presidency and 
current president of the Party for Democratic Action (SDA). 
As former President and political successor to the late Alija 
Izetbegovic, Sulejman Tihic enjoys considerable political 
influence among the Bosniak (Bosnian Muslim) electorate. In 
October, 2006, Tihic lost his reelection bid to Bosniak 
nationalist Haris Silajdzic. Since that time he has been 

under pressure to accommodate extremist voices within his 
party and Bosnian Islam in general. For the most part, Tihic 
has been successful in withstanding those pressures but, as a 
result, is unlikely to be willing to adopt a public stance 

critical of Islamist Bosniaks at this time. Nonetheless, 

Tihic is a political reformer who remains committed to a 
secular state and an adherent of the tolerant and 
European-oriented tradition of Bosnian Islam. 


- Jasmin Imamovic, Mayor of Tuzla Municipality. Mayor 
Imamovic is a popular mayor well known for his multiethnic 
approach to governance. He often hosts discussions on 
interreligious dialogue and ethnic tolerance and is a 
political moderate. Although Mayor Imamovic is a Bosnian 
Muslim, he is extremely secular in his approach to his role 
as an elected official. 


- Mr. Hillmo Neimarlija, Delegate in the House of Peoples of 
the Bosnian Parliament, Professor at the Faculty of Islamic 
Sciences. 


Public Intellectuals: 


- Mr. Resid Hafizovic, Professor at the Faculty of Islamic 
Sciences. Professor Hafizovic published several editorials 
warning against the spread of Islamic fundamentalism in 
Bosnia and the attendant threat to traditional Bosnian Islam. 
Although he received widespread public support and started a 
long overdue debate on the issue, he was admonished by the 
Islamic Community for his outspoken views. As a result, 
Professor Hafizovic has since retreated from public view and 
has been reluctant to discuss controversial issues. Post 
does not anticipate that he would be willing to play a 
prominent public role within Bosnia on the subject of 
democracy and Islam, but he would likely be a willing and 
engaging participant at events outside of the country. 
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2. (C) The following Bosnian Islamic scholars have outlined 
legal Islamic frameworks that support the concept of 
democracy within Islam and illustrations of the Prophet 
Muhammed\'s support for democratic principles. All the 
individuals are also alumni of Post\'s Fulbright Program: 


- Mr. Ismet Busatlic, Dean-elect at the Faculty of Islamic 
Sciences 


- Mr. Fikret Karcic, Professor of Law at the University of 
Sarajevo and Faculty of Islamic Sciences 


- Mr. Nevad Kahteran, Professor of History at the Faculty of 
Philosophy 


- Ms. Zilka Spahic-Siljak, Lecturer in Comparative Religion 
at the University of Sarajevo 


3. (C) The following NGOs support initiatives that highlight 
the compatibility of Islam and democracy: 


- Interreligious Council (IRC) of Bosnia and Herzegovina, 
Sarajevo 


- International Multi-Religious and Intercultural Center, 
Sarajevo 


- \"Eyes to Eyes\" (Oci u Oci) Interreligious Service, Sarajevo 


4. (C) On August 29, Assistant Minister for Multilateral 

Affairs Ambassador Nedzad Hadzimusic told post that the 
Bosnian Ministry of Foreign Affairs had received an 

invitation from the government of Mali to attend the 

Community of Democracies ministerial. Ambassador Hadzimusic 
stated that, while no decision had been taken, it was 

currently unlikely that the Bosnian government would decide 


in favor of high-level attendance. He added, however, that 
this would change if the USG formally requested Bosnia\'s 
participation. 
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SIPDIS 
SIPDIS 
SENSITIVE 


E.O. 12985: N/A 
TAGS: OTRA, NZ 


SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR JAMES WHITE, JOSE OYOLA, 
LAKESHIA ALLEN AND DANIELLE NOVAK 


REF: STATE 121107 


1. (SBU) Embassy welcomes and grants country clearance to James 
White, Jose Oyola, Lakeshia Allen and Danielle Novak to travel to 
Wellington New Zealand 22-26 September 2007. The purpose of travel 
is to learn about New Zealand\'s implementation of a National Value 
Tax (VAT). 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Tom Walsh. 
Contact details are as follows: 


Office: 644-462-6182 
Fax: 644-472-9804 
Cell: 027-446-4467 
E-mail: walshtb@state.gov 


4. (U) Visitors should use local taxi service, which is generally 

safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately NZD $30.00. A commercial shuttle 
service is also offered at the airport. 


5. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


6. (SBU) Biosecurity Fines: 


The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
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$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


7. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in atemporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
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Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
hours/day). 


McCormick 
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E.O. 12985: N/A 
TAGS: OTRA, NZ 


SUBJECT: NEW ZEALAND COUNTRY CLEARANCE FOR ROBERT MILSTEIN 
REF: ATLANTA GA 03527 


1. (SBU) Embassy welcomes and grants country clearance to Robert 
Milstein 10-22 September 2007. Purpose of travel is to attend 
meeting on adult and community health and to lead a series of 
workshops on planning and evaluation systems change policies at the 
School of Population Health. 


2. (U) Embassy understands that country clearance is the only 
assistance required. 


3. (SBU) Embassy point of contact is Political Officer Gary Rex. 
Contact details are as follows: 


Office: 644-462-6043 
Fax: 644-472-9804 
Cell: 027-451-2538 
E-mail: rexgl@state.gov 


4. (U) Visitors should use local taxi service, which is generally 

safe, reliable and frequent. Taxi fare from the airport to downtown 
Wellington hotels is approximately NZD $30.00. A commercial shuttle 
service is also offered at the airport. 


5. (U) Travelers can exchange currency at the airport upon arrival 
and ATM machines are readily available throughout New Zealand. 
Check cashing privileges at the Embassy are restricted to traveler\'s 
checks only up to USD $300.00. Personal checks will not be 
accepted. 


6. (SBU) Biosecurity Fines: 
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The Government of New Zealand instituted fines for non-declared 
biosecurity hazards on travelers entering New Zealand with 
undeclared plant, animal or food material. Travelers found carrying 
these undeclared items will be immediately fined NZD $200.00 (USD 
$150.00). Biosecurity is a serious issue in New Zealand and fines 
will be administered immediately and without warnings. 


7. (SBU) Security Information: 


a. (SBU) All U.S. citizen personnel serving under the Chief of 

Mission authority in atemporary status of 30 days or more must 
complete appropriate overseas personal security training prior to 
travel (04 State 66580). Employees who have completed the Security 
Overseas Seminar course at the Foreign Service Institute (FSI) after 
June 1, 2000, meet this requirement. All other TDY personnel must 
either (1) complete the approved seminar at FSI entitled \"Serving 
Abroad for Families and Employees\" (SAFE), or (2) have their agency 
certify to the Department of State\'s Bureau of Diplomatic Security 
that the employee has undergone equivalent security training. The 
contact for this training is Assistant Director for Training at 

(703) 205-2617. Country clearance will not be granted for any 
traveler with planned TDY in excess of 30 days if this information 

is not stated/certified. POC for additional information is RSO 
Wellington. 


b. (SBU) The U.S. Mission in New Zealand currently rates the threat 
from transnational and indigenous terrorism as low. There are no 
terrorist groups or support groups believed to be operating in New 
Zealand at this time. In light of the worldwide security alert all 
visitors should heighten their security awareness and report any 
unusual incidents to the Regional Security Officer. 


c. (SBU) Anonymous telephonic threats and obscure threat mail have 
occasionally targeted U.S. diplomatic missions in New Zealand. In 
response to U.S. policies and actions, various groups in New Zealand 
have demonstrated occasionally at the Embassy in Wellington and at 
the Consulate in Auckland. These demonstrations are usually small 
and are peacefully conducted. During these demonstrations, the host 
country police and protective services normally provide adequate 
protection to the Embassy and Consulate. 


d. (SBU) New Zealand is considered a medium threat crime 
environment. As such, Wellington and Auckland have experienced an 
increase in violent and petty crimes, but they are usually 
non-confrontational in nature. However, home invasion robberies and 
assaults, once very rare, are becoming more frequent. Burglaries 
and thefts occur countrywide but primarily in the large cities of 
Auckland, Christchurch and Wellington, and visitors should be 
especially aware that street crime, such as scams and pickpockets, 

is a daily occurrence in these cities. Common sense precautions 
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should be taken, especially at night, to avoid becoming a target of 
opportunity. 


e. (SBU) Generally, New Zealand does not play a significant role in 
the world drug situation; however, evidence indicates that New 
Zealand has been utilized as a transit point for shipments of 

Ecstasy, Heroin and Cocaine to Australia. The most abused drugs in 
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New Zealand are locally produced methamphetamine and cannabis. 
There have been increased amounts of lab seizures and violent crime 
associated with groups attempting to control this market. 


f. (U) All forms of public transportation are generally safe at all 
times of the day; however, at night visitors should use common sense 
precautions so as not to become a target of opportunity. 


g. (U) The traffic situation in Auckland can be difficult with a 
moderate amount of congestion. Wellington and Christchurch traffic 
is significantly better; however, during rush hour moderate delays 
can be expected. Visitors are advised that traffic drives on the 
left-hand side of the road. Visitors are advised that traffic 

accidents are common and that it is safe to pull over so that police 
may take an accident report. However, visitors who experience 
hostility or anti-American sentiment should depart the scene 
immediately and notify the RSO. 


h. (SBU) Travelers intending to bring and use any USG provided 
electronic or photographic equipment must contact the RSO prior to 
introducing that equipment into the Chancery. Personal electronic 
or photographic equipment is not permitted in the Chancery. Only in 
severely limited cases will a notebook or laptop computer be 
permitted to be used in the Chancery. 


i. (U) Precautions should also be taken to not discuss sensitive or 
classified information outside secure environments or over unsecured 
and/or cellular telephones, and to securely safeguard classified or 
sensitive information at the Chancery and not at hotels or 

residences. 


j. (U) Visitors should also be aware of the State Department\'s 
Consular Information sheet for New Zealand and the most recent 
Worldwide Caution Public Announcements, which are available via the 
Internet at http://travel.state.gov 


k. (U) In essence, visitors to New Zealand must exercise 
appropriate caution and be alert to their surroundings with regard 
to their personal security. Suspicious incidents/activities should 
be reported to RSO Wellington (Telephone (64)(4)462-6000, 24 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: EUN, JA, KDEM, PHUM, PREL, SA, SY, EN 
SUBJECT: CORRECTION: SYRIAN AVCTIVIST DEMARCHE DELIVERED 


REF: STATE 119645 


(SBU) On August 27, we delivered reftel points to Kadri 
Jogi, MFA Acting Director for Middle East Affairs, on 

the travel ban on Syrian activist Riad Seif. Jogi 

thanked us for the information, but said given that 

Estonia has no diplomatic presence in Damascus, there is 
very little it can do to directly influence the 

Government of Syria (GOS) and that the MFA is unlikely 
to issue a public statement. However, Jogi said, 

Estonia would support any action the EU takes on this 
issue. 
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E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, IZ 

SUBJECT: EPRT-WASIT: STRONG SUPPORT FOR WASIT POLICE CHIEF 
CANDIDATE: MG HANINN, MOI 


REF: A. BAGHDAD 2615 
B. BAGHDAD 2703 


Classified By: ePRT Team Leader Wade Weems for reasons 1.4 (b, d). 


1. (S/NF) Summary: As the Wasit security situation 

deteriorates, the selection of a new provincial police chief 

will have a major impact on the future of the province. Ina 
series of meetings 17-24 August, ePRT and 214th BDE gathered 
unanimously positive input - if not always direct support - 

on Wasit Police Chief candidate Major General Abd Al Haninn 
Hamud Faysal Al Amir of the Ministry of Interior (MOI). End 
summary. 


2. (S/NF) On August 4 the Wasit Provincial Council (PC) 
removed the Provincial Police Chief in response to 
deteriorating security (ref A). Since then, security has 
worsened, as evidenced by: separate kidnappings of a local 
journalist (6 August) and the Provincial Director General for 
Health (22 August); increased fire fights between one 
independent, anti-militia Iraqi Police (IP) unit and Jaysh Al 
Mahdi (JAM); aggressive surveillance of FOB Delta by 
suspected Iranian-backed militia; and JAM\'s seizure of a 
large neighborhood in east Al Kut, from which it ejected the 
IP. JAM\'s menacing power on the street coincides with 
reporting that Sadrist officials are increasing in strength, 

and that their backroom maneuvering will force a 
no-confidence vote in the governor. In addition, there is a 
common perception that Sadrists will sweep the next election. 
US military on the ground - SOF, Tactical HUMINT, SIGINT and 
PTT- report an IP force thoroughly permeated by JAM that 
actively engages in anti-CF activity including: emplacing 
IEDs, providing advance warning to militia of preplanned IP 
operations, deserting duty posts when ordered to do so by 
militia members, and furnishing weapons and vehicles to JAM. 


3. (S/NF) The two leading candidates for the job of Police 
Chief are MG Haninn and Major General Khaled Abdel Sataah 
Azez. MG Khalid, the Provincial Joint Communications Center 
(PJCC) director, appears capable and willing to work closely 
with CF (ref B), but does not have the proven record that MG 
Haninn does. An August 26 vote by the Provincial Council 
resulted in 20 votes for MG Khalid, 18 votes for MG Haninn, 
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and 17 votes for Ali Hussein Al-Umairi (NFI). The PC 
submitted all three names to the Minister of Interior, who 
will make the final decision. (The PC had the option of 
first allowing the MOI to narrow the field to three 

applicants after which the PC would select the winner, but 
Council members opted to place the politically-charged 
decision in the Minister\'s hands to avoid ructions within the 
Council.) 


4. (S/NF) EPRT team leader and 214 Fires Brigade CDR 
discussed the candidates with the governor (18 August), the 
Chief Judge (23 August) and the PC Chairman (24 August). 
While the officials were expectedly non-committal, each 
stated that Haninn would be apolitical, aggressive, effective 
and would adhere to the rule of the law. Chief Judge Faeq 
Hatab Dhamad strongly supported Haninn, noting that in 2004 
Haninn independently reacted to the dangerous environment by 
posting IPs at Al Kut judge\'s residences. The Governor and 
PC Chair were not overtly committal but both positively 
portrayed Haninn\'s abilities and expressed their desire for a 
strong IP Chief. 


5. (S/NF) Haninn is a member of the Imara (family of princes) 
of the Rabi\'ah and is reportedly close to Prince Rabi\'ah, the 
paramount Prince of the Rabi\'ah Tribal Confederation -- 
reportedly the largest in Iraq. End note.) Due to his 
reputation and tribal connections, several Wasit sheikhs have 
voiced support, including a delegation of sheikhs who 
testified on his behalf ata PC committee meeting on 24 
August. 


6. (S/NF) On 17 August, MG Haninn told ePRT IPAO and 214th 
Fires Brigade CDR that the security situation in Al Kut could 

be improved by firing corrupt IPs, providing strong 

leadership, and coordinating with all key stakeholders 

including CF, IA, Iraqi intelligence agencies and the 

Provincial Government. He said Iranian influence has 

increased in Wasit but opined that it could be countered by 
strong IP work. Haninn was fully supportive of a combined 
ePRT/214 FB strategy to engage the provincial tribes on 
security issues. 


7. (S/NF) Comment: The poor security in Wasit is the most 
serious impediment to ePRT objectives. Getting a competent 
Police Chief installed is critical to turning the situation 

around. We see MG Haninn as the strongest candidate, and 
will communicate that to the MOI. End comment. 
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E.O. 12958: DECL: 08/29/2017 
TAGS: PREL, PGOV, MOPS, MARR, GM, JA 
SUBJECT: GERMAN CHANCELLOR WARNS OZAWA NOT TO CEASE OEF 


REFUELING OPERATIONS 


Classified By: Charge DVAffairs Joseph R. Donovan for reasons 
1.4 (b) and (d). 


(C) German Chancellor Merkel made it clear \"in no uncertain 
terms\" to DPJ President Ozawa during an August 30 meeting 
that Japan should continue its refueling support for 

operations in the Indian Ocean, German Deputy Chief of 

Mission Bernd Fisher told A/DCM Mike Meserve by phone after 
the meeting. In response to Ozawa\'s claim that the mission 

to Afghanistan is not officially sanctioned by the United 

Nations, Merkel warned him of the impact a Japanese 
withdrawal would have on Germany. Fisher, who was in the 
meeting, reported that Ozawa\'s thinking on OEF was \"fuzzy and 
unfocused.\" Merkel has also discussed the Special Measures 
Law with PM Abe. German Parliamentarians traveling with 
Merkel will convey the same strong message that Merkel gave 
Ozawa to DPJ headquarters and Diet members. The Chancellor\'s 
message will strengthen the position of DPJ members who 
support the Special Measures Law, finished Fisher, noting 

that the DPJ is not unified in its opposition to an extension. 
DONOVAN 
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SIPDIS 


E.O. 12958: DECL: 08/21/2017 

TAGS: PREL, PTER, MASS, MARR, KNNP, UNSC, SY, LE, IS 

SUBJECT: U/S BURNS\' AUGUST 15 MEETING WITH ISRAELI DEPUTY 
PRIME MINISTER MOFAZ FOCUSES ON LEBANON AND IRAN 


Classified By: Ambassador Richard H. Jones. Reasons: 1.4 (b)(d). 


1. (S) In an August 15 meeting, Israeli Deputy Prime Minister 
Shaul Mofaz and Under Secretary Burns discussed the 
Memorandum of Understanding on security assistance to Israel 
that would be signed the following day, U.S. efforts to 

ensure that security assistance to Arab partners would not 
jeopardize Israel\'s Qualitative Military Edge (QME), the 
Strategic Dialogue (SD), UNSCR 1701 implementation, and 
sanctions on Iran. Mofaz reiterated Israeli concerns about 
U.S. sales of sophisticated weapons systems to Saudi Arabia, 
but signaled his agreement with the GON's decision not to 
oppose the proposed sales. He praised the bilateral 

Strategic Dialogue as a forum to discuss issues of vital 
strategic importance to the U.S. and Israel, and asked the 
Under Secretary to return to Israel in October for the next 
round of the SD. Mofaz reiterated Israeli concerns about the 
continued smuggling of long-range rockets to Hizballah in 
Lebanon, and suggested that U.S. and EU assistance to the 
Lebanese Armed Forces (LAF) be conditioned on deployment of 
the LAF to the Lebanon-Syria border -- a decision that PM 
Siniora should be encouraged to make. Mofaz claimed that 
Hizballah maintains a presence in southern Lebanon, is 
building up a second front north of the Litani River, and now 
possesses more long-range rockets than it had before the 
previous summer\'s war. On Iran, Mofaz urged tougher 
financial sanctions to increase pressure on Iran\'s leadership. 


2. (S) In response, the Under Secretary agreed to return to 
Israel in October for the next SD session, and said he would 
bring with him more ideas about how to address outstanding 
problems in UNSCR 1701 implementation. On Iran, Under 
Secretary Burns agreed that more could be done to discourage 
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it from pursuing its nuclear weapons program, but observed 
that Russia and China appear reluctant to follow the U.S. 
lead in drafting a third UNSC sanctions resolution, 
especially while IAEA DG El-Baradei carries out a dialogue 
with Iranian negotiator Larijani. The Under Secretary 
suggested that a number of key Europeans could be more 
helpful, but could use some prodding, and that Israel might 
be able to assist in this manner. END SUMMARY. 


3. (S) Under Secretary Burns said that he was visiting Israel 

to sign a Memorandum of Understanding (MOU) on USD 30 billion 
of assistance that the U.S. would supply to Israel from 

FY2009 through FY2018. The Under Secretary said he hoped it 
would be seen by Israelis and people in the region as 
America\'s commitment to Israel\'s security. He noted that the 
U.S. has decided to continue providing Egypt USD 1.3 billion 

in security assistance annually, and will soon begin 

negotiations on security assistance with Saudi Arabia, 

Kuwait, Bahrain, the UAE and Qatar. Mofaz thanked the Under 
Secretary and the USG for America\'s support of Israel, and 
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expressed his hope that the assistance would enhance and 
preserve Israel\'s Qualitative Military Edge (QME) over 
existing and potential adversaries. 


4. (S) Under Secretary Burns assured the Minister that the 
U.S. would take \"mitigating measures\" on weapons systems, 
like JDAMs bound for Saudi Arabia, to ensure Israel\'s QME. 
Acting Assistant Secretary for Defense Long promised to keep 
the Israelis informed about discussions the U.S. would have 
with Saudi Arabia on the \"mitigating measures,\" and stressed 
that fulfilling the assistance package to the Saudis would be 

a long process, with some weapons systems being delivered ten 
years out. She expressed USG appreciation for the Israeli 
side\'s flexibility and understanding in the QME discussions. 
Israeli Ambassador to the U.S. Salai Meridor replied, \"Our 
concerns have been met. We will not oppose your deal with 
the Saudis.\" 


5. (S) Responding to Mofaz\'s question as to what the Saudis 
are seeking from the U.S., A/ASD Long said that the Saudis 

have not yet supplied the U.S. with a list of desired weapons 

systems, and that the USG is waiting for more details from 
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them. Mofaz urged caution regarding the supply of JDAMs and 
\"attack support systems\" to Saudi Arabia. Raising the 
specter of sudden regime change and its implications, he 
reminded all present that in 1978, Iran under the Shah was 
considered one of Israel\'s best friends. A/ASD Long replied 
that, per an understanding reached with Israel, the U.S. has 
undertaken obligations to carry out follow-on, end-use 
monitoring through regular checks on weapons systems supplied 
to the Saudis. She added that most of what the U.S. would 
give to Saudi Arabia would be used by its Eastern 
Mediterranean Fleet. 


6. (S) On Lebanon and UNSCR 1701, Mofaz said that Israel is 
very worried about what he described as the daily flow of 
long-range rockets from Iran through Syria to Hizballah in 
Lebanon, and claimed that Hizballah now has more long range 
rockets with better capabilities than it had prior to last 
summer\'s war. He expressed skepticism that Lebanon, the UN 
Security Council or UNIFIL would take any action or were 
capable of stopping the transfers. Mofaz claimed that at the 
June Strategic Dialogue, there was agreement that, because 
the U.S. supports Lebanon, it would ask Lebanon to place 
forces along the Syria-Lebanon border with U.S. and European 
support. Mofaz added that he does not believe Siniora would 
order the Lebanese Armed Forces (LAF) to deploy along the 
border without a push and support from the U.S. He said that 
enforcing the Syrian-Lebanon border should be a pre-condition 
to U.S. and EU materiel support for the LAF. 


7. (S) Mofaz expressed skepticism that either UNIFIL or the 
LAF would dismantle Hizballah, and pointed to the group\'s 
presence in southern Lebanon -- and its activity north of the 
Litani River -- as evidence backing of this. Mofaz stressed 

that the UNSC, the U.S. and the EU need to do more to ensure 
full implementation of UNSCR 1701, and said he would share 
some recent ideas on how to improve 1701 implementation. 


8. (S) Under Secretary Burns stressed that Lebanon is one of 
the USG\'s top priorities, and that PM Siniora needs to be 
fortified. If Siniora and his supporters succeed in the 
upcoming elections, then the U.S. could proceed with 
supplying the LAF with much-needed military assistance. The 
Under Secretary said that in the USG\'s view, UNIFIL has 
performed in Lebanon better than anyone had expected, but 
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acknowledged that the Syria-Lebanon border and crossing 
points constitute an \"Achilles heel\" in efforts to bolster 
Lebanon\'s sovereignty. Germany, which has taken the lead in 
peacekeeping efforts along the Lebanese border, had not yet 
been able to resolve this problem. Acting PM Assistant 
Secretary Mull noted that the U.S. has transferred 


SIPDIS 

significant funds to the Germans to strengthen their 
capability to act along the border, and that they would 

deploy unarmed personnel along the Syria-Lebanon border in 
November. Mull added that PM Siniora has been discussing 
with EU and Arab League representatives the idea of forming 
joint EU-Arab League units to patrol the border. Iftaken, 
such an action would fall outside the UNSCR 1701 framework. 
Syria, he noted, strongly opposes the idea, while the 
Europeans -- especially Germany, France and Italy -- appear 
very interested. 


9. (S) A/ASD Long noted that CENTCOM Commander Admiral Fallon 
is scheduled to visit Lebanon on August 29 to develop a 

long-term plan for U.S. assistance to Lebanon on 

interdiction. SECDEF Gates is convinced that there needs to 

be an interdiction effort. She noted that discussions are 

under way with the French and Germans to see what could be 
\"injected\" quickly into Lebanon to provide Siniora quick 

support after the September elections. 


10. (S) On Iran, Mofaz said that more needs to be done with 
sanctions to increase pressure on Iran\'s leadership. He 
indicated that Israel has information that it is willing to 

share about what specific impacts existing sanctions are 
having on Iran. In response, Under Secretary Burns noted 
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that the U.S. shared Israel\'s concern about the lack of 
progress within the UNSC on a formal sanctions regime. IAEA 
Director General Mohammed El-BaradeiWs dialogue with Iranian 
negotiator Larijani on answers that Iran owes the IAEA is 
holding up action in the UNSC, as China and Russia have said 
they are prepared to wait for the answers before taking 

action that might upset it. The Under Secretary noted that 

the USG wants to start final negotiations in the UNSC ona 

third sanctions resolution in September, and that it would 

make top level approaches to the Chinese and Russians soon. 
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11. (S) Under Secretary Burns noted that Israel Atomic Energy 
Commission Director General Gideon Frank had underscored the 
need to keep an analytical focus on Iran\'s nuclear program so 
that we have some sense of when Iran might become nuclear 
capable. The Under Secretary noted the USG\'s sense that Iran 
has 1,300 - 1,500 centrifuges operating at its Natanz 

facility, but is still facing difficulties with enrichment. 

He urged that Israel and the U.S. stay in close touch at the 
expert level on this \"moving target,\" and that U.S. and 

Israeli technical experts should share their analyses at the 

next SD. Ambassador Meridor cautioned that the U.S. and 
Israel should assume that, in addition to its program at 

Natanz, Iran also has a secret nuclear program. 


12. (S) The Under Secretary shared the U.S. assessment of 
where the Europeans stand on Iran\'s nuclear program. France, 
led by President Sarkozy, is America\'s strongest ally now 
among the main European partners. Britain remains strong 
under Prime Minister Brown\'s leadership. Germany and Italy 
are wavering due to concerns about commercial exposure, 
including debts to firms. The Under Secretary suggested that 
Israel could help by approaching the Europeans (e.g., Italy, 
Germany, Greece, Spain and the Netherlands) and asking them 
for stronger support. He added that the U.S. is trying to 
encourage the Gulf states, especially the UAE and Kuwait, to 
be more supportive. 


13. (S) Mofaz said good progress has been made on issues 
discussed at the previous U.S.-Israel Strategic Dialogue in 
June. Nevertheless, he said he was not sure that sanctions 
against Iran were moving \"in the same direction\" that the 
U.S. and Israel wanted them to move, and urged \"joint 
evaluation\" of their results, especially financial sanctions. 
Mofaz proposed that the U.S. and Israel hold the next 
Strategic Dialogue in late October or early November to 
discuss both UNSCR 1701 and Iran sanctions. The Under 
Secretary said the he would be ready to return to Israel 
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during the second half of October, and would try to bring 

with him more specific ideas on how to address UNSCR 1701 
implementation and Iran sanctions. 
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14. (SBU) Accompanying Under Secretary Burns on the U.S. side 
were: 

-- Ambassador Richard H. Jones 

-- Acting Assistant Secretary for Political-Military Affairs 

Stephen Mull 

-- Acting Assistant Secretary of Defense for International 

Security Affairs Mary Beth Long 

-- NEA/IPA Deputy Director Nicole Shampaine 

-- Embassy Tel Aviv POL-MIL Officer (notetaker) 


15. (SBU) Accompanying Minister Mofaz on the Israeli side 
were: 

-- Ambassador Salai Meridor, Israeli Ambassador to the U.S. 
-- Dan Arbell, Director, North America Division, MFA 

-- Eli Kamir, Chief of Staff to Minister Mofaz 

-- Talia Someh, Media Advisor to Minister Mofaz 


16. (U) This cable was cleared by Under Secretary R. Nicholas 
Burns. 
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Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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OSD FOR APSA, COALITION OPERATIONS 


E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, MARR, PGOV, JA 

SUBJECT: UNCERTAINTY CLOUDS TERMS OF DIET DEBATE ON OEF 
EXTENSION 


Classified By: CDA Joseph Donovan, Reasons: 1.4 (b/d) 


1. (C) Summary: The terms of debate in the upcoming Diet 
review of the Anti-Terror Special Measures Law that governs 
Japan\'s contribution to the OEF Maritime Interdiction 
Operation (MIO) are still unclear. Direct negotiations 

between the ruling LDP coalition and opposition Democratic 
Party of Japan (DPJ) have yet to begin, with key legislators 

in both camps uncertain over the positions of their own 
leadership. All agree that the new cabinet offers an 

effective team to manage the upcoming Diet debate. However, 
public offers by the new Abe cabinet to engage discussions on 
a compromise extension law were quickly rejected by the DPJ 
leadership. 


2. (C) While the media reports compromises or revisions of 
the law are in the works, Embassy Tokyo contacts in the 
bureaucracy and the Diet say no work has been done as yet to 
write specific proposals. Observers on all sides say that 

the fate of the MIO mission will ultimately depend on whether 
or not DPJ leader Ichiro Ozawa decides to exploit the issue 

for tactical domestic political advantage. The Japanese 
government\'s biggest fear is that Ozawa will use his new 
Upper House majority not to vote down the bill, but to drag 

out deliberations for the 60 days allowed under Diet rules, 
effectively ending the MIO mission when the current authority 
runs out on November 1. Increasingly, editorials suggest 

that \"foreign pressure\" (gaiatsu) is the only effective lever 

the government and ruling coalition have to persuade Ozawa to 
take the high road. End Summary. 


More Questions Than Answers 


3. (C) Japanese national security officials and legislators 

in both camps say they are uncertain over how the debate on 
an extension of the Anti-Terror Special Measures Law will 
play out in the Diet session that will open on September 10. 
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Senior members of the new cabinet, including Foreign Minister 
Nobutaka Machimura, Defense Minister Masahiko Komura, and 
Chief Cabinet Secretary Kaoru Yosano, have made clear that 
securing an extension of Japan\'s MIO mission is at the top of 
the agenda in the upcoming session. Suggestions by Yosano 
and Machimura that the ruling coalition is prepared to engage 
in a discussion with the DPJ on a compromise or revised law 
were quickly and publicly rejected by DPJ leaders. 


4. (C) Liberal Democratic Party (LDP) Lower House member and 
former Defense Minister Shigeru Ishiba offered a pessimistic 
outlook on prospects for DPJ cooperation on the Anti-Terror 
Law. Ishiba has advocated scrapping that bill and 

introducing instead a Permanent Self-Defense Force (SDF) 
Dispatch Law that would facilitate Japan\'s OEF mission and 
other overseas deployments without the cumbersome legislative 
authorization process currently in place. He commented that 

a \"risk-averse\" Abe cabinet may not endorse this approach, 

but said he may try to work with like-minded members of the 
DPJ, which in principle supports a permanent law, to pass a 
Member-drafted (vice government-submitted) bill in the 

current session. Ishiba admits Komeito opposition to a 

general law is a barrier, but predicted to Embassy Tokyo that 

he could pull enough votes from conservative DPJ Diet members 
to pass the bill. Ex-Defense Minister Koike told us Ishiba\'s 

plan is \"best\" in the long term, but impossible to implement 

at this point without Komeito backing. 


5. (C) While Ishiba has been actively seeking to find a 
creative way forward, other government and ruling party 
politicians say that they are still waiting for top level 

guidance from the new cabinet. Cabinet Counselor for 
National Security Affairs Kenji Takahashi told Embassy Tokyo 
that Japanese agencies could do little more than prepare 
briefing slides for the past month while they wait for the 

new cabinet to be selected and settle in office. MOFA 
Foreign Policy Bureau Deputy Director General Kazuyoshi 
Umemoto commented that revising the Anti-Terrorism Law will 
have to be solved by the politicians, not the bureaucrats. 


DPJ: Waiting for Orders 
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6. (C) The picture is much the same on the DPJ side of the 
aisle. Keichiro Asao, the DPJVs ranking member on the Upper 
House Security/Foreign Affairs Committee, told the Embassy 
that there have been no internal meetings on the Anti-Terror 
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Law or clear instructions on how the party plans to proceed. 
DPJ moderates are working to create a \"soft-landing\" on the 
bill, according to Lower House Anti-Terror Special Committee 
ranking member Kazuhiro Haraguchi, that would allow the 
mission to continue with greater Diet oversight. 


7. (C) Nevertheless, Haraguchi and other DPJ conservatives 
emphasize that they are constrained by DPJ leader Ozawa\'s 
iron grip on the party. Former party leader and leading DPJ 
conservative Seiji Maehara commented that \"after an election 
victory like the one on July 29, no one will challenge 

Ozawa\'s position.\" Maehara indicated that moderates are 
increasingly looking for a formula that would have the DPJ 
quickly vote down the bill in the Upper House so that the 
Lower House, where the ruling coalition has a two-thirds 
majority, can re-enact it. The alternative, letting the bill 
languish in the Upper House committee for the 60 days allowed 
under Diet rules, would result in the mission being suspended 
when the current authorization expires on November 1. 


8. (C) The Cabinet Office\'s Takahashi noted that the biggest 
challenge is not how to address DPJ concerns on the contents 
of the law, but rather how to deal with Ozawa\'s attempt to 

use the bill to weaken the Abe cabinet and force an early 
dissolution of the Lower House. If this is his priority, 
Takahashi mentioned, then he will simply run down the clock. 
He acknowledged that there are few work-around alternatives 
to keep Japan\'s ships in the area beyond November 1 if the 
DPJ decides to filibuster. 


Looking for Outside Help 


9. (C) Recent Japanese editorials have suggested that only 
foreign pressure can effectively dissuade Ozawa from playing 
politics with the OEF law. The Japanese media has been 
sharply critical of Ozawa\'s performance during an August 8 
meeting with the Ambassador, and editorials have generally 
chided the DPJVs narrowly domestic approach on the issue. In 
order to respond to such criticism, some DPJ members have 
suggested offering new proposals for Japanese international 
contributions. DPJ officials admit, however, that there is 
nothing concrete in the works. Efforts by coalition 

embassies, including a strong expression of support for 
continued refueling delivered directly to Ozawa by visiting 
German Chancellor Merkel, OpEds placed by coalition members 
in the Japanese press, and a Diet briefing in mid-September 
also by coalition members are likely to further highlight the 
impact a Japanese withdrawal from the OEF MIO will have on 
Japan\'s international image. 


Column 3 
Comment 


10. (C) The OEF mission will be the main event in the 
upcoming Diet session and the first real test of whether and 
how the Japanese government can operate with a divided 
legislature. The appointment of heavy-hitters like Machimura 
and Komura to key national security posts is a positive 
development. Nevertheless, the government still seems 
uncertain about how to approach the politically savvy Ozawa 
on the issue. International efforts, such as the recent 

op-ed by the UK Foreign Secretary in the Yomiuri Shimbun, 
will likely continue to play a critical role in shaping 

public and media opinion. 
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SUBJECT: ABE\'S NEW CABINET GETS BOUNCE IN POLLS BUT REMAINS 
VULNERABLE 


REF: A. TOKYO 3968 
B. TOKYO 3970 
Classified By: CDA Joseph R. Donovan for reasons 1.4 (b,d) 


Summary and Comment 


1. (C) Prime Minister Shinzo Abe\'s sagging poll numbers have 
received a boost with careful choices for his new Cabinet 

that included former and current Cabinet members and several 
Liberal Democratic Party (LDP) faction heads. That said, 
concerns remain about the fate of the Anti-terrorism bill, 

which Foreign Minister Machimura and Defense Minister Komura 
have promised to shepherd through the Diet. The LDP 
leadership and Chief Cabinet Secretary Yosano have the skills 
and political standing to rebuild stability and party unity 

and to mitigate friction with the opposition Democratic Party 

of Japan (DPJ), but criticism of the Abe administration 
continues amid hints of a new money scandal involving LDP 
General Council Chairman Toshihiro Nikai. 


2. (C) Prior to the reshuffle, there was a feeling of \"damned 
if you do, damned if you don\'t" hanging in the air. By 
choosing veteran politicians, Abe risked being accused of a 
lack of freshness, but choosing fresh faces risked 
accusations of inexperience. In the end, the new Cabinet 
improved Abe\'s standing with the public and the LDP, but the 
key will be maintaining this momentum. The next real test 
will come with the opening of the Diet in September and 
deliberations on the Anti-terrorism bill. Some DPJ Diet 
members have put out conciliatory feelers on the bill, which 
has led to increased optimism. Nevertheless, the Abe 
administration can ill afford another scandal that erodes 
public confidence further. End summary and comment. 


Polls Up But Headwinds Blowing 


3. (C) All the major Japanese dailies have reported that, in 

the wake of August 27\'s Cabinet reshuffle (ref. A), the Abe 
cabinet\'s support rate increased to the same level or higher 
than before the July 27 Upper House election. The bad news 
for the PM is that this support rate remains lower than the 
non-support rate in most of the polls. Diet members have 
complained to Embassy Tokyo of \"strong headwinds\" buffeting 
the administration even after the new cabinet was announced 


Column 3 
and predicted that critics would continue to take potshots at 
Abe\'s leadership flaws. 


Veterans and Faction Heads 


4. (SBU) Abe boosted his popular support and won back 

slightly higher poll numbers by filling his new Cabinet with 
veterans (ref. B). Heeding LDP concerns, he chose capable 
politicians with a history of accomplishments. Nine of his 

choices are former or returning Cabinet members: Fukushiro 
Nukaga, Nobutaka Machimura, Masahiko Komura, Kaoru Yosano, 
Tetsuzo Fuyushiba, Yoshimi Watanabe, Akira Amari, Bunmei 
Ibuki, Hiroko Ota, and Hiroya Masuda, a former prefectural 
governor. Abe included all but one faction in his leadership 
appointments and five out of the nine faction leaders: 

Masahiko Komura, Nobutaka Machimura, Bunmei lbuki, Taro Aso 
and Toshihiro Nikai. While Abe will have to contend with 
stronger, more independent politicians in the new cabinet, 

these choices increase his chances of unifying the party 

behind him. 


Anti-Terrorism Bill Has New Shepherds 
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5. (C) With the Diet set to open on September 10, the 
Anti-terrorism Special Measures bill promises to remain the 
session\'s focal point. Newly appointed Foreign Minister 
Machimura lost no time connecting with his U.S. counterparts, 
promising to do everything he could to get the Anti-terrorism 
bill extended. For his part, Defense Minister Komura will 

also stand firm against the DPJVs opposition to the bill. He 

is known for his oratory skills and for having been an 
extremely capable bureaucrat, but he has also been criticized 
by politicians in his faction for not exerting himself. 


Yosano, Aso, Nikai Bring Stability 


6. (C) The appointment of Chief Cabinet Secretary Yosano 
provides stability to Abe\'s Cabinet. Yosano is a prominent 
policy expert with an ability to explain things clearly and 
consistently and he is likely to go beyond his role as 
government spokesman to play a central role in coordinating 
different views. LDP Secretary General Aso will likely seek 
to unify the party with the help of General Council Chairman 
Nikai, who has friends across parties, including a 


Column 3 

long-standing friendship with DPJ President Seiji Ozawa. 

Nikai also is close to LDP Diet Affairs Committee chairman 
Tadamori Oshima, whose behind-the-scenes coordination skills 
are second only to Nikai\'s. However, Osaka observers warn 
that Nikai may soon come under scrutiny for improperly 
reporting his office expenses. 
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E.O. 12958: DECL: 08/29/2017 
TAGS: EFIN, EAID, PTER, KWBG, IS, IR 
SUBJECT: ISRAELI NGO SUES TERRORISTS, TIES UP PA MONEY 


REF: A. JERUSALEM 1346 
B. TEL AVIV 1966 
Classified By: DCM Luis Moreno for reasons 1.4 (b) and (d). 


1. (S) SUMMARY: The Government of Israel (GOI) recently 
reached an agreement with the Palestinian Authority (PA) to 
release portions of withheld Palestinian customs revenue (ref 
A), but a substantial portion of these funds remains frozen 

by court order. Israeli courts are in the process of 

deciding whether the PA is liable for damages to victims of 
terrorist attacks awarded in a series of lawsuits in the 

United States and Israel, and have put a lien against PA 
funds pending further notice. On June 20, Econoff spoke with 
Nitsana Darshan-Leitner, Director of the Israel Law Center 
(ILC, or Shurat HaDin in Hebrew), the organization 
responsible for initiating the majority of these cases. ILC 

is reported to have hundreds of ongoing lawsuits in Israel, 
and has tried and won several high-profile cases in the 
United States worth approximately USD 900 million. ILC has 
collected only a small percentage of the awards for the 
plaintiffs, but the center\'s stated goal is to bankrupt 
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Palestinian terrorist organizations as well as the PA, which 

it views as an accomplice in attacks against Israeli 

citizens. ILC claims to work closely with Israeli 

intelligence in selecting cases and collecting evidence. The 
center\'s early success has encouraged its legal team to try 
new cases against Iran and Syria in the United States, where 
the organization\'s legal strategy has proved most successful. 
END SUMMARY. 


2. (S) ILC is a non-profit organization established in 2000 

by Nitsana Darshan-Leitner and her American-born husband Avi 
Leitner, both attorneys. For the last ten years, the couple 

has used legal tools to, in their view, defend Jews in 

trouble around the world. Some of their activities include: 

a civil action against the Mossad and Jewish Agency for 

failing to protect Jewish Iranians accused of spying for 

Israel; a suit against the Egyptian Ambassador to Israel for 
sexual assault against an Israeli belly dancer; and 

advocating a pardon for Jonathan Pollard, convicted of spying 
on the United States for Israel. ILC is operated as a 
clearinghouse for lawsuits in Israel, the United States, and 
Europe against terrorists and terror organizations. ILC 

focuses on bringing civil suits, and has taken the Southern 
Poverty Law Center (SPLC) in Alabama as a model. The SPLC 
aimed to bankrupt the Klu Klux Klan and neo-Nazi groups 
through aggressive lawsuits. Similarly, Leitner and her 
colleagues seek both to promote the rights of their clients 

and to weaken Palestinian terror groups and the PA, which 

they view as complicit in terrorist activities. 


3. (S) Leitner said that the ILC tried its first cases 

against the PA in Israel following the outbreak of the second 
intifada, resulting in the first successful lien against PA 

funds. There are reportedly several hundred cases of terror 
victims currently before Israeli courts or awaiting payment, 
including the 2006 decision of a Jerusalem court to award NIS 
90 million (USD 22 million) to victims of a Hamas bombing. 
With a staff that includes several prominent American-lsraeli 
lawyers, ILC collaborates with co-counsels in the United 

States to litigate cases and has won suits worth a total of 
nearly USD 900 million. In one example, ILC worked with 
Rhode Island lawyer David Strachman to win a USD 116 million 
judgment in what became known as the Unger Case. ILC lawyers 
represented the claims of the two orphaned children of 
American citizen Yaron Unger, who was killed in 1996 (along 
with his Israeli wife) in a drive-by shooting in Beit 

Shemesh. The terror attack was attributed to Hamas militants 
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wearing PA uniforms, which the Rhode Island Federal Court 
accepted as sufficient evidence to determine the PA\'s 
liability. 


4. (S) Since the PA does not voluntarily pay damages, ILC has 
resorted to third-party liens for collecting payment. After 
winning the Unger case in the United States, ILC appealed to 
Israeli courts to honor the award out of PA tax revenue. 

Israeli judges have responded by freezing a substantial 
portion of PA funds, pending a decision by Israel\'s Supreme 
Court on whether the PA is entitled to sovereign immunity. 
U.S. courts, in contrast, have not attributed sovereign 
immunity rights to the PA in relevant cases. 
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5. (S) In the United States, Leitner claimed ILC has gotten 
U.S. courts to freeze nearly USD 300 million in assets 
belonging to the PA and the Palestinian Monetary Authority. 
Leitner said that USD 5 million of these funds have been 
released for payment to the plaintiffs, despite the PA 
arguments to the courts that the frozen funds belong to the 
Palestinian people and not individual terrorists, and 
therefore cannot be used for payment to terror victims. In 
the ongoing case with the Palestine Pension Fund held at 
Citibank, Leitner said that the PA argued that the fund 
belongs to PA employees for payment of pensions, but her 
staff has countered that the account was a slush fund 
belonging to Palestinian President Yasser Arafat, consisting 
exclusively of high-risk investments and has never been used 
to pay pensions. 


6. (S) Perhaps the ILC\'s most prominent case is a lawsuit for 
USD 875 million, filed on behalf of American citizens against 
the Palestinian-owned Arab Bank, based in Jordan. (A separate 
but similar case was filed by an Israeli plaintiff, and 

approved by a Brooklyn Court under the Alien Tort Act.) Once 
again, ILC worked with co-counsels in the United States, with 
most of the legal preparation -- including evidence, 

witnesses, and experts -- coming from Israel. Leitner 
explained that to prove a bank complicit in terrorist 
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financing, the plaintiff must demonstrate that it knowingly 
transferred funds to a group or individual intending to carry 
out a terrorist attack. In the case of Arab Bank, Leitner 
claimed bank officials knew for an extended period of time 
that their branches were used to transfer payments to the 
families of suicide bombers. 


7. (S) Arab Bank turned ILC\'s tactics inside out, however, 
when it filed a third-party notice against its Israeli 
correspondent banks, Hapoalim and Discount. If approved by 
the courts, this legal maneuver would mean that any Arab Bank 
liability would be shared by its Israeli banking partners. 

In the Israeli financial community, this case has increased 
fears of the risks of doing business with Palestinian banks 

in general (ref B). Leitner said that she had no intention 

of suing Israeli companies, but did not discount the 

possibility that others would try to do so. 


8. (S) Leitner said that ILC is involved in two cases against 
European banks -- Credit Lyonnais and National Westminster -- 
which she claimed have had a dramatic impact on standard 
banking practices. In its lawsuits, ILC makes the case that 
both banks were warned by the Mossad that they were servicing 
Islamic charities supporting terrorism, yet they continued to 
facilitate the business. The fact that many of the transfers 

were in U.S. dollars gave U.S. courts jurisdiction to try the 
cases. Although the lawsuits have yet to be resolved, 

Leitner expressed satisfaction that National Westminster now 
asks the Mossad whether its Islamic charity clients are 
\"kosher.\" 


9. (S) Following its success in Palestinian cases, ILC has 
taken aim at states that support terror -- specifically Iran 

and Syria. ILC won cases in U.S. courts linking Iran to a 
number of Hamas terror attacks, including three attacks in 
Jerusalem in 1996 and 1997. The organization is currently 
suing Syria for the same bombings. Leitner said that ILC\'s 
lawyers proved in court that the bombers received financial 
backing and training from Iran, and have managed to collect 
for damages against some Iranian holdings in the United 
States, including a house in Texas. Leitner told Econoff 
that ILC and its American associates hired former Under 
Secretary for Economic Affairs Stuart Eisenstadt to lobby for 
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the release of Iranian assets. 
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10. (S) ILC also worked with legal counsel in Rome to pursue 
compensation in Italian courts. Leitner and her partners 

filed for a lien against the National Iranian Oil Company 
(NIOC), claiming damages be awarded against NIOC\'s USD 600 
million in Italian bank accounts. Leitner said that the case 
alarmed both the Iranians and European businesspeople, who 
were eager to shield state-owned businesses from liability 

for government policies. According to Leitner, the 

defendants won through a technicality, claiming that they 
were not given adequate notice of the suit. The lien was 

lifted temporarily, at which time Leitner said Israeli 
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intelligence officers told ILC that the funds had been 
transferred to Thailand. ILC is pursuing a similar case in 
South Africa, but without a preemptive lien, Leitner believes 
the Iranians will simply transfer the funds to another 
country. 


11. (S) Leitner said that in many of her cases she receives 
evidence from GOI officials, and added that in its early 

years ILC took direction from the GOI on which cases to 
pursue. \"The National Security Council (NSC) legal office 
saw the use of civil courts as a way to do things that they 

are not authorized to do,\" claimed Leitner. Among her 
contacts, Leitner listed Udi Levy at the NSC and Uzi Beshaya 
at the Mossad, both key Embassy contacts on anti-terrorist 
finance cooperation. Leitner offered a case against 
Palestinian Islamic Jihad (PIJ) as example of ILCVs close 
cooperation with the GOI. After obtaining a judgment against 
PIJ for NIS 100 million (USD 25 million), ILC requested a 

lien for that amount against the Abu Akker Trading Company as 
a third party defendant. At the time, Abu Akker was one of 
the largest Palestinian importing companies, and Leitner said 
the Mossad provided her with the intelligence (similar to 
information provided to USG officials in a classified 

briefing) to prove that the company was funneling money to 
PlJ. According to Leitner, the ILC now decides its cases 
independently, but continues to receive evidence and 
witnesses from Israeli intelligence. 
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12. (S) ILC lawyers are extremely aggressive, and boast that 
they \"will sue anybody.\" While the ILC\'s mission dovetails 
with GOI objectives of putting financial pressure on Israel\'s 
adversaries, the often uncompromising approach of ILC\'s 
attorneys seems to overreach official GOI policy goals. 
ILCVs relentless litigation has proven to be an obstacle to 
the GOIVs releasing of all customs revenues previously 
withheld from the PA. A complete settling of these accounts 
may not be possible without dealing with the lawsuits in 
Israeli and U.S. courts. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http://www.state.sgov.gov/p/nea/telaviv 


You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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FOR STATE EB/TRA--Walklet, IO/T--Luftig 
MONTREAL USICAO-Faux-Gable 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 

TAGS: EAIR, PREL, ICAO, AORC, FR 

SUBJECT: FRANCE: DEMARCHE ON US CANDIDACY FOR ICAO ASSEMBLY 
REF: STATE 115443 


1. (SBU) Econoff delivered reftel demarche to Jean-Michel Bour, 
Deputy Director of European and International Affairs of France\'s 
Civil Aviation Authority (DGAC) August 23. Bour took note of the 

U.S. request for support, but stopped short of indicating how France 
would vote. He reminded Econoff that it was U.S. practice not to 
announce support for ICAO candidacies in advance of votes. He 
argued that there was nevertheless a \"principle, or least a 

practice\" of mutual support of candidacies by Permanent Members of 
the UN Security Council in elections to UN system organizations. 
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2. (SBU) The French delegation will be headed by Didier Lallement, 
Director General of the DGAC, who will be present from Sept. 21-24. 
It will include as deputies Ambassador Jean-Christophe Chouvet, 
French Permanent Representative to ICAO, and Jean-Francois Vivier, 
Inspector General of the DGAC. 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, ECON, MOPS, IZ 

SUBJECT: IRAQI EXECUTIVE STEERING COMMITTEE MEETING, AUGUST 
24 


Classified By: AMBASSADOR RYAN C. CROCKER FOR REASONS 1.4 (B) AND (D). 


1. (C) Summary. On August 24, Prime Minister Nouri Maliki 
chaired the Baghdad Security Plan (Fardh al Qanoon ) FAQ) 
Executive Steering Committee (I-ESC) of the Government of 
Iraq (Gol). The previous two weekly I-ESC meetings had been 
canceled due to religious celebration and absentee officials, 
respectively. The meeting featured a wide-ranging discussion 
of Baghdad\'s electricity and fuel situation. The Minister of 

Oil confirmed that State Oil Marketing Organization has 

finally made the $2.4 m payment of overdue transportation 
charges to settle the 2006 fuel dispute with Kuwait. PM 

Maliki instructed the Baghdad Operations Command to support 
Civilian Spokesman Sheekly and MNF-I offered coalition 
assistance to the Gol in the replacement of the Sarafiyah 
Bridge in Central Baghdad. 


2. (C) The Minister of Electricity (MoE) stated that average 
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national electricity production improved to 4850 MW last 
week, but that the overall situation for the country remains 
hampered by an inability to repair transmission lines due to 
\"on-going security operations\" and to obtain enough fuel to 
run power plants. The MoE also cited Provincial authorities\' 
refusals to comply with the national electricity distribution 
plan, singling out Ninewa and Irbil in the North. Basra is 
similarly problematic in refusing to send electricity to 
Baghdad, and militia members have kidnapped the Basrah 
Director of Distribution Control and formed their own 
distribution committee. 


3. (C) DCG Rollo commented that the MoE cannot wait to have 
\"perfect security\" before endeavoring to repair transmission 
lines and that more repair teams should be hired, so that if 

one team will not take a job, another would be available. 

The MoE retorted that his teams are, in fact, willing to work 

in unsecured environments but are being kept out by MNF-I and 
ISF operations. However, the MoE also said that if the 
oft-mentioned Tower 57 is to be repaired, restoring the 
principal Musayib to Baghdad transmission line that has been 
inoperable for several months, insurgent snipers must first 

be removed from the area. 


4. (C) Commenting on the general discussion of the oil 
product supply situation in Baghdad, the Minister of Oil 
stated the Kuwait 2006 fuel supply problem had been solved 
and he noted that the fundamental problem is a lack of 
distribution, in part due to pipeline interdictions and in 

part due to a refusal of Gol entities to come to refineries 

and \"pick-up\" fuel products. The Minister of Oil also 
welcomed a potential proposal from the BPC to have Baghdad 
Province and Baghdad Municipality appointed as responsible 
for fuel product distribution, stating that this would 

\"reduce our workload.\" The BPC suggested that they hold 
future discussions on the issue. 


5. (C) EMIN Ries stated that he had been working with the MoO 
and the MoE to resolve the commercial dispute with Kuwait and 
confirmed the MoO\'s comments that the $2.4 m payment to 
settle 2006 demurrage charges has been made. Amb Ries also 
noted that Kuwait and Iraq share the same interests and that 

a contractual solution can be found to help ensure regular 

and timely delivery of Kuwait diesel to the Musayib plant. 


6. (C) The MoE stated that the acquisition and distribution 

of $250 solar water heaters to Baghdad\'s residents could save 

1000 MW. Purchasing the solar heaters would require $60 m in 
government financing. DPM Salih instructed the MoE to submit 
a proposal on the issue to the Council of Ministers. 
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7. (C) Building upon MNF-I\'s effort to work with the Gol to 
prioritize the refurbishment of unused government buildings 
at previous meetings, the I-ESC again returned to the 

subject. Deputy Secretary of the Council of Ministers 
(ComSec) Dr. Farhad expressed frustration at individual 
ministry\'s non-responsiveness to the ComSec\'s efforts to 
coordinate follow-up of the status of buildings on the 

priority list and stated that new ministerial budget 
appropriations need to be made for the issue. Baghdad 
Provincial Council (BPC) Chairman Mueen al-Khademy offered to 
make refurbishment of the Provincial Council building a model 
for other ministries to follow. PM Maliki urged increased 
coordination on the issue and suggested that the 

International Zone should be expanded to include several 
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ministerial buildings just outside its current border. 


8. (C) After hearing an update from I-ESC Media Committee 
Head Yaseen Majeed, NSA Dr. Rubaie and PM Maliki criticized 
the current Gol media campaign as insufficient to win the 
\"psychological war versus Al Qaeda.\" PM Maliki instructed 
the reticent Majeed to include FaQ Civilian Spokesman Dr. 
Sheekly on the Media Committee and asked General Aboud of the 
Baghdad Operations Command to provide Dr. Sheekly vehicles 
and support. (Note: Emb Baghdad and MNF-I view Majeed as 
incompetent, have been very active in attempting obtain 
increased Gol support and legitimacy for Sheekly, a more 
media-savvy Sunni, and view the PM\'s endorsement and 
acquiescence of support by Aboud as a positive development. 
End Note) 


9. (C) During an update on the status of the effort to 

rebuild the main Sarafiyah Bridge in Baghdad, the MoE and the 
Minister of Industry roundly criticized the absent Minister 

of Housing & Construction for delays in the rebuild effort. 

(Note. The replacement Sarafiyah pontoon bridge was opened by 
the Gol on schedule in early July. The rebuild has been 
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stalled by the assassination of the project,s lead Iraqi 

engineer and by complications in dismantling and lifting the 
remnants of the destroyed bridge from the river bottom. MoCH 
has requested technical and security assistance. End Note). 
Deputy Commanding General Rollo (UK) stated that MNF-I has 
offered to fund and assist in the removal of the damaged 
structure, which will take 2 months. The Minister of 

Industry promised the PM that he would deliver a completed 
bridge within 3 to 4 months of the area being cleared. DPM 
Salih proposed a follow-up meeting on September 26th to 
discuss the issue with the relevant parties, to include MNF-I 
and Embassy attendance. 
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120453 

OO RUEHDBU RUEHFL RUEHKW RUEHLA RUEHROV RUEHSR 

DE RUEHRA #0648 2420821 

ZNY CCCCC ZZH 

O 300821Z AUG 07 

FM AMEMBASSY RIGA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 4310 

INFO RUEHZL/EUROPEAN POLITICAL COLLECTIVE PRIORITY","C ONF IDENT IAL RIGA 000648 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/30/2012 
TAGS: PREL, PBTS, RS, LG 
SUBJECT: LAVROV VISIT TO RIGA OFF FOR SEPTEMBER 17 


REF: RIGA 647 


Classified By: Charge d\'Affaires, a.i. Stuart M. Seldowitz. Reason: 1. 
4 (d) 


(C) Shortly after sending reftel, Charge received a call 

August 29 from Latvian MFA State Secretary Normans Penke 
reporting that the Russians had now formally called off the 
Lavrov visit to Riga discussed for September 17. Penke said 
the reason was the Russian side would not be prepared to 
exchange instruments of ratification on the border treaty by 
that date. Penke said that Russians also declined to send DFM 
Titov at this time. Responding to Charge\'s question, Penke 
said that the GOL was fine with this decision and expected 
that Lavrov would visit Riga at a later date (Penke 

speculated on mid to late October) once Russia had ratified 
the treaty. 
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STATE FOR EB/CBA 
STOCKHOLM FOR FCS 


E.O. 12958: N/A 

TAGS: EAIR, BTIO, ECON, LG 

SUBJECT: AMBITIOUS PLANS FOR RIGA AIRPORT; AMERICAN INVESTMENT 
DESIRED 


1. Summary: Riga airport has an ambitious plan to expand to handle 
as many as 15 million passengers a year by 2020. The head of Riga 
airport is seriously interested in having American firms bid on many 
of the projects related to the airport\'s expansion. There are also 
plans to increase the number of direct flights to the US, primarily 
through New York. While the plans are grandiose and may not be 
fully realized, we believe that there are a number of opportunities 

for American businesses in the project. End Summary. 


2. Pol/econ chief was recently briefed by Krisjanis Peters, head of 
the Riga International Airport, on the airport\'s newly adopted 
expansion plans. Riga expects to handle 3 million passengers this 
year on the 50 direct routes that operate from Riga. Currently, the 
two largest carriers are AirBaltic (jointly owned by the GOL and 
Scandinavian Airlines) and Ryan Air. 


3. The first phase of expansion is already under way and will 

include a new, expanded check-in area, expansion of the runway from 
2.3 km to 3.2 km, and addition of new long haul routes -- including 
AirBaltic flights to New York and Beijing, and charter flights to 
Bangkok in winter. 


4. By 2012, Peters said, the airport expects to be able to handle 10 
million passengers a year with a significantly reconfigured gate and 
taxiway system, new air traffic control facilities, and development 
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of a business park and hotels on the airport premises. There is 
also the possibility of a convention center, although Peters said 

that was being considered separately from the main development 
plans. Peters also outlined plans to have a railway station to 

carry passengers to Riga or the seaside resort of Jurmala. The 
airport was also discussing with the city of Riga the possibility of 

a light rail or monorail system from the airport to the city center. 

By 2020 Peters believes the airport will be able to accommodate 15 
million passengers a year and will have a second runway. 


5. Peters stressed repeatedly in the briefing that he would very 

much welcome American investment in the airport\'s development. He 
identified construction, hotel management, and the possible 
convention center as particular areas of interest. He also noted 

that the airport would be commissioning a new master plan and would 
like to see American companies bid on the tender when it goes out in 
the fall. 


6. Comment: This is a very extravagant plan for Riga\'s airport -- 
mainly the work of transport minister Ainars Slesers. Nevertheless, 
we believe that there are opportunities for growth as more people 
discover Riga and Latvia as tourist and business destinations. With 
AirBaltic and RyanAir providing low cost flights to and through 

Riga, passenger traffic through the airport is growing at roughly 30 
- 40 percent per annum. . We believe Peters is sincere in his 
desire for American businesses to bid on projects. Planning, hotel 
management, and architectural design are probably the areas of 
greatest likelihood of success for US-based firms. 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PREL, PHUM, KDEM, EUN, SY, IT 


SUBJECT: SYRIA: ITALY SUPPORTS EU ACTION ON SEIF; WILL 
PRESS ON IRAQ FOREIGN FIGHTERS 
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REF: A. SECSTATE 119436 
B. ROME 1842 
C. SECSTATE 92339 


Classified By: Acting Political Minister Counselor Jonathan Cohen for r 
easons 1.4 b and d. 


1. (C) Poloff delivered ref A points to the Prime 

Minister\'s Diplomatic Advisor on the Middle East, Marco 
Carnelos, and to the MFA\'s Acting Office Director for Near 
East Affairs, Michele Tommasi August 29. Tommasi said the 
GOI was well aware of the Seif case and supported the EU\'s 
plan to approach Damascus privately first, and then issue a 
public statement if the private diplomatic channel failed to 
yield results. Poloff suggested PM Prodi raise the issue 

with Syrian Vice President Shara during Shara\'s September 6 
visit to Rome (Ref B) if the matter is not resolved 
beforehand. Tommasi confirmed that he would put strong 
language in the PM\'s talking points. 


2. (C) Poloff urged Tommasi to also use Shara\'s visit to 
press Syria to stop the flow of foreign fighters (Ref C) 
across the border into Iraq. Tommasi said he would include 
points on foreign fighters in the PM\'s briefing papers. 
SPOGLI 
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DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 08/30/07 


Index: 


(1) Ozawa again voices his opposition to antiterrorism law, this 
time to German Chancellor Merkel 


(2) DPJ head Ozawa to announce new executives tomorrow, maintain 
tripartite system to fight battle in fall Diet session; focus on 

treatment of Okada, Maehara 

(3) Violation of election law by members of Ai Aoki\'s election 
campaign camp: Chiba Prefectural Police finalizing procedures for 
building case against DPJ head Ozawa\'s secretary 


(4) Prime Minister Abe\'s ability as commander of CEFP be tested in 
reform promotion 


(5) Japan, China resume defense exchange after a lapse of four 
years, agree to lay hotline 


(6) Interview with Foreign Minister Nobutaka Machimura: Plans to 
discuss question of extending the antiterrorism law systematically 


(7) Spot poll on new Abe cabinet, political parties (Asahi) 
(8) Poll on new Abe cabinet, political parties (Sankei) 
(9) Poll on new Abe cabinet, political parties (Mainichi) 


(10) Poll on new Abe cabinet, political parties (Nikkei) 
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(11) Poll on new Abe cabinet, political parties (Tokyo Shimbun) 


(12) Japan, EU to set in motion negotiations on EPA by beginning 
joint research possibly in September 


(13) Okinawa refuses to receive Henoko assessment outline from 
Defense Ministry 


(14) Pension, Antiterrorism Law to be major issues at extra Diet 
session; Right of Diet member to investigate state affairs to become 
another tool for DPJ to attack government, ruling camp 


(15) Three cabinet ministers among CEFP members replaced: Is panel 
going to correct its growth policy? 


ARTICLES: 


(1) Ozawa again voices his opposition to antiterrorism law, this 
time to German Chancellor Merkel 


NIKKEI NET 
13:18, August 30, 2007 


Democratic Party of Japan President Ichiro Ozawa had a meeting with 
visiting German Chancellor Angela Merkel at a Tokyo hotel this 
morning. Ozawa there reiterated his opposition to an extension of 

the Antiterrorism Special Measures Law, which is scheduled to expire 
on November 1, saying, \"The problem is that in-depth discussion has 
not yet been conducted on it.\" 


He added: \"Japan should actively join only those activities that 
were authorized by the United Nations. The operation in the Indian 
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Ocean should be considered from that viewpoint.\" Ozawa stressed that 
UN authorization should be used as the basis in making decisions for 
sending Self-Defense Force troops overseas. 


Merkel said: \"In dealing with Afghanistan, as many countries as 
possible should be involved. | am aware of the need for discussion, 
but if Japan is to play a more active role in the international 
community, | think your country should bear greater 
responsibility.\" 


(2) DPJ head Ozawa to announce new executives tomorrow, maintain 
tripartite system to fight battle in fall Diet session; focus on 
treatment of Okada, Maehara 


Column 3 
ASAHI (Page 2) (Full) 
August 30, 2007 


Following the inauguration of a new cabinet of Prime Minister Shinzo 
Abe, Democratic Party of Japan (DPJ) President Ichiro Ozawa in turn 
will reshuffle tomorrow the lineup of his party\'s executive board, 

with an eye on clashes with the ruling camp expected in the upcoming 
extraordinary session of the Diet. Who will be picked as chairman of 
the Policy Research Committee and chairman of the Diet Affairs 
Committee - positions that will have to stand at the forefront in 

the extra session? The DPJ now controls the House of Councillors. 
The DPJ, as the main opposition party, has decided to work out 
alternative legislation to the Antiterrorism Special Measures Law 
(which is up for extension). The party is also preparing for 

measures to deal with the pension record-keeping debacle, which 
contributed to the DPu\'s big win in the July House of Councillors 
election. Securing such tools as the right of a Diet member to 
investigate state affairs, the DPJ is now busy with preparations for 
locking horns with the government and ruling coalition in the Diet. 


WI want to change our executive board after seeing the lineup of the 
three new executives of the Liberal Democratic Party (LDP) and the 
new cabinet ministers,\" Ozawa told Secretary General Yukio Hatoyama 
last weekend while the two were drinking sake. 


Ozawa has been staying in a Tokyo hotel for several days to work out 
his schedule of appointments. 


Growing Ozawa\'s influence over the party 


The triumvirate of Ozawa, Hatoyama and Deputy President Naoto Kan 
will be maintained. However, Policy Research Committee Chairman 
Takeaki Matsumoto and Diet Affairs Committee Chairman Yoshiaki 
Takaki will likely be replaced. Ozawa will decide on the lineup of 

the \"Next Cabinet,\" which used to be picked by the Policy Research 
Committee chairman. Ozawa\'s grip on the party has strengthened 
because of the party\'s landslide victory in the Upper House race. No 
objection will likely be raised against Ozawa\'s arbitrary 

appointments. 


Ozawa has stressed that the party needs complete unanimity. The 
focus is now on how former Presidents Katsuya Okada and Seiji 
Maehara will be treated. 


Okada has distanced himself from the leadership since the party 
suffered a loss in the 2005 House of Representatives election. 
Maehara also has not served in any key post since he quit the 
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presidential post last March to take responsibility for an e-mail 
fiasco. Many party members hold high expectations that Okada, who 
put up a good fight in Diet debates with then Prime Minister 
Junichiro Koizumi, and Maehara, who is a policy specialist, will 
serve in key posts. 


(3) Violation of election law by members of Ai Aoki\'s election 
campaign camp: Chiba Prefectural Police finalizing procedures for 
building case against DPJ head Ozawa\'s secretary 


ASAHI (Page 1) (Excerpts) 
August 30, 2007 


Democratic Party of Japan (DPJ or Minshuto) lawmaker Ai Aoki\'s 
campaign headquarters has violated the Public Office Election Law in 
the July Upper House election. Aoki was elected from the 
proportional representation bloc. Regarding this case, the president 
of a printing company was arrested by the Chiba Prefectural Police 
for allegedly acting in the interests of Aoki by having thousands of 
billboards with her election campaign posters put up by pledging to 
pay remuneration to a person who agreed to do the job. In a related 
development, it was learned that the president told investigators 
that he did so on the orders of DPJ head Ichiro Ozawa\'s policy 
secretary (45). The police have established the fact that the two 
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suspects frequently spoke by telephone. The police are now 
investigating with the possibility of building a case against the 
secretary as an accomplice. 


SIPDIS 


The prefectural police have arrested Masahiko Nagashima (50), 
president of Shusansha, a printing company, and Rentaro Washio (38), 
president of Dainichi, a billboard company. Shima allegedly asked 
Washio to put up thousands of billboards with Aoki\'s election 

campaign posters around July 11 the day before the official 
announcement of the Upper House election and pledged to pay him 500 
yen per board. 


The Public Office Election Law allows the payment of remuneration to 
specific election campaign participants, such as those who do simple 
labor work as drivers or campaign car attendants. However, the 
police have judged that the case this time does not fall under this 
category and that the job in question should have been done without 
remuneration. Their perception is that the party that received the 
remuneration was a corporation and the president of the printing 
company took advantage of their contract relationship, which 
constitutes acting in the interests of a specific candidate in an 
election. 
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As a result of the investigation so far, Shima and Washio are now 
suspected of having exchanged conversations on where to put up 
billboards and the amount of remuneration from late June through 
early July. When Aoki\'s office and Shima concluded a contract for 
putting up billboards, the secretary was allegedly present. 


(4) Prime Minister Abe\'s ability as commander of CEFP be tested in 
reform promotion 


NIKKEI (Page 5) (Full) 
August 29, 2007 


Following the inauguration of a new cabinet, the lineup of the 
government\'s Council on Economic and Fiscal Policy (CEFP) will 
change. Kaoru Yosano, former state minister in charge of economic 
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and fiscal policy, will return to the CEFP as chief cabinet 
secretary. Former Iwate Gov. Hiroya Masuda will join the panel as 


SIPDIS 

minister of internal affairs and communications. In order to achieve 

a balance between an economic growth, including revitalizing local 
economies, and fiscal soundness, the panel will be made up of 
capable persons, but the leadership of the Prime Minister\'s Official 
Residence (Kantei) alone will not be sufficient for coming up with 
policy measures because the opposition camp now controls the House 
of Councillors. 


Chief Cabinet Secretary Yosano, Internal Affairs and Communications 
Minister Masuda and Finance Minister Fukushiro Nukaga are new 
members of the council. Yosano, predecessor of Economic and Fiscal 
Policy Minister Hiroko Ota, who was retained in her post, once 
managed the panel. Yosano is the one who advocated the need for a 
program on reform of both the revenue and expenditure systems -- the 
program which includes a plan to cut expenditures for five years 

from fiscal 2007 as part of the 2006 \"Big-boned reform policy 
guidelines.\" 


Ota, a former university professor, has taken part in the management 
of the CEFP since 2002 when she joined the Cabinet Office. The 
dominant view in the government is that Yosano and Ota, who know 
well about the utilization of the council, will lead discussion in 

the panel. 


With the return of Yosano, who enjoys the deep confidence of 
bureaucrats, to the CEFP, a senior economy-related ministry official 
said: \"Realistic policy proposals will increase.\" But some pointed 
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out a delicate gap between them. 


Ota has placed priority on boosting tax revenues by enhancing 
nominal growth, while Yosano insisted during his tenure as economic 
and fiscal policy minister that the idea of increasing tax revenues 
would not lead to achieving fiscal soundness since long-term 

interest rates would hike when a growth rate increased, and as a 
result, nonpayment expenses of government bonds would boost. He 
argued with Heizo Takenaka, former minister of internal affairs and 
communications. Regarding the Bank of Japan\'s hike in interest 
rates, Ota reportedly is cautious about a hike in interest rates by 

the Bank of Japan, while Yosano stands in neutral. 


All eyes are now also on Finance Minister Fukushiro Nukaga\'s words 
and actions. Before serving his first cabinet post, he was state 
secretary of the Ministry of International Trade and Industry 
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(MITI). He, a lawmaker tied to economic and commerce affairs, became 
finance minister, following his predecessor, Koji Omi. In a speech 
yesterday, Nukaga said to his ministry staffers: \"There is no fiscal 

policy that needs for fiscal policy,\" indicating his stance of 

attaching emphasis to economic growth. Masuda, who was known well as 
a reformist governor, has continued to communicate with Ota. 


With the abolishment of the post of special advisor on economic and 
fiscal policy in the Kantei, observers predict that the position of 
the CEFP will become clear again. 


However, a senior Finance Ministry official made this comment: 
\"Decisions on policy measures will be made in consultations between 
the ruling and opposition camps.\" Policy measures will not be 
compiled by the intentions of the Kantei and the government alone. 
Ota plans to push forward with discussion on tax and social security 
issues. The question will be whether the CEFP can cooperate and 
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share jobs with the ruling coalition. 


A senior Cabinet Office official said: \"Whether the council will 

function depends on the prime minister\'s leadership.\" Therefore, how 
Prime Minister Abe will manage economic policy will be called into 
question. 


(5) Japan, China resume defense exchange after a lapse of four 
years, agree to lay hotline 


YOMIURI (Page 1) (Excerpts) 
Eve., August 30, 2007 


Column 3 


Defense Minister Masahiko Komura this morning met with Chinese 
National Defense Minister Cao Gangchuan at his Defense Ministry, and 
the two leaders agreed to establish a hotline between Japanese and 
Chinese defense officials and make reciprocal port calls by vessels 
from the Maritime Self-Defense Force (MSDF) and the Chinese Navy. 
The defense summit between the two countries took place for the 

first time since the one held in Beijing in September 2003. Japan 

and China have now resumed full-scale defense exchange. 


In the meeting, the defense leaders agreed to set up a working group 
aimed at establishing a hotline between Japanese and Chinese defense 
officials. On reciprocal port calls by vessels, the two leaders 

confirmed that Chinese vessels would first make a port call at a 
Japanese port in December. 


Komura cited two-digit increases in China\'s national defense 
spending for 19 years in a row and asked that China make its 
national defense policy and military spending transparent. He told 
Cao: \"A rough breakdown of the total defense budget has been 
provided, but the details have not been disclosed.\" Cao told 
Machimura: \"We are making efforts to achieve that.\" 


Turning to the issue of the Taiwan Strait, Cao sought to check Japan 
by noting, \"We are paying close attention to the connection between 
the Japan-US security arrangements and Taiwan.\" In response, 
Machimura urged a peaceful resolution of the Taiwan issue, saying, 
\"Japan and Taiwan have working-level relations at the 
nongovernmental level. Japan has been consistently opposed to 
(China\'s use) of armed force (toward Taiwan).\" 


Cao invited Komura to visit China sometime next year, and Komura 
accepted the invitation. 


(6) Interview with Foreign Minister Nobutaka Machimura: Plans to 
discuss question of extending the antiterrorism law systematically 


ASAHI (Page 4) (Full) 
August 30, 2007 


-- Your predecessor Taro Aso used the slogan \"arc of freedom and 
prosperity\" to describe his foreign policy. How will you bring out 
your own \"Machimura color\"? 


Machimura: | am not that familiar with the term \"arc of freedom and 
prosperity.\" You mentioned my adding my own \"color,\" but | don\'t 
intend to use any grandiose expression. We will host the next Group 
of Eight (G-8) summit. Issues Japan faces now include sovereignty 
over the Northern Territories, global warming, which requires global 
efforts, energy resources, and the abductions of Japanese nationals 
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by North Korea. I think it is necessary for us to move at least a 
half step or one step forward toward resolving those issues. 


-- Prime Minister Abe has advocated a \"values-oriented diplomacy.\" 
Someone explained that it could serve as a noose around China. 


Machimura: I\'m sorry for my lack of study, but | don\'t know the 
details of it. However, because we share the same values with the 
United States, Australia, India, and the European Union, it is easy 

to work together with them and expand exchanges with them. | know a 
number of arguments exist about what political system China might 
adopt in the future, but do you really think it is possible to 

contain China as was done in the Cold War period? By expanding our 
engagement with that country we can develop a strategic 
mutually-beneficial relationship. If we remain narrow-minded by 
saying we can\'t associate (with China) because of the differences in 
our political systems, we will never get anywhere. 


-- In past Diet debates on the Anti-Terrorism Special Measures Law, 
the major opposition Democratic Party of Japan (DPJ or Minshuto) 
insisted that Diet approval should be obtained in advance. Is it 
possible to amend the law in such fashion? 


Machimura: Revising the law may be one answer, but | think the first 
thing to do is to think how Japan can actively engage itself in 

fighting terrorism as a responsible member of the international 
community. Next, we should discuss how to position activities taken 
under the Antiterrorist Special Measures Law. Lastly, we should 
discuss what sort of legislation is necessary to realize that. If we 
discuss matters in this order, | believe we can naturally get an 
answer. (The DPJ) sticks to opposition (to revising the law) without 
holding any internal party debate, but this attitude demonstrates 

its failure to fulfill its responsibility as an opposition party. 


-- The Japan-North Korea working group in the six-party talks is 
about to open. 


Machimura: I\'m neither pessimistic nor optimistic about it. I\'ll 

simply promote talks in a proper manner. The initial plan was that 
Japan, the US, and South Korea would act in concert, but now South 
Korea stands out, and the US is displaying its originality. Japan 

has its own issue of abductions of Japanese nationals by North 
Korea. That\'s fine. There\'s an argument that Japan may be left out 
of the loop, but that\'s wrong. Saying such a thing is what North 
Korea wants to see. The five countries have shared the common goal 
of \"denuclearizing the Korean Peninsula.\" 


(7) Spot poll on new Abe cabinet, political parties (Asahi) 
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ASAHI (Page 2) (Full) 
August 29, 2007 


Questions & Answers 

(Figures shown in percentage, rounded off. Bracketed figures denote 
proportions to all respondents. Figures in parentheses denote the 
results of a post-election spot survey conducted July 30-31 after 

the July 29 election for the House of Councillors.) 


Q: Do you support the Abe cabinet? 


Yes 33 (26) 
No 53 (60 
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Q: Which political party do you support now? 


Liberal Democratic Party (LDP) 25 (21) 

Democratic Party of Japan (DPJ or Minshuto) 32 (34) 
New Komeito (NK) 3 (5) 

Japanese Communist Party (JCP) 3 (3) 

Social Democratic Party (SDP or Shaminto) 1 (2) 
People\'s New Party (PNP or Kokumin Shinto) 0 (1) 
New Party Nippon (NPN or Shinto Nippon) 0 (0) 
Other political parties 1 (0) 

None 29 (30) 

No answer (N/A) + don\'t know (D/K) 6 (4) 


Q: Do you think the Abe cabinet\'s new lineup is talented? 


Yes 30 
No 39 


Q: Yoichi Masuzoe, an LDP lawmaker seated in the House of 
Councillors, has been appointed to the post of health, labor and 
welfare minister. Do you have expectations for him? 


Yes 73 
No 20 


Q: Hiroya Masuda, a former governor of Iwate Prefecture, has been 
appointed to the post of internal affairs and communications. Do you 
have expectations for him? 


Yes 41 
No 30 
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Q: How is your rating of Prime Minister Abe after seeing his 
cabinet\'s new lineup? 


Improved 18 
Worsened 9 
Unchanged 66 


Q: What would you like the new cabinet to pursue first? (One choice 
only) 


Pension system 39 

Social divide 20 

Economic growth policy 17 
Fiscal reconstruction 19 


Q: Prime Minister Abe\'s term of office as LDP president is until the 
fall of next year. Would you like him to stay on until the end of 
his term? 


Yes 41 
No 47 


Q: (Only for those who answered \"yes\" to the foregoing question) 
Why? (One choice only) 


Something can be expected of his policies 12(5) 
He\'s close to public sensitivity 11(4) 
There\'s no other appropriate person 72(29) 
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Q: (Only for those who answered \"no\" to the above question) Why? 
(One choice only) 


Nothing can be expected of his policies 24(11) 
He\'s off public sensitivity 56(26) 
| want someone else to replace him 18(9) 


Q: As a result of this summern\'s election for the House of 
Councillors, the opposition parties came to hold a majority of the 
seats in the House of Councillors while the ruling parties dominate 
the House of Representatives. Do you think the ruling and opposition 
parties will proceed with discussions to create better laws? 


Yes 44 
No 43 


Q: The Antiterrorism Special Measures Law is to run out on Nov. 1. 
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The government plans to extend the law for another year. However, 
the DPJ remains committed to oppose this antiterror law\'s extension. 
Do you support its extension? 


Yes 35 
No 53 


Polling methodology: The survey was conducted from the evening of 
Aug. 27 through the evening of Aug. 28 over the telephone on a 
computer-aided random digit dialing (RDD) basis. Respondents were 
chosen from among the nation\'s voting population on a three-stage 
random-sampling basis. Valid answers were obtained from 989 persons 
(57 PERCENT ). 


(8) Poll on new Abe cabinet, political parties (Sankei) 


SANKEI (Page 5) (Full) 
August 30, 2007 


Questions & Answers 
(Figures shown in percentage, rounded off.) 


Q: Do you support the new Abe cabinet? 


Yes 38.0 (22.0) 
No 42.9 (64.8 
Don\'t know (D/K) + Can\'t say which (CSW) 19.1 (13.2) 


Q: Which political party do you support? 


Liberal Democratic Party (LDP) 28.2 (23.0) 

Democratic Party of Japan (DPJ or Minshuto) 30.9 (82.8) 
New Komeito (NK) 5.6 (4.5) 

Japanese Communist Party (JCP) 2.3 (4.3) 

Social Democratic Party (SDP or Shaminto) 1.1 (2.0) 
People\'s New Party (PNP or Kokumin Shinto) 0.2 (0.7) 
New Party Nippon (NPN or Shinto Nippon) 0.6 (1.4) 
Other answers (O/A) 1.6 (1.1) 

None 28.3 (28.6) 

D/K + Can\'t say (C/S) 1.2 (1.6) 


Q: How do you evaluate Prime Minister Abe and his cabinet on the 
items listed below? 
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His personal character 
Yes 50.2 (50.7) 
No 41.2 (37.7) 
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D/K+CSW 8.6 (11.6) 


His leadership 
Yes 10.3 (8.1) 
No 79.1 (80.8) 
D/K+CSW 10.6 (11.1) 


Policy priority 

Yes 22.8 (17.3) 

No 27.9 (53.8) 
D/K+CSW 19.3 (28.9) 


Response to Defense Ministry personnel issue 
Yes 19.5 

No 61.8 

D/K+CSW 18.7 


Cabinet, LDP executive shuffles this time 
Yes 41.5 

No 37.7 

D/K+CSW 20.8 


Political stance after the LDP\'s defeat in this July\'s upper house 
election 

Yes 25.2 

No 60.7 

D/K+CSW 14.1 


Q: What\'s your impression of the Abe cabinet\'s new lineup? 


None the better for the change 26.7 
Balance considered 26.1 
Featureless 19.0 

Competent 13.3 

Unexpected 5.9 

Fresh 3.0 

D/K+CSW 6.0 


Q: What would you like the new Abe cabinet to pursue first? 


Pension issue 28.7 
Economic disparities 21.1 
Politics and money 12.4 
Tax reforms, including consumption tax 8.3 
Education reform 7.1 
Global warming 7.1 

North Korea 4.8 
Constitutional revision 3.1 
Better government 2.1 
National security 1.6 
D/K+CSW 3.7 
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Q: When would you like the next election to take place for the House 
of Representatives? 


Within the year 28.3 

During next year 46.2 

During the year after next 22.3 
D/K+CSW 3.2 
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Q: How long do you think Prime Minister Abe will stay on? 


Step down within the year 23.3 

Until around the next election for the House of Representatives 
55.0 

Until the fall of the year after next 14.2 

Beyond the fall of the year after next 3.9 

D/K+CSW 3.6 


Q: Do you support extending the Antiterrorism Special Measures Law? 


Yes 34.2 
No 54.6 
D/K+CSW 11.2 


Q: Who do you think is most appropriate for the post-Abe 
premiership? 


Taro Aso 21.5 

Junichiro Koizumi 12.1 

Yasuo Fukuda 11.5 

Sadakazu Tanigaki 4.5 

Nobuteru Ishihara 3.1 

Yuriko Koike 1.3 

Fukushiro Nukaga 0.4 

Other ruling party lawmakers 2.5 
Ichiro Ozawa 12.6 

Other opposition party lawmakers 4.1 
No one but Prime Minister Abe 2.0 
None 17.6 

D/K+CSW 6.8 


Q: Do you think you are a floating voter with no party in particular 
to support? 


Yes 52.0 (55.1) 
No 44.6 (38.9) 
D/K+CSW 3.4 (6.0) 
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(Note) Figures in parentheses denote the results of an FNN-Sankei 
survey conducted in July. 


Polling methodology: The survey was conducted Aug. 27-28 by the 
Sankei Shimbun and Fuji News Network (FNN) over the telephone on a 
computer-aided random digit dialing (RDD) basis. For the survey, a 
total of 1,000 persons were sampled from among males and females, 
aged 20 and over, across the nation. 


(9) Poll on new Abe cabinet, political parties (Mainichi) 


MAINICHI (Page 2) (Full) 
August 29, 2007 


Questions & Answers 
(T = total; P = previous; M = male; F = female) 


Q: Do you support the Abe cabinet? 


TPMF 
Yes 33 (32) 31 34 
No 52 (65) 58 49 
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Not interested 14 (12) 11 16 
Q: (Only for those who answered \"yes\" to the above question) Why? 


TPMF 

Because the prime minister is from the Liberal Democratic Party 28 
(21) 32 26 

Because something can be expected of the prime minister\'s leadership 
8 (13)68 

Because there\'s a young, fresh image about the prime minister 35 

(32) 29 38 

Because something can be expected of the prime minister\'s policy 
measures 24 (30) 25 24 


Q: (Only for those who answered \"no\" to the above question) Why? 


TPMF 

Because the prime minister is from the Liberal Democratic Party 8 
(7) 96 

Because nothing can be expected of the prime minister\'s leadership 
55 (57) 50 58 

Because the prime minister is inexperienced, weak 18 (16) 17 19 
Because I\'m opposed to the prime minister's policies 19 (18) 22 16 
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Q: Which political party do you support? 


TPMF 

Liberal Democratic Party (LDP) 26 (17) 26 26 

Democratic Party of Japan (DPJ or Minshuto) 26 (33) 33 23 
New Komeito (NK) 5 (6) 45 

Japanese Communist Party (JCP) 3 (4) 33 
Social Democratic Party (SDP or Shaminto) 1 (2) 1 1 
People\'s New Party (PNP or Kokumin Shinto) 1 (1 
New Party Nippon (NPN or Shinto Nippon) 0 (1) 0 0 
Other political parties 1 (1) 1 2 

None 36 (35) 29 39 


Q: Prime Minister Abe shuffled his cabinet and LDP executives. Do 
you support the new lineups of his cabinet and LDP executives? 


TPMF 
Yes 43 43 43 
No 47 48 46 


Q: (Only for those who answered \"yes\" to the foregoing question) 
Why? 


TPMF 

They are fresh 18 13 20 

The premier displayed leadership 3 42 

They are talented 39 43 37 

The premier is willing to continue reforms 39 39 40 


Q: (Only for those who answered \"no\" to the foregoing question) 
Why? 


TPMF 

They are not fresh 19 16 22 

The premier didn\'t display leadership 21 21 21 

They are on a one-time balance of intraparty factions 31 37 27 
The premier is unwilling to continue reforms 26 23 28 
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Q: How long do you think Prime Minister Abe should remain in 
office? 


Q: (Only for those who answered \"yes\" to the foregoing question) 
Why? 


TPMF 
Step down right now 23 30 18 
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Step down within the year 25 23 26 
Step down in a year or so 23 1926 
Stay on as long as possible 25 23 26 


Q: The DPJ and other opposition parties are calling for Prime 
Minister Abe to dissolve the House of Representatives for a general 
election. Do you think the prime minister should do so? 


TPMF 
Yes 53 (58) 56 51 
No 43 (39) 41 44 


(Note) Figures shown in percentage, rounded off. \"0\" indicates that 
the figure was below 0.5 PERCENT . \"No answer\" omitted. Figures in 
parentheses denote the results of the last survey conducted Aug. 

4-5. 


Polling methodology: The survey was conducted Aug. 27-28 over the 
telephone with the aim of calling a total of 1,000 voters across the 
nation on a computer-aided random digit sampling (RDS) basis. 
Answers were obtained from 924 persons. 


(10) Poll on new Abe cabinet, political parties (Nikkei) 


NIKKEI (Page 3) (Full) 
August 29, 2007 


Questions & Answers 
(Figures shown in percentage. Parentheses denote findings from the 
last survey conducted in late July.) 


Q: Do you support the Abe cabinet? 


Yes 41 (28) 
No 40 (63) 
Can\'t say (C/S) + don\'t know (D/K) 19 (9) 


Q: Which political party do you support or like now? 


Liberal Democratic Party (LDP) 35 (29) 

Democratic Party of Japan (DPJ or Minshuto) 36 (44) 
New Komeito (NK) 4 (5) 

Japanese Communist Party (JCP) 3 (4) 

Social Democratic Party (SDP or Shaminto) 2 (2) 
People\'s New Party (PNP or Kokumin Shinto) 1 (1) 
New Party Nippon (NPN or Shinto Nippon) 0 (0) 
Other political parties 1 (0) 

None 14 (9) 

C/S+D/K 4 (5) 
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Q: Do you support Prime Minister Abe\'s decision to stay on? 
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Yes 40 (36) 
No 49 (50) 
C/S+D/K 12 (14) 


Q: What form of government would you like to see in the future? 


LDP\'s single-party government 7 (8) 

Coalition government centering on the LDP and New Komeito 15 (14) 
Non-LDP coalition government centering on the DPJ 22 (28) 
Coalition government involving the LDP and the DPJ 40 (34) 

Other answers 4 (4) 

C/S+D/K 13 (13) 


(Note) The total percentage does not become 100 PERCENT in some 
cases due to rounding. 


Polling methodology: The survey was taken Aug. 27-28 by Nikkei 
Research Inc. over the telephone on a random digit dialing (RDD) 

basis. For the survey, samples were chosen from among men and women 
aged 20 and over across the nation. A total of 1,235 households with 

one or more voters were sampled, and answers were obtained from 687 
persons (55.6 PERCENT ). 


(11) Poll on new Abe cabinet, political parties (Tokyo Shimbun) 


TOKYO SHIMBUN (Page 3) (Full) 
August 29, 2007 


Questions & Answers 
(Figures shown in percentage. Parentheses denote the results of the 
last survey conducted July 30-31.) 


Q: Do you support the new Abe cabinet? 


Yes 40.5 (29.0) 
No 45.5 (59.0) 
Don\'t know (D/K) + no answer (N/A) 14.0 (12.0) 


Q: (Only for those who answered \"yes\" to the previous question) 
What\'s the primary reason for your approval of the Abe cabinet? Pick 
only one from among those listed below. 


The prime minister is trustworthy 25.0 (24.1) 
Because it\'s a coalition cabinet of the Liberal Democratic Party and 
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the New Komeito 5.8 (14.2) 

The prime minister has leadership ability 2.2 (1.9) 

Something can be expected of its economic policies 3.0 (4.6) 
Something can be expected of its foreign policies 7.2 (4.6) 
Something can be expected of its political reforms 9.4 (7.1) 
Something can be expected of its tax reforms 1.8 (2.0) 
Something can be expected of its administrative reforms 7.6 (7.1) 
There\'s no other appropriate person (for prime minister) 34.3 
(31.4) 

Other answers (O/A) 1.7 (0.4) 

D/K+N/A 2.0 (2.6) 


Q: (Only for those who answered \"no\" to the first question) What\'s 
the primary reason for your disapproval of the Abe cabinet? Pick 
only one from among those listed below. 


The prime minister is untrustworthy 10.8 (10.8) 
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Because it\'s a coalition cabinet of the Liberal Democratic Party and 
the New Komeito 8.9 (5.9) 

The prime minister lacks leadership ability 30.5 (31.0) 

Nothing can be expected of its economic policies 18.3 (19.6) 
Nothing can be expected of its foreign policies 2.3 (1.0) 
Nothing can be expected of its political reforms 12.1 (11.8) 
Nothing can be expected of its tax reforms 3.9 (7.1) 

Nothing can be expected of its administrative reforms 3.8 (5.4) 
Don\'t like the prime minister\'s personal character 2.9 (3.4) 
O/A 3.5 (2.5) 

D/K+N/A 3.0 (1.5) 


Q: What do you think about the Abe cabinet\'s new lineup? 


Up to my expectations 26.3 

Short of my expectations 12.5 

No expectations from the start 52.4 
D/K+N/A 8.8 


Q: What do you think the new Abe cabinet should fast-track? Pick 
only one from among those listed below. 


Social security, including pensions 38.1 
Constitutional revision 3.0 

Social divide 16.1 

Politics and money 8.9 

Economy, employment 11.8 

Tax system 6.3 

Education 6.6 

Foreign, security policies 5.9 
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O/A 1.6 
D/K+N/A 1.7 


Q: The Liberal Democratic Party was utterly defeated in this 
summer\'s election for the House of Councillors. Prime Minister Abe, 
however, stays on. What do you think about this? 


Stay on 44.8 (43.7) 
Step down 51.3 (49.5) 
D/K+N/A 3.9 (6.8) 


Q: Would you like the current LDP-led coalition to remain in office, 
or would you otherwise like it to be replaced with a coalition 
centering on the Democratic Party of Japan (Minshuto)? 


LDP-led government 44.2 
DPJ-led government 41.7 
D/K+N/A 14.1 


Q: The current House of Representatives membership is up until 
September 2009. When would you like the next election to take place 
for the House of Representatives? 


Within the year 30.0 (29.0) 

During the first half of next year 28.7 (31.6) 
During the latter half of next year 17.8 (14.8) 
The year after next 16.3 (16.9) 

D/K+N/A 7.2 (7.7) 


Q: The Maritime Self-Defense Force has been refueling US and other 
foreign naval vessels in the Indian Ocean under the Antiterrorism 
Special Measures Law. This antiterror law, however, is to expire 
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Nov. 1. Do you think the law should be extended? 


Yes 38.6 
No 48.2 
D/K+N/A 13.2 


Q: Which political party do you support? 


Liberal Democratic Party (LDP) 38.8 (31.5) 

Democratic Party of Japan (DPJ or Minshuto) 25.6 (37.6) 
New Komeito (NK) 3.2 (4.5) 

Japanese Communist Party (JCP) 3.5 (3.4) 

Social Democratic Party (SDP or Shaminto) 1.8 (2.7) 
People\'s New Party (PNP or Kokumin Shinto) 1.3 (0.8) 
New Party Nippon (NPN or Shinto Nippon) 1.0 (1.9) 
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Other political parties, groups --- (---) 
None 24.1 (15.9) 

D/K+N/A 0.7 (1.7) 


Polling methodology: The survey was conducted from the evening of 
Aug. 28 through Aug. 28 by Kyodo News Service on a computer-aided 
random digit dialing (RDD) basis. Among randomly generated telephone 
numbers, those actually for household use with one or more eligible 
voters totaled 1,451. Answers were obtained from 1,030 persons. 


(12) Japan, EU to set in motion negotiations on EPA by beginning 
joint research possibly in September 


ASAHI (Page 1) (Abridged slightly) 
August 29, 2007 


Japan and the European Union (EU) will launch a joint study possibly 
in September as the first step toward signing an economic 
partnership agreement (EPA). This is Japan\'s first move toward 
holding EPA negotiations with a region that is a major consumer of 
goods. 


The Japan-EU Business Dialogue Round Table, which consists of 
business leaders from the EU and Japan, will set up a workshop, 
which will be backed by the Japan Business Federation (Nippon 
Keidanren) and a European economic organization. Supported also by 
the Ministry of Economy, Trade and Industry (METI) and the Japan 
External Trade Organization (JETRO), the workshop will set the stage 
for government-level talks to make a start. The workshop will put 
together a report by the time of the Group of Eight (G-8) 

industrialized countries summit in Lake Toya, Hokkaido, in July 2008 
and submit it to leaders from Japan and the EU member countries who 
are to attend the G-8 summit in order to give impetus to EPA 
negotiations between Japan and the EU. 


The workshop will look into challenges Japan will face to realize 

the conclusion of an EPA with the EU and the economic impact of such 
an agreement. The workshop also envisions the possibility of 
concluding an economic integration agreement (EIA), which will make 
Japan-EU economic ties deeper than a conventional free trade 
agreement (FTA) or an EPA. The workshop will deal with not only 
reducing or lifting tariffs on industrial products and agricultural 

products but also the standardization of government rules as well as 
technology, and the expansion of cooperation in the area of climate 
change. 


Japan\'s exports to the EU in 2006 totaled 10.8 trillion yen and 
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centered on autos. The EU is the second largest destination of 
Japan\'s exports after the US. Japan\'s imports from the EU reached 
6.9 trillion yen during the same period. The government in its 
economic and fiscal reform plan for 2007 mentioned that for Japan, 
concluding an EPA with the EU was a future challenge, similar to 
concluding an EPA with the US. 


Japan alarmed that it is falling behind South Korea in EPA 
negotiations with EU 


Analysis 
Yusuke Murayama 


Japan decided to launch a workshop, which is a premise for beginning 
talks on an EPA with the EU, out of strong concern that it may be 

put at a more disadvantageous position than South Korea in 
negotiations concerning that huge market for leading manufactured 
products, such as cars and home electric appliances. Agricultural 
associations, which fear an increase in imports of agricultural 
products, and those lawmakers associated with agricultural 

interests, are certain to strongly oppose concluding an EPA. Japan 
would need to clear high hurdles before concluding an EPA with the 
EU. 


The World Trade Organization (WTO) has seen its Doha round of 
multilateral trade talks, which aims to have 150 WTO member 
countries and regions reduce or lift tariffs in unison, have hard 
going, making it hopeless to reach agreement by the target date, the 
end of the year. On the other hand, countries are fervently putting 
their efforts into concluding bilateral agreements like an FTA or an 
EPA so as to widen their markets. 


In April, South Korea agreed to conclude a free trade agreement 
(FTA) with the US. In May, South Korea began negotiations with the 
EU, and both sides agreed to lift tariffs imposed at present on 95 
PERCENT or more in terms of trade value or items. They are likely 
to cut a deal by the end of the year. 


Citing the fact that the EU has now imposed a 10 PERCENT tariff on 
automobiles and a 14 PERCENT on flat-screen televisions, \"If the EU 
lifts tariffs now imposed on products imported from South Korea, 

there will be a serious impact on Japan,\" Nippon Keidanren said. On 
Aug. 27, METI Minister Amari, who this August reached a general 
agreement with ASEAN on an EPA, indicated that \"it\'s better to 
conclude\" an EPA with the EU as quickly as possible. 


Given the ruling Liberal Democratic Party\'s devastating defeat in 
single-seat constituencies, particularly in farm villages, in the 

July Upper House election, political pressure will be unavoidable in 
order to advance trade liberalization that will give pain to farm 
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villages. Before starting EPA talks, the government seems likely to 

be sought to work out a set of measures to boost the competitiveness 
of Japanese agriculture. 


(13) Okinawa refuses to receive Henoko assessment outline from 
Defense Ministry 


TOKYO SHIMBUN (Page 3) (Abridged slightly) 
August 30, 2007 


The Defense Agency has begun taking steps toward building an 
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alternative facility for Futenma Air Station in the Henoko district 

of Nago City, sending a notice specifying the outline of an 
environmental-impact assessment to the Okinawa prefectural 
government without having gained its prior consent. But Okinawa 
residents still do not have access to the assessment plan. Tensions 
are growing between the Defense Ministry and the Okinawa 
government. 


\"The notice on the assessment plan came from the Naha Defense 
Facilities Administration Bureau (NDFAB) by registered mail. But the 
government cannot force us to set up a corner in the city office for 
the public to view it.\" The official of the Nago City office of US 

base affairs who made this comment was visibly angry with the 
government\'s roughshod approach to the planned environmental 
assessment. 


The government is pushing ahead with a plan to build a V-shaped pair 
of runways near Camp Schwab in the Henoko district. However, the 
Okinawa prefectural and Nago municipal governments are demanding 
that the replacement facility be constructed further offshore than 

the government plan out consideration for local residents. 


While the two sides were still wide apart, the Defense Ministry on 
August 7 sent notices on the environment assessment plan to the 
Okinawa prefectural government and other affected municipalities and 
issued procedures for public inspection on the 14th. 


In reclaiming a large body of public waters for a project, like the 

one at Camp Schwab, the government is required under the 
environmental impact assessment law to go through the necessary 
administrative formalities, such as sending a notice specifying the 
outline of an environmental impact assessment, before obtaining the 
governor\'s approval. 


A Defense Ministry source said: \"The ministry will carry out the 
planned assessment because it has decided to conduct it without 
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fail. The Defense Facilities Administration Agency has already made 
a decision.\" In other words, the ministry has already embarked on 
the project. 


The outline explains the government\'s plan to build two 1,600-meter 
runways in a V shape and reclaim some 160 hectares of public waters, 
including 10 hectares of waters around Camp Schwab. The notice also 
discusses spots to be reclaimed for work and methods of the planned 
environmental survey. 


In his regular press conference on August 17, Okinawa Governor 
Hirokazu Nakaima criticized the notice that had come from the 
government, saying: \"This is a betrayal. To begin with, the 
government\'s way of doing things is absurd.\" 


In stark contrast to the infuriated Nakaima, an NDFAB official said 
calmly: 


\"Tokyo and Washington are in agreement to relocate Futenma Air 
Station by 2014. In order to meet that deadline, we have to complete 
the assessment and file an application for reclamation by 2009. We 
have explained things to Okinawa over twenty times and waited until 
the last moment. The prefectural and concerned municipalities 
expressed their desire to postpone receiving the notice. But the 
assessment law requires us to send the outline, and under this law 
no one is allowed to refuse accepting such a notice. It is our 
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understanding that proceeding for public inspection has completed." 
Environment Ministry unable to serve as mediator 


An official in charge at the Environment Ministry responsible for 
the assessment law noted: 


WI have not heard of a government agency sending a notice to another 
local government by registered mail. They must be strongly at odds. 
The environment minister is a member of the Alternate Facility 
Council, so he can state his views before the council. But it is 
governors that have the power to authorize reclamation projects for 
the use of the surface of public waters. Legally speaking, there 

will be no instances when the minister can state his views.\" 


An official of the Okinawa base reversion office complained: 


\"An NDFAB official came here to hand deliver the outline. We tried 
to resist it, but he forced us to keep it here. The same thing came 
via parcel delivery service. We successfully refused this one. It\'s 
absurd that there exist two sets of government documents.\" 
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Asked by a reporter if he might say \"no\" to a government request for 
the planned reclamation project, Nakaima said: \"The envisioned 
environment survey will take two and a half years. Although | cannot 
say affirmatively about things in the future, | will say \'no\' as a 

matter of course.\" 


As a result of the cabinet reshuffle, Masahiko Komura became defense 
minister on August 27. A Nago official said discouragingly: 


\"The government will continue to pursue \'done deals\' without holding 
thorough discussion. No matter who becomes defense minister, that 
won\'t change. Local residents used to play a central role in the 
anti-base movement. But experiencing such arrogance of the ministry, 
we have no other option but to fight with the central government in 
collaboration with the prefectural government.\" 


(14) Pension, Antiterrorism Law to be major issues at extra Diet 
session; Right of Diet member to investigate state affairs to become 
another tool for DPJ to attack government, ruling camp 


ASAHI (Page 2) (Full) 
August 30, 2007 


German Chancellor Angela Merkel sent a list of questions to 
Democratic Party of Japan (DPJ) President Ichiro Ozawa, with whom 
she will meet on Aug. 30. Her first question was about Ozawa\'s plan 
to grab the reins of government, followed by questions about his 
policy toward the US and China. Thought there was no question about 
the Antiterrorism Special Measures Law in the list of questions, 
Ozawa intends to express his opposition to an extension of that 
legislation. 


On August 8, US Ambassador to Japan Thomas Schieffer called on Ozawa 
at DPJ headquarters. The planned meeting with the German chancellor, 
following the one with the US ambassador, indicates that the DPJ\'s 
presence cannot be ignored internationally. 


Lower House member Akira Nagatsuma, a key lawmaker in the uncovering 
of pension record mismanagement by the Social Insurance Agency, has 
been interviewing at the Diet building those who have been hurt by 
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the pension record-keeping fiasco. 


Nagatsuma expects that the DPJ can now exercise the right of a Diet 
member to investigate state affairs, which allows the party to 

request government offices to submit documents to the Upper House, 
where his party holds a majority. 
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After the July 29 Upper House election, the DPJ called on the 
government under the name of the party\'s Policy Research Committee 
chairman to disclose examples of pension premium records that had 
been identified with the submission of pay slips. But the party has 

not received any reply from the government. If the DPJ is not 

satisfied with the government\'s reply, it will invoke its right. One 

of the executive said: \"If we urge government offices to submit 
document that show how they waste public funds, we will be able to 
get new fiscal resources.\" 


The DPJ envisions that it will submit bills first to the Upper House 

and once passed, send them to the Lower House, where the opposition 
will have the ruling coalition take litmus tests as to whether to 

accept or vote down the bills. Therefore, the number of bills the 
opposition camp will submit to the Upper House will likely 

increase. 


Some in the ruling camp said that the ruling parties won\'t be able 

to oppose the bill to ban the use of pension premium payments for 
other purposes than pension benefits. A debate will be conducted 
between Nagatsuma and Health, Labor and Welfare Minister Yoichi 
Masuzoe, a key member of the new Abe cabinet. The DPJ along with the 
Social Democratic Party and the New People\'s Party have submitted a 
bill to freeze the postal-privatization program. The party will then 
re-submit the pension bill to the September extra Diet session, 

aiming at undermining the postal rebels who rejoined the LDP. It is 
also expected to submit other bills such as one to revise the 

Political Funds Control Law and one to revise the disabled persons\' 
self-reliance support law. 


(15) Three cabinet ministers among CEFP members replaced: Is panel 
going to correct its growth policy? 


YOMIURI (Page 9) (Excerpts) 
August 30, 2007 


Three cabinet ministers among the members of the Council on Economic 
and Fiscal Policy (CEFP) were replaced as a result of the cabinet 
shuffle on Aug. 27. How will the addition to the panel of Chief 

Cabinet Secretary Yosano, who attaches importance to the 
recapitalization of public finance, Finance Minister Nukaga, a 

member of the commerce and industry policy clique in the Diet, and 
Internal Affairs and Communications Minister Masuda, who is calling 
for the revitalization of regional districting, change the trend of 
discussion in the panel? In particular, the point has been made that 
the panel could be pressed to correct its growth-focused policy that 
envisages the future, premised on a high economic growth rate. In 

the meantime, the main policy-making battlefield is expected to 

shift from the CEFP to talks between the ruling and opposition camps 
due to the opposition bloc\'s predominance in the Upper House. A new 
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challenge for the panel is how to show its presence as the key 
player of structural reforms. 


Chief cabinet secretary with cautious outlook; State minister for 
economic and fiscal policy perplexed at his statement 
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Meeting the press after a bilateral summit with the German 

chancellor, Prime Minister Abe yesterday evening once again stressed 
the importance of the government\'s growth strategy. He noted, 
\"Innovation and an open stance are two important factors in order 

for Japan to achieve growth.\" Yosano basically shares the same view 
with the prime minister regarding the importance of economic 

growth. 


However, his pet policy theme is that public finance must be managed 
in a healthy manner, based on a cautious growth outlook, which makes 
a clear distinction from a growth policy, which aims at fiscal 
reconstruction financed from boosted tax revenues brought about by 
high economic growth, as advocated by State Minister for Economic 
and Fiscal Policy Ota. 


Regarding the governmentV's fiscal recapitalization goal, Yosano on 
Aug. 27 told a press conference, \"It is necessary to determine the 
goal, based on various premises (various growth rates).\" This 
statement perplexed Ota. She noted in response, \"I would like to 
check the real meaning of his statement.\" Gaps in the views of 
Yosano and Ota over the management of public finance could be 
highlighted at CEFP meetings. 


Finance Minister Nukaga in an interview yesterday noted, \"It is 
important to reconstruct public finance, while sustaining economic 
growth.\" He is taking a neutral stance for the time being. What 
stance he will take in future discussion on spending cuts and reform 
of the tax system will be of interest. 


Local governments are placing high expectations on Internal Affairs 
Minister Masuda, who was an Iwate Prefectural governor until April. 
They hope that he will take the initiative in a drive to revitalize 
regional areas. However, in view of the fact that Masuda has also 
been known as a reformist, as can be seen in that he extensively 
slashed public works sponsored by the prefecture, he could serve as 
a bulwark against pressure for pork-barrel spending. 


Ota, whose plays a leading role in the CEFP, will likely find it 

difficult to manage panel discussion not only due to the changeover 

of members but also due to the trading of places between the ruling 
and opposition blocs in the Upper House. One government source said 
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that now that the setting for policy coordination has shifted to 
talks between the ruling and opposition parties, the state minister 
for economic and fiscal policy would not be able to lead the 
management\'s policy management. 


As such, Ota intends to maintain her presence by shifting the role 
of the CEFP from being a policy-decision-making entity to an entity 
that presents policy options. She plans to present several options 
for the package reform of the tax system and social reform, 
including a high-contribution-and-high-benefit system and a 
medium-contribution-and-medium-benefit system 


She wants to take the initiative in policy debate, taking the stand 
that it would easier for the CEFP to obtain support from the public 
than talks between the ruling and opposition camps, because talks 
between the ruling and opposition camps are not open to the public, 
while the gist of the proceedings of CEFP meetings are released 
three days later. 


Chief Cabinet Secretary Yosano 
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? \"Both the prime minister\'s official residence (Kantei) and 
Kasumigaseki (government office district) are the government itself. 
There is no intrinsic confrontation between them.\" (at a press 
conference yesterday) 


? My policy is to reconstruct public finance with economic growth 
and reform of the tax revenue structure as two wheels of a cart. | 
believe Prime Minister Abe shares my view.\" (at a press conference 
on Aug. 28) 


? \"People once said that | intended to become a policy man. However, 
as a matter of fact, the management of the Diet has occupied a large 
part of my political career. | understand that | was appointed chief 
cabinet secretary in order to make most of my experiences and 
knowledge accumulated throughout my career.\" (during a press 
conference held after the first cabinet meeting on Aug. 27) 


Finance Minister Nukaga 


? \"Achieving a good balance between economic growth and fiscal 
reconstruction is extremely important. Fiscal reconstruction would 
be impossible without economic growth. It is important to 
reconstruct public finance, while sustaining economic growth. 


? \"The basic stance of the CEFP is to set a macro-direction for the 
Japanese economy. Due to the trading of the places between the 
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ruling and opposition parties, it would be in reality most important 
to purse discussion in the Diet. In my view, however, it would be 
possible for the CEFP to make appropriate proposals regarding 
ideals, guidelines and how to secure sustainability.\" (in an 
interview on Aug. 29) 


State Minister for Economic and Fiscal Policy Ota 


? \"There will be no change in the way the CEFP is managed. It is a 
place for the prime minister to display leadership. The CEFP will 

hold talks neither with the ruling camp nor with opposition bloc. It 

is important for the panel to present policy options, while 

indicating drawbacks and advantages of each policy so as to help the 
public make decisions. The role of the CEFP, whose discussion is 
open to the public through minute books, will become even more 
important.\" 


? \"We will discuss the tax system reform issue in cooperation with 
the government\'s Tax Research Commission. We will consider this 
issue and social security in a package. We want to provide in the 
fall a list of benefits the contributors receive in return for their 
premium payments.\" (in an interview on Aug. 28). 
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1. (C) As Beijing prepares to host the Olympic Games in 
August 2008, the city is taking a number of measures to 

lessen air pollution, Beijing Mayor Wang Qishan told the 
Ambassador over dinner on August 29, calling this month\'s 
four-day experiment in which half the city\'s cars were taken 

off the road \"a success.\" The city will complete two new 
subway lines and an airport monorail in time for the Games 
and will embark on an ambitious plan to dramatically expand 
the city\'s subway system by 2015. Security and meeting 
exacting International Olympic Committee (IOC) specifications 
for venues are other challenges Beijing faces in getting 

ready for the Games. The Mayor was sanguine about the city\'s 
real estate market, dismissing concerns over a bubble. Wang 
lamented that his job as mayor has been grueling, commenting 
that in his four-and-a-half-year tenure, he has not taken a 
single vacation. Wang denied rumors reported in the Western 
press that he is in store for a promotion at this fall\'s 17th 

Party Congress, claiming that he plans to remain as Mayor 
through at least early 2009. End Summary. 


A Friendly Dinner 


2. (C) Ambassador and Mrs. Randt hosted Beijing Mayor Wang 
Qishan and his wife for dinner on August 29 to thank the 

Mayor for his assistance in the city\'s making road 

improvements and supplying permanent power to the New Embassy 
Compound. The Mayor discussed at length the challenges he 

faces in governing Beijing, particularly as it prepares to 

host the Summer 2008 Olympic Games, and dismissed rumors that 
he might be transferred out of Beijing this fall. 


Mayor Wang\'s Future: No Plans to Move 


3. (C) Responding to gossip reported by Reuters in April that 

he might be appointed Guangdong Province Party Secretary and 
promoted to the Politburo at this fall\'s 17th Party Congress, 

Mayor Wang said he \"had not heard\" any such rumor and planned 
to be Mayor through the August 2008 Olympic Games. In fact, 
Wang said, his intention is to \"pass the Olympic torch\" to 

Mayor Ken Livingstone of London, which will host the next 

summer Olympic Games after Beijing, in January 2009. 


Olympics Challenges: Pollution, Transport, Security, Specs 


4. (C) Mayor Wang described a number of challenges Beijing 
faces in hosting the Olympic Games. First and foremost is 
dealing with air pollution. This month\'s four-day experiment 
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in which half of Beijing\'s cars were kept off the roads based 
on odd and even license plate numbers was a success, Wang 
asserted. The experiment brought traffic volume down to 2002 
levels, resulting in much smoother traffic patterns. Given 

that traffic in the city in 2002 was heavily congested, the 
experiment\'s success demonstrates that the city has 
constructed a large number of new roads in the last five 

years. Moreover, although he was hesitant to say that 

Beijing enjoyed blue skies during the four-day period, taking 
cars off the road did in fact result in much improved air 

quality. (Note: Per reftel, while the test improved traffic 
congestion, published pollution data was less conclusive on 
the amount of reduced pollution attributable to the car-ban. 
Emissions experts doubted the usefulness of such a short-term 
test to produce accurate conclusions.) The city will also 

bring online five new, clean gas-fired power plants in time 

for the Games, Wang continued. By that point, Capital Iron 
and Steel Works, a significant polluter, will have gone to a 
\"minimal\" production schedule, the Mayor explained. 


5. (C) Turning to Beijing\'s public transportation system, 
Mayor Wang said the city has 140 kilometers of subway, but by 
May 2008 two new subway lines will be completed, including a 
line that runs north from city hall to the main Olympic Games 
site. The capital\'s new airport monorail will also be 

finished in time for the Games. Looking beyond the Olympics, 
the Mayor described a long-term plan to expand the city\'s 
subway lines to 5,000 kilometers by 2015, to include 

satellite parking lots near subway stations around the city 
perimeter designed to increase dramatically residents\' use of 
public transportation. 


6. (C) Security is another challenge, Wang said, commenting 
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that he greatly appreciates international cooperation on 
security for the Games. Meeting the \"very strict\" IOC 
specifications for Olympics venues was another significant 
issue. An example, the Mayor related, is the sand used for 
the beach volleyball site in the city\'s Chaoyang district, 

which has to meet exacting requirements for purity and 
softness. In the end, Beijing had to bring in sand all the 

way from Hainan Island in order to meet IOC specifications. 
(Note: Independently we understand the amount necessary is 
17,000 tons.) 


Real Estate Demand Booming 
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7. (C) Mayor Wang was sanguine about the health of the city\'s 
real estate market and dismissed concerns over a bubble, 
claiming that demand for real estate in China\'s capital is 
growing. Although he expressed concern about the global 
impact of the subprime mortgage problem, he said he is not 
worried about the value of the city\'s real estate, since very 
little is purchased for the purpose of speculation. For 
example, the city\'s financial district is already completely 
booked up. Newcomer financial institutions like Deutsche 
Bank have had to locate their headquarters elsewhere, such as 
in the Chaoyang district in Deutsche Bank\'s case, as there is 
no room remaining for them to build in the financial 

district. Every major successful company in China, both 
domestic and international, must have a headquarters in 
Beijing. For example, Bao Gang steel company of Shanghai, 
China\'s largest, is building a new headquarters on Chang\'an 
Avenue in the center of Beijing. The city has 140 million 
square meters of internal building space and is adding an 
additional 30 million square meters per year. Beijing has a 
\"long way to go\" to meet the high demand for real estate and 
office space, Mayor Wang confidently declared. 


It\'s Hard Being Mayor 


8. (C) Though optimistic about his city\'s future, Wang 
lamented that his job as mayor has been grueling. As the 
city\'s leader, he has to understand and be able to respond to 
every issue the city faces, day and night. Consequently, he 
confided, in his four and one-half years as mayor, he has not 
taken a single vacation. 

Randt 
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1. SUMMARY. Nigerian President Umaru Musa Yar\'Adua and HIRC 
Africa Subcommittee Chair Donald Payne discussed regional 
security issues, the Gulf of Guinea partnership, electoral 
reform, economic development and anti-corruption efforts in a 
meeting on August 20. Yar'Adua reiterated Nigeria\'s 
commitment to support stability in Darfur and Somalia, though 
fell short of committing to send peacekeeping forces to 
Somalia. Yar\'Adua said his administration is working on a 
plan for Niger Delta security and he expects to approach the 
USG soon with a request for capacity building assistance. He 
maintained he is committed to electoral reform resulting in a 
\"credible election process,\" though it appears his 
administration will wait until tribunals have concluded work 

on last April\'s elections before offering concrete reforms. 
Yar\'Adua said he plans to create a secure domestic 
environment to attract investment, in particular noting his 
commitment to fighting corruption. END SUMMARY. 


2. HIRC Africa Subcommittee Chair Donald Payne met with 
Nigerian President Umaru Musa Yar\'Adua and Minister of 
Foreign Affairs Ojo Maduekwe on August 20 to discuss regional 
security issues (including Darfur and Somalia), the Gulf of 
Guinea partnership, electoral reform, and Nigeria\'s economic 
development and anti-corruption campaign. Yar\'Adua 
underscored his desire that \"under his presidency a major 
priority will be to strengthen U.S.-Nigerian relations.\" 

Yar\'Adua was flanked during the meeting at the Presidential 
Villa by approximately ten of his staff, including: ForMin 
Maduekwe, MFA Permanent Secretary Ambassador Hakeen 
Baba-Ahmed, State Chief of Protocol Ambassador Muhammad Ghali 
Umar, Presidential Special Advisor for Communications 
Olusegun Adeniyi, and MFA Director of the North and Central 
America Division Charles Onianwa. Payne was accompanied by 
the Charge d\'Affaires, Congressional Research Service 
Professional Staffer Ted Dagne, PolCouns, and PolOff. 


REGIONAL SECURITY - DARFUR, SOMALIA 
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3. Congressman Payne noted the strong role Nigeria plays in 
ensuring regional peace and security, and urged President 
Yar\'Adua and ForMin Maduekwe to stand by Nigeria\'s 
commitments to peacekeeping troops in Darfur and Somalia. He 
noted a particularly important role for Nigeria in Somalia, 
promoting dialogue between the government and the Islamic 
courts. Payne also encouraged Yar\'Adua to persuade Somali 
President Yusuf to reach out to moderate elements of the 
Islamic Courts in order for them to engage with the 

Transition Federal Government and participate in governance 
and for Nigeria to take the lead on mediation efforts. 
Yar\'Adua replied that \"this is a good idea and | will take 

this initiative.\" 


4. President Yar\'Adua assured Congressman Payne of 
\"Nigeria\'s commitment in Darfur, both through peacekeeping 
troops and the assignment of General Agwai.\" MFA Permanent 
Secre tary Baba-Ahmed noted in the MFA meeting that the 
government of Sudan is seeking assurances with regard to 
command and control mechanisms for the hybrid force. \"All 
signs are positive\" though and he said Nigeria \"will follow 
through on its commitment.\" ForMin Maduekwe thanked 
Congressman Payne for his work in drawing U.S. attention to 
the suffering in the Darfur region. 


5. With regard to Somalia, Yar\'Adua was noncommittal to 
quick deployment and would only state a commitment \"to work 
within the African Union to find a solution.\" Earlier in the 
day, Maduekwe had told Congressman Payne that Nigeria is 
willing to keep commitments and improve the capacity to 
address matters of regional security before crises spread. 
He too, however, fell short of committing to troops in 
Somalia, stating only that the GON is giving \"the maximum 
attention possible to Somalia.\" MFA Permanent Secretary 
Baba-Ahmed noted a need for sound security on the ground 
before troops could be deployed to Somalia -- this, he 
maintained, would require additional funding to strengthen 
troop security. 


GULF OF GUINEA PARTNERSHIP 


6. Congressman Payne noted the importance of Gulf of Guinea 
ABUJA 00001876 002 OF 002 
initiatives to bringing security to the region. Yar'Adua 


responded that Nigeria has a \"responsibility for leading 
other Gulf of Guinea nations in the security agenda.\" He 
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noted that the GON is involved in initial planning on Delta 
security and that he expects to approach the U.S. soon for 
capacity building assistance. Yar\'Adua highlighted the 
commitment of the GON to establishing security throughout the 
country and said that progress is being made. 


ELECTORAL REFORM 


7. President Yar\'Adua told Congressman Payne his 
administration is committed to reforming the electoral system 
and stated clearly that \"before the next elections, the 
Government will establish a credible electoral process and 

will help to strengthen the culture of democracy." Yar\'Adua 
said he is setting up a committee to begin the reform 

process, though he noted that the committee would focus on 
theoretical approaches to reform until the tribunals finish 
hearing cases concerning this year\'s elections -- he 

estimated two years. He noted the need for a truly 
independent electoral commission, both financially and 
administratively. Congressman Payne told Yar\'Adua his early, 
strong statements on electoral reform have been well-received 
in the U.S.; however, he noted actions are needed to address 
the deficiencies in the 2007 election. 


ECONOMIC DEVELOPMENT AND ANTI-CORRUPTION 


8. President Yar\'Adua described Nigeria\'s lack of investment 

in infrastructure as promoting poverty and inhibiting 

economic growth. He explained to Congressman Payne that one 
of his domestic priorities is to provide a secure environment 

into which to attract investment in critical sectors, 

especially in the energy sector. Maduekwe had also commented 
on the linkages between poverty and security, particularly in 

the Delta. Congressman Payne asked about domestic plans for 
improving the agricultural sector, to which Yar\'Adua replied 

that his government is currently studying the failure of 
large-scale farming in Nigeria in the mid 1990s to find out 

what had gone wrong. Yar\'Adua stated that commercial farming 
is the way forward and that Nigeria \"can grow everything.\" 

He noted that agriculture is already the highest growth 

sector in the economy, though the potential remains great as 
well. 


9. Congressman Payne applauded Yar\'Adua\'s attempts to weed 
out corruption. Yar\'Adua at that point turned to Maduekwe 

and commented that, as he (Yar\'Adua) had stressed at the 
Cabinet retreat last week, the administration must deal with 

the problem of \"temptation for corruption in government;\" it 

is the \"responsibility of leaders to keep corruption low by 
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removing temptation.\" Yar'Adua told Congressman Payne there 
is \"zero tolerance for corruption and there is a national 
consensus on the issue.\" In the earlier MFA meeting, 
Maduekwe told Congressman Payne that the rule of law must 
\"become an institution of the state.\" He noted that the 
Economic and Financial Crimes Commission (EFCC) remains a 
focal point for reforming the system. 


10. COMMENT. Congressman Payne\'s visit and the gist of his 
exchange with the President were the lead news stories on 
August 21. President Yar\'Adua is getting our message that 
vision needs to be backed by action, even as we note his 
laudable efforts to move forward. END COMMENT. 


THIS MESSAGE WAS CLEARED BY CONGRESSMAN PAYNE. 
GRIBBIN 


120459 

RR RUEHCN RUEHGH RUEHVC 

DE RUEHHK #2263/01 2420902 

ZNY CCCCC ZZH 

R 300902Z AUG 07 

FM AMCONSUL HONG KONG 

TO RUEHC/SECSTATE WASHDC 2768 
INFO RUEHOO/CHINA POSTS COLLECTIVE 
RUEHIN/AIT TAIPEI 4652 

RUEATRS/DEPT OF TREASURY WASHDC 
RHEHNSC/NSC WASHDC"","C ON FIDENTIAL SECTION 01 OF 02 HONG KONG 002263 


SIPDIS 
SIPDIS 


STATE FOR EAP/CM AND EEB/IFD/OMA, NSC FOR WILDER AND TONG, 
TREASURY FOR HARSAAGER, YANG, WINTON, CUSHMAN, BEIJING FOR 
LOEVINGER 


E.O. 12958: DECL: 08/27/2017 

TAGS: EFIN, ECON, HK, CH 

SUBJECT: BANK OF CHINA TAKES CREDIT FOR TIANJIN/HONG KONG 
INVESTMENT SCHEME 


REF: HONG KONG 2183 
Classified By: Acting EP Chief Craig Reilly, Reason 1.4 (b) 


1. (C) Summary: The August 20 announcement by the Chinese 
State Administration of Foreign Exchange (SAFE) that it would 
allow Chinese investors to open Hong Kong investment accounts 
through Bank of China (BOC), Tianjin - Binhai branch helped 
Hong Kong stocks overcome the fallout from the U.S. subprime 
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mortgage problems and pushed the Hang Seng Index to a record 
high on August 27. Although the announcement came as a 
welcome surprise to the market, BOC and SAFE had been 
discussing this investment scheme for over a year, according 

to Bank of China International (BOCI) Managing Director for 
Research Anthony Lok. Lok predicted that Chinese investors 
would be able to access the Hong Kong Stock Exchange through 
the BOC, Tianjin - Binhai accounts by mid-September. BOC 
proposed this reform to SAFE and the People\'s Bank of China 
(PBOC) in 2006 and took the lead in developing the innovative 
mechanism to meet SAFE\'s concerns about losing control of 
capital flows. While other Chinese banks are eager to hop on 
the bandwagon, BOC claims it is the only institution capable 

of handling the tens of thousands of expected new individual 
brokerage accounts. BOC expects that it will have a monopoly 
on Chinese investment in the Hong Kong Stock Exchange for at 
least the next year. End Summary. 


2. (U) From the last week of July through August 17, the 

Hong Kong Stock Exchange fell over 3000 points (about 13%) as 
international investors tapped the Hong Kong market for much 
needed liquidity in the wake of the U.S. subprime mortgage 
generated credit crunch. Local investors were also selling 

on concerns about the prospects for the U.S. economy. 
However, the August 20 SAFE announcement that Chinese 
investors would soon be allowed to open special accounts to 
invest in the Hong Kong Stock Exchange reversed what had been 
up to that point the Hang Seng Index\'s worst month in several 
years. By close of trading on August 27, the Hong Kong Stock 
Exchange not only regained the lost 3000 but pushed to a 

record high of 23577.73. Despite the enthusiasm for SAFE\'s 
announcement, press reports have generated some confusion 
about who will be allowed to open special investment 

accounts, how the accounts will operate and when money from 
Chinese investors could begin entering the Hong Kong Stock 
Exchange. 


3. (C) Bank of China International Managing Director for 
Research, Anthony Lok (protect) explained that although the 
announcement took the market by surprise, the plan to allow 

the opening of special accounts had been on the drawing board 
for some time. BOC had first broached the idea with SAFE 

more than one year ago and since that time has been 

developing the mechanisms to allow Renminbi (RMB) deposits to 
move out of the Chinese market, reducing inflationary 

pressures in China, while simultaneously meeting SAFE\'s 

desire to retain control over RMB outflows. BOCI was 
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surprised by the timing of the SAFE announcement but had 
expected the scheme would be announced before the end of the 
year. 


4. (C) Lok dismissed speculation that the announcement had 
been pushed forward to halt the Hong Kong stock market slide. 
Instead, the timing of the announcement was driven by SAFE\'s 
concern about domestic inflationary pressures before the 
National People\'s Congress in early 2008. He noted that 
there was no limit to the size of the special investment 
accounts, in contrast to the US$ 50,000 limit on Qualified 
Domestic International Investor (QDII) accounts. He 

attributed the unlimited nature of the BOC accounts both to 
SAFE\'s confidence in BOC\'s ability to create a \"closed 
system!" that would prevent RMB from leaving the country and 
to BOC\'s own role in developing the model. BOC\'s proposal 
was market driven and would not suffer from the same delays 
and problems that have limited QDII investment thus far, Lok 
said. 


5. (C) Lok explained that Chinese investors from all over 
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China will be able to participate in the BOC managed accounts 
as long as their local BOC branch has a reciprocal 
arrangement with BOC, Tianjin - Binhai branch. (Note: the 
State Council has indicated in the past that the Binhai 

Special Economic Zone could be developed as a financial 
innovation center and that the RMB could be traded more 
freely there. End Note). Currently over 40 branches in 

major Chinese cities have such a relationship with BOC, 
Tianjin - Binhai, with more expected to follow. RMB or 

foreign currency deposits can be used by accountholders to 
purchase any Hong Kong-listed security. Upon placing their 
order with BOC, either in person or on-line, BOC will 

transfer the currency through BOC Tianjin - Binhai to 
individual investor accounts managed by BOCI in Hong Kong, 
where it will be exchanged for Hong Kong dollars and invested 
in the Hong Kong Stock Exchange according to the wishes of 
the accountholder. The mechanism meets SAFE\'s requirements 
that it retain ultimate control of the RMB assets since the 
accounts will be fully retained within the BOC system. 
Investors will not have personal access to foreign currency. 

If they wish to withdraw funds from their special investment 
accounts, they will need to repatriate the money to their own 
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branches through BOC Tianjin Binhai, where it will be 
available only as RMB deposits. 


6. (C) Although BOC President Li Lihui announced to the 
press August 26 that Chinese accountholders could begin 
investing in Hong Kong as early as this week, Lok insisted it 
would take at least a few more weeks for accounts to become 
active. Over 10,000 individuals have already signed a 

waiting list to establish accounts, he said. It will take 

some time to solicit needed information, transfer funds, and 
generate accounts for each investor. Lok expects the first 
Chinese investment accounts will be operational by 
mid-September. Since Chinese investors would be able to 
invest in any asset traded on the Hong Kong Stock Exchange, 
he predicted that trading in warrants would quickly outstrip 
stock purchases as Chinese investors sought increased 
returns. 


7. (C) While other Chinese state owned banks have been 
lobbying to join the special investment account scheme, Lok 
said only BOCI currently has the capability to support the 

large numbers of individual investors and the funds to manage 
such an operation. Analysts at Deutsche Bank speculated that 
total RMB outflows from the scheme could reach as high as 280 
billion over the next 10 months. BOC\'s position as one of 

the largest brokerage houses in Hong Kong and its role in 
developing scheme should give it a monopoly on servicing 
mainland investors in Hong Kong for at least the next year, 
according to Lok. 

Cunningham 
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DEPT FOR EAP/MLS 


E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, PREL, PHUM, KDEM, TH 

SUBJECT: THAIS SET DECEMBER 23 ELECTION DATE AMID EU 
OBSERVER SPAT 


Classified By: Deputy Chief of Mission James F. Entwistle, reason 1.4 ( 
b) and (d). 


1. (SBU) On August 27 Prime Minister Surayud Chulanont 
officially announced a December 23 date for Thailand\'s 
general elections, pending the King\'s endorsement of a formal 
election decree. The government had repeatedly targeted 
December 23 as the most suitable date, although election 
officials had reportedly considered January 6 and 13 as 
alternatives. Barring unexpected developments, however, it 
seems Clear that elections will be held by the end of the 

year. 


2. (C) Surayud noted that the election decree would not be 
submitted for royal approval until October, when the National 
Legislative Assembly (NLA) is expected to complete its review 
of three new organic election laws. One Election 
Commissioner and a prominent legislator publicly complained 
that the December date comes too soon, as they feared the 
Election Commission (ECT) and political parties would have 
insufficient time to properly prepare. However, some 

political party leaders told us on August 30 that the King 
supports early elections, and they are confident the December 
23 date will remain unchanged. 


3. (SBU) ECT officials publicly announced on August 28 they 
welcomed European Union election observers for the December 
23 poll, despite a public spat when the RTG refused to sign a 
memorandum of understanding with the EU over a planned 
150-person election observer mission, a proposal that many in 
the RTG felt went considerably beyond \"observing\" to 
providing technical assistance which was not needed and which 
would restrict the government\'s freedom to oversee its own 
elections. Public comments on August 28 and 29 denouncing 
the MOU have had nationalistic overtones, with the Prime 
Minister claiming the document infringed on Thai sovereignty 
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and the NLA Chairman accusing the EU of \"interfering in Thai 
internal affairs.\" Other press reports quoted officials 
comparing the proposed MOU with documents the EU normally 
signed with \"failed states.\" 


4. (C) In several conversations with Ministry of Foreign 
Affairs officials, we have heard the same complaints over the 
proposed MOU, as well as concerns that these \"observers\" 
planned to interject themselves into the election 
administration itself. We have been assured by our RTG 
contacts, however, that observers of all kinds are welcome. 
In addition, we note that the ECT and other Thai 
organizations are working productively with IFES, NDI, and 
IRI on US-sponsored democracy assistance related to the 
elections. 

BOYCE 
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E.O. 12958: N/A 

TAGS: PREL, ETRD, TX 

SUBJECT: U.S.-CENTRAL ASIA TRADE AND INVESTMENT FRAMEWORK AGREEMENT 
(TIFA) COUNCIL MEETING FOLLOW-UP 


REF: STATE 117583 


Embassy Ashgabat conveyed via a diplomatic note to the Government of 
Turkmenistan on August 29 U.S. satisfaction with the results of the 

third meeting of the U.S.-Central Asia Trade and Investment 

Framework Agreement (TIFA) Council, held July 17-19 in Washington. 
As requested reftel, the Embassy requested the Government of 
Turkmenistan\'s response to all follow-up issues from the TIFA 

meeting. Any substantive response will be reported septel. 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, AO 
SUBJECT: ANGOLA - USTDA MEETS MINISTRY OF TRANSPORTATION 


REF: LUANDA 862 


1. Summary. Druing his recent visit, Pierce Davis, Country 
Director for West and Southern Africa for the United States 
Trade and Development Agency, met with Joao Kuvingwa, 
National Director of Angola\'s Ministry of Transportation 
(MOT). They discussed potential USTDA projects to help 
develop Angola\'s transportation sector. Kuvingwa was 
enthusiastic about the proposed definitional mission study 
for the transportation sector. Kuvingwa reviewed the status 
of MOT\'s plans for improvements to Angola\'s seaports, 
airports, road transport, and railroads. In response, Davis 
described possibilities for corresponding USTDA-funded 
transportation studies. End summary. 


2. Pierce Davis, Country Director for West and Southern 
Africa with the United States Trade and Development Agency, 
and Joao Kuvingwa, National Director of Angola\'s Ministry of 
Transportation (MOT), discussed potential USTDA projects to 
promote development in Angola\'s transportation sector. Davis 
explained USTDA\'s role in funding studies of areas that show 
promise for development and would also encourage U.S. 
investment. Davis explained that USTDA first focuses on 
structural plans, and then tries to attract investors. Davis 
proposed to Kuvingwa that USTDA conduct a definitional 
mission study of Angola\'s transportation sector, which would 
be prepared by a transportation specialist. Kuvingwa 
expressed interest in such a study. Davis then suggested 
that additional studies could focus on development 
possibilities for specific areas of the transportation sector 
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such as ports, roads and railroads. Davis added that USTDA 
already has funding approved for the definitional mission 
study and could start work in September. 


Transport\'s Role 


3. Kuvingwa explained that Angola\'s Ministry of Transport 
oversees all transportation services and the national 
transportation strategy, while the Ministry of Public Works 
(MOP) actually builds the roads and airports. While MOP may 
build the roads, he joked, the Ministry of Transport often 
knows better where to put the roads. 


Airports 


4. Kuvingwa said that the GRA plans to rehabilitate all of 
Angola\'s airports and build a new international airport and 
terminal for Luanda. The MOT has budgeted for studies of the 
small regional airports but does not have the resources for a 
study of the international airport, as well. He clearly 

hoped USTDA could help in this area. 


Land Transport 


5. Government transportation companies provide 90 percent of 
intercity transportation and 20 percent of Luanda\'s bus 
companies are government owned, according to Kuvingwa. MOT 
hopes to stimulate the underdeveloped private transportation 
sector. It is preparing a \"white book!" setting acceptable 
standards for vehicles, engines, trailers, and insurance. 

The GRA, said Kuvingwa, would like to have USTDAYs support in 
setting these standards. Kuvingwa also hopes that USTDA can 
help the MOT to study traffic patterns in the cities of 

Luanda, Lubango, and the Benguela-Lobito metropolitan area. 


Maritime and Ports 


6. All of Angola\'s ports belong to the government, which 
manages port operations by granting concessions for different 
aspects of port operations such as handling containers. MOT, 
Kuvingwa said, wants to start granting 40-year 
build-operate-transfer concessions that will give the 
concessionaires the responsibility for implementing changes. 
MOT hopes to start this process with the port of Lobito, said 
Kuvingwa. When rehabilitation is finished, a rehabilitated 
road and railroad system will connect Lobito Port to markets 
both inside and outside Angola. This, said Kuvingwa, could 
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relieve the pressure on the Port of Luanda. MOT also wants 

to place a container terminal between Lobito and Benguela. 
Kuvingwa also hopes for an environmental study of ways to 
control pollution in the bays of Luanda and Lobito, which has 
become a growing problem. Although some environmental 
studies were prepared in 1997 and 1998, Kuvingwa doubted that 
their recommendations would still be valid. Here, he also 

hoped for some assistance from USTDA. 


7. Once Lobito has been modernized, work on small ports -- 
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Cabinda, Namibe and Soyo -- should follow. Congestion in the 
Port of Luanda has led the MOT to consider developing new 
harbors at Porto Amboin, 200 kilometers south of Luanda and 
in Barro do Dande north of Luanda. Kuvingwa acknowledged 
that MOT has made not made its own studies of these two new 
potential ports. He proposed these as additional projects 
which might benefit from USTDA studies. 


Namibe Port 


8. Of all Angola\'s ports, Kuvingwa said Namibe is the one 
most in need of rehabilitation. MOT hopes to make Namibe an 
international regional port, once new rail lines and improved 
roads connect it with Namibia and Botswana, providing a route 
to market for future production or iron ore. While 

encouraging export of fruits and meat from Huila province, 
cane sugar and wood products from Cuando Cubango province. 
Despite partial renovation three years ago, the port still 

needs substantial work. A study by the Japanese 

International Cooperation Agency (JICA) focused only on 
equipment maintenance and establishing a rail link to Huila, 
said Kuvingwa. MOT has been working with South African 
companies to study ways to improve use of the portion already 
renovated. 


Request for Updated Cabinda Port Study 


9. Kuvingwa said that since the completion of USTDA\'s 2005 
Cabinda Port Feasibility Study Cabinda\'s regional context has 
changed. Angola, the DRC and Congo-Brazzaville all have 
transportation development plans for the mouth of the Congo. 
Kuvingwa hopes solid planning can avoid a huge duplication of 
effort. (Note: Kuvingwa confirmed news reports that a 
Chinese company is planning to build a bridge across the 
Congo in this same area to link Cabinda through the DRC with 
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the rest of Angola. End note.) Kuvingwa also mentioned that 
the 2005 study described a port expected to recover its 
construction costs in 20-25 years, yet proposed equipment 
that would have to be replaced after only 15 years. 


Rail Roads 


10. Once Angola\'s railroads have been rebuilt, MOT envisions 
extending its northern line via Mbanza Congo in Zaire 

Province into the DRC. Then, after continuing the southern 
line into Namibia and Botswana, MOT plans to connect all 
three national lines with a north-south line to develop 

Angola\'s interior. Kuvingwa said that the General Electric 
Corporation and MOT are working on the last details of an 
agreement for modernization and rehabilitation of 20 
locomotives by GE Brazil. The Chinese firms laying the 

rails, Kuvingwa explained are also installing the signaling 
systems. Once the lines are rehabilitated, traffic will move 

at 80 kilometers per hour, faster than the original 30 kms 

per hour. As Angola moves toward an integrated rail network, 
Kuvingwa wondered aloud, should Angola create a National RR 
Company, or perhaps a single company to maintain and extend 
its infrastructure, or a central maintenance shop for the 

whole system? 


Comment 

11. Kuvingwa had more potential projects than he could name 
during the time allotted for the meeting with Davis. He was 
also eager to share his experiences with prior projects in 

order to put his plans for future projects into perspective. 
USTDA has an enthusiastic customer for a definitional mission 
in Angola\'s MOT. Beyond that, the MOT is eager to work with 
USTDA in preparing additional studies to help develop 
specific projects MOT has already targeted for development. 
FERNANDEZ 
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DEPARTMENT FOR INR/R/MR, EAP/TC, EAP/PA, EAP/PD - NIDA EMMONS 
DEPARTMENT PASS AIT/WASHINGTON 


E.O. 12958: N/A 

TAGS: OPRC, KMDR, KPAO, TW 

SUBJECT: MEDIA REACTION: TAIWAN\S UN REFERENDUM AND PRESIDENT CHEN 
SHUI-BIAN 


1. Summary: Taiwan\'s major Chinese- and English-language dailies 
August 30 devoted much space again to U.S. Deputy Secretary of State 
John Negroponte\'s remarks on Taiwan\'s UN referendum as well as 
President Chen Shui-bian\'s trip to Latin America, with an emphasis 

on his transit in Alaska and his reaction to D/S Negroponte\'s 
statement. 


2. In terms of editorials and commentaries, the pro-independence 
\"Liberty Times\" said in an editorial that the U.S. opposition to the 
referendum on Taiwan\'s UN bid violates its own principles. The 
English-language pro-independence \"Taipei Times\" said in its 
editorial that the United States, as a friend, should not oppose 
Taiwan people exercising their right to vote in a referendum. A 
column in the mass-circulation \"Apple Daily\" said President Chen 
Shui-bian is challenging both the United States and China at the 
same time. A \"China Times\" news analysis said U.S. objection is 
helpful for the DPP in upcoming elections. \"United Daily News\" 
questioned President Chen Shui-bian\'s motives in an editorial. The 
English-language \"China Post\" said Chen\'s trick cannot fool the 
United States. End summary. 


A) \"U.S. Objection to Taiwan UN Referendum Violates Its Own Basic 
Principles [lit. the spirit of its foundation] and Democratic 
Values\" 


An editorial of the pro-independence \"Liberty Times!" [circulation: 
720,000] said (8/30): 


\"... A series of recent U.S. moves highlighted its clear opposition 
against Taiwan\'s holding a referendum on its UN bid. Therefore, 
Negroponte\'s public remarks did not come as a surprise. However, 
they make all people in Taiwan feel regret and need solemnly to 
protest to this long-term ally. We believe the United States 
obviously is not objective about the universal value of a referendum 
as a means directly to demonstrate public opinion and and as an 
indispensable part of the democratic system. WouldnWt it be 
ridiculous for the leader of the democratic world to be afraid of a 
referendum? The U.S. opposition seems targeted at the broader 
international strategic level. That is, [they are] worried that 

China\'s over-reaction to the referendum on Taiwan\'s UN bid will hurt 
the current stability of the international order. As the United 
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States can neither predict nor control China\'s behavior, it has 
turned the pressure on Taiwan, hoping that Taiwan can make 
concessions and give up pushing for the UN referendum. 


\"... As for the accusation that Taiwan is breaking the status quo, 

it is absolutely reversing truth and falsehood, because what Taiwan 
is doing now is to prevent, by going through the process of making 
Taiwan a normal nation, the Taiwan independence status quo from 
being sabotaged. It is China that is breaking the status quo by 
aiming its missiles at Taiwan and threatening military invasion. Is 
the U.S. government unable to distinguish such a simple fact? 
Moreover, the U.S. opposition to the referendum, in fact, violates 
its own basic principles and democratic values and is [equal to] 
succumbing to vicious forces. Once the United States loses its core 
values, the victims will not be limited to the democracy- and 
freedom-loving people of Taiwan. It will also be a sign that the 
U.S. super-power position is collapsing.\" 


B) \"What Does \'Friendship\' Mean?\" 


The pro-independence, English-language \"Taipei Times\" [circulation: 
30,000] editorialized (8/30): 


\"lf the U.S. State Department has a list of least favorite people, 
President Chen Shui-bian must surely now be on it. U.S. Deputy 
Secretary of State John Negroponte made the U.S. stance on Chen\'s 
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proposed UN referendum known on Monday, branding the proposal a 
\'mistake\' and warning it would be seen by Washington as an attempt 
to change the cross-strait \'status quo.Y 


\"It could be that some State Department officials are so frustrated 
with Chen that they are pounding the table in their strategy rooms, 
complaining about the \'trouble-maker,\' all the while scratching 

their heads and wondering why Chen is being so adamant this time in 
pushing for the referendum. 


\"... It is understood that the United States has come under 
increasing pressure from China on the referendum issue. But what is 
China afraid of? Doesn\'t the Beijing administration often trumpet 
that China \'places its hope in the people of Taiwan?\' So what is 
there to fear in having the people of Taiwan raise their collective 
voice to tell the world what they want? 


\"And why does the United States -- the Big Brother promoter of 
democracy -- all of a sudden fail to understand that exercising this 
universal right is a hallmark of democracy? 

SHUI-BIAN 


\"In the Hong Kong-based Phoenix TV interview, Negroponte reiterated 
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the U.S." friendship for Taiwan and Washington\'s support for 
Taiwan\'s democracy. 


\"But what does it mean to \'support Taiwan\'s democracy\' and then work 
to the contrary and suppress Taiwanese from taking part ina 
referendum? What does it mean to \'be Taiwan\'s friend\' but then show 
disrespect for the decisions and will of that friend? 


\"Sure, the United States has its national interests to look after, 
but so does Taiwan. Chen, as the elected president, has the 
responsibility to work in the best interests of Taiwanese and 
continue to follow the people\'s call for the universal values of 
democracy and respect for human rights. 


\"... The U.S. State Department should understand that it is not Chen 
who is being adamant in pushing the referendum, but Taiwanese 
themselves -- the true masters and stakeholders in the nation -- who 
are backing Chen up in the wish to exercise this universal right.\" 


C) \"Anti-China Turned into Anti-U.S.\" 


Columnist Antonio Chiang wrote in the mass-circulation \"Apple Daily\" 
[circulation: 530,000] (8/30): 


\"Big nations and powers can do whatever they want. Small countries 
and the weak are forced to do what they have to do. It is a common 
practice that the United States interferes with domestic affairs of 
other countries. This is the nature of politics played by the 

powers. However, not only the [U.S.] objection to Taiwan\'s 
referendum violates the democratic vales it advocates globally, the 
tone of its statement is like lecturing to a small grand child. It 

is as if the United States is the guardian of Taiwan\'s interest. 

This face of hegemony is really very nasty. 


\"... But if without U.S. endorsement, [Taiwan] could find no way to 
[join] other international organizations. The U.S. open objection 

to Taiwan\'s UN bid is a huge blow to Taiwan\'s efforts to participate 
in the international community because, without U.S. support, 
Taiwan\'s international space will get narrower and narrower. 


\"As a ruling party, the DPP should know that Taiwan\'s democracy is 
not only an internal issue, but will have external effects. While 

there is much overlapping national interests between the United 

States and China, the common interests between the United States and 
Taiwan are reducing. One can hardly find a common agenda now. It 

is much to the disadvantage of Taiwan that the United States is 

dealing with its Taiwan policy under the framework of its China 

policy. 


\"A-Bian attended the anti-America party organized by the Sandinist 
regime in Nicaragua. It is such a serious matter in the 
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international arena. Yet he was doing it like a child driving a big 
car; anti-China plus anti-U.S., challenging two giants at the same 
time. He himself may find it a lot of fun. But it is a big 

disaster for Taiwan.\" 


D) \"U.S. Obstruction Helpful for the Green Camp to Solicit Votes\" 


A news analysis by journalist Chiang Hui-cheng in the centrist, 
KMT-leaning \"China Times\" [circulation: 400,000] noted (8/30): 


\"Chen Shui-bian finally ended his troublesome visit to the allies 
after bearing the humiliation of low-keyed Transits through Alaska 
and putting away stickers promoting Taiwan\'s UN bid. Now that the 
most embarrassing scenes are over, for Bian, there will be no 
greater obstruction any more. The stronger the United States 
objection, the more this diplomatic pressure will be transferred to 
helpful forces for the DPP in elections. 


Y... Compared to the turbulence resulting from the two-state 
statement and the announcement to cease the operation of the 
National Unification Council, the U.S. side has never been so swift 
and resolute like this: no more special envoys, no more diplomatic 
communications, and even the commercial considerations regarding 
arms procurement were put aside. Then there is no need for 
superficial rhetoric and what should be said has been brought on the 
table and expressed thoroughly and directly. 


\"... Taiwan indeed enjoys no diplomatic space as it is caught in 
between the United States and China. Bian correctly took advantage 
of the U.S. insufficiency in dealing with the Asia-Pacific situation 

and link Taiwan\'s anxiety to the U.S. anxiety. However, if the 

little embarrassment of Bian\'s transit [in the United States] can be 
changed into votes, then probably it is \'worth it.\' This is Bian\'s 
most important calculation for his tour this time.\" 


E) VTell Us President Chen: What Is the Meaning of This?\" 
SHUI-BIAN 


The pro-unification \"United Daily News\" [circulation: 400,000] 
editorialized (8/30): 


\"... Chen Shui-bian\'s manipulation of the UN bid referendum is 

entirely out of selfish and political trickery motives. He is eager 

to bleach and dye the \'corrupted Chen Shui-bian\' into the \'Taiwan 
independence Chen Shui-bian.\' Then he could occupy the commanding 
position as the standard-bearer of Taiwan independence in order to 
highjack the presidential elections and the political situation 

afterwards. Therefore, he is maneuvering the referendum without 
concern over the consequences. In fact, as the above analysis, he 
knows very well that [Taiwan] cannot \'successfully enter the UN.Y 
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He just wants to play with the Vfailure bid to the UN\' in order to 
arouse public anger. He also knows clearly that these are only 
games played for elections. But he does not care if the nation 

needs to pay a long-term price which cannot be compensated. 


\"Tell us, what is the meaning of this that the U.S.-Taiwan relations 

are damaged to such a degree because of the Vfake issue\' of the VUN 
bid referendum\'? The United States downgraded the transit 
treatments to Chen Shui-bian. When asked if this is humiliating to 
Chen Shui-bian, the State Department spokes person said \'The United 
States respects the people of Taiwan very much.Y This is a more 
obvious denial of Chen Shui-bian\'s qualification to represent the 
people of Taiwan after U.S. authorities advised Chen Shui-bian to 
demonstrate \leadership.\' Now the Department of State has played 
brinksmanship with the referendum. Although Chen Shui-bian deserves 
his own-made disgrace, the U.S.-Taiwan friendship and trust was 
destroyed by Chen Shui-bian to such , how is Taiwan going to get 
together with the United States? To hurt seriously the \'real 
U.S.-Taiwan relations\' because of the Vfake UN bid issue\' -- what is 
the meaning of this? ...\" 


F) \"Chen Shui-bian\'s Trick Can\'t Fool the U.S.\" 


The conservative, pro-unification, English-language \"China Post\" 
[circulation: 30,000] editorialized (8/30): 


\"... President Chen Shui-bian and the DPP are not very good at 
bettering the quality of life for the people of the island. Over 

the past years, a growing number of the island\'s residents have 

lived a life of hardship and misery. Taiwan\'s economic performance, 
which used to outshine that of all over VAsian Tigers,\' has fallen 
behind that of South Korea, Singapore and Hong Kong. 


\"The presidential election next year may well bring the DPP\'s rule 
to an end. If that happens, President chen and some of his family 
members will face imprisonment. He is trying everything possible to 
prevent that scenario. 


\"A common method that politicians use to influence the outcome of an 
election in their own favor is to confuse voters. This ruse is 

popular especially in Taiwan. Many Taiwanese voters are 
undereducated and have only a vague idea which candidates are really 
capable. 


\"Chen\'s UN bid is designed to confuse voters. The attempt is 
intended to create and promote the false idea that the DPP is more 
concerned about Taiwan\'s international standing and that its rival 
intends to reunify with the mainland at the expense of Taiwan 
residents\' well-being. 


Y... Although the U.S. has broken off formal diplomatic relations 
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with the ROC, Washington has been friendly with Taipei over the 
years. It remains the ROC\'s staunchest ally. Taiwan can\'t afford 

to lose the support of this friend, but many of the steps the DPP 

has taken in recent years have damaged the good ties between the two 
sides.\" 


WANG 
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RUMORS ABOUND 


REF: A. FBIS/OSC CPP20070828004002 
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Classified By: Political Minister Counselor Aubrey Carlson. 
Reasons 1.4 (b) and (d). 


Summary 


1. (C) The 17th National Congress of the Communist Party of 
China (CPC), which will determine China\'s new Party 

leadership lineup and policy direction for the next five 

years, will open October 15 in Beijing, official media 

announced August 28. No ed date for the Congress was given, 
though the event is likely to last about one week. In 

advance of the Congress\'s opening, personnel rumors abound in 
Beijing, with the vast majority of contacts arguing that the 

\"core\" of the current Party leadership, namely Hu Jintao, Wen 
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Jiabao and Zeng Qinghong, will remain, with most believing 
that Wu Bangguo will stay as well. While there has been an 
uptick in rumors indicating that a \"fifth generation\" 
representative, most likely Li Keqiang, will make it onto the 
Politburo Standing Committee (PBSC), other contacts continue 
to argue that it is still \"too early\" for Li, with one source 
claiming Li\'s shot will come in 2012, when \"real elections\" 
within the Party for the PBSC will be held. Although Hu 

Jintao should emerge from the Congress stronger than before, 
he is still merely first among equals but quite skillful at 
balancing among various interest groups. Hu\'s real 
prerogative as Party General Secretary, one well-connected 
source said, is his ability to intervene at the last minute 

and act as \"tie breaker\" on controversial personnel 
appointments. For that reason, this contact cautioned, 
\"nothing\" will be decided for certain on personnel until the 
very end, and no one at this point knows exactly how things 
will turn out -- not even Hu Jintao. End Summary. 


Party Congress Dates Announced 


2. (U) The 17th National Congress of the Communist Party of 
China (CPC) will open October 15 in Beijing, official Chinese 
media announced the evening of August 28 (refs A and B). No 
end date for the Congress was given. This event, held once 
every five years, will determine China\'s new Party leadership 
lineup and policy direction through 2012. The same 
announcement said the Seventh and final plenary session 
(Plenum) of the 16th CPC Central Committee will open on 
October 9. These decisions were reportedly made at a 
Politburo meeting chaired by General Secretary Hu Jintao on 
August 28. (Note: The Politburo reportedly \"decided\" that 
the Seventh Plenum will begin on October 9 but will only 
\"propose\" to the Plenum that the 17th Party Congress open on 
October 15. This is merely a formality; the Seventh Plenum 
will officially approve the opening of the Congress as 

instructed by the Politburo.) 


3. (C) The content of the Political Report that Hu will 

present to the Congress for approval, as previewed in Hu 
Jintao\'s speech of June 25 (ref E), was again alluded to in 
Xinhua\'s August 28 article and in an August 29 People\'s Daily 
editorial, which said the Congress will continue to promote 
reform and opening and adhere to \"socialism with Chinese 
characteristics,\" \"Deng Xiaoping Theory\" and (Jiang Zemin\'s) 
\"Three Represents,\" while also carrying out the \"scientific 
concept of development\" and creation of a \"harmonious 
society,\" concepts closely identified with Hu Jintao. Ina 

sign that anti-corruption measures will also likely receive 
prominent attention, Xinhua emphasized that the August 28 
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Politburo meeting also examined the draft work report that 
the Central Discipline Inspection Commission (CDIC) will 
submit to the Congress. 


The Likely Schedule of Events 


4. (C) Assuming that this Congress follows roughly the same 
schedule as the 16th Party Congress in 2002, the Seventh and 
final Plenum of the 198-member 16th CPC Central Committee 
will open on October 9 and meet for approximately three to 

four days to discuss and approve final preparations for the 

Party Congress, including officially authorizing the Congress 
opening. (In 2002, the Seventh Plenum of the CPC 15th 
Central Committee met for three days, from November 3-5.) On 
October 15, some 2,217 delegates will gather for the opening 

of the 17th Party Congress, which will last for about one 
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week, during which time it will \"elect\" approximately 200 
members to a new Central Committee and \"approve\" a Political 
Report to be delivered by Hu Jintao that will outline the 

policy and ideological direction of the country over the next 

five years. The Congress should also \"elect\" approximately 
120 new members to the CDIC. (In 2002, the 16th Party 
Congress opened on November 8 and closed on November 14.) 
The day immediately after the Congress closes, the newly 
elected Central Committee will hold its First Plenum to 

select and announce the Party General Secretary as well as 
new members of the Politburo and Politburo Standing 
Committee, CPC Central Military Commission and Party 
Secretariat. (In 2002, the First Plenum of the 16th CPC 


SIPDIS 
Central Committee was held November 15.) 


Personnel Rumors Abound: Some \"Old Blood\" to Remain 


5. (C) As the behind-the-scenes jockeying for positions at 

the top of the Party intensifies, a range of personnel rumors 
abound. Nevertheless, in a series of conversations over the 

past several weeks, the vast majority of well-connected 

Embassy contacts have argued that the \"core\" of the current 
Party leadership on the Politburo Standing Committee (PBSC), 
namely General Secretary and President Hu Jintao, Premier Wen 
Jiabao and Vice President Zeng Qinghong will remain, with 

most believing that NPC Chairman Wu Bangguo will also retain 
his slot on the PBSC. For example, in separate recent 
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conversations, the following longtime Embassy contacts all 
argued strongly that Hu, Wen, Zeng and Wu Bangguo will remain 
following the Party Congress (strictly protect all): 

Professor Liu Dexi of the Central Party School; Liu Yawei of 
the Carter Center, whose brother is a senior PLA officer; Ma 
Licheng, former senior editorial writer at the People\'s 

Daily; Li Fan, Director of the World and China Institute; and 
Gao Bo, a local official in the Henan Prefectural 
Government\'s Agricultural Office who has close ties to 
Central Party School officials. 


6. (C) Meanwhile, two other well-connected and reliable 
contacts also argued that the core of the current leadership 
will remain, but they included only Hu, Wen and Zeng among 
this group. Former Xinhua Senior Editor and Director General 
of Foreign Affairs Yu Jiafu (strictly protect) said Hu Jintao 

will of course stay, with Wen and Zeng \"likely\" to stay as 
well, assuming that they want to. Cao Huayin (strictly 
protect), Deputy Director General of Zheng Bijian\'s China 
Reform Forum, also thought Hu, Wen and Zeng would stay, 
though Cao said he is still hearing \"rumors\" that Wen might 
want to retire. Both Yu and Cao said that they \"did not 
know\" what other current PBSC members, if any, might remain 
beyond the 17th Party Congress. 


7. (C) A small number of other contacts had opinions that 
differed significantly from the majority of sources above. 
Professor Mao Shoulong (strictly protect) of Renmin 

University, who said he had attended a Zhongnanhai leadership 
compound meeting earlier this year on political reform and 
improved governance, told Poloff that he was hearing change 
would be greater at the top than most expected, with 
everyone\'s position outside of Hu Jintao and Wen Jiabao\'s \"up 
for grabs.\" At the other end of the spectrum, Li Fan said 

his sources were telling him that people may be surprised by 
how little things will change at the top: in addition to Hu, 

Wen, Zeng and Wu Bangguo, Li thought even Jiang Zemin ally 
and Chairman of the Chinese People\'s Consultative Conference 
Jia Qinglin, as well as the elderly Secretary of the CDIC Wu 
Guanzheng, \"still have a shot\" at retaining seats on the 

PBSC. Ma Licheng also said he \"could not rule out\" Jia 
Qinglin\'s retaining his position, given Jiang Zemin\'s 

residual influence. 


\"New Blood\" to Enter PBSC 


8. (C) Regarding the \"new blood\" that might enter the PBSC, 
Poloff has detected a noticeable uptick in contacts who hear 
that a \"fifth generation\" representative, most likely Hu 

Jintao protege and Liaoning Party Secretary Li Keqiang, will 
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be elevated to the PBSC in October. Professor Liu Dexi said 
that the \"latest rumor\" at the Central Party School is that 

the PBSC will shrink to seven, meaning three new members will 
join Hu, Wen, Zeng and Wu Bangguo at the top. Most believe 
those newcomers will include Li Kegiang and Guangdong Party 
Secretary and Politburo member Zhang Dejiang. Liu also said 


SIPDIS 

Vitis possible\" that Li Kegiang could be designated as Hu 
Jintao\'s heir apparent. Gao Bo, who also had heard the PBSC 
will shrink to seven, said \"it is highly likely\" that Li 

Kegiang will be elevated to the top body. Contenders for 

what he saw as the other two slots included Hubei Party 
Secretary and Politburo member Yu Zhengsheng and NPC Vice 
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Chairman and Politburo member Wang Zhaoguo, both of whom 
reportedly are ahead of \"other possibilities\" such as 

Minister of Public Security and Politburo Member Zhou 
Yongkang, CPC Organization Department Director and Politburo 
member He Guogiang and CPC Propaganda Department Director and 
Politburo member Liu Yunshan. (Note: Chinese-American 
Professor Yi Xiaoxiong (strictly protect) of Marietta 

College, who has close ties to Liu Yunshan because his son 
studied at Marietta, also said he has heard that Liu is 

\"being considered\" for the PBSC.) Professor Mao Shoulong, on 
the other hand, argued passionately that \"at least two, if 

not more\" fifth generation representatives will make it to 

the PBSC, commenting that both Li Kegiang and Jiangsu Party 
Secretary Li Yuanchao are rumored to \"have an excellent shot\" 
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at making the top body. Yu Jiafu separately told Poloff 
that, while Li Keqiang very well may make it, that decision 
is \"still not certain.\" 


9. (C) Despite the uptick in those who see Li Kegiang rising 

to the top, a number of other well-placed contacts continue 

to argue that it is \"too early\" for Li or anyone else from 

the fifth generation to make it to the PBSC, instead arguing 
that a number of \"young\" leaders will be promoted to the 
larger Politburo, where they will compete \"equally\" over the 
next five years for possible elevation to the Standing 
Committee in 2012. (Note: Such comments track closely with 
the views of contacts earlier this year, per refs F and G.) 

Cao Huayin, for example, repeatedly emphasized to Poloff that 
there is too much opposition within the Party to bringing the 
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\"inexperienced\" fifth generation leaders onto the PBSC now. 
Instead, the Party is reportedly considering reforms 

involving a \"real election\" of members to the PBSC in 2012, 
with anyone on the Central Committee being eligible to \"run,\" 
which would be Li Keqiang\'s ticket to the top in 2012. 
(NOTE: Cao\'s comment tracks loosely with a statement by 
Professor Mao Shoulong, who told Poloff that fifth generation 
leaders like Li Keqiang are interested in using \"democratic\" 
means to enhance their authority, particularly vis-a-vis the 
military, which reportedly has little respect for fifth 

generation leaders, none of whom have significant military 
experience.) 


10. (C) The Carter Center\'s Liu Yawei and Li Fan also 
separately argued that it is premature to bring a fifth 

generation leader to the top now, and that competition among 
that generation\'s leading contenders -- Li Keqiang, Li 
Yuanchao, Shanghai Party Secretary Xi Jinping and Commerce 
Secretary Bo Xilai -- is \"too tight\" to justify elevating 
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just one now. Instead, Liu Yawei said, he was hearing 

leading candidates for PBSC openings included Liu Yunshan, 
Zhou Yongkang and He Guogiang. Yu Jiafu, who as mentioned 
above said it is \"possible\" that Li Keqiang could make it to 

the PBSC, nevertheless also referred to \"opposition\" to Li on 
the grounds that it would be \"too hasty\" to elevate young 
leaders who are not even on the Politburo all the way up to 

the PBSC without first having them go through the \"required 
intermediary steps.\" 


Hu vs. Who? Negotiation Among \"Mountaintops\" 


11. (C) Although Hu Jintao should emerge from the Congress 
stronger than before, he is still merely first among equals 

and must negotiate with others over personnel and other 
decisions. Nonetheless, he is quite skillful at balancing 
among various interest groups, contacts have told Poloff. Yu 
Jiafu said that personnel lists will continue to be prepared 

and discussed right up to the Congress, including at Beidaihe 
(refs C and D). Senior leaders like Hu will intervene at 
various stages of the process to negotiate over appointments. 
There are various \"groupings\" within the Party, called 
\"mountaintops (shantou),\" all of which are jockeying for 
slots, Yu explained. The \"mountaintops\" break down according 
to interests associated with policy, geography, patron-client 
relationships and economic/business considerations. The 
specific breakdown, Yu averred, is \"extremely complex.\" 


12. (C) Professor Liu Dexi had a similar view,asserting that 
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elite politics in the CPC has rown increasingly diverse and 
complex since Mao\'s passing. While Mao enjoyed \"one-man\" 
rule, Deng Xiaoping had to compete with Chen Yun. Things 
grew more complicated under Jiang Zemin, who had to deal with 
other senior Party stalwarts such as Qiao Shi, Li Ruihuan and 

Li Peng. Today, Liu argued, Hu Jintao faces an \"even more 
complex\" playing field. While still having to face some of 

the elders from Jiang\'s time -- including, of course, Jiang 
himself -- Hu also has to deal with a number of new 
\"groupings.\" When asked by Poloff to comment on Hu Jintao\'s 
strength, Cao Huayin remarked that Hu is \"not particularly 
strong,\" but he is \"exceptionally skilled\" at negotiating 

among these various interest groups. It is this skill that 
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gives Hu power and allows him to operate effectively, Cao 
commented. 


\"Nothing Has Been Decided\" 


13. (C) Yu Jiafu commented extensively to Poloff on his 
understanding of the high-level personnel selection process. 
Part of Hu Jintao\'s influence lies in his prerogative as 
General Secretary to intervene at the last minute to cast the 
equivalent of the \"tie breaking vote\" on controversial 
personnel appointments, Yu claimed. \"Nothing\" has been 
decided finally on positions for the PBSC, and no one at this 
point knows precisely how this will turn out, even Hu Jintao, 
though he obviously has his own preferences. Pronouncements 
to the contrary are merely \"speculation.\" There will be a 
fair amount of \"new blood\" on the PBSC, and there will be a 
few \"surprises,\" but nothing is certain right now beyond Hu 
Jintao\'s remaining on the PBSC, Yu claimed. 


14. (C) Opinion within the Party on various candidates does 
matter, Yu said. If \"90 percent" of the Party opposes a 
particular candidate, that will make it difficult for that 

person to get a top post, even if supported by a senior Party 
leader, Yu stated, putting United Front Work Department Head 
Liu Yandong, reportedly a favorite of Hu\'s, in this category. 

A split in opinion on a candidate presents Hu Jintao with an 
opportunity to be the \"tie breaker\" and make the final 

decision. Age will not play a major factor in personnel 
decisions, except for those over 70. That means PBSC Member 
and Secretary of the Central Commission of Political Science 
and Law Luo Gan is the only one who must step down this time, 
but there will be no \"67/68\" rule like in 2002. Instead, 

purely political considerations will rule the day, Yu stated. 
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If necessary, \"rules\" to \"justify\" the decisions will be 
made up after the fact. 


15. (C) Even the size of the PBSC will not be decided in 
advance, Yu asserted. Yu said he believes Hu has long wanted 
to shrink the PBSC down to seven, but that decision will 

depend on how the personnel situation shakes out. If, when 

Hu intervenes in the final personnel decisions, he discovers 
several candidates remaining who he doesn''t like, he may push 
to reduce size of the PBSC as a means of forcing them out. 
Alternatively, he may try to leave the PBSC at nine members 

if that is the only way to elevate his favorites. Again, the 
political considerations of each appointment will drive the 

train. The key, Yu claimed, is that jockeying will go on 

until the last minute, and \"nothing is final\" until we see 

the new leadership lineup appear at the First Plenum of the 
new Central Committee immediately following the Party 
Congress. 


Comment 


16. (C) This Party Congress is the most highly anticipated 
political event in China since the 16th Party Congress of 

2002, at which Jiang Zemin relinquished his General Secretary 
position to Hu Jintao (though Jiang only gave up his slot as 
Chairman of the CPC Central Military Commission in 2004). Hu 
Jintao will be presiding over his first Party Congress as 
General Secretary, which presents him with an opportunity to 
consolidate his power and leave his stamp on Party policy. 
While Hu is almost certain to emerge from the Congress in a 
stronger position than before, the precise outcomes, 
particularly in terms of personnel, remain to be seen. 

Randt 
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E.O. 12958: N/A 

TAGS: BEXP, ETRD, ETTC, RS 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: JSC 
INSTITUTE ENGINEERING SCIENCE URAL BRANCH RAS, 
YEKATERINBURG, RUSSIA, LICENSE NO. D352204 


1. Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. Reftel 1 requested a Post-shipment verification to 
determine the legitimacy and reliability of the end- 
user, JSC Institute Engineering Science Ural Branch 
RAS, Yekaterinburg, Russia. The company is listed on 
BIS license application D352204 as the ultimate 
consignee of a thermal imager, model: TH9100. This 
item is controlled for national security and regional 
stability reasons under ECCN 6A003. The licensee is 
Mikron Infrared Inc., 16 Thornton Road, Oakland, Nu, 
07436. 


3. On August 21, 2007, Export Control Attache Donald 
Pearce and FSN Natalya Shipitsina conducted the 
requested post-shipment verification with Joint Stock 
Company Institute Engineering Science Ural Branch, 
Russian Academy of Science, 34 Komsomolskaya St., 
Yekaterinburg, Russia. The export control team met 
with Sergey Smirnov, Deputy Director. 


4. The Institute was founded in 1986 as a division of 
the Urals branch of the Russian Academy of Science 
(RAS). The institute focuses on fundamental research 
in topics such as mechanical engineering, machine 
construction, transportation, and information 
technology systems. The Joint Stock Company conducts 
research and development for private clients wishing 
to utilize the design and mechanical experience of the 
faculty of the Institute. Funding for the Institute 

is provided by RAS and from the profits of the JSC. 
The Institute employs 180, including 80 researchers 
and professors on staff. 


5. The commodity in reftel is used in the study of 
machine and mechanical systems. The camera allows 
researchers to precisely map thermal stress and 
friction points in a machine or device, and allows for 

a careful examination of the failure of devices to 
improve design and fabrication of parts. The camera 
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allows the researcher to observe the destruction of 
parts, in real time, while noting the dynamics of the 
failing device. The purchase of the camera was funded 
by a government grant to RAS. 


6. The team was shown an NEC Thermo-Tracer TH 9100WL, 
serial number 6021101. When not in use the camera is 
stored in a safe located on the fifth floor. Mr. 

Smirnov is personally responsible for the camera, 

issuing it to the operators when required. Along with 

Mr. Smirnov, there are two other operators who are 

trained and authorized to use the camera. Mr. Smirnov 

is familiar with the conditions of the license. 


7. Recommendations: Post recommends JSC Institute 
Engineering Science Ural Branch RAS, Yekaterinburg, 
Russia as reliable recipients of sensitive U.S. origin 
commodities. 

(FCS MOSCOW/SBOZEK/DPEARCE) 

BURNS 
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USDOC FOR 532/OEA/MHAMES/DMUSLU 
USDOC FOR 3150/USFCS/OIO/CEENIS/MCOSTA 
USDOC FOR 532/OEE/MO\BRIEN 


E.O. 12958: N/A 

TAGS: BEXP, ETRD, ETTC, RS 

SUBJECT: EXTRANCHECK: POST-SHIPMENT VERIFICATION: 
KAMENSK-URALSKY CITY ADMINISTRATION, KAMENSK-URALSKY, 
RUSSIA, LICENSE NO. D362161 


1. Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. Reftel 1 requested a Post-shipment verification to 
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determine the legitimacy and reliability of the end- 
user, Kamensk-Uralsky City Administration, Kamensk- 
Uralsky, Russia. The company is listed on BIS license 
application D362161 as the ultimate consignee of a 
spectrometer, Air Sentry-IMS ion mobility gas 
analyzer. This item is controlled for national 

security and regional stability reasons under ECCN 
2B351. The licensee is Particle Measuring Systems 
Inc., 5475 Airport Blvd., Boulder, CO 80301. 


3. On August 21, 2007, Export Control Attache Donald 
Pearce and FSN Natalya Shipitsina conducted the 
requested post-shipment verification with Kamensk- 
Uralsky City Administration, Kamensk-Uralsky and 
Center of Ecological Monitoring and Control (CEMC), 
Yekaterinburg, Russia. The export control team met 
with Aleksandr Yeremin, Director of Sverdlovsk 
Regional State Organization \"Center of Ecological 
Monitoring and Control\" Yekaterinburg and Elena 
Pshinitsina, Head of Ecology Department of Kamensk- 
Uralsky City Administration, Kamensk-Uralsky. 


4. The CEMC was founded in February, 2001 as the 
official environmental monitoring and reporting 
service for the region. The organization has no 
commercial activities, and works only on government 
tasks. The principal activity of CEMC is the analysis 
of environmental conditions in the region, and annual 
reporting of the environmental conditions and their 
potential impact on health. The organization employs 
116, and is headquartered in Yekaterineburg with 
personnel and equipment deployed throughout the 
region. 


5. The commodity in reftel is utilized to monitor the 
level of Hydrogen Fluoride (HF) present in ambient air 
samples in the city of Kamensk-Uralsk, a city located 
approximately 40 km East of Yekaterineburg. The city 
is home to eight industrial factories and metal works. 


6. The team was shown a Molecular Analytics Air 
Sentry IMS HF analyzer, serial number 1188AN, which is 
rack-mounted with similar equipment in a monitoring 
shack. The shack is located on a hill approximately 
2km from the city center in a small field adjacent to 

a multi-story housing complex. Only two specialists 
have access to the shack. The shack has a motion- 
sensor electronic security system that is monitored by 
the Ministry of Internal Affairs (Russian acronym MVD) 
Militsia, who will respond in the case of unauthorized 
entry. NOTE: MVD Militsia is the principal law 
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enforcement organization in the Russian Federation. 
END NOTE. Mr. Yeremin and Ms. Pshinitsina are familiar 
with the conditions of the license. 


7. Recommendations: Post recommends Kamensk-Uralsky 
City Administration, Kamensk-Uralsky and Sverdlovsk 
Regional State Organization \"Center of Ecological 
monitoring and control\" Yekaterinburg, Russia as 

reliable recipients of sensitive U.S. origin 

commodities. 

(FCS MOSCOW/SBOZEK/DPEARCE) 

BURNS 
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E.O. 12958: DECL: 09/01/2032 

TAGS: PREL, MOPS, MNUC, PARM, CH, TW 

SUBJECT: CHINA NUCLEAR FORCE COMMANDER REITERATES \"NO FIRST 
USE\" POLICY TO CODEL SKELTON 


Classified By: Classified by Ambassador Clark T. Randt, Jr. 
Reasons 1.4 (b) and (d). 


Summary 


1. (C) China\'s strategic nuclear and conventional missile 

force commander General Jing Zhiyuan told CODEL Skelton 
August 27 that China\'s \"no first use\" policy remains 
unchanged and will \"never change.\" He stressed that China\'s 
strategic missile force is solely for self defense. On force 
modernization, Gen. Jing said that since China is a 

developing country, its nuclear force development is limited 

as well. Regarding Taiwan, he said China will never tolerate 
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Taiwan independence. However, he underscored that the 
deployment of missiles on China\'s southeastern coast does not 
necessarily imply that China will use them. On nuclear 

safety, Gen. Jing said an unauthorized or accidental launch 

of nuclear weapons is \"definitely impossible\". End Summary. 


2. (U) A delegation led by House Armed Services Committee 
Chairman Ike Skelton (D-MO) and including Representatives 
Randy Forbes (R-VA), John Spratt (R-SC), Robin Hayes (R-NC), 
Jeff Flake (R-AZ), Carol Shea-Porter (D-NH), Delegate 

Madeleine Bordallo (D-GU) and Rear Admiral Mark Ferguson, met 
with Second Artillery commander General Jing Zhiyuan August 

27. It was the first CODEL to visit the Second Artillery. 


China\'s Nuclear Policy: No First Use 


3. (C) Gen. Jing reiterated the importance of developing 
state-to-state and military-to-military common ground, mutual 
understanding, friendship and trust. He said that China and 
the United States are both stakeholders and constructive 
partners. In order to \"promote strategic trust,\" Jing 

provided his perspective on nuclear policy and strategy. He 
underscored that China has a \"no first use\" policy on nuclear 
weapons. This policy remains unchanged and will \"never 
change.\" China is a \"peace loving\" nation which conducts an 
independent foreign policy of peace and carries out 

initiatives to establish a \"harmonious world,\" Jing said. 

The purpose of China\'s nuclear weapons is self defense. 
\"Atomic bombs cannot solve the problems of war,\" he 
continued. There would be no winners, only huge losses. We 
do not want to suffer nuclear threat or attack and do not 

want other countries to suffer, Jing added. 


4. (C) Although China\'s nuclear capability is limited, it has 
\"protective capability, survivability and counter-attack 
capability,\" the General said. China has had nuclear weapons 
for years, and its national security has been threatened on 
occasion, but its \"no first use\" policy has not changed. One 
should \"watch words and deeds\" when measuring the policy of a 
country, Jing stressed. He highlighted China\'s participation 

in international nuclear regulatory frameworks, including the 
nonproliferation treaty, cessation of nuclear testing, 

nuclear test ban treaty, multiple bilateral \"no first use\" 
agreements, among others. 


China\'s Nuclear Deterrent and Military Modernization 


5. (C) Congresswoman Bordallo (D-GU) asked why China is 
manufacturing nuclear weapons in large numbers. Jing replied 
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that the danger of nuclear weapons lies in the hands of those 
who control them, not in the weapons themselves. He repeated 
that the strategic missile force is solely for self defense, 

and he hopes that China will never use these weapons. On the 
development of China\'s strategic force, Jing emphasized the 
principle of small quantity, high quality weapons as well as 
superiority, performance, effectiveness and reliability. 

China does not seek quality without superiority. If an enemy 
tries to destroy China, China will retaliate, he stated. 

China maintains a nuclear deterrent at the minimum level 
necessary for self defense. 


6. (C) Chairman Skelton said both countries are working to 
modernize their militaries, and \"you are undoubtedly working 
to modernize the Second Artillery.\" Congressman Forbes 
(R-VA) asked the General how modernization is affecting 
priorities and \"what you do.\" China is a developing country, 
and its nuclear force development is limited as well, said 
Jing. China\'s 2006 Defense White Paper noted that its 
military budget is only 10 percent of the U.S. defense 
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budget. Improving equipment is part of the budget, and the 
improvement of the Second Artillery\'s equipment is an even 
smaller percentage of the budget. 


7. (C) Congressman Flake (R-AZ) said one source of 
apprehension for the United States has been the hundreds of 
missiles pointed toward Taiwan. He noted the apparent 
inconsistency with the defensive posture of the Chinese 
military. Gen. Jing replied that China deploys conventional 
missiles on the southeast coast because Taiwan is an integral 
and inseparable part of China, and Taiwan\'s status is an 
internal affair at core of the nation\'s interests. Taiwan 
independence and separatist activities are the root cause of 
instability and are the biggest threat to cross-Strait peace, 

he said. China will never tolerate Taiwan\'s separation from 
China by any means, at any time or under any circumstances. 
The deployment of these conventional missiles is not targeted 
at \"our Taiwan compatriots\" or other countries and is not a 
threat to other countries. These missiles target 
independence forces, he stressed. Just like the deployment 
of nuclear weapons, the deployment of conventional missiles 
in a region does not necessarily imply that China will use 
them. Jing stated China will do everything it can for the 
peace and stability of cross-Strait relations and the 
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motherland. 


Nuclear Safety and Security 


8. (C) Congressman Spratt (R-SC) thanked Gen. Jing for the 
informative presentation on China\'s nuclear doctrine and 
asked about security and safeguards of nuclear systems. In 
particular, the DF-11 and DF-15 missiles are road mobile and 
rail mobile, therefore susceptible to sabotage. Jing said 
China is a responsible country that attaches a high 
importance to preventing unauthorized access to nuclear 
weapons. The management and control of nuclear weapons is 
reliable and safe. Unauthorized or accidental launch is 
\"definitely impossible,\" the General continued. He explained 
that China stores nuclear weapons according to strict 
operational and tactical criteria and has reliable tactical 
means and monitoring to ensure safety. He cited a personal 
example, stating that even as the Second Artillery commander, 
he has to apply for access to launch facilities and be 
escorted by his staff. In addition, the command authority is 
highly centralized and under the direct control of the 

Central Military Commission (CMC). The Second Artillery 
follows the orders of the CMC in a \"strict and accurate\" way. 
It acts as an organ to execute orders from the CMC, and 
orders are jointly signed by the Commanding General, 
Political Commissar (i.e., Communist Party representative) 
and Chief of Staff. 


9. (C) When Chairman Skelton asked what worries Gen. Jing 
most about what might go wrong, the General said that 
superiors trust their subordinates and are fully confident in 
them. Jing asked rhetorically how China could ensure 
absolute safety if not fully confident in its rank and file, 

and said he would not be a fully competent commander if he 
did not have full confidence in his junior officers. 


Military-to-Military Exchanges, Officer Training 


10. (C) Chairman Skelton said he supports 

military-to-military exchanges, not just at the level of 

generals and admirals, and hopes that in a few years younger 
officers might particpate in military exchanges as well. 

While the Second Artillery differs from the structure of U.S. 
forces and does not have an exact counterpart, the Second 
Artillery should initiate a dialogue with U.S. Strategic 
Command (USSTRATCOM) in the near future. Jing said he 
thought such a visit would be conducive to the enhancement of 
strategic trust. 
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11. (C) Gen. Jing said that most officers are recruited from 
bachelors\' degree programs, and Second Artillery relies on 
on-the-job training after entry. In this area, he 

highlighted experience from other militaries, including that 
of the United States. Before promotion, officers must do 
additional study in military academies or colleges. 
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Overview of the Second Artillery 


12. (C) Gen. Jing\'s Director General of Operations, Senior 
Colonel Li Longhu, gave a slide presentation on the 

organization and structure of the Second Artillery. At the 

top of the Second Artillery hierarchy are the Commander and 
Political Commissar, who is the Communist Party 

representative. Just below are the deputy commanders, deputy 
commissars and the Chief of Staff. Their staff consists of 

four first-order departments: headquarters, political, 

armaments and logistics. The logistics department supports 
operations, training and \"order placement.\" The political 
department oversees personnel, ideological work and Communist 
affairs. The armaments department covers procurement, 
research and development, and management and maintenance of 
weapons. The Second Artillery as a whole is divided into 

three parts based on missions: nuclear missiles, conventional 
missiles and support units. 


13. (C) The Second Artillery controls missile bases, training 
bases, academies, scientific research centers and supporting 
units, Col. Li continued. On the job training occurs in 

three ways. First, specialized training is done at the basic 

unit level. Second, combined training is coordinated with 

all elements, performed at the team level and then at the 
brigade level. Finally, operational exercises include 

missile brigades, units in combat scenarios and command and 
control. Second Artillery officer personnel typically 

graduate from civilian undergraduate and postgraduate 
institutions and then join operational units. During their 
careers, officers receive on-the-job and rotational training 

and may attend intermediate and senior command colleges. To 
reach the division or regimental level, officers must 

complete professional military education (PME). 
Noncommissioned officers (NCOs) receive appointments after 
training at an academy or specialized institution. 


14. (C) Weaponry in the Second Artillery is developed 
\"independently or on the basis of self reliance.\" The 


Column 3 

command has \"well supported\" nuclear and conventional weapons 
of various ranges. Nuclear weapons include the DF-3, DF-4, 

DF-5, DF-21 and DF-31 missiles on mobile platforms or silos. 

On the conventional side, the DF-11 and DF-15 are on mobile 
platforms. The command follows the \"revolution in military 

affairs\" and emphasizes high quality, safety and limited 

scale. 


Deepening Trust 


15. (C) Chairman Skelton thanked Gen. Jing for the 
opportunity to visit with him. He expressed appreciation for 
Jing\'s \"candor\" and comments on \"no first use\" and 
nonproliferation, especially in light of threats posed by 

North Korea, Iran and rogue groups. Jing replied that he 
appreciated the frank atmosphere and expressed confidence 
that the discussion was a \"sign of deepening trust.\" He 
noted that the delegation was the second foreign group to 
visit the Second Artillery. The first was former Defense 
Secretary Rumsfeld\'s in 2005. As the delegation was leaving 


SIPDIS 
the meeting hall, the General said, \"let us join hand in hand 
to maintain world peace together.\" 


16. (U) The delegation cleared this cable. 
Randt 
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DEPT FOR SCA/CEN 

DEPT FOR DS/IP/SCA-NEA - GALLO, DEE AND LEAZIER 
DEPT FOR DS COMMAND CENTER 

DEPT FOR DS/ITA - K. SOPPENEN 


E.O. 12958: DECL: 08/29/2017 

TAGS: ASEC, CASC, PGOV, PINR, PREL, KG 

SUBJECT: BISHKEK EAC MEETING ON AUGUST 27 SCHOOL 
TRANSPORTATION FOR POST DEPENDENT CHILDREN 


Column 3 
Classified By: DCM Lee Litzenberger, Reasons 1.4 (d) 


1. (C) The Deputy Chief of Mission (DCM) chaired a meeting 
ofthe Emergency Action Committee (EAC) on 27 August 2007 to 
discuss whether security conditions at post warrant continued 
use of USG assets to transport post dependent children to 
school. Present were the DCM, RSO, DAO, CON, MGT, PAS, 
POL/ECON, POL/RA, RLA, SAO, INL, GSO, AID, and MSG DET 
commander. 


2. (SBU) GSO briefed the EAC regarding the guidelines in 14 
FAM 418.2-3 (a) for use of official vehicles when public 
transportation is unsafe or not available. 14 FAM 418.2-3 
(d) authorizes transportation of dependent school children to 
and from a U.S.-sponsored school abroad when other 
transportation is unavailable or inappropriate. Bishkek 
International School (BIS) is the U.S. sponsored school. 


3. (C) RSO briefed the EAC regarding the security threat 

level for Bishkek and recommended that post dependents 
continue to be transported to and from school for the coming 
academic year. RSO also informed the EAC that both BIS and 
Hope Academy, the two schools where dependent children are 
enrolled, have received funds for improving security from the 
Department of State through the soft target initiative 

program. RSO stated that 25% of the embassy drivers have 
received training in attack recognition and evasive 

maneuvers. During times of heightened security, a local 

guard also travels with the vehicle when transporting 
dependent children to school. 


4. (C) GSO stated that motor pool assets are sufficient to 
provide transportation for post dependents to both schools. 
Two vehicles are used in the morning and afternoon. School 
begins at 8:15 am and ends at 3 pm. GSO will obtain guidance 
from the Department regarding whether Hope Academy is 
considered a state sponsored school. In the event that Hope 
Academy is not considered a state sponsored school, the EAC 
consensus was that for security reasons, students at Hope 
Academy should nonetheless be provided GOV transportation to 
and from school. Not to do so would introduce a double 
standard, in the view of the EAC. School begins on Thursday, 
August 30 and Embassy Bishkek will provide transportation for 
children attending both schools. 


5. (SBU) The EAC agreed that parents should notify the motor 
pool in the event that their child would not be using 
transportation on a given day. 


6. (SBU) After discussion regarding after school activities 
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for children, the EAC concluded that parents should assume 
responsibility for transportation for after school 

activities. 


7. (U) For further information or clarification, contact ARSO 
Jared Thurman, thurmanjm@state.sgov.gov or via telephone at 
011 996 312 551 241 ext. 4435. 

YOVANOVITCH 
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USDOC FOR 532/OEA/MHAMES/LRITTER 
USDOC FOR 3150/USFCS/OIO/CEENIS/MCOSTA 


E.O. 12958: N/A 

TAGS: BEXP, ETRD, ETTC, RS 

SUBJECT: EXTRANCHECK: PRE-LICENSE CHECK: SPECIAL 
PURPOSE CENTER OF FSB, MOSCOW, RUSSIA, D379757 


REFTEL: USDOC 


1. Unauthorized disclosure of the information provided 
below is prohibited by Section 12C of the Export 
Administration Act. 


2. Reftel requested a Pre-license check to determine 

the legitimacy and reliability of the end-user, 

Special Purpose Center of FSB, Moscow, Russia. The 
company is listed on BIS license application D379757 

as the ultimate consignee of eight thermal imaging 
cameras. These items are controlled for national 

security and nuclear non-proliferation reasons under 
ECCN 6A003. The licensee is L3 Communications Infrared 
Products, 13532 N.Centeral Expressway MS37, Dallas, TX 
75243. 


3. On August 15, 2007, Export Control Attache Donald 
Pearce and FSN Natalya Shipitsina conducted a pre- 
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license check at the International Relations Center of 
the Federal Security Service (Russian acronym FSB), 7 
Izmailovsky Val, Building 1, Moscow, Russia. The 
export control team met with Dmitry Gruzkov, Officer 
ofthe FSB Arms Service, and Yury Patrin, FSB Officer, 
International Relations Department. 


4. The FSB is the principal federal criminal and 
counterintelligence investigative organization of the 
Russian Federation. The FSB is charged with the 
operation of several specialized units which are 

active in antiterrorist operations throughout Russia. 

The Special Purpose Center (SPC) was founded in 1992 
to support the hostage rescue and antiterrorist teams 
known as \"Alfa\" and \"Vympel\" by providing equipment 
and training for the team\'s operators. SPC is 
participating in cooperative training programs with 

the Federal Bureau of Investigation (FBI) Academy and 
its Hostage Rescue Team (HRT). The program is a \"Top- 
Down\" concept, with senior management at FSB and the 
FBI Academy working alongside HRT and Alfa/Vympel 
operators as they compare experiences and establish 
best practices for hostage rescue situations. SPC 
employs around 20 specialists, and is posted at the 

FSB headquarters in Moscow. 


5. SPC chose the L3 product for procurement due to its 
high quality and superior level of technology over 
other similar units. Its capabilities and size make 

it an excellent unit for close-quarters situations. 
Sixteen operators will be trained in the use of the 
cameras, with six cameras being in an operationally 
ready state at all times and two in reserve. All high 
technology equipment is stored at the FSB 
headquarters, in a specialized equipment locker 
designed for storage of weapons at SPC. The storage 
area is under 24 hour guard, and is protected by an 
electronic alarm and video surveillance system. Mr. 
Gruzkov is familiar with the anticipated conditions of 
the license, and noted that although Alfa units 
sometimes deploy outside of Russia, that the thermal 
imagers will not be exported outside of Russia at any 
time. 


6. Recommendations: Post recommends Special Purpose 
Center of FSB, Moscow, Russia, as a reliable recipient 

of sensitive U.S. origin commodities. It is requested 

that post be notified of final disposition of the 

application, and of any shipments for this 

organization in order to conduct appropriate FCS 
follow-up and statistical reporting. 
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STATE FOR PM/DTTC BLUE LANTERN COORDINATOR 
KUALA LUMPUR FOR FINKBEINER 


E.O. 12958: N/A 

TAGS: ETTC, ETRD, ECON, KOMC, SN 

SUBJECT: RESULTS OF BLUE LANTERN CHECK ON APPLICATION 
05-50058278 


REF: STATE 115096 


1. Post contacted MEDs Technologies to verify the bona fides 
of the transaction listed reftel. 


2. MEDs Technologies is a limited exempt private company 
that has been operating in Singapore since October 31, 1996. 
Singapore\'s online business directory, Biznet, lists the 
company\'s principal officer as: 


Name: Sim Liew Lan 

Nationality: Singaporean 

ID: S1418386H 

Address: 26 Loyang Rise, Singapore 


Name: Chia Soon Keong 

Nationality: Singaporean 

ID: S1442072Z 

Address: 370D Alexandra Road, #03-08, Singapore 


Name: Chan Kien Teck 
Nationality: Singapore Permanent Resident 
ID: S6873785D 


Column 3 
Address: 650 Woodlands Ring Road, #08-418, Singapore 


3. DHS/ICE databases revealed no negative information about 
MEDs Technologies. 


4. We spoke with a MEDs representative via telephone on 
August 30. He confirmed the transaction but said his 
company\'s office in Kuala Lumpur had handled the details of 
the sale. The representative could not provide any 

additional information regarding the end-user or end-use 
beyond what was provided in the license application. MEDs 
Technologies did not often deal with the Malaysian company, 
May Electro Systems, he said. 


Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
SHIELDS 
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E.O. 12958: DECL: 08/30/2017 

TAGS: PARM, PREL, KTIA, ETRD, CWC 

SUBJECT: SINGAPORE SUGGESTS CHANGES TO CHEMICAL WEAPONS 
CONVENTION DRAFT MOU 


REF: A. STATE 45460 
B. 06 STATE 132152 
Classified By: E/P Chief Ike Reed for reasons 1.4(b) and (d) 


(C) MFA\'s International Organizations Directorate provided 

us the non-paper in paragraph 2 August 29 in response to USG 
non-paper dated August 22, 2006 on the Proposed Memorandum of 
Understanding on the Conduct of Challenge Inspections under 

the Chemical Weapons Convention. (Note: We have substituted 
parentheses for square brackets due to formatting 

constraints. End note.) 


Column 3 
2. (C) BEGIN TEXT OF NON-PAPER 


Confidential/Releasable to the US 
SIPDIS 
NON-PAPER 


The Government of Singapore (GOS) has reviewed the US 
Non-paper of 22 August 2006 on the Proposed Memorandum of 
Understanding (MOU) on the Conduct of Challenge Inspections 
under the Chemical Weapons Convention (CWC). The GOS 
appreciates the USG\'s efforts to accommodate Singapore\'s 
proposals. The GOS has some suggestions in response to the 
non-paper. It is hoped that the USG will accept these in 

service of concluding negotiations on the MOU. 


Singapore\'s comments on the outstanding points of the MOU are: 
PART II (Principles and Scope) 


2) For clarity, the GOS would like to propose amendments (as 
indicated in square brackets below) to the first sentence of 
the existing text to read as follows: 


\"(The principles and procedures in this Memorandum are based) 
on the principle of territorial sovereignty, which is one of 

the basic principles governing the Convention, and (are 

intended to) fulfill the (Participants\' respective) 

obligations in the Convention as the designated inspected 

State Party or as the host state, as appropriate...\" 


PART IV (Pre-inspection activities): 


8e) the GOS would like to propose an amendment to the USG\'s 
suggested revision, as follows: \"...the inspected State 

Party should nonetheless (strike defer) take into account the 
other Participant\'s concerns since the other Participant...\" 

This brings in line the language of paragraph 8e) with that 

of paragraph 2c), which notes that \"the inspected State 
Party...should take the lead on pre-inspection activities, 

taking into account the concerns of the other Participant.\" 


PART V (Conduct of perimeter and inspection activities) 


1c) The GOS can accept the amended paragraph as proposed by 
the USG. 


29 August 2007 


END TEXT OF NON-PAPER 
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Visit Embassy Singapore\'s Classified website: 
http://www.state.sgov.gov/p/eap/singapore/ind ex.cfm 
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AF FOR AF/E AND A/S JENDAYI FRAZER 
NSC FOR SENIOR DIRECTOR FOR AFRICA BOBBY PITTMAN 


E.O. 12958: DECL: 08/27/2017 
TAGS: PREL, PGOV, PHUM, PTER, ET, ER 
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Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 (B) & (D) 


1. (C) Summary: In an August 27 meeting with the Ambassador, 
Prime Minister Meles said that the Eritrea-Ethiopia Boundary 
Commission (EEBC) has no legal basis to demarcate the 
Ethio-Eritrean border by geographic coordinates. He argued 

that while Eritrean President Isaias may remove the UN 

Mission in Ethiopia and Eritrea (UNMEE) from Eritrea, Meles 
does not expect either war or an improvement in the 

situation. Meles cautioned the U.S. on the August 17 press 
statement by Assistant Secretary Frazer in which she noted 

that the USG is exploring designating Eritrea as a state sponsor of 
terrorism. Meles remarked that if you press Isaias, be prepared to 
follow through. Meles also expressed concern on reports that the 
Chairman and Foreign Affairs head of the Ogadeni National 
Liberation Front (ONLF) had recently traveled 
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throughout the U.S. While Amb. Yamamoto stressed that the 
Administration had not met, and has no plans to meet, with 
ONLF officials, Meles was concerned of the public message 
sent by the act of granting ONLF leaders visas to the U.S. to 
fund raise and meet with members of Congress. On the Ogaden, 
Meles \"welcomed\" UN, World Food Program, and others to 
provide humanitarian assistance in the region, but was 

emphatic that all must abide by Ethiopian Government (GoE) 
guidelines, or \"they can leave the country.\" End Summary. 


2. (C) Meles expressed concern that the ONLF Chairman and 
Foreign Policy director had, in fact, been in Washington, DC 

for meetings with the diaspora as well as with Oromo 

Liberation Front (OLF) and opposition diaspora leaders. 
Ambassador Yamamoto gave Meles a personal letter confirming 
that the Administration has not, and has no plans to, meet 

with ONLF officials. While Meles was satisfied that the 
Administration did not meet with ONLF officials, his concern 
was the optic generated by the United States\' issuance of 
visas to officials of what Ethiopia considers a terrorist 

group. The ONLF went to the U.S. to fund raise and meet with 
members of Congress. Meles repeated that the GoE \"wants to 
quarantine the rest of the US-Ethiopia relationship from the 
contamination of the ONLF issue.\" (Note: While the GoE 
considers the ONLF a terrorist group, the USG views them as a 
nationalist movement that has predominantly targeted GoE and 
Ethiopian military entities in response to the 

marginalization of the Ogadeni people.) 


3. (SBU) Ambassador Yamamoto thanked Prime Minister Meles for 
the GoE\'s authorization for a UN humanitarian monitoring team 
to travel to the Ogaden region to assess conditions. (Note: 
Ambassador and Post worked persistently behind the scenes to 
secure the UN team\'s entry in the Ogaden.) Meles stated that 
humanitarian assistance is now flowing into the Ogaden and 
said that humanitarian organizations will be free to go into 

the Ogaden and assign distributors of assistance freely, and 
that the GoE can provide security for humanitarian 

deliveries. Still, he advised that such organizations must 
strictly abide by the GoE\'s guidelines. While Meles did not 
clarify what the guidelines included, he argued that the GoE 

has reason to believe that NGOs have met with, and some are 
aiding, the ONLF with money raised abroad. Meles advised 
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that the GoE will arrest and prosecute anyone meeting with or 
assisting the ONLF. 


4. (C) Meles cautioned the U.S. over A/S Frazer\'s August 17 
press statements that the USG is considering designating 
Eritrea as a state sponsor of terrorism. Meles advised that 

it is critical to understand Isaias\' psyche, and that one 

must be prepared to follow-through on any effort to press 
Isaias. &lf you use a gun, make sure there is a bullet in 

it,8 Meles added. Meles said that the statement was 
counterproductive because it could be construed by those 
against the Eritrean Government (GSE) as a victory though 
nothing has happened, while those who support the GSE will 
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use the lack of action as a victory. 


5. (C) USG comments on Eritrea and U.S. attitudes toward the 
ONLF will be key topics for the September 8 bilateral 

meetings with A/S Frazer and NSC Senior Director Pittman. In 
light of his long personal relationship with Isaias, seeking 
Meles\' insights on tactics to use in pressuring Isaias and 

the GSE could be fruitful. The GoE has an agenda in casting 
the ONLF as a terrorist group, and will press the USG\'s 
position that the ONLF is an ethnic nationalist movement with 
some legitimate concerns and not as a threat to Americans or 
U.S. interests at this point. The GoE\'s approval for the UN 
monitoring mission to the Ogaden is a welcome step in the 
right direction -- after heavy U.S. and international 

pressure -- and Post will continue to press the GoE to take 
further steps to avoid worsening humanitarian conditions in 
the Ogaden while pursuing its legitimate national security 
concerns. 
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SUBJECT: INDONESIA: DISCUSSIONS ON THE COMPLIMENTARY 
NATURE OF ISLAM AND DEMOCRACY 


REF: A. SECSTATE 116583 
B. JAKARTA 02146 
Classified By: DCM John Heffern for reasons 1.4 (b) and (d). 


1. (C) In response to Reftel A, Mission offers the following 

list of current and former senior GOI officials who have 

spoken publicly in support of democracy and the complementary 
nature of Islam and democracy. (Note: Nearly all prominent 
Indonesian officials, including President Yudhoyono, fit this 
description.) We have listed a few who might be most 

suitable for the proposed sideline meeting at the Community 
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of Democracies Conference in Mali: 


-- Indonesia\'s Presidential Envoy to the Middle East, Alwi 
Shihab, a pious Muslim of Arab descent, is an outspoken 
supporter of democracy and pluralism. He is a former Foreign 
Minister (1999-2001) and previously taught at Harvard\'s 
Divinity School and Temple University. He has routinely 
spoken out against violence in the name of Islam. 


-- Foreign Minister Hassan Wirajuda, who is also involved in 
Muhammadiyah, Indonesia\'s second-largest mass Muslim 
organization, has also been a strong voice for those who 
believe Islam and democracy are compatible. A graduate of 
The Fletcher School of Law and Diplomacy, he has routinely 
condemned violence in the name of Islam. 


-- Former President Abdurrahman Wahid (Gus Dur) is 
Indonesia,s most outspoken, pro-pluralism religious leader. 
While suffering from poor health, he has been active in 
organizing interfaith dialogue conferences and almost 
certainly would leap at the opportunity to promote the 
message that democracy and Islam are wholly complementary. 
As a former leader of Nahdlatul Ulama (NU)-- the world\'s 
largest Muslim organization -- Gus Dur still wields strong 
influence over tens of millions of Indonesians, though his 
personal views on Islam are probably more liberal than most 
of his followers. His like-minded daughter, Yenny, who is 
currently Secretary General of a political party linked to 

NU, might also be convinced to play a role. 


-- Hidayat Nur Wahid, speaker of the joint session of 
Indonesia\'s national legislature (MPR) and former president 
of the Islamist Prosperous Justice Party (PKS). The 
pro-sharia PKS party is a success story for Islam and 
democracy. It grew from one percent of the vote in 1999 to 
over seven percent in 2004. It has run strong but ultimately 
unsuccessful campaigns in a variety of gubernatorial races. 
While more conservative than the other government officials 
we list, Nur Wahid, who spent 12 years studying in Saudi 
Arabia, is a strong proponent of democracy. He often takes 
political positions contrary to U.S. policy and interests, 
including his claims that Jemaah Islamiya Emir Abu Bakar 
Bashir is the target of unjust prosecution. Nevertheless, we 
still believe the popular Nur Wahid fits the profile for this 
conference because he consistently condemns violence in the 
name of Islam. 


-- Nasruddin Umar, Director General for Islamic Community 
Guidance in Indonesia\'s Ministry of Religion, is an academic 
who from 2003-05 worked on interfaith issues in the United 
States before being invited back to Indonesia by President 
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Yudhoyono to help mediate between Indonesia\'s mass-Muslim 
organizations. He is probably the least-well known of the 
individuals we list. 


3. (C) Mission has also compiled a list of prominent 

religious figures and academics who have published legal 
Islamic frameworks that support the concept that democracy is 
compatible with Islam and the Prophet Muhammed\'s support for 
democratic principles (Please see Reftel B for a separate 

list of think tanks and NGOs that are working on these 
initiatives): 


-- Hasyim Muzadi, current head of NU. 

-- Din Syamsuddin, current head of Muhammadiyah 

-- Syafi MaVarif, former head of Muhammadiyah 

-- Azyumardi Azra, noted Islamic scholar and frequent 
contributor of op-ed pieces on Islam and democracy to 
Indonesian and international newspapers. 

-- Komarrudin Hidayat, Rector of the State Islamic University 
Hidayatullah 

-- Siti Musdah Mulia, outspoken feminist who proposed changes 
to the GOI Islamic Family Law code. She received the 
Secretary\'s Woman of Courage Award in 2006. 


SIPDIS 

-- Lily Munir, prominent activist in the women\'s wing of NU, 
currently heads the Center for Pesantren and Democracy 
Studies. 

-- Kyai Husein Muhammad, Founder and Leader of The Fahmina 
Institute, was Trafficking in Persons Hero in 2006. He has 
published books on application of Islamic law to protect 
women\'s rights, training hundreds of Islamic judges in this 
application. 


4. (C) The Foreign Ministry is still deliberating at a senior 

level its participation in the Community of Democracies 
ministerial in Mali but has promised to get back to us soon. 

We note that Indonesia participated in the 2005 ministerial 

in Santiago, but the Foreign Ministry website does not list 

this meeting or any other Community of Democracies meetings. 
Foreign Ministry officials from several directorates -- North 
American, Multilateral and Human Rights -- could not confirm 
who participated in past ministerials but are checking. 


HUME 
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STATE PASS USAID 
STATE PASS USTDA 


E.O. 12958: N/A 

TAGS: ECON, EINT, PGOV, TINT, KMPI, JO 

SUBJECT: E-GOVERNMENT: LOTS OF POTENTIAL BUT LITTLE ACTUAL 
IMPLEMENTATION TO DATE 


1. (U) Summary: After years of effort with few results, Jordan 
launched several e-government projects this summer, including those 
that will allow businesses to check their tax records online and 
citizens to review draft legislation. Among the projects in 
development are an online business trademark registration 
application and an online payment system for government services. 
Ministry of Information and Communications Technology (MoICT) 
employees, private sector consultants, and other ministries\' 
information technology (IT) professionals have criticized the 
e-government initiative\'s pace, blaming the Government of Jordan\'s 
(GoJ) poor e-readiness and MoICT\'s leadership and staff. Jordan\'s 
growing internet penetration and high mobile penetration will, 
however, continue to make these tools more useful. End Summary. 


e-Government Projects - Very Few Live; Many in Progress 


2. (U) After the GOJ announced its intent to work on the 
e-government concept in 2001, MoICT was assigned the lead role in 
coordinating interagency GoJ efforts. Hassan Hourani, Director of 
e-Government at MoICT, has described the e-government initiative as 
a national program designed to enhance the performance of government 
in terms of service provision, efficiency, accuracy, 

cost-effectiveness and transparency. In an August 20 meeting with 
Econoffs, Minister of MoICT Basem al-Rousan said that the 
e-government initiative was part of a larger national IT strategy to 
grow internet use, grow IT-related revenue, and increase the number 
of IT professionals. He saw e-government as a way of encouraging 
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internet use. 


3. (U) Some of the e-government initiatives have already been 
launched, and a Jordanian government portal was established in 
November 2006 with links to all government websites. These websites 
vary in their interactivity, with the majority providing only 

text-based information. On July 19, the Ministry of Planning 

launched an interactive website of draft laws and regulations, 

allowing the public and civil society organizations to submit 

comments. Other interactive websites include the Department of Land 
and Surveys which enables citizens to request land drawings to be 
used in planning. The Ministry of Finance has an online database 
where businesses and citizens can check their income tax records. 


4. (U) Based on a 2006 e-government strategic plan, MoICT has been 
focusing its efforts on payment systems, procurement systems, and 
system-wide change management. E-government projects are also in 
development at other ministries. Mohammhad Abu Asal, Head of 
Information Technology at the Ministry of Industry and Trade (MoIT), 
told EconOff that MoIT is finalizing online applications for its 

three most common processes: sole proprietorship registration; 
trademark registration; and trade name registration. Other GoJ 
projects are focused on passport renewal and online income tax 
payment for large businesses. 


Criticisms of e-Readiness, Leadership, and Staff 


5. (SBU) Despite these advances, Bissan Ramahi, Director of Change 
Management at MoICT, lamented that the number of active projects is 
still very low across ministries. One of the biggest challenges, 
according to Hourani, has been limited staffing, given that the 
e-government department has 37 on-going projects and only 35 
employees. Although the high-profile project initially attracted 
talented staff, low salaries and bureaucratic lethargy have 

contributed to poor retention and created obstacles for further 
recruitment. 


6. (SBU) Another issue has been e-readiness at the ministries. In 
2006, an e-readiness assessment reviewed God and its individual 
ministries on connectivity, infrastructure and human capital. Many 
of the ministries received very low scores and Bashir Zoubi, Head of 
IT at the Income and Sales Tax division of the Ministry of Finance 
(MoF), said that the status has not changed significantly in the 

last year. The e-government projects that have already launched or 
will launch soon were all sponsored by ministries with high 
e-readiness scores. Ruba Kajo, MoICT Director of Strategic 
Planning, said a great deal of foundational work such as improving 
the government\'s networks, system security, and capabilities of IT 
staff needed to be undertaken before customer-facing e-government 
services could be launched. 
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7. (SBU) Nearly all of the ministry and private sector officials 

also blamed the slow pace on the revolving door of ministers at 
MoICT and at other ministries. The owner of a private equity 
investment firm in Jordan, Nashat Masri, commented that the small 
size of Jordan meant that ministers, especially those with short 
terms, often need to focus on maintaining relationships with the 
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private sector, and as a result are not held accountable for project 
implementation. 


e-Gov in a Country with Low Internet Penetration 


8. (U) One area of optimism for the GoJ is the e-government 
initiative\'s attention to mobile phone services and improving 

internet access. Several of the e-government initiatives are 

beginning to look at text messaging rather than email communications 
because cell phone penetration in Jordan is near 50 percent. Asal 

of MoIT said that mobile text notification is an easy addition to 

most online processes. 


9. (U) Post\'s private sector interlocutors identified internet 
penetration as a significant obstacle to e-government adoption. 
Hourani estimated internet penetration at 13.5 percent, which he 
said was sixth in the region. Minister al-Rousan said that the 
barriers to penetration are the cost of computers, the cost of 

internet access and a lack of Arabic-language content. In order to 
improve access, MoICT has set up 134 \"knowledge stations\" inside 
community centers across the country and provided computer training 
to center staff. In addition, in 2008, MoICT hopes to install PCs 

in all of the country\'s post offices, but Hourani said many of them 

do not have internet access and a significant amount of training 

will be necessary. MoICT Secretary General Abdul Karim Fraihat 
described a program to provide laptops to 40,000 Jordanian 
university students for $10 per month this year. These laptops are 
expected to increase computer access nationwide. 


USG Involvement in e-Government 


10. (U) To address some of the e-readiness challenges, USAID has 

been involved in the e-government initiative in Jordan as part of 

its goal to improve government back-office operations and processes. 
Through a $20 million court automation program, USAID has 
computerized and reengineered the case management system for 65% of 
civil court cases in Jordan. By August 2008, USAID will have 

automated all 74 civil courts in Jordan and several special courts 
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related to customs and economic sectors. Lawyers will be able to 
submit cases on line; be updated on court dates through email and 
SMS; and automated kiosks will be installed in Jordan\'s largest 

court, the new Palace of Justice, to provide up-to-date information 

on cases and hearings. USAID has also launched a state-of-the-art 
data center for Jordan\'s schools which connects the kingdom\'s 3,200 
public schools to the internet. USAID and the Middle East 

Partnership Initiative (MEPI) have jointly invested about $10 

million to develop digital content, connect model schools, and train 
teachers. Training for several MoICT project managers at an October 
2007 USTDA e-government seminar also aims to develop expertise and 
provide additional momentum for the e-government initiative. Most 
recently, the Embassy, with support from the Department\'s Office of 
International Information Programs sponsored the August 27-28 visit 
of Steven Strauss, a noted e-commerce expert. He presented to 
approximately 250 government, business, and student audience members 
at a variety of venues including MoICT. His visit received 

extensive press coverage in all of the Arabic dailies, particularly 

his message of Jordan\'s potential for economic growth using 
e-commerce. 


COMMENT 


11. (SBU) There is clearly a high level of activity at the MoICT 
generated by professionals who are clearly committed, trained in 
computer science, have significant and applicable private sector 
experience, and are familiar with change management and project 
planning. In spite of these talents, however, the initiative\'s 

outputs thus far are underwhelming. Expectations for the future are 
also modest, with interactive online tools being deployed by only 

the most technologically-savvy ministries and most ministry websites 
not yet having interactive applications. 


Visit Amman\'s Classified Website at 
http://www.state.sgov.gov/p/nea/amman 
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E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, PHUM, SOCI, KISL, BA 

SUBJECT: NORTHERN CITY: BAHRAIN\'S NEXT SECTARIAN 
CONTROVERSY? 


REF: MANAMA 810 


Classified By: Charge d\'Affaires a.i. Christopher Henzel for reasons 1. 
4 (b) and (d). 


1. (SBU) Many in Bahrain\'s ShiVa community are watching the 
Northern City land reclamation and public housing project 
closely amidst rumors that the government intends to populate 
the development with Sunnis. GOB officials deny the charges, 
but are convincing few ShiVa. End summary. 


2. (C) The Northern City project is the subject of much rumor 
and speculation within the Shi'a community. To be 
constructed on landfill currently being reclaimed from the 

sea off Bahrain\'s predominantly ShiVa north-west coast, the 
first phase of the project will house about 1,500 families in 
subsidized villas and flats starting early in 2008. The 
government plans to build as many as 15,000 dwellings there 
in the coming years. The ShiVa rumor mill has it that the 
government will give most of the subsidized housing in this 
new development to Sunni Bahrainis, or, even more provocative 
in ShiVa eyes, to naturalized Sunnis. 


3. (U) Ma\'amon Al-Moayyed, rapporteur of the Crown Prince\'s 
Buildings and Housing Committee and supervisor of the 
Northern City Project, told media recently that foreigners 
would be allowed to own property in the Northern City 
development. This fed the suspicions of those ShiVa who 
believe the government will attempt to pack the new area with 
Sumnis. Northern Municipality Council Chairman Yousif 
Al-Boori responded in the press by denouncing any foreign 
ownership, reminding Al-Moayyed of the Crown Prince\'s 
statement announcing the project in 2005 that the Northern 
City development \"is for the sons of the Northern 
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Governorate.\" 


4. (SBU) Mansoor Al-Jamri, the secular ShiVa editor of 
Al-Wasat newspaper, discussed sectarianism with Charge August 
20. Following on comments reported reftel, Al-Jamri said the 
ShiVa community, both its leadership and its \"street\", remain 
focused on internal issues. Events in Iraq or Iran were less 
likely to touch off trouble than some unpredictable local 
incident, \"say a fire in a ShiVa religious meeting place\" or 

a \"more predictable one\" like controversy over the Northern 
City public housing project. Al-Jamri explained that it may 

not matter whether the rumors are true; many ShiVa would not 
be convinced by the government on this issue. 


5. (C) Al-Jamri said that Wifaq and other ShiVa participating 

in the political process are discredited by issues like the 
Northern City, or the regular disputes between ShiVa 

villagers and Sunni (often Al-Khalifa) landowners. Al-Jamri, 
though himself a key advocate for Wifaq\'s parliamentary 
approach toward securing ShiVa interests, said \"most Shi\'a 
now regard Wifaq as a joke.\" He remained hopeful, however, 
that \"wiser elements in the ruling family\", including the 

King and Crown Prince Salman, would \"let Wifaq have a couple 
of victories\" and regain some of its support on the ShiVa 
street. 


6. (C) Wifag activist Saeed Al-Majid echoed this view to 
Pol/Econ Chief August 23. He complained that his group has 
not been able to demonstrate much in the way of tangible 
benefits to its supporters. In turn, he fears more Wifaq 
supporters may begin to question Wifaq\'s decision to come in 
from the political cold, and begin to look to the 

unregistered Al-Haq movement as the champion of the ShiVa 
cause in Bahrain. 


7. (C) Dr. Jassim Hussein, a Wifaq member of parliament, told 
Charge he also believed most ShiVa were expecting to be 
underrepresented in the Northern City. He said ShiVa are 
convinced that the government favored native and naturalized 
Sunnis with subsidized dwellings in the large Hamad Town 
project in the 1980s and are ready to believe it is happening 
again. 
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Comment 


8. (C) The rumors surrounding the Northern City are a 
reminder that most of Bahrain\'s ShiVa remain dissatisfied 
with their place in Bahrain\'s current political and economic 
order. The moves in recent years toward broader political 
participation and freer media have channeled the political 
energies of many ShiVa in constructive directions, but many 
others complain that their chief grievance - the perception 
that the state serves Sunni interests at their expense - 
remains unaddressed. The success of the GOB\'s 
democratization project depends on convincing more ShiVa that 
participation in the parliamentary system will produce 
results for them. 
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COMMERCE FOR 4430/[GOLIKE] 


E.O. 12598: N/A 
TAGS: PREL, ECON, PGOV, KPAO, ID 
SUBJECT: YOGYAKARTA EVENT HIGHLIGHTS U.S.-ASEAN TIES 


1. (U) Summary: The GON's Department of Foreign Affairs (DEPLU) and 
Gadjah Mada University hosted an August 29 seminar in Yogyakarta 
celebrating 30 years of U.S.-ASEAN ties. Pol/C and Econ/C outlined 
strong U.S. support for the continued development of close political 

and economic ties between ASEAN and the U.S. The seminar included a 
lively q&a session with active participation from the student 

audience. End Summary. 


2. (U) SPOTLIGHT ON COOPERATION: On August 29, the Indonesian 
Department of Foreign Affairs and Gadjah Mada University (UGM), one 
of the Indonesia\'s leading schools, hosted a seminar entitled 
\"ASEAN-U.S. Enhanced Partnership: The Way Forward.\" International 
relations students from UGM and surrounding universities attended 

the seminar, which was timed to commemorate 30 years of U.S.-ASEAN 
dialogue. The audience included scholars and students from other 
ASEAN nations, as well as from China, Japan and South Korea. 


3. (U) DEPLU Director General for ASEAN affairs Dian Triansyah 

Djani, UGM Dean for Faculty of Social Studies and Politics Dr. 

Mohtar MasVoed, and the Regional Secretary of the Office of the 
Governor of Yogyakarta, Tri Harjun Ismadi, opened the seminar. 

(Note: The Sultan of Yogyakarta, who also serves as governor, was 
supposed to participate, but was unable to make the event.) All 

three emphasized the importance of ASEAN engagement with the United 
States and the need to strengthen cooperation, particularly in the 

area of scholarships and student exchanges. 


4. (U) U.S. COMMITMENT: Pol/C and Econ/C, speaking during separate 
panel sessions, described the development of substantial political 

and economic ties between ASEAN and the U.S. over the past 30 years. 
Pol/C underlined that the United States views ASEAN as a key to 

peace and stability in the region. He noted the agreement for 

further cooperation cemented in the Joint Vision Statement on the 
ASEAN-U.S. Enhanced Partnership signed in November 2005. Pol/C also 
underscored that support for cooperation with ASEAN is also 

manifested in the U.S. Congress where Senator Lugar introduced 

Senate Resolution 110 earlier this year, marking the 30th 

anniversary of the Dialogue Relationship. 


5. (U) Econ/C, during the session on economic and development 
cooperation, observed that ASEAN, with a combined population 
surpassed only by China and India, possessed a growing middle class 
and a skilled workforce. The region served as an important trade 
partner for the U.S. He pointed out that the U.S. shares ASEANVs 
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goals of creating an integrated economic community, and maintaining 
a stable and prosperous economic environment in Southeast Asia. He 
also underlined support for the ASEAN-U.S. TIFA and the USAID 
ADVANCE program. 


6. (U) OTHER REMARKS: Bagas Hapsoro, DEPLU\'s Director for ASEAN 
Dialogue Partners and Inter-Regional Affairs, highlighted five areas 
of U.S.-ASEAN interest: 


-- (1) the fight against terrorism; 

-- (2) the promotion of democracy and the empowerment of people; 
-- (3) response to natural disasters; 

-- (4) energy and environmental conservation; and, 

-- (5) education and other people-to-people exchanges. 


He encouraged the U.S. to continue to strengthen cooperation with 
ASEAN in these areas, particularly in the field of educational 
exchanges. 


6. (U) Bala Kumar Palaniappan, an external relations official from 
the ASEAN Secretariat, also spoke at the event. Palaniappan, a 
Malaysian, noted the strengthening of U.S.-ASEAN cooperation in 
recent years, as well as the need to further expand ties. 


7. (U) Q&A: The seminar included lively questions from the 
audience. The students directed most of their questions at the U.S. 
participants. Question topics ranged from requests for more 
scholarships, to the importance of a continued U.S. presence in the 
region, to criticism of U.S. foreign policy, including in relation 

to Iraq. Students also asked whether the U.S. felt threatened by 
China and why the U.S. has not signed the Kyoto Protocol on 
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greenhouse gases. 
HUME 
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INCIDENT 


Classified By: Pol/C Joseph Legend Novak, reasons 1.4 (b,d) 


1. (C) SUMMARY: The alleged beating of an Indonesian karate 
referee by Malaysian police has stoked demonstrations in 
Indonesia. The GOI has formally complained about the matter 
and Indonesian parliamentarians have lashed out at Malaysia. 
Coming on top of recent cases of alleged abuse of domestic 
workers in Malaysia, ties between the two countries seem to 

be in for a period of some volatility. END SUMMARY 


2. (U) THE ALLEGED INCIDENT: Donald Peter Luther Kolopita, a 
visiting Indonesian karate referee, claims he was beaten by 
Malaysian plainclothes police outside of Kuala Lumpur on 
August 23. He was not seriously injured in the alleged 
assault. Kolopita, who was working a tournament, has not 
asserted a reason for the alleged attack, though he has 
implied that it was because of his status as a foreigner. 
Others have speculated that the attack was motivated by his 
role refereeing a match. In any case, since his return from 
Malaysia, Kolopita has been telling and re-telling his story 

to the Indonesian media, demanding that Malaysia face 
punishment for the incident. 


3. (U) THE DEMONSTRATIONS: The incident sparked various 
demonstrations in Jakarta on August 29, including outside of 

the Malaysian Embassy. No one was hurt, but some eggs were 
thrown at the Embassy by the crowd (many of whom were dressed 
in martial arts uniforms). Meanwhile, the \"Pancasila Youth 
Student\'s Union\" demonstrated at the Malaysian Consulate 
General in Medan demanding redress over the issue. 


4. (SBU) THE POLITICAL FALL-OUT: Asked about the situation, 
Speaker of the Indonesian House of Representatives (DPR) 
Agung Laksono said the Indonesian government should demand an 
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immediate apology from Malaysia and the GOI should boycott 
the upcoming Malaysian national day reception (August 31). 
Golkar DPR member Yorrys Raweyai publicly warned that 
Indonesians would start \"sweeping\" (undefined vigilante 
actions) Malaysian nationals in Indonesia if the Indonesian 
government did not take firm action. Minister for Youth and 
Sports Affairs Adhyaksa Dault said a Malaysian apology would 
help defuse calls for an Indonesian boycott of all sporting 
events in Malaysia. He announced that Indonesian Vice 
President Yusuf Kalla would visit Malaysia soon for 
consultations on the issue. 

5. (C) Department of Foreign Affairs (DEPLU) Director General 
for ASEAN Affairs Dani Djani confirmed to Pol/C during a chat 
in Yogyakarta on August 29 that Indonesia had formally 
complained to Malaysia about the incident, demanding an 
explanation. He added that the GOI was working to \"keep 
temperatures down to the full extent possible.\" 


6. (C) ONGOING TENSIONS: A recent conference held in Jakarta 
on Indonesian-Malaysian ties underlined the depth of the 
relationship between the two countries. The two sides have 
too much to lose and tensions over the alleged assault will 
no doubt blow over. The incident, however, places the 
spotlight on continued stresses in the relationship, most 
particularly Indonesian anger at alleged abuses of domestic 
workers in Malaysia. (Note: Mission will report septel on 
recent developments regarding the protection of overseas 
Indonesian workers.) 

HUME 
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Classified By: CDA BRAD HANSON FOR REASONS 1.4 (B, D). 


1. (C) Summary: On August 14, Mashrab Jumaev, the son of 
dissident poet Yusup Jumaev, was fined 62,000 soum (50 
dollars) by the Karakol District Criminal Court (Bukhara 
province) for stealing a neighbor\'s sheep. Jumaev was then 
released from pre-trial detention, where he was allegedly 
tortured for 21 days. Poloff was provided a written 
statement and video clip from the neighbor attesting that 
investigators forced him to sign false statements against 
Mashrab. In addition, Mashrab described in detail the 
torture that he endured, and confirmed that religious 
prisoners are held separately and treated more harshly than 
others. While Mashrab was in detention, his family led a 
public protest in Karakol for 14 days. We believe his 
treatment in pre-trial detention is reprehensible, and we 
agree that he was most likely targeted by the authorities 
because of his father. End summary. 


MASHRAB JUMAEV CONVICTED OF STEALING A SHEEP... 


2. (C) On August 21, poloff met with brothers Mashrab and 
Alisher Jumaev, the sons of dissident poet and Birlik 
opposition party member Yusup Jumaev. Mashrab was fined 
62,000 soum (50 dollars) on August 14 by the Karakol District 
Criminal Court for stealing a neighbor\'s sheep. After the 
verdict, Jumaev was released from pre-trial detention, where 
he was allegedly tortured for 21 days. Jumaev denied 
stealing the sheep and told poloff that his neighbor and the 
other witnesses were coerced through threats and beatings by 
investigators into signing false statements that they later 
renounced at trial. Mashrab believes that he was targeted 
because of his father, a vocal critic of President Karimov. 

In 2001, Yusup Jumaev was sentenced to three years 
imprisonment for anti-constitutional activities. He was 
immediately paroled in return for repenting in open court and 
vowing to cease his opposition activities. 


3. (C) Alisher provided poloff with a written statement 
signed by his neighbor, stating that Mashrab was innocent of 
the charges against him. Alisher also gave poloff a video, 

in which the neighbor declares that police pressured him and 
his son into making false accusations against Mashrab. In 
addition, Alisher handed poloff a copy of the court\'s 

verdict, pointing out that it did not include any reference 

to evidence against Mashrab, which is highly unusual. 
Instead, under the \"evidence\" column, the verdict simply 
cites the sections of the criminal code that Mashrab was 
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found guilty of violating. 


...BUT NOT BEFORE BEING TORTURED IN PRE-TRIAL DETENSION 


4. (C) While waiting for his trial to begin, Mashrab was 
detained for 21 days at Detention Center Number Three (\"Ot 
Bazar\") in Bukhara. Mashrab alleged that he was tortured 
repeatedly at the prison, describing the abuse in detail to 
poloff. He said that Ot Bazar Prison Chief Otabek Badalov 
and five other officers used a special room at the prison to 
torture inmates. There four prison guards would hold Mashrab 
by his arms and legs and lift him 1.5 meters off the ground 
before dropping him. Guards also would beat him on the legs 
with plastic bottles, hit him on the head with wooden planks 
and lash his arms with iron chains. According to Mashrab, 
the abuse occurred every day that he was in detention. While 
torturing him, the guards reportedly demanded that he confess 
to stealing the sheep and told him was being beaten because 
of his father. 


5. (C) Mashrab reported being moved on August 9 to the 
basement of the prison, where the worst offenders, including 
alleged religious extremists, were held separately from the 
other prisoners. While in the basement, the beatings 
intensified and Mashrab was only provided one small meal a 
day. When his family tried to deliver him a package of 
goods, prison guards beat Mashrab and forced him to sign that 
he had received the package, although in reality he received 
nothing. Before being delivered to the prison on July 26, 
Mashrab also reported being beaten by three officers at the 
police station in Karakol. 


6. (C) Mashrab said that he was denied medical care 
throughout his stay at the prison. He was only allowed to 
wash once on August 13, the day before he was to appear in 
court. A doctor also visited him on August 13 to cover up 
his injuries. In court, Mashrab alleged that he was tortured 
while in detention, displayed his bruises and requested the 
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judge to investigate his allegations. However, the judge 
immediately dismissed Mashrab\'s accusation, telling him that 
he was young and \"such things happen.\" 


REPORTED ABUSE OF DETAINESS ACCUSED OF RELIGIOUS EXTREMISM 


7. (C) Mashrab described to poloff other horrors he 
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witnessed while in prison. He confirmed that prisoners 
convicted of religious extremism were kept separately from 
other prisoners in the basement and were treated much more 
harshly. Mashrab\'s cell mate was an individual reportedly 
arrested because his wife wore the Hijab. Although the man 
denied being an extremist, he signed a confession that he 
belonged to Hizb ut-Tahrir (HT) after enduring severe 

beatings, including the breaking of several fingers and toes. 
Mashrab said that the man\'s body was almost entirely covered 
in bruises. The man also was told that he would be released 
after signing a confession, which, of course, did not happen. 
Another individual accused of religious extremism was beaten 
so severely that Mashrab saw his jaw bone protruding from his 
face. Mashrab also reported that the basement housed actual 
members of HT who refused to renounce their beliefs and would 
continually chant \"Allah Akbar\" as they were being beaten. 
Mashrab also reported seeing another room in the basement 
filled with torture devices, including various restraints, 

batons and a primitive electric chair. 


MEDICAL INVESTIGATION THWARTED 


8. (C) The brothers told poloff that they intend to appeal 

the verdict and launch an investigation into allegations of 
torture against prison authorities. Since being released 

from pre-trial detention, the two have visited several 

doctors and medical institutions to document Mashrab\'s 
injuries. During the meeting, Mashrab showed poloff bruises 
on his head, chest and arms. A doctor in Bukhara examined 
Mashrab and confirmed that he had been beaten. The brothers 
then tried to submit the doctor\'s report to a forensic center 

in Bukhara, the first step in initiating an investigation 

into allegations of torture, but the forensic center refused 

to consider Mashrab\'s case until it received certain 
documentation from law enforcement bodies, which they refused 
to provide. The brothers then traveled to Tashkent to visit 

the Tashkent Medical Academy and the Tashkent Forensic 
Center, which also refused to consider the case. Alisher 
described a particularly comical situation at the Tashkent 
Forensic Center, where the doctor first agreed that Mashrab 
had been beaten and began filling out a report. After being 
called out of the office by unknown individuals, though, the 
doctor returned and denied what he had just said, namely that 
Mashrab had been beaten. 


9. (C) Since Mashrab has been released from detention, the 
brothers reported being followed in Bukhara and Tashkent by 
plain-clothed individuals. According to the brothers, while 
they were in Tashkent, two Deputy Police Chief Polices 
visited their grandfather in Karakol and asked why the two 
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had traveled to Tashkent. The Deputy Police Chiefs also said 
that Mashrab was fortunate to be out of prison and threatened 
to put him back behind bars for continuing to tell people 

that he had been tortured in prison. 


JUMAEV FAMILY LEADS PUBLIC PROTEST 


10. (C) While Mashrab was being held in pre-trial detention, 
his family organized a protest outside the Karakul 
Prosecutor\'s Office and Ministry of Interior Building. 

Alisher took several photos of the protest, which he shared 
with poloff. One picture shows Alisher, Yusup and Mashrab\'s 
mother in front of the Prosecutor\'s Office holding a banner 
that calls for the firing of \"terrorists\" from the police 

force, an end to police brutality and the freeing of Mashrab 
from prison. Another picture shows a plain-clothed 

individual from the Prosecutor\'s Office forcibly taking away 

a poster from Mashrab\'s mother. Alisher said that the family 
conducted the protest everyday between July 30 and August 12, 
and each time they were surrounded by plain-clothed 
individuals who took away their banners and forced them away 
from the premise buildings, sometimes hitting them as well. 


COMMENT 


11. (C) Mashrab\'s case would almost be comical, if it were 
not for the serious allegations of tortured involved. While 
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we are relieved that Mashrab has been released from prison, 
it is reprehensible that he endured 21 days of torture in 
pre-trial detention while awaiting trial for allegedly 

stealing asheep. Clearly, Mashrab was detained and 
prosecuted because he is the son of Yusup Jumaev, a vocal 
regime critic who has been persecuted himself in the past. 
The statement and video from the neighbor, the alleged 
victim, persuasively demonstrate that the charges against 
Mashrab have no basis in fact. Although Alisher is convinced 
that the President himself is involved in framing his 

brother, most likely Mashrab was targeted by lower level 
officials from his town or Bukhara province who probably view 
the family as troublemakers. It is interesting to consider 
whether the Jumaev family\'s public protest positively 
influenced the court\'s decision to release Mashrab. 
Authorities might have decided to let him off with a fine in 
order to avoid any more publicity surrounding the case, which 
was Clearly never very strong. 


Column 3 


12. (C) In addition, Mashrab\'s description of the torture of 
other detainees is disturbing, and confirms that individuals 
are being tortured into confessing non-existent ties to HT 

and that prisoners accused of religious extremism continue to 
be held separately and treated much more harshly than other 
prisoners. 

HANSON 
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(U) Sensitive but unclassified. Please protect accordingly. 


1. This is the inaugural issue of a new, periodic digest of news 
events which we hope will inform, educate, and perhaps occasionally 
amuse our readership. 


2. TABLE OF CONTENTS 


(U) POLITICAL NEWS: 

-- Chief Prosecutor Killed in Vanadzor 

-- Police stop opposition leafleting 

-- Iranian Vice-President Attends 4th Pan-Armenian Games 
-- When Minnows Mate: Dashink/Ramkavar party merger 


(U) ECONOMIC NEWS 
-- Russian cell firm hungrily eyes Armenia\'s VivaCell 
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-- New Taxpayers\' Handbook published 

-- Armenian Economy grows 12 percent in January-July 

-- Russo-Georgian firm buys disputed gold company 

-- Canadian firm explores for natural gas 

-- European Commission funds education (15 million Euro) 
-- Can Russia\'s ALROSA restore sparkle to diamond trade? 
-- EBRD launches SME lending program 


3. (SBU) CHIEF PROSECUTOR KILLED IN VANADZOR 


The chief prosecutor of Lori marz was shot to death in the regional 
capital of Vanadzor August 25. Albert Kazaryan was walking home 
from work just after midnight when an unidentified assailant fired 
four bullets into him. He died later in the hospital. Four shells 

from a makarov pistol were found at the murder site. President 
Kocharian said in a statement that he would personally oversee the 
investigation. Some accounts allege that Kazaryan was notoriously 
corrupt, while others suggest he was hated by prominent local 
figures for disrupting their own corrupt dealings. 


4. (U) POLICE STOP OPPOSITION LEAFLETING 


Police interfered with several opposition activists, among them 
Heritage parliamentarian Zaruhi Postanjyan, distributing leaflets 
August 18 to the participants and spectators at the opening of the 
Fourth Pan-Armenian Games. The opposition movement Aylentrank 
(Alternative) said that police detained three of its members and 

later released them after confiscating all the leaflets, which 

called for the release of some government critics who are now in 
prison (most notably former FM Alexander Arzumanyan). According to 
Postanjyan, she and her aide were jostled by police officers as they 
distributed the leaflets. The Police refused to confirm or deny 
Alternative\'s information, but told RFE/RL they are looking into 
Postanjyan\'s allegations. 


5. (U) IRANIAN VP ATTENDS 4TH PAN-ARMENIAN GAMES 


On August 18, Iranian Vice-President and Chairman of the Iranian 
Athletic Organization Mohammad Aliabadi arrived in Armenia to 
participate in the launch of the Fourth Pan-Armenian Games. The 
event gathered 2500 amateur athletes of Armenian decent from 94 
cities around the world. Notably, the Iranian delegation was the 
largest, numbering 321 persons. Aliabadi met with President 
Kocharian, Deputy Prime Minister Hovik Abrahamian, Foreign Minister 
Vartan Oskanian, Sports and Youth Minister Armen Grigorian, and 
Armenian National Olympic Committee President Gagik Tsarukian. He 
also signed a 5-year Memorandum of Understanding between the Iranian 
Athletic Organization and the Armenian Sport and Youth Ministry. On 
August 20, after the signing ceremony, Aliabadi had a short press 
conference on the topic of sports. He also referred to a public 
statement by Secretary Rice on talks about sanctions against Iran. 
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Aliabadi said that if the U.S. and its allies were capable of 
imposing sanctions, they would have done so in the course of the 
last 30 years. 


6. (SBU) WHEN MINNOWS MATE: DASHINK/RAMKAVAR PARTY MERGER 


On August 21, Nagorno-Karabagh\'s former military leader Samvel 
Babayan, whose minor Dashink party ran unsuccessfully for Armenian 
parliamentary seats in May 2007, confirmed reports that his party is 

in talks to merge with small, diaspora-linked Ramkavar Azatakan (or 
HRAK) and the virtually unknown National Rebirth parties. Media 
report the new party will bear Ramkavar\'s name and be led by 
Babayan. A Dashink spokesperson told the press that his party will 
likely meet for an extraordinary congress in September to seal the 
merger. Ramkavar\'s current leader Harutyuan Arakelyan said that he 
did not mind ceding his powers, as long as HRAK got stronger. Like 
a penniless aristocrat marrying a rich commoner, the merger links 
Ramkavar\'s distinguished pedigree, dating back to Armenia\'s 1918 
Republic, with Babayan\'s money and NK war hero credentials. Their 
de facto alliance in May 2007 yielded no electoral success, 

however. 
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7. (SBU) RUSSIAN CELL FIRM HUNGRILY EYES ARMENIA\'S VIVACELL 


Russia\'s top cellular operator, Mobile TeleSystems (MTS), is 
reportedly in talks to buy Armenia\'s leading mobile network 

provider, K-Telecom, operator of the popular and successful local 
VivaCell network. K-Telecom, controlled by the Lebanese Fattouch 
Group, entered the Armenian market in 2005 and quickly overtook the 
stodgy former monopoly Armentel to seize a dominant market share in 
mobile telephony. Vivacell has been coy, but company sources have 
told us privately that a deal seems close. MTS\' corporate parent, 
Sistema, confirmed its interest in mobile assets in the former 

Soviet republics, K-Telecom being one of the possible opportunities. 
Sector analysts estimate the value of K-Telecom, which currently 

has over 1 million subscribers, at around $600 million. Last year 
Vimpelcom, MTS\'s key rival in Russia, bought Armenia\'s No.2 mobile 
provider Armentel for $488 million. Vimpelcom\'s client base in the 
country stands at 530,000. K-Telecom is closely related, but 
corporately independent, of the Fattouch-owned cellular provider in 
Nagorno-Karabakh. 


8. (U) NEW TAXPAYERS\' HANDBOOK PUBLISHED 
On August 10, the Armenian Commerce and Industrial Chamber presented 


a Taxpayers\' Handbook, published with the support of the USAID. One 
thousand copies of the book will be disseminated among Armenian 
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businessmen and entrepreneurs. The handbook will also be posted on 
the Chamber\'s and the State Taxation Service\'s websites. Martin 
Sarkisian, the chairman of the Commerce and Industrial Chamber, said 
the handbook will help make the tax authorities\' performance more 
transparent. 


9. (U) ARMENIAN ECONOMY GROWS 12 PERCENT IN JANUARY-JULY 


The Armenian Statistical Service reports Armenia\'s economy grew 12.1 
percent in January-July over the same period a year ago, and 
amounted to $3.6 billion (USD equals to 356.7 AMD). Industrial 

output grew by only 1.3 percent, and agriculture grew by just 2.2 
percent. The biggest growth was again in construction, which saw 

$712 million in new investments. Armenia\'s total foreign trade in 
January-July rose 37 percent from a year ago to $2.263 billion. 

Exports grew 21 percent to $631 million, and imports were up 44.5 
percent to $1.632 billion. 


10. (U) RUSSO-GEORGIAN FIRM BUYS DISPUTED GOLD COMPANY 


The Russian firm Industrial Investors Group\'s Georgian subsidiary, 
Madneuli, signed a contract to buy the Canadian holding company that 
owns Ararat Gold Recovery Company (AGRC) on behalf of the Indian 
mining conglomerate Vedanta. The price has not been announced, but 
observers suspect it may surpass $100 million. Meanwhile, the 
August 20 trial date to resolve an underlying legal dispute for 

AGRC\'s rights to its major mine passed without action, as neither 
party to the action bothered to show up. Armenian authorities have 
moved to seize and resell AGRC\'s mining rights, apparently to 
Madneuli, charging the Indian subsidiary with numerous counts of 
fraud, tax evasion, and other sins. Many believe, however, that the 
GOAM sold AGRC its mining rights at bargain basement prices when 
gold prices were quite low, and now is simply engineering a 

lucrative \"do-over\" now that the assets are worth vastly more. 


11. (U) CANADIAN FIRM EXPLORES FOR NATURAL GAS 


Canadian company Transeuro Energy is to start exploration in the 
Armavir region for possible natural gas deposits. It plans to spend 
about $10 million for preliminary exploration and well-drilling. 

The first-stage works should last 3-4 months, which should clarify 

whether commercially-worthwhile deposits exist. 


15. (U) EUROPEAN COMMISSION FUNDS EDUCATION 


The Education and Science Ministry has announced that the European 
Union will give Armenia 15 million Euros to help it reform its 

vocational and pre-school education systems. The money will be 
spent in three stages in 2008-2010, and will be aimed at improving 
facilities, training 3500 teachers, and developing new teaching 
methodologies. 
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16. (U) CAN RUSSIA\'S ALROSA RESTORE SPARKLE TO DIAMOND TRADE? 


ALROSA chairman Sergei Vybornov met with Prime Minister Serge 
Sargsian to sign a partnership agreement between the GOAM and 
Russia\'s ALROSA CJSC, one of the world\'s leading gold and diamond 
mining companies. The joint venture will perform diamond cutting 

and jewelry manufacture. Armenia\'s diamond-cutting industry has 
suffered a major slump in the past two years, and the government 
hopes this new iniative will lead the troubled sector back to 

health. 
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17. (U) EBRD LAUNCHES SME LENDING PROGRAM 


The European Bank for Reconstruction and Development (EBRD) has 
signed a contract with Armenian ACBA Credit Agricole Bank CJSC to 
provide 12 million Euros to finance an SME lending program. EBRD 
will provide half of the total loan amount, with the remaining Euro 

6 million coming from Citigroup. This is the first syndicated loan 

to a financial institution in Armenia, and will be directed to SME 
lending both in urban and rural areas. 
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1. The Cypriot Foreign Ministry informed us August 28 that 
FM Erato Marcoullis has accepted the Secretary\'s invitation 
to attend the Women Leaders\' Working Group meeting on 
September 28. Per reftel, the following information is 
provided: 


-- Full Name and Title: H.E. Mrs. Erato Kozakou-Marcoullis, 
Foreign Minister of the Republic of Cyprus. 


-- Interpretation needs: None. FM Marcoullis speaks fluent 
English and French. 


-- Diet Preferences: FM Marcoullis prefers vegetarian meals. 


2. Embassy point of contact is Political OMS Marie Newcomb 
reachable at tel: 357-22-393530, fax: 357-22-393467, email: 
newcombma@state.gov. 


3. This RSVP is also being sent via unclassified email to 

S/WE staff: Sasha Mehra (mehras@state.gov) and Gerda Lane 
(laneg@state.gov). 

SCHLICHER 
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NEA/RA FOR ALIX SUNDQUIST 


E.O. 12958: DECL: 08/30/2017 

TAGS: ECPS, EINV, KPAL, KPAO, PGOV, EG, IS, IZ, KU, QA 

SUBJECT: SUBJECT: QTEL CHAIRMAN DISCUSSES PLANS FOR IRAQ, 
PALESTINIAN TERRITORIES, ARABSAT BROACASTS OF AL-ZAWRAA 


REF: A. 06 DOHA 1674 


B. KUWAIT 443 
C. JERUSALEM 1453 
D. STATE 84112 


Classified By: CDA Michael A. Ratney, reasons 1.4 (b) and (d). 


1. (C) SUMMARY: CDA and Econoff met August 29 with Sheikh 
Abdulla bin Mohamad Al Thani, Chairman of 
government-controlled QTel, and Dr. Nasser M. Marafih, QTel 
CEO, to discuss QTel investments in Iraq and elsewhere in the 
region, as well as ArabSat broadcasts of Al-Zawraa. QTel 
continues a rapid expansion of investments throughout the 
Middle East while faced with an imminent loss of monopoly 
status in Qatar. Sheikh Abdulla and Marafih believe Iraq has 
some of the highest potential growth in the regional 
telecommunications market and seem undaunted by security 
concerns. QTel-controlled Wataniya continues to wait for an 
Israeli-issued frequency before beginning operations in the 
Palestinian territories. In response to Charge\'s request for 
help stopping ArabSat broadcasts of Al-Zawraa, Sheikh Abdulla 
promised to look into the matter and respond to USG concerns. 
END SUMMARY. 


2. (U) QTel is Qatar\'s sole telephone, cell phone, and 
Internet operator. The GOQ rescinded QTel\'s monopoly status 
in late 2006 and established a new regulatory body, ictQatar, 
which will open the telecommunications market in coming 
months by issuing licenses to competitors (Ref A). QTel has 
spent over USD 4.5 billion for acquisitions this year, is 
present in 15 countries, and continues to look for areas to 
expand its network and investments in the Middle East and 
East Asia. In March, QTel acquired a 51 percent 
controlling-stake in Kuwait\'s Wataniya mobile company (Ref 
B), giving it an interest in the Palestinian territories and 

five countries in the region. With a total mobile subscriber 
base of 13 million, QTel is increasingly reaching beyond 
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Qatar\'s profitable but tapped-out market. 


3. (C) On August 17, the Asiacell Consortium acquired one of 
three 15-year GSM licenses in Iraq at a cost of USD 1.25 
billion. The consortium is majority-owned by Iraqi nationals 
and includes current operator Asiacell Iraq, QTel, and 
MerchantBridge, an investment bank. QTel holds 30 percent of 
the consortium\'s shares. Sheikh Abdulla noted that the 
licensing fee was much higher than expected. Iraq is 
requiring payments for the licenses on a very tight schedule, 
with the third and last payment by October, and QTel is 
having some difficulty arranging financing on such a short 
timeline. Despite the cost, QTel believes there is strong 
growth potential in the Iraqi market. There are currently 
about 10 million customers in Iraq using the three licensed 
providers, with 3.6 million using Asiacell, but the market is 
less than 40 percent penetrated. By contrast, Qatar\'s market 
is saturated at 125 percent, already more than one phone per 
person. The three carriers in Iraq used to be mostly 
segmented by region, with Asiacell predominating in the 
north, but national telecom systems are under development, 
according to Sheikh Abdulla. Most mobile services in Iraq 

are now pre-paid but the consortium plans to introduce more 
subscription-based plans as well as new technologies such as 
data services, according to Marafih. Charge told the QTel 
officials that the investment would be a welcome and tangible 
sign of confidence in Iraq\'s future. 


4. (C) As part of the new license, the group will inherit 

from Asiacell Iraq over 1600 telecom-related sites in the 
country, and is planning to upgrade and expand the network\'s 
infrastructure. QTel is also considering buying the Iraq 

assets of Egypt\'s Orascom Telecom, which did not bid on an 
Iraq license and is considering pulling out of the country. 
Sheikh Abdulla was not overly concerned about security in 
Iraq for the telecommunications sector, believing that there 
have been few attacks on installations. He opined that 
potential attackers may be deterred because they also depend 
on the network. Marafih was less sanguine on security, 

noting that Asiacell currently employs a 3,000-strong guard 
force for its telecom sites and attacks remain a concern. 
Sheikh Abdulla asked our assistance in coordinating, 
particularly on security, with U.S. officials in Iraq as 

their involvement in the lraqi market progresses. 


Uncertainty over Palestinian Investment 
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5. (C) On September 18, 2006, Kuwait\'s Wataniya (now 
QTel-controlled) acquired a license from the PA to be the 
second mobile operator in the West Bank and Gaza (Palestine 
Cellular Communications Ltd. has been the sole provider since 
1999). Wataniya established its corporate structure in the 
Palestinian territories through a partnership with the 

Palestine Investment Fund. Once Israel allocates a 
frequency, Wataniya will pay USD 355 million to the PA for 

the license (Ref C). Sheikh Abdulla said Wataniya is ready 

to launch services but has had to delay because of the lack 

of a frequency and security concerns following the Hamas 
takeover of Gaza. He said QTel was \"uncertain\" how to 
proceed and waiting for PA President Mahmoud Abbas and 
Israeli Prime Minister Olmert to reach agreement on releasing 
a frequency. He said he hopes the USG can bring some 
pressure to bear to move this process along. Sheikh Abdulla 
expects that Wataniya will for now only start services in the 
West Bank until the situation in Gaza becomes clearer. 


6. (C) Charge raised USG concerns over continued ArabSat 
broadcasts of Iraqi insurgent television Al-Zawraa (Ref D), 
noting that the program\'s violent and objectionable content 

is in direct opposition to Qatari and QTel interests, 

particularly given its recent decision to invest in Iraq. 

(Note: Qatar is one of ArabSat\'s five permanent board 
members and QTel represents Qatar on the board. End note.) 
Both Sheikh Abdulla and Marafih noted that Saudi Arabia and 
Kuwait own the largest shares of ArabSat and suggested 
pressuring them would be the best route to effect change. He 
agreed that Al-Zawraa programming was a problem and promised 
to discuss the issue with QTel officials and his Kuwaiti 
contacts and respond to U.S. concerns. 


7. (C) While Qatari officials have never been 

forward-leaning politically on Iraq, and have expressed deep 
misgivings about the current Iraqi leadership, they are 
showing no such reticence when it comes to turning a profit 
in the Iraqi market. QTel senior leaders clearly believe the 
Iraqi telecom sector shows strong potential despite ongoing 
security concerns. GOQ-controlled QTel\'s investment in Iraq 
can be seen as a significant and tangible vote of economic 
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confidence in the country\'s future. 


8. (C) Likewise, QTel\'s continued interest in starting 
Wataniya\'s delayed operations in the Palestinian territories 
demonstrate the GOQ\'s willingness to go where others fear to 
tread in pursuit of profit. Faced with losing monopoly 

status in Qatar and with an increasing network of affiliates 

and investments throughout the Middle East and Asia, the 
deep-pocketed QTel is transitioning from a protected national 
company into a serious, competitive international 
telecommunications operator. 

RATNEY 
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DEPARTMENT FOR IO/T: LAURA LUFTIG AND EB/TRA/OTP: MEGAN 
WALKLET-TIGHE 
USICAO MONTREAL: LAURA FAUX-GABLE 


E.O. 12958: N/A 

TAGS: PREL, EAIR, AORG, ICAO, Fl 

SUBJECT: FINLAND ACKNOWLEDGES IMPORTANCE OF U.S. ICAO 
CANDIDACY 


REF: STATE 115443 


1. (SBU) Econoff delivered reftel demarche on the U.S. 
candidacy to the Council of the International Civil Aviation 
Organization (ICAO) to Mr. Matti Tupamaki, Director of Air 
Transport at the Finnish Civil Aviation Authority (CAA). 
Although Tupamkaki did not explicitly say it, it was clear 

that, barring a major about face by the EU, Finland would 
support the U.S. candidacy. Acknowledging they were not 
seeking to trade votes, Tupamaki then asked for U.S. support 
of the Nordic Delegation,s candidate from Iceland. 


2. (SBU) Tupamaki, who will represent Finland as a Delegate 
in Montreal, acknowledged the crucial importance of the U.S. 
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in international aviation matters; however, he stopped short 

of voicing unconditional support for the U.S., stating that 

Finnish policy prohibits revealing support for candidates in 
advance. However, Tupamaki said in order for ICAO to 
\"function\" the U.S. must be involved, and that Finland would 
give the U.S. candidacy their \"most serious consideration.\" 
Tupamaki expressed surprise that candidacy questions were not 
discussed at all during the recent European Civil Aviation 
Conference meeting. 


3. (SBU) The Finnish delegation to the ICAO Assembly will be 
led by Mr. Kim Salonen, Director of CAA. Salonen previously 
served as a technical specialist in Montreal within the 

Nordic Delegation to ICAO. Other Finnish participants at the 
Assembly include: 

Mr. Lars Lovkvist, Representative of Finland on the Council 

of ICAO (Alternative Chief Delegate) 

Mr. Reijo Lamberg, Director, Flight Operations and Licensing 
at CAA (Delegate) 

Mr. Matti Tupamaki, Director, Air Transport at CAA (Delegate) 
Mr. Johan Skjal, Head of Unit, Air Transport Policy (Delegate) 
HYATT 
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ENERGY FOR ED MCGINNIS AND MAUREEN CLAPPER 


E.O. 12958: DECL: 08/30/2017 

TAGS: ENRG, PGOV, EPET, JO 

SUBJECT: JORDAN WELCOMES MOU ON NUCLEAR ENERGY AND PROPOSES 
SIGNING AT GNEP 
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REF: A. STATE 119740 
B. AMMAN 3557 
C. STATE 114102 


Classified By: Ambassador David Hale for Reasons 1.4 (b) and (d) 
1. (U) This is an Action Request. See para 4. 


2. (SBU) Summary: Minister of Higher Education and 

Scientific Research Dr. Khaled Tougan will represent the 
Government of Jordan (GOJ) at the September 16 Global Nuclear 
Energy Partnership (GNEP) Ministerial, and has proposed 
signing the Memorandum of Understanding (MOU) on Nuclear 
Energy with Secretary Bodman on September 16 or 17 in Vienna. 
Jordan would also like to begin as soon as possible 

negotiations on a nuclear energy cooperation agreement with 

the United States in order to allow competitive bidding for 

private sector assistance, particularly in uranium 

identification in the short-term. The GOJ has already 

initiated negotiations on similar agreements with Canada, 

Russia, the EU, and France. According to Tougan, main areas 
for potential USG assistance include mining, water 

desalination and power generation. End Summary. 


Minister Tougan to Attend GNEP 


3. (SBU) During an August 28 meeting with Econoffs, Minister 
of Higher Education and Scientific Research Khaled Tougan, 
also head of the GOJ\'s Nuclear Energy Committee, confirmed 
that he will attend the September 16 GNEP Ministerial in 
Vienna and sign the Statement of Principles on behalf of the 
Jordanian government, per Ref C. Tougan will arrive in 
Vienna on September 15 and will stay until September 18 in 
order to give a presentation on \"Nuclear Energy in the Middle 
East\" at the International Atomic Energy Agency\'s (IAEA) 
Scientific Forum 2007. He thought that Jordan\'s Ambassador 
in Vienna or Dr. Ziad Kodah, Director General of the Atomic 
Energy Commission, would represent Jordan at IAEA\'s General 
Conference. 


Memorandum of Understanding 


4. (SBU) Tougan welcomed the draft MOU on Nuclear Energy and 
Other Energy Fields (Ref A), also delivered via diplomatic 

note to the Foreign Ministry (MFA) on August 28. Tougan 
indicated that the GOJ would review and submit the document 

for Cabinet approval at its next meeting, currently scheduled 

for September 4. At first glance, Tougan did not see any 

issues of concern, but noted that the MFA would need to 
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review the clause on United Nations Security Council 

Resolution 1540. NOTE: MFA Legal Advisor Mahmoud Hmoud told 
Econoff separately August 29 that the GOJ may request the 
clause to be broader to reflect acommitment to the 

resolution in its totality rather than to only one of its 

obligations. END NOTE. Tougan also commented that it seemed 
more appropriate to have a government-to-government document 
that perhaps could be signed by Secretary Bodman on behalf of 
the U.S. government and Minister Tougan on behalf of the GOJ 

on the margins of the GNEP Ministerial, either on September 

16 or 17. ACTION REQUEST: Post requests that the Department 
of Energy confirm whether Secretary Bodman\'s schedule would 
permit the MOU signing to take place on either of those dates 

in Vienna, assuming MOU negotiations have concluded by that 
time. 


Need for an Energy Mix 


5. (C) Speaking about his vision for the nuclear energy 
program in Jordan, Touqan stressed that an energy mix needed 
to be introduced in order for Jordan to graduate from its 
dependency on imported oil, and to secure Jordan from energy 
shocks, particularly rising oil prices. According to Touqan, 
when the price of crude oil was $60/barrel, the GOJ budgeted 
a 90 million JD ($127 million) surplus from profits from 
unsubsidized gasoline sales, but with oil prices hitting 
$70/barrel, the government has had to pay approximately 150 
million JD ($212 million) in subsidies. He speculated that 

the government would lift fuel subsidies completely in 
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January 2008 in order to relieve the budgetary burden (Ref 

B). Although the press continues to report on imminent 
imports of oil from Iraq, Tougan said that the GOJ could not 
count on that source, and the GOJ is walking away in the 
media from earlier claims that the Iraqi imports would soon 
arrive. NOTE: Jordan and Iraq signed an agreement on Iraqi 
oil exports to Jordan at a special set price in 2006, but the 
agreement has not yet been implemented due to technical and 
security problems in Iraq. END NOTE. Underscoring the need 
for an energy mix, Tougan envisioned nuclear energy providing 
30 percent of Jordan\'s energy needs by 2030, complemented by 
other forms of energy such as renewables, oil shale, and gas. 


Pursuing Various Nuclear Energy Cooperation Agreements 
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6. (C) Although Tougan acknowledged that a reactor would not 
be in place to generate electrical power before 2015, he 

hoped that mining for uranium would start right away, and 

said that the Washington International Group has expressed 
interest in assisting with uranium identification. In order 

to start this process, he highlighted the need for a nuclear 
energy cooperation agreement (NCA) with the United States, as 
well as several other countries, to provide the framework for 
international competitive bidding. He added that the GOJ has 
already approached France, Canada, Russia, and the EU to 
initiate NCAs. He believed negotiations with those countries 
that are keen on selling their technology, particularly 

Canada, would move more quickly than with the United States. 
Tougan alluded to the attractiveness of Russian and Canadian 
water reactors that use natural uranium fuel as way to move 
away from enrichment. 


7. (C) With regards to an agreement with the U.S., he 

expected to see pressure on the U.S. Congress by pro-Israel 
lobbyists, oil companies, and those who do not believe in 
importing nuclear technology into the \"unstable\" Middle East. 
Tougan thought that Israel would also oppose Jordan\'s 
acquisition of a nuclear reactor from a Western country, 
including the United States. COMMENT: The Israeli Ambassador 
here told Ambassador on August 27 that the GOI was not going 
to block Jordan\'s nuclear power ambitions, but did have 
concerns about the possibility a reactor would be located in 

the lower Jordan Valley, an earthquake zone. END COMMENT. 
Tougan also opined that eventually the proposed Middle East 
Nuclear Free Zone would again come into play, even though 
such an initiative focused on nuclear weapons rather than 
peaceful civilian nuclear energy. 


Potential Areas of USG Assistance 


8. (U) Tougan believes that Jordan can build human capacity 
for anuclear program upon a strong base of electrical, 
chemical, and nuclear scientists. He identified three main 
areas for potential USG assistance: 1) mining, 2) water 
desalination, and 3) power generation. Tougan confirmed that 
the GOJ would send someone to the October 1-5 IAEA technical 
meeting on uranium mining in Namibia. He also welcomed the 
suggestion that some sort of collaboration or exchanges might 
be possible through the Colorado National Guard State 
Partnership Program, and noted that the Colorado School of 
Mines might be a potential partner. In general, the Minister 

is open to building relationships and exploring partnerships 
with various institutions involved in nuclear energy, 

including universities, research labs, governments, and 
companies. 
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Visit Amman\'s Classified Web Site at: 
http://www.state.sgov.gov/nea/p/amman/ 
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STATE FOR SCA/INS, USPACOM FOR FPA 


E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, PGOV, MV 

SUBJECT: \"NEW MALDIVES\" MINISTERS WHO RESIGNED PREDICT 
ROCKY ROAD FOR REFORM PROCESS 


REF: COLOMBO 1166 


Classified By: Ambassador Robert O. Blake, Jr. for reasons 
1.4 (b) and (d). 


1. (C) Summary: At a private dinner on 8/29 hosted by 
Ambassador, the three leading \"New Maldives\" advocates for 
political reform, all of whom resigned from the government in 
recent days, candidly discussed the bleak outlook for 

political reform and the unsuccessful negotiations they had 
with President Gayoum to persuade him not to run for 
President in the elections expected in 2008. The three 

believe Gayoum\'s departure is the only way to usher out the 
old, corrupt guard around Gayoum and allow a new, younger, 
cleaner, and more reform-minded generation of leaders to take 
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charge. They think the majority of the Cabinet and the 

country agree. They asserted that the MDP will not 

participate in the drafting of a new constitution out of 

pique with the Government\'s handling of the referendum 
process. With the MDP outside the process, it will be forced 

to take its campaign for reform into more public forums and 
demonstrations which will likely be met by more arrests, 
harassment, and even violence. The three former ministers 
plan to play an active role in encouraging reform, but have 

not yet decided whether to form a new party. They urged that 
the US and UK in particular remain engaged in encouraging 
democratic reform and implementation of the President\'s Road 
Map since there are now few advocates for change within the 
Government. They also asked that the international community 
suggest to the Maldivian Government that it request the UNDP 
in Male to arrange a UN assessment of what steps need to be 
taken to ensure free and fair elections and constructive 
participation by international observers. End Summary. 


Gayoum Must Go 


2. (C) Ambassador hosted dinner in Male on 8/29 for former 
Foreign Minister Anmed Shaheed, former Attorney General 
Hassan Saeed, and former Justice Minister Mohamed Jameel 
(strictly protect all three throughout). The three are among 
the most progressive \"New Maldives\" politicians who had been 
pressing for political reforms. The three attributed their 
resignations to what they saw as backtracking by Gayoum on 
his earlier promises to them that he would not contest the 
Presidential elections expected to be held at a time to be 
determined in 2008. In describing their informal 

negotiations with Gayoum that have been underway since the 
beginning of the year, the three noted their growing 
skepticism that Gayoum would relinquish power. 


3. (C) But that pledge began to unravel quickly. Shaheed 
described a visit that he and Saeed arranged for the 
President to the southern atoll of Addu, an area where 
Shaheed, Saeed and the MDP enjoy substantial popular support 
and the President virtually none. Shaheed said that thanks 
to their extensive efforts to prepare the visit, good crowds 
turned out and treated the President respectfully. The 
President however, gained misplaced confidence from this 
visit and believed mistakenly he could gain support in the 
south which persuaded him to decide to run in 2008 after all. 
At first, Shaheed said, the President told the three 

ministers he would run, serve for a year, and then resign. 

As the months ticked by, the President continued to lengthen 
the period in which he would serve before resigning. Then in 
early August he told Shaheed that he planned to serve for an 
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entire five-year term if elected. At this point Shaheed 
informed the President of his intention to resign and of his 
conviction that the country needs a new generation of 
leaders, which can only happen if Gayoum leaves office. 


4. (C) Shaheed confided that his decision to part publicly 

with the President was not easy after 10 years of working as 
one of his closest advisors. But he reiterated that Gayoum\'s 
departure was the only way to usher out the old, corrupt 

guard around Gayoum and allow a new, younger, cleaner, and 
more reform-minded generation of leaders to take charge. 
Shaheed and Saeed said that the majority of Gayoum\'s cabinet 
agree that Gayoum must go and predicted that if elections 


were held only a handful of Ministers and the President\'s 
immediate family would campaign for him. The three also 
believe that the country wants a change. They said that 
Gayoum can only count on the support of the atolls in the 
north if he were to run. He would likely lose the vote in 
urban areas, particularly in Male, as well as most of the 
southern atolls. 


Prospects for Reform Program 


5. (C) The three former ministers predicted that the 

political reform program faces a rocky road in the months to 
come. They explained that political reform enjoys little 

support within the cabinet now that the three of them have 
resigned. They confirmed rumors that Information Minister 
Nasheed will likely be given the additional responsibility of 
overseeing the reform program. They cautioned however, that 
Nasheed is not considered a reform advocate. They noted that 
the Defense Minister, Construction Minister, and one or two 
other ministers support political change, but none of them 

will have line responsibility for the political and legal 

reforms under consideration. 


Old Faces, New Bottles, Same Old Wine 


6. (C) They evinced equal skepticism about some of the new 
faces now taking influential positions. The new Foreign 
Minister for example, worked for many years in the 

Presidential Secretariat, where he was repeatedly accused of 
corrupt practices and finally demoted by Gayoum to be Deputy 
Foreign Minister. His promotion after Shaheed\'s departure 
reflected the few alternatives available to President. The 
Ambassador inquired about the future of former Ambassador to 
the UN and US Latheef. The three explained that Latheef had 
been accused of corruption during his tenure as Minister of 
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Education and was sent to the UN before the charges became a 
political liability for Gayoum. Shaheed indicated that 

Latheef was slated to assume charge of the Civil Service 
Commission, which will give him control of the country\'s 

40,000 civil servants and significant patronage 

opportunities. Latheef reportedly remains close to President 
Gayoum\'s half brother Yameen. 


Grim Outlook for MDP 


7. (C) The three former ministers predicted that relations 
between the government and the MDP are likely to sour 

further. The MDP reportedly has already informed the 
government that they will not participate in the negotiations 

to draft a new constitution, because of their deep 

unhappiness at what they see as the government\'s heavy-handed 
manipulation of the recent referendum (septel). The 
Ambassador told Shaheed that he had urged the MDP to 
participate in the drafting of the new constitution because 
otherwise there would be no one inside the drafting process 
with a true commitment towards political reform. Shaheed and 
the others agreed the MDP should participate. He said that 
while there probably were irregularities, they did not affect 

the referendum outcome and the MDP should be proud of the 
tally they received. He predicted that with the MDP outside 

the process they would be forced to take their campaign for 
reform into more public forums and demonstrations which would 
likely be met by more arrests, harassment, and even violence. 


New Coalition for Reform? 


8. (C) Asked what role they intended to play to help the 

reform process, the three former ministers said they plan to 
play an active role, but have not yet decided whether to form 

a new party. They indicated that they would establish their 

own private law firm this week so that they could earn some 
income. They also spoke of their plans to form a coalition 

of reform-minded members of parliament composed of centrists 
from the government DRP party, the opposition MDP and other 
parties. Shaheed thought it would be necessary to establish 


a party at some point, but said they would wait to do so 

until they had canvassed potential support for their centrist 
coalition. Shaheed also indicated that he and his colleagues 
plan to use Shaheed\'s Open Society Institute as a platform 

for public debate on the need for democratic change. 
Ambassador noted that the US plans to host a series of events 
as part of US-Maldives friendship week in early November. He 
suggested that the US Embassy arrange for a US expert on 
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elections and democratic processes to speak, perhaps by DVC, 
after which Shaheed, the Ambassador, and perhaps 
representatives of other political parties could lead a 

public discussion. All three former ministers 

enthusiastically endorsed the idea. 


Next Steps for the International Community 


9. (C) Asked what role the US and other concerned countries 
could play to help promote democratic reform, Shaheed and his 
colleagues responded that it would be critical for the US and 
UK in particular to remain actively engaged since the US and 
UK enjoy good relations and access to all of the key players. 
The Ambassador suggested that he organize a meeting in 
Colombo for the three with Ambassador Chilcott, the EU head 
of Mission and perhaps one or two others the week of 
September 3rd so the three former ministers could explain the 
situation to colleagues in Sri Lanka and chart a common 
agenda for consideration by capitals. The three former 
ministers agreed this would be useful. Beyond that, Shaheed 
suggested that the international community press Gayoum fully 
to implement his own Road Map for political reform since most 
of the key bills for that road map have already been 

introduced. Shaheed also asked that the international 
community suggest to the Maldivian Government that it request 
the UNDP in Male to arrange a UN assessment of what steps 
need to be taken to ensure free and fair elections and 
constructive participation by international observers. 

Shaheed said that UN Resident Representative in Male 
Coeur-Bizot had already had informal talks with the 
government about this and Gayoum reportedly is amenable to 
the idea, but has not yet made the request. 


Comment 


10. (C) The departure of these three reformers from the 
Cabinet marks the beginning of what is likely to be a more 
difficult road ahead for political reform. Their public 

break with Gayoum underlined their loss of hope that he would 
be willing to step down and allow them and the next 
generation of leaders they represent to take charge. They 

are not naive about the challenges they and the opposition 

will face to sweep aside the older, corrupt generation. But 
they are confident that the majority of the country will 

support change. Ironically, Shaheed joined the President in 
campaigning in favor of the Presidential system of government 
before the recent referendum because he and his colleagues 
believe that free and fair elections are the best hope for 
removing Gayoum who has been in power for almost 30 years. 
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The US and others must play a leading role in encouraging 
Gayoum to proceed with his own roadmap and work with the UN 
and others to lay the basis for the country\'s first truly 

free and fair Presidential elections ever. Embassy will 

report more after our planned follow-up meetings next week in 
Colombo. 

BLAKE 
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E.O. 12958: N/A 

TAGS: EPET, ETRD, PREL, EINV, ECON, CY 

SUBJECT: RENEWABLE SOURCES OF ENERGY IN CYPRUS: A SECTOR WITH GREAT 
POTENTIAL FOR U.S. COMPANIES 


1. Summary: By 2010 the Government of Cyprus (GOC) must fulfill its 
European Union (EU) obligation and produce six (6) percent of total 
power consumption from Renewable Sources of Energy (RSE). Currently, 
power generation from RSE is effectively non-existent, although 

there is widespread use of solar hot-water heaters. The GOC will be 
offering incentives for domestic and industrial use of RSE, 

especially for photovoltaics. All guidance and licenses for RSE 
development comes from the Cyprus Energy Regulatory Authority 
(CERA), which has already issued licenses for the construction of 
wind energy parks for a total of 450 MW. Given the imperative for 
Cyprus to bring production of RSE on-line quickly, the RSE sector 
has considerable potential for U.S. companies. End Summary. 


2. According to information received from senior officials of the 
CERA, increasing electricity consumption and commitments to the EU 
to increased use of RSE, is compelling the GOC to urgently give a 
boost to the use of photovoltaics for generating electricity. Part 

of the GOC\'s incentive package will encourage electricity from RSE 
by providing RSE producers with priority access to the grid - all 
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RSE energy produced will go directly to the operators of the grid 

and will be paid a premium of CYP 0.26 cents/kwh over the price of 
CYP 0.04 cents paid for carbon-based generation. The difference will 
be paid by the GOC from a special subsidy fund. The Electricity 
Authority of Cyprus (EAC) owns the transmission grid (which is not 
interconnected with any other grid) but the operation of the grid 

was recently transferred to a newly created organization called the 
Transmission System Operator. This is to prevent the EAC from giving 
dispatch preference to its own generating sources. 


3. In addition to industrial level RSE generation, CERA is planning 

to encourage homeowners to install photovoltaic systems on their 
rooftops. Costs of installing a household photovoltaic unit are 
considered high (approximately USD 2,000 per KW). However, CERA 
intends to require all excess power produced to be taken by the grid 
with credits to the homeowner/generator paid at the above-mentioned 
subsidized rate. CERA estimates payback for system installation in 7 

- 10 years and a 20-year home system life-span. 


4. In addition, commercial banks have reportedly agreed to make 
loans for home solar installation to be repaid from the borrower\'s 
sale of power into the grid. Once the loan is repaid, all generation 
rights are transferred to the system homeowner. The GOC is hopeful 
that 50,000 houses will use photovoltaics for energy generation by 
2020. 


5. The Church of Cyprus (through the Archbishop) has told CERA (and 
the press) it intends to invest CYP 100 million (USD 235 million) in 
photovoltaic installations. The Church has already identified land 

it owns that could be used for this purpose. CERA has advised the 
Church to appoint consultants to carry out a feasibility study 

before proceeding with any installations. Moreover, the Church will 
likely issue a tender for the purchase of the photovoltaics. 


6. Comment. The GOC is caught between rapidly increasing energy 
consumption and commitments it has as an EU member to utilize 
renewable energy sources. It is willing to think creatively about 
ways to accomplish these objectives. Post will work with the U.S. 
DOC to publicize this opportunity to U.S. firms that can provide 
solutions to Cyprus\' RSE needs. 


SCHLICHER 


120486 

RR RUEHWEB 

DE RUEHLJ #0558/01 2421142 

ZNY CCCCC ZZH 

R 301142Z AUG 07 

FM AMEMBASSY LJUBLJANA 

TO RUEHC/SECSTATE WASHDC 6079 

INFO RUEHGB/AMEMBASSY BAGHDAD 0023 


Column 3 
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E.O. 12958: DECL: 08/30/2017 
TAGS: PREL, MARR, SI 
SUBJECT: SLOVENIA RENEWS ITS COMMITMENT TO NMT-I 


Classified By: CDA GShelton E.O. 12958, reason 1.4(b, d) 


1. (C) Slovenia has renewed its commitment to the NATO 
Training Mission in Iraq (NTM-I) by deploying two fresh 
troops to Baghdad to replace two soldiers who returned to 
Slovenia as scheduled. An officer who will perform 
logistical base operations and a non-commissioned officer who 
will serve as a military instructor for Iraqi soldiers 

arrived in the second week of August. The new contingent 
will remain in Iraq for 6 months. Zorica Bukinac Cimpersek 
of the MFA Security Policy Division told Emboff that there is 
no/no defined end date for Slovenia\'s participation in NTM-I 
and that the Government of Slovenia (GOS) will determine 
additional deployments according to future political and 
tactical considerations. 


2. (C) SloveniaWs participation in the NMT-I had been called 

into question in February when Slovenia\'s contribution was 
halved by NATO\'s normal force reductions, leaving just two 
trainers in Iraq. Although senior GOS officials had 

continued to say they supported efforts in Iraq, media 

reports quoted Slovenian Armed Forces spokesman Simon Korez 
in mid-May stating the two soldiers would not be replaced at 

the end of their tour. The Slovenian press reported the 

troop rotation without comment and the deployment has not 
drawn any public criticism in the media. Stanislav Vidovic, 

Head of the MFA Security Policy Division, recently 

acknowledged to CDA that efforts by COM and EmbOffs to 
encourage Slovenia\'s continued presence in Iraq had succeeded 
in loosening the logjam that had prevented movement in the 
GOS inter-agency debate on a renewed deployment. 
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DEPARTMENT PASS USTR FOR PATRICK COLEMAN 
TREASURY FOR TRINA RAND 

USDOC FOR 4510/ITA/IEP/ANESA/OA/JDIEMOND 
AF/S FOR RMARBURG 


E.O. 12958: N/A 
TAGS: ECON, ETRD, EINV, SF 
SUBJECT: SOUTH AFRICA\'S TRADE PERFORMANCE IN 2006 
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1. (U) Summary. South Africa\'s strong import demand for 
crude oil and capital equipment, along with comparatively 
moderate export growth, resulted in an 80 percent widening of 
the current-account deficit during 2006. Strong consumer 
demand, spurred by relatively low levels of debt servicing 
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cost, contributed to a 32.5 percent increase in merchandise 
imports in 2006, while merchandise exports increased by 20.3 
percent. The South African Government\'s (SAG) 
multi-billion-rand capital expansion program will ensure 

import growth continues, while exports will benefit from 

strong global demand for commodities. In 2007, exports are 
expected to benefit from a moderately weaker rand and strong 
global demand. Economists expect the current-account deficit 
to remain above 6.5 percent of GDP in 2007. China is slowly 
eating into Germany\'s position as the largest supplier of 
imports and the U.S. is threatening Japan\'s position as South 
Africa\'s largest export destination. End Summary. 


2. (U) According to data released by the South African 
Revenue Service (SARS), the value of merchandise imports, 
which had increased by 14.5 percent in 2005, increased by an 
additional 32.5 percent in 2006. The strong demand for oil 
and capital equipment and vibrant consumer demand contributed 
to the increase in 2006. Imports of mineral products 
increased by 67.7 percent, largely because of higher crude 

oil prices, while imports of vehicles and transport equipment 
swelled by 17.8 percent in 2006. Machinery imports, pushed 
by the upward trend in fixed capital formation, increased by 
32.5 percent and accounted for 26.2 percent of total imports 
in 2006. 


Value of South Africa\'s Major Imports 

Imports 2005 2006 Percent Percent of 
Change Total Imports 

Machinery $13.1bn $17.3bn 32.5 26.2 

Mineral Products $7.6bn $12.7bn 67.7 19.2 

Vehicles $6.5bn $7.7bn 17.8 11.6 

Chemical Products $1.6bn $2.1bn 20.3 8.2 


3. (U) China continued to expand its share of South Africa\'s 
import market at the expense of South Africa\'s other leading 
trading partners, including the U.S. China\'s increased share 
in the import market was mainly due to high volumes of 
low-cost merchandise imports, which are slowly eating into 
Germany\'s position as the largest supplier of South Africa\'s 
imports. 


South African Import Sources 


Country (Percent of Total Imports) 


Column 3 


2005 2006 
Germany 141 12.6 
China 9.0 10.7 
U.S. 7.7 7.6 
Japan 68 65 
Saudi Arabia 5.6 5.3 
U.K. 5.5 5.0 


Africa 4.9 6.7 


Imports from Africa increased largely due to a doubling of 
oil imports from Nigeria and Angola. 


4. (U) The value of total imports from the U.S. increased by 
15.9 percent from $3.652 billion to $4.234 billion in 2006, 
according to the U.S. International Trade Commission (USITC). 
South Africa imported mostly machinery and mechanical 
appliances, vehicles and aircraft, as well as medical 
instruments. Moreover, there was a significant increase in 
imports of live animal products (805.5 percent), dairy 

produce (550.0 percent), fertilizer (447.3 percent), cement 
(390.4 percent), and iron and steel (214.7 percent) in 2006. 
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5. (U) SARS reported that the value of South Africa\'s 
exports increased by 20.3 percent in 2006. Exports benefited 
from strong global demand and the surge in international 
commodity prices. The increase was most noted in the 
\"precious metals\" category, where exports increased by 33 
percent in 2006. Precious minerals constituted 28 percent of 
the total export basket with platinum the largest export 
earner in this category, followed by gold, and diamonds. 
Base metal exports, which mainly consist of basic iron and 
steel exports, increased by 16.2 percent in 2006 and 
constituted 17 percent to the export basket. Higher gold 
prices served to offset a continuing decline in gold 
production, while the value of coal exports exceeded the 
value of diamond exports. Mining exports in total 

constituted 45 percent and manufacturing 51 percent of the 
total value of South African merchandise exports in 2006, 
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respectively. 


6. (U) Manufacturing exports benefited from the sustained 
buoyancy of the global economy and a weaker rand. 
Manufacturing exports in the form of machinery, vehicles, and 
chemical products increased by 35.6 percent, 17.4 percent, 
and 6.9 percent, respectively. The export value of the 
\"mineral products\" category (petroleum 
refineries/synthesizers) increased by 22.5 percent in 2006. 
Agricultural exports constituted 4 percent of total exports 
and showed a 7.9 percent decline in 2006. The poor export 
performance of the agricultural sector was mainly due to 
fewer maize exports as a result of a reduction in maize 
plantings during the 2005-2006 season. 


Value of South Africa\'s Major Exports 

Exports 2005 2006 Percent Percent of 
Change Total Exports 

Precious Metals $11.8bn $15.6bn 33.0 27.7 

Mineral Products $6.8bn $8.3bn 22.6 14.7 

Base Metals $8.3bn $9.6bn 16.2 17.0 


Machinery $4.2bn $5.7bn 35.6 10.0 
Vehicles $4.5bn $5.3bn 17.4 17.4 
Chemicals $3.1bn $3.3bn 6.9 5.9 


Agricultural Prod. $2.2bn $2.0bn -7.9 3.6 


7. (U) Japan and the U.S. remained South Africa\'s main 
export markets in 2006, receiving 10.7 and 10.5 percent of 
total exports, respectively. Exports to China increased by 
64 percent, constituting 4.3 percent of total exports. The 
U.S. increased its share of total exports, threatening 
Japan\'s position as the largest export market. 


South African Export Destinations 


Country (Percent of Total Exports) 


2005 2006 
Japan 10.0 10.7 
U.S. 9.5 10.5 
U.K. 9.7 8.0 


Germany 6.5 68 
Netherlands 4.5 4.7 
China 2.7 4.3 
Africa 14.0 13.3 
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8. (U) The USITC reports that the total value of exports to 

the U.S. increased by 28.1 percent from 2005 to 2006, driven 
by an increase in the value of precious metals and stones, 

iron and steel, machinery, aluminum, and vehicle exports. 

The value of exported precious metals and stones increased by 
40.6 percent for the period, followed by aluminum exports 
which increased by 24.7 percent and iron and steel by 41 
percent. The value of vehicle exports increased by 64.6 
percent from $287.1 million in 2005 to $472.5 million in 
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2006. South African paper exports to the U.S. increased by 
more than 600 percent from $1.3 million in 2005 to $9.2 
million in 2006. 


9. (U) South Africa\'s strong import demand for crude oil and 
capital equipment, along with comparatively moderate export 
growth and increased in dividend payments to foreign 
shareholders, resulted in an 80 percent widening of the 
current-account deficit in 2006. The current-account deficit 
widened from R62.3 billion ($8.9 billion) in 2005 to R112.4 
billion ($16 billion) in 2006. Relative to GDP, the deficit 
increased from 4.0 percent in 2005 to 6.5 percent in 2006. 


10. (U) Exports are expected to benefit from continued 
strong global demand and moderately weaker rand, predicted to 
be on average at $7.15/$ in 2007. The SAG\'s 
multi-billion-rand capital expansion program, high crude oil 
prices, this year\'s drought, and a weaker rand will ensure 
that imports values will remain high. According to the 

USITC, South Africa\'s exports to the U.S. increased by 20.4 
percent in the first half of 2007, increasing the likelihood 

that the U.S. will soon become South Africa\'s largest export 
market. Given the trade outlook, economists expect the 
current-account deficit to remain above 6.5 percent of GDP in 
2007. 

Teitelbaum 
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DEPT FOR DRL/NESCA JOSEPH BARGHOUT, NEA/ELA GAUTAM RANA, 
AND EUR/ERA JEFFREY GIAUQUE 


E.O. 12958: DECL: 08/30/2017 
TAGS: PHUM, EUN, JA, KDEM, PREL, SA, SY, SI 
SUBJECT: SLOVENIA: TRAVEL BAN ON SYRIAN ACTIVIST RIAD SEIF 


REF: STATE 119436 
Classified By: CDA GShelton, Reasons 1.4 (b,d) 


1. (C) In an August 28 meeting with Director General of the 
Slovenian Foreign Ministry\'s Directorate for European Affairs 
and Bilateral Political Relations Bogdan Benko, Charge 
d\'Affaires requested that Slovenia issue a public statment 
similar to the Department\'s August 15 statement calling on 
the Syrian government to allow Riad Seif to travel outside 
Syria to receive urgent medical treatment. Post provided the 
MFA with a copy of the Department\'s August 15 statement. 
Benko acknowledged our request. 

SHELTON 
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E.O. 12958: DECL: 08/29/2017 
TAGS: CS, KJUS, PGOV, PINS, PREF, PREL, PTER, SNAR 
SUBJECT: ASSESSMENT OF COSTA RICAN SECURITY REQUIREMENTS 


REF: A. STATE 107145 
B. SAN JOSE-WHA/CEN EMAILS OF 08/08/2007 AND 
08/24/2007 


Classified By: Ambassador Mark Langdale per 1.4 (d). 


1. (C) SUMMARY: Costa Rica remains a significant 
transshipment point for drugs, people, currency and weapons. 
A successful comprehensive regional security strategy for 
Central America must include appropriately trained and 
equipped Costa Rican forces, willing and able to cooperate 
with counterparts in neighboring countries, both civilian and 
military. The GOCR is moving in the right direction; Costa 
Rica,s dependence on USG security assistance gives us some 
leverage to nudge the GOCR further. Eventually, Costa Rica 
could model an effective, non-military security force capable 
of dealing with transnational criminal activity and violent 
domestic crime. We suggest a list of prioritized initiatives 
(see para 8), in support of USG and GOCR law enforcement 
objectives, consistent with the SICA regional security 
strategy, and built upon on-going GOCR initiatives. Our list 
concentrates on public security/law enforcement as well as 
counternarcotics/border security initiatives, in order to 

equip Costa Rica to make full use of its location and 

existing assets. This would have a significant and positive 
impact on regional security, in our view. END SUMMARY. 


2. (SBU) Costa Rica remains a significant transshipment 
point for drugs, people, currency and weapons being smuggled 
between the U.S. and South America. GOCR authorities seized 
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a record 25.5 MT of cocaine in 2006, for example, including 
14 MT seized off Costa Rica,s coasts by U.S. assets, under 
the terms of the 1998 Bilateral Maritime Agreement. The 
trend has continued into 2007. In July and August alone, 
joint USG-GOCR efforts intercepted four go-fast boats, and 
forced a fifth to turn back towards Panama. The results: 
more than three MT of cocaine seized or sunk, and 13 
individuals detained. Ashore, USG-GOCR law enforcement 
cooperation uncovered a probable fuel depot for go-fasts and 
a cocaine cache which netted another two MT of cocaine, over 
1200 gallons of fuel and three more arrests. 


3. (SBU) Since January 1, the GOCR has tallied nearly 30 MT 
of narcotics seized, plus $3 million in cash, $2.4 million 

alone hidden in a tractor-trailer attempting to enter Costa 
Rica from Nicaragua in July. These successes point to the 
underlying flow of narcotics and currency through Costa Rica 
and its waters by traffickers who are overwhelmingly 
Colombian and increasingly violent. A group targeted 
Minister of Public Security Berrocal in June, for example, 
further fueling the widespread public concern about domestic 
security. Meanwhile, crime rates continue to rise, remaining 
a top concern in opinion polls. 


4. (SBU) The flow of illegal immigrants, in particular 

Chinese, has also posed challenges for the GOCR. In October 
2006 and April 2007, 185 Chinese were rescued from two 
crippled smuggling vessels in Costa Rican waters. The last 

of these are only now being repatriated to China. The 

GOCR,s June 1 recognition of China, and the rush to 

establish full relations, including easing restrictions on 

Chinese businessmen coming to Costa Rica or Chinese visiting 
with a valid US or EU visa, have raised the specter of even 
greater human smuggling flows to and through Costa Rica. 


5. (C) A successful comprehensive regional security strategy 
for Central America therefore must include appropriately 
trained and equipped Costa Rican forces, willing and able to 
cooperate with counterparts in neighboring countries, both 
civilian and military. The GOCR is moving in the right 
direction, and is beginning to reform its antiquated and 
ineffective domestic security apparatus. Costa Rican 
security forces remain the least corrupt in Central America, 
but they are significantly under-funded and under-trained, 
relying heavily on U.S.- supplied training and equipment, as 
well as on-going investigative, operational and technical 
support. In addition, Costa Rica,s sense of exceptionalism 
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has made them historically reluctant to embrace regional 
initiatives, while their historic &allergy8 to most things 
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military has limited their cooperation with armed forces. 


6. (C) Costa Rica,s dependence on USG security assistance 
gives us some leverage to nudge the GOCR further towards the 
goal of having an effective domestic security force that 
ultimately can serve as a regional model for combating 
transnational criminal activity and violent domestic crime 
without a military. Any new USG assistance, like our current 
programs, should build on what the GOCR is already doing, and 
have synergistic applications for counter-narcotics, 
counter-crime and counter-terrorism efforts. While our 
assistance flow (especially if increased) gives us additional 
influence over Costa Rica,s security forces in the short- to 
medium-term, our long-term objective should be to enhance 
Costa Rica,s independence on security issues, not fuel 
dependence. To face the transnational threats confronting 

the region, Costa Rica must learn to rely more on its own 
means, working more closely with its neighbors. 


7. (C) In light of the above, Post,s Law Enforcement 
Committee suggests the following initiatives, in support of 
USG and GOCR law enforcement objectives and consistent with 
the SICA regional security strategy. Our suggestions are 
intended to encourage Costa Rica,s partnership, 
inter-operability, intelligence and information sharing, as 
described in Reftel. These suggestions also build upon 
on-going GOCR initiatives, in order to maintain GOCR buy-in 
and support. Our Law Enforcement Committee concluded that 
existing and projected INCLE and IMET could support our 
&regular8 initiatives (e.g., police training and equipping 

key units). Although higher than recent funding levels, we 
believe the assistance described below would have a 
significant and positive impact on regional security by 
equipping Costa Rica to make full use of its location and 
existing assets. We realize that any non-IMET military 
assistance to support the programs described below would 
require the GOCR to enact Article 98 legislation or an APSA 
waiver from the USG. 


8. (C) PRIORITIZED LIST OF NEW USG ASSISTANCE (USD) 
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A) COMPLETE THE NATIONAL WIRETAP FACILITY (700K): Although 
the GOCR has budgeted USD 700K for this project, in addition 
to USD 100K available from INCLE pipeline funds, the latest 
DEA technical survey estimates the total project price at 
approximately USD 1.5 million. The GOCR already endorses 
this project, which builds upon existing, but nascent GOCR 
use of wiretaps and offers important law enforcement and 
case-building synergy, including for cases in US courts, 
across the full spectrum of counter-narcotics, 
counter-terrorism and counter-criminal investigations and 
prosecutions. This facility would mesh with a similar, 
newly-started facility in Panama and planned future 

facilities in Nicaragua and Guatemala. 


B) REFIT INOPERABLE COAST GUARD 65-FT PATROL BOATS 
(1 million): Refitted engines, communications and radar 
equipment and repaired/replaced hulls on the GOCR,s two 

65-foot patrol boats would increase the Coast Guard,s 

primary maritime assets (from three to five), greatly 

enhancing Costa Rica,s ability to patrol its waters, working 

with USG assets under the Bilateral Maritime Agreement. 


C) REFIT COAST GUARD 82-FT PATROL BOATS (425k): Major 
maintenance and needed upgrades for the three 82-foot patrol 
boats are overdue, to the point that one boat is inoperable 

and the safe operation of the other two will soon be in 

question. In our view, refitting the two 65-foot vessels out 

of service, as noted above, is a higher priority for any new 

USG assistance. But, also refitting the 82-ft vessels would 
mean that five of the Coast Guard,s major assets would be 

fully functioning. This would maximize the GOCR,s maritime 
resources and greatly enhance Costa Rica,s patrol and 
surveillance capabilities, thereby improving Costa Rica,s 
contribution to regional counter-narcotics and 

counter-trafficking efforts. This assistance would be in 

addition to the USD 75K requested in FY 2009 INCLE funding to 
begin refurbishing these vessels, and the FY 2009 IMET 
requested for maintenance training. 


D) INSTALL FORWARD LOOKING INFRARED RADAR (FLIR) ON AIR UNIT 
SURVEILLANCE AIRCRAFT (17-25K PER AIRCRAFT): This would also 
maximize use of existing assets in arguably the 
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best-maintained, equipped and utilized unit within the 
Ministry of Public Security. FLIR installation would enhance 
the detection of trafficking activity, especially along the 
porous border with Panama, essentially wide open now to 
illegal traffic of all types. This would be another GOCR 
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contribution to regional security efforts. The Air Unit has 
three aircraft that could be FLIR equipped. 


E) REFIT INOPERABLE COAST GUARD 105-FT PATROL BOAT (2 
million): Although less of a priority than refitting the 

existing 82-foot assets or the out-of-service 65-foot 

vessels, putting this largest patrol craft into operation 

would greatly enhance Costa Rica,s maritime capabilities, 

enabling the Coast Guard to operate as far offshore as Cocos 

Island. But, it is less important to our current maritime 
counter-narcotics focus, which is in areas closer to shore. 


F) PLACE A PERMANENT REGIONAL RADAR/COMMUNICATIONS 
INSTALLATION IN COSTA RICA (USD 1 million to install, plus 
annual operating costs): Costa Rica,s location and 

topography offer an ideal setting for air- and surface-search 
radar. Equipment could also be installed to provide a remote 
communications capability for JIATF-South and a remote data 
link entry point for information received from airborne and 

ship borne surveillance platforms. AFSOUTH has already 
surveyed the former CBRN site at Cerro Azul for TDY 
deployment of a counter-narcotics radar suite in 2008. The 
AFSOUTH deployment would include automatic equipment which 
could be monitored remotely and not require a large, military 
footprint. A permanent installation, again with a small, 
non-military footprint, could be operated by select Costa 

Rican personnel. Information from the site would be shared 
around the region via CNIES. Senior GOCR security personnel 
are enthusiastic about the AFSOUTH TDY, and we believe would 
also endorse a permanent operation. 

LANGDALE 


120490 

RR RUEHBC RUEHDE RUEHKUK RUEHROV RUEHTRO 

DE RUEHEG #2680 2421212 

ZNR UUUUU ZZH 

R 301212Z AUG 07 

FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDC 6721 

INFO RUCNSOM/SOMALIA COLLECTIVE 

RUEHEE/ARAB LEAGUE COLLECTIVE","UNCLAS CAIRO 002680 


SIPDIS 


SIPDIS 
SENSITIVE 


AF/E FOR GAREY 


E.O. 12958: N/A 
TAGS: PREL, PGOV, EG, SO 


Column 3 
SUBJECT: ARAB LEAGUE AGAINST PERMANENT OBSERVER STATUS FOR 
CANADA AND YEMEN IN SOMALIA CONTACT GROUP 


REF: SECSTATE 111993 
Sensitive but unclassified, please protect accordingly. 


1. (SBU) Poloff discussed reftel demarche with Samir Hosni, 
head of the Arab League Office of African Affairs, on August 
30. Drawing from reftel, poloff argued that including Canada 
and Yemen as Permanent Observers to the International Contact 
Group on Somalia (ICG) would increase the ICG\'s ability to 
develop a coordinated, international policy on Somalia and 
better engage with the parties to the conflict. Hosni was 
surprised that poloff raised the issue, saying he thought 

that \"the matter was closed\" (in other words, the issue would 
not be raised again), in accordance with the British position 
at the last ICG meeting against including new Permanent 
Observers. Hosni argued that Egypt, South Africa, and the 
OIC are also playing important roles in resolving the Somali 
conflict, and that they must also be granted Permanent 
Observer status in order for the League to support granting 
that status to Canada and Yemen. However, he said, the 
League would prefer not to re-open discussion of adding new 
Permanent Observers at all, and continue the practice of the 
host country inviting observers to ICG meetings as the host 
sees fit. 


2. (SBU) Hosni also gave poloff a preview of a draft 
resolution on Somalia, to be discussed at the upcoming 
September 4 Arab League Ministerial in Cairo. The 
resolution, he said, would reaffirm League support for the 
Somali National Reconciliation Conference (NRC), call on 
member states to further fund the NRC, and call for the NRC 
to be \"all inclusive.\" Asked whether the League supports 
including the disbanded Union of Islamic Courts (UIC) as a 
specific group in the reconciliation process, Hosni replied 
only that the League is calling on all parties to engage in 
the political process \"without preconditions.\" 
RICCIARDONE 
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Column 3 
SIPDIS 
DEPT FOR SCA/RA (JBRENNIG), SCA/A, DRL 


E.O. 12958 N/A 

TAGS: PHUM, SNAR, PINR, PTER, AF 

SUBJECT: LEAHY VETTING REQUEST: Candidates for Near East-South Asia 
Center Seminars in Washington, DC 


1. This is an action request - see paragraph 2. 


2. In order to comply with Leahy human rights vetting requirements, 

this cable forwards the names and biodata of four Afghan Ministry of 
Defense officials scheduled to attend two Near East-South Asia 

(NESA) Center Seminars in Washington, DC. These four officials will 
attend the Executive Seminar from October 27 - November 16, 2007 and 
the Combating Terrorism Seminar from December 5 - 19, 2007. Post 
possesses no derogatory information on these individuals. Post 
requests Department\'s review of these candidates and response by 
September 14, 2007. 


3. Following are biographical data: 


NAME: Gul Akbar Akbari 

F/NAME: Mohammad Akbar 

GRAND F/ NAME: Mohammad Din Khan 
DOB: 7 Jul 1954 

PLACE OF BIRTH: Kunar 

ETHNICITY: Pashtun 

RANK: COL 

AGENCY: Ministry of Defense 


NAME: Abdul Hadi Ayobi 

F/NAME: Abdul Karim 

GRAND F/ NAME: Mohammad Yaqob 
DOB: 1 Jan 1952 

PLACE OF BIRTH: Nangarhar 
ETHNICITY: Pashtun 

RANK: COL 

AGENCY: Ministry of Defense 


NAME: Sayed Hanif Sadat 
F/NAME: Sayed Sha Aga 
GRAND F/ NAME: Meer Juma 
DOB: 4 Feb 1960 

PLACE OF BIRTH: KABUL 
ETHNICITY: Sadat 

RANK: MAJ 

AGENCY: Ministry of Defense 
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NAME: Hurmatullah Dawari 
F/NAME: Ali Shah 

GRAND F/ NAME: Dawar Shah 
DOB: 10 Nov 1971 

PLACE OF BIRTH: Kabul 
ETHNICITY: Pashtun 

RANK: CPT 

AGENCY: Ministry of Defense 


WOOD 
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DEPT FOR SCA/INS AND SCA/RA 


E.O. 12958: DECL: 08/30/2018 

TAGS: PGOV, PHUM, PREL, KWWW, ETRD, EAID, MV 

SUBJECT: MALDIVES: PRESIDENT GAYOOM SAYS REFERENDUM 
\"GENERALLY FREE AND FAIR\"; OPPOSITION SAYS NUMBERS 
IMPOSSIBLY HIGH; VPP FOR MALDIVES LAUNCHED 


REF: A. COLOMBO 1161 
B. COLOMBO 1166 
C. COLOMBO 1184 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b, d). 
1. (C) Summary: Maldives President Gayoom told Ambassador 


August 28 that the country\'s August 18 referendum had been 
\"well-organized,\" \"in general, free and fair,\" and had 
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produced an outcome of 62 percent in favor of a \"U.S.-style\" 
presidential system. Opposition Maldives Democratic Party 
leaders, however, insisted to tne Ambassador that the 
government\'s vote counts totaled more ballots than could 
possibly have been cast. Ambassador urged them not to give 
up on the democratic process, and to use lessons from the 
referendum to insist on more accountable voting procedures in 
the presidential elections that will likely occur next year. 
Ambassador urged both the President and the opposition to 
make early plans to invite the international community to 
monitor what would be Maldives! first-ever presidential 
elections. 


2. (U) Summary, cont\'d: While in Maldives, the Ambassador 
also launched Embassy Colombo\'s Virtual Presence Post 
dedicated to Maldives; met U.S. and foreign companies 
exhibiting U.S. products at the American Pavilion within 
Maldives\' largest annual trade show; advocated with the 
President and others for a proposed $93 million investment 
using U.S. windpower technology; and broke ground for two 
USAID water desalination projects as part of tsunami 
reconstruction on two islands (septel). End summary. 


PRESIDENT SAYS REFERENDUM FAIR, REFORM TO CONTINUE 


3. (C) Ambassador Blake called on Maldives President Gayoom 
at the Presidential Palace in Male\' August 28. Gayoom, 
appearing relaxed and jovial and accompanied by Minister for 
Presidential Affairs Mohamed Hussain and Deputy Foreign 
Minister Dunya Maumoon (who is also Gayoom\'s daughter), told 
Ambassador that he expected the results of the August 18 
national referendum on system of government to be confirmed 
later that day by the Election Commission. The president 
expected the official results to indicate that 62 percent of 
Maldivians supported retaining the country\'s executive 
presidency, rather than switching to a purely parliamentary 
system of government. (Note: The eleven-member committee of 
the Special Majlis still has not certified the results.) 

Gayoom told Ambassador he supported the presidential system 
because it would limit an elected executive\'s tenure to a 
maximum of two five-year terms, create separation of 

executive and legislative power, and give people a say in 
electing their national leader. 


4. (C) The Ambassador noted that the opposition alleged there 
had been irregularities in the referendum (ref A). \"They 
would,\" replied the president. He countered that the 
opposition was itself responsible for irregularities like 

voter intimidation and attacking a minister\'s car. Overall, 
Gayoom contended, the election was \"well-organized\" and \"in 
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general, free and fair.\" He urged the opposition to accept 
the results in order not to bog down the reform process, 
which would continue despite the recent resignations of the 
three main reformists in the cabinet (refs A and B; ref C 
reports Ambassador\'s discussion with the former Foreign 
Minister, Justice Minister, and Attorney General). The draft 
constitution, Gayoom explained, would now incorporate clauses 
for a presidential system, and would be presented to the 
Special Majlis soon, with a goal of adopting it by November 
30. Gayoom hoped the opposition would support the new 
constitution, which would increase transparency, 
accountability, and democracy -- \"it\'s what they want,\" he 
said. 


WILL \"THINK ABOUT\" OBSERVERS FOR 2008 PRESIDENTIAL ELECTION 


5. (C) Following adoption of the constitution, the parliament 
would proceed with drafting an election law so that a 
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presidential election could be held by about September or 
October 2008, according to Gayoom. In response to the 
Ambassador\'s question, Gayoom said he would run for president 
because his party had elected him its leader and he was 
therefore required to be its candidate. The Ambassador said 

it would be important to have international observers monitor 
the presidential election, to help avoid a contested outcome 
like that surrounding the recent referendum. He urged the 
president to invite, with plenty of lead time, foreign 
governments and civil society organizations to send 

observers. The Ambassador also recommended that the 
government take seriously the opposition\'s allegations of 
irregularities in the referendum, so as to improve procedures 
for the presidential election. Gayoom thanked the Ambassador 
for the suggestions, which he said \"we will think about.\" 


OPPOSITION CERTAIN NUMBERS WERE ALTERED; PESSIMISTIC ABOUT 
DEMOCRATIC PROSPECTS 


6. (C) Following his meeting with Gayoom, the Ambassador 
called on opposition Maldives Democratic Party leaders, who 
were frustrated and angry in the belief that the government 
must have falsified the tallies in the referendum. Party 

leader Nasheed explained that MDP inquiries showed that the 
voter rolls included over 10,000 deceased persons and 15,000 
persons outside the country. This made the government\'s 
claim that 151,000 out of 189,000 eligible voters had voted 
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nearly impossible. Were the discrepancies sufficient to have 
affected the result of the referendum? the Ambassador asked. 
\"Too close to call,\" Nasheed said. (Note: The UNDP Deputy 
Resident Representative and her human rights officer later 
told Ambassador that they thought the outcome of the 
referendum probably had not been affected by vote count 
irregularities. Former Foreign Minister Shaheed also agreed 
with this assessment.) 


7.(C) The Ambassador urged the opposition to continue 
working within the political system to effect reform. \"You 

can do better from inside, rather than letting the process 
proceed with you on the outside.\" He advised them to use 
what they had learned with the referendum to demand fairer 
voting and counting procedures in the eventual presidential 
election. Nasheed said the party had not made a final 

decision on its future participation in the system, but that 

\"right now | don\'t see a bright future, | don\'t see 

democracy, | don\'t see amending the constitution, and | don\'t 
see free and fair elections\" in the future. Acknowledging 
Nasheed\'s frustration, the Ambassador promised \"we will work 
with you and others to hold the government to international 
standards\" in what would be the country\'s first-ever election 

of aleader. The United States and others in the 

international community would seek to dedicate more observers 
to such a major election, provided there was sufficient 

advance notice, he added. 


8. (C) Comment: The relatively small international contingent 
that observed the referendum was in no position to judge 
whether the voter rolls, voting procedures, or the vote count 
were accurate or fair. The government\'s continued delay in 
announcing final results adds to the impression that 
something was not right. This makes it all the more 
important to have a strong international monitoring presence 
for a presidential election in 2008, which at this point 

appears to be the likely outcome of the referendum. With the 
Maldives following an unpredictable constitutional and 
democratic process, post will focus on pressing the 
government to ensure sufficient advance notice to mobilize a 
credible international monitoring effort. Ref C also 

describes the offer by the UN Resident Representative in 
Male\' to organize a UN assessment mission of what steps need 
to be taken to ensure a free and fair election and 
constructive participation by international observers. 

BLAKE 


120493 

PP RUEHAG RUEHROV 

DE RUEHDM #0888 2421224 
ZNY CCCCC ZZH 


Column 3 

P 301224Z AUG 07 

FM AMEMBASSY DAMASCUS 

TO RUEHC/SECSTATE WASHDC PRIORITY 4115 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RUCNMEM/EU MEMBER STATES COLLECTIVE PRIORITY 
RUEHGB/AMEMBASSY BAGHDAD PRIORITY 0544 

RUEAIIA/CIA WASHDC PRIORITY 

RUMICEA/USCENTCOM INTEL CEN MACDILL AFB FL PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY""CONFIDENTIAL DAMASCUS 000888 


SIPDIS 
SIPDIS 
PARIS FOR JORDAN; LONDON FOR TSOU 


E.O. 12958: DECL: 08/29/2017 
TAGS: PGOV, PHUM, PREL, SY 
SUBJECT: POST EFFORTS TO PROMOTE FREEDOM IN SYRIA 


REF: A. DAMASCUS 846 

B. DAMASCUS 437 
Classified By: CDA Michael Corbin, for reasons 1.4 b/d. 
1. (U) This is an action response to STATE 088465 


2. (C) Post meets with human rights and civil society 

activists as well as key opposition figures on a regular 

basis (ref A). As a result, Post is able to monitor their 
activities closely and routinely. We also continue to 
demonstrate solidarity with human rights activists who are 
being prosecuted by attending their trials and suggesting 
language to Washington for public statements when 
developments warrant (ref B). Post continues to look for new 
ways in a very restrictive environment to fund the activities 

of human rights defenders and victims of SARG prosecution. 
We advocate working closely with European partners and other 
potential donors to coordinate assistance to human rights 
defenders in Syria. 

CORBIN 
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SIPDIS 
SIPDIS 
NEA FOR FRONT OFFICE. NSC FOR WATERS/ABRAMS/SINGH 


E.O. 12958: DECL: 08/30/2017 

TAGS: KWBG, PGOV, PREL, PTER, IS 

SUBJECT: PM FAYYAD AND CODEL ACKERMAN: SECURITY, 
CHECKPOINTS, AND SALARIES 


Classified By: Acting Principal Officer Thomas M. Duffy, per reasons 1. 
4 (b) and (d) 


1. (S) Summary. On August 29, PA Prime Minister Salam 

Fayyad told CODEL Ackerman that the August 28 meeting between 
PA President Mahmud Abbas (Abu Mazen) and Gol PM Ehud Olmert 
was \"positive, but general.\" He said that another meeting 

should be held soon to prepare for the November international 
meeting. Fayyad said that with Gol coordination, he will 

deploy security forces on West Bank streets. He said to 

improve Palestinians\' mobility, the Gol must remove some West 
Bank checkpoints and road blocks. He said the PA can pay 
salaries only until the end of 2007 and asked CODEL Ackerman 

for USG financial support. Fayyad added that by dissolving 

103 charitable organizations in the West Bank, he is 

attacking Hamas! financial infrastructure. End Summary. 


Abu Mazen-Olmert Meeting Read-out 


2. (S) At an August 29 meeting in Ramallah with CODEL 
Ackerman (Reps. Gary Ackerman (D-NY) and John Hall (D-NY), PM 
Fayyad said that August 28 discussions between Abu Mazen and 
Olmert in Jerusalem were \"positive, but general.\" He added, 

VI hesitate to express a strong sense of hope as this process 

will take a long time.\" Fayyad said borders and settlements 
pose a large challenge to negotiations, as \"land swaps\" have 
yet to be defined, there are settlements deep inside the West 
Bank, and any agreement must provide for a West Bank-Gaza 
land passage. Emphasizing the need for action prior to this 
fall's international meeting, Fayyad said another Abu 
Mazen-Olmert meeting should be held in coming weeks. 


Security 


3. (C) On West Bank security, Fayyad said he wants to 
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deploy several hundred security personnel in all major West 
Bank cities to control the streets. \"If we start to 

regularly patrol the streets of Nablus,\" he explained, Wwe!!! 
be able to keep the bad guys away." Fayyad said that while 
his Israeli counterparts agree this plan is logical, he is 
waiting to receive support from the Gol to ensure the 
deployment\'s success. 


4. (S) Fayyad said ten days ago the PA gave the Gol a list 
of 260 fugitives, of whom the Gol approved 110. He said if 
his government does not deal with the fugitive problem 
immediately, it will be difficult to provide effective 

security. Fayyad said security is a prerequisite for 

political negotiations. 


Checkpoints 


5. (C) Fayyad told CODEL Ackerman that the Gol must closely 
examine the 500-plus checkpoints and road blocks in the West 
Bank. He said that the removal of checkpoints in the West 
Bank is not a bilateral issue, but rather a decision that the 

Gol needs to make itself, and the Gol should move rapidly to 
remove some to restore a degree of mobility to Palestinians\' 
daily lives. 


Salaries 


6. (C) Fayyad said the PA has enough funds to pay salaries 
through the end of 2007. He stressed the need to continue 
paying salaries after this to \"ensure what happened in Gaza 
does not happen in the West Bank.\" Fayyad asked CODEL 
Ackerman for USG financial assistance. 


Hamas in Gaza 


7. (S) Fayyad told CODEL Ackerman that the June Hamas 
takeover of Gaza was primarily due to a command and control 
problem within the security forces. Fayyad said he sees no 
place for Hamas in the government and that the government 
will not engage Hamas unless it disarms completely and fully 
accepts the government\'s authority in Gaza. Fayyad added 
that by dissolving 103 charitable organizations in the West 
Bank, he is attacking Hamas! financial infrastructure. 


8. (U) CODEL Ackerman did not have the opportunity to clear 
this cable. 
DUFFY 
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E.O. 12958: DECL: 08/30/2017 
TAGS: PREL, MARR, SI 
SUBJECT: SLOVENIA RENEWS ITS COMMITMENT TO NMT-I 


Classified By: CDA GShelton, E.O. 12958 reason 1.4(b, d) 


1. (C) Slovenia has renewed its commitment to the NATO 
Training Mission in Iraq (NTM-I) by deploying two fresh 
troops to Baghdad to replace two soldiers who returned to 
Slovenia as scheduled. An officer who will perform 
logistical base operations and a non-commissioned officer who 
will serve as a military instructor for Iraqi soldiers 

arrived in the second week of August. The new contingent 
will remain in Iraq for 6 months. Zorica Bukinac Cimpersek 
ofthe MFA Security Policy Division told Emboff that there is 
no/no defined end date for Slovenia\'s participation in NTM-I 
and that the Government of Slovenia (GOS) will determine 
additional deployments according to future political and 
tactical considerations. 


2. (C) Slovenia\'s participation in the NMT-I had been called 

into question in February when Slovenia\'s contribution was 
halved by NATO\'s normal force reductions, leaving just two 
trainers in Iraq. Although senior GOS officials had 

continued to say they supported efforts in Iraq, media 

reports quoted Slovenian Armed Forces spokesman Simon Korez 
in mid-May stating the two soldiers would not be replaced at 

the end of their tour. The Slovenian press reported the 

troop rotation without comment and the deployment has not 
drawn any public criticism in the media. Stanislav Vidovic, 
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Head of the MFA Security Policy Division, recently 

acknowledged to CDA that efforts by COM and EmbOffs to 
encourage Slovenia\'s continued presence in Iraq had succeeded 
in loosening the logjam that had prevented movement in the 
GOS inter-agency debate on a renewed deployment. 

SHELTON 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, MARR, KJUS, CG 

SUBJECT: NEWS REPORTS OF BRAVO MIXED BRIGADE DEPREDATIONS 
NOT NEWS IN DRC 


REF: KINSHASA 00947 


1. (U) Reuters reported August 22 that MONUC peacekeepers 
had found the half-buried bodies of at least six people at 

two abandoned North Kivu military camps, recently vacated 

by soldiers of the FARDC Bravo \"Mixed\" Brigade. Bravo, one 
of several units that include unintegrated FARDC troops and 
soldiers allied with renegade General Laurent Nkunda, has 
been implicated in dozens of serious human rights violations 
since its formation in January. 


2. (SBU) AMONUC Goma political officer told us August 23 
that peacekeepers had found the remains of six people near 
the villages of Katweguru and Kiseguru, approximately 60 

miles north of Goma. She said the local Red Cross had 
investigated and found what they believed were larger graves 
with as many as 18 bodies. She speculated the victims were 
most likely deserters or detainees who had been killed when 
the Brigade decamped earlier this month. She said bodies were 
also discovered July 5 after members of another \"mixed\" 
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brigade changed locations. 


3. (SBU) MONUC human rights officers and North Kivu human 
rights NGOs have told us of numerous similar abuses by Bravo 
Brigade. According to the MONUC Human Rights Office, 

at least 60 civilians have been summarily executed by Nkunda 
loyalists within Bravo in the past five months. ASADHO 
Butembo, a human rights NGO which works throughout North 
Kivu, complained that the Nkunda-allied soldiers in the mixed 
brigades \"are never subject to prosecution; for them, all 
attacks are permitted; they are little kings.\" A human 

rights lawyer in North Kivu also told us that the local FARDC 
command denies all responsibility for the acts of soldiers 

allied with Nkunda. 


4. (SBU) Comment: MONUC told us two months ago (reftel) 
that the most serious human rights issue in North Kivu is 
abuses by soldiers of the FARDC mixed brigades, notably 
Bravo. Despite ample proof of violations, no action has been 
taken against any mixed brigade soldier since the units were 
first deployed in January. This is another symptom of 
authorities\' continuing impotence in dealing with the 
problems posed by Nkunda and his allies. End comment. 
BROCK 
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DEPT FOR ISN/RA - RNEPHEW 
E.O. 12958: N/A 


TAGS: MNUC, PARM, IR, KNNP, SI 
SUBJECT: SLOVENIA LIKELY TO MAKE PRESENTATION AT 
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\"OPEN-ENDED TECHNICAL SEMINAR ON UNSCR 1737 IMPLEMENTATION\" 


REF: STATE 119645 


1. (SBU) In an August 30 meeting with Dr. Andrej Stritar, 
Director of the Slovenian Nuclear Safety Administration, 
Charge d\'Affaires made reftel\'s points encouraging Slovenia\'s 
participation in the September 26 meeting in Vienna. Stritar 
said that Janez Cesarek, from the Department of Radiation, 
would most probably represent Slovenia at the meeting. He 
also indicated that it was likely that Slovenia would make a 
national presentation on the implementation of the 

resolution. 

SHELTON 


120498 

OO RUEHBI RUEHLMC 

DE RUEHLM #1187/01 2421231 

ZNR UUUUU ZZH 

O 301231Z AUG 07 

FM AMEMBASSY COLOMBO 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 6694 
INFO RUEHRL/AMEMBASSY BERLIN PRIORITY 0526 
RUEHKA/AMEMBASSY DHAKA PRIORITY 0371 
RUEHIL/AMEMBASSY ISLAMABAD PRIORITY 7357 
RUEHKT/AMEMBASSY KATHMANDU PRIORITY 5472 
RUEHLO/AMEMBASSY LONDON PRIORITY 3988 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1299 
RUEHNY/AMEMBASSY OSLO PRIORITY 4057 
RUEHKO/AMEMBASSY TOKYO PRIORITY 3143 
RUEHCG/AMCONSUL CHENNAI PRIORITY 7950 
RUEHBI/AMCONSUL MUMBAI PRIORITY 5596 
RUEHON/AMCONSUL TORONTO PRIORITY 0379 
RUEHGV/USMISSION GENEVA PRIORITY 2284 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHEFDIA/DIA WASHINGTON DC PRIORITY 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHINGTON DC PRIORITY 
RUEHBS/USEU BRUSSELS PRIORITY 
RUEHLMC/MILLENNIUM CHALLENGE CORPORATION PRIORITY","UNCLAS SECTION 01 OF 02 COLOMBC 


SIPDIS 
SIPDIS 


DEPARTMENT FOR SCA/INS 
MCC FOR D NASSIRY AND E BURKE 


E.O. 12958: N/A 
TAGS: PGOV, PREL, PTER, PHUM, MOPS, CE 
SUBJECT: SRI LANKA: DEFENSE CORRESPONDENT FEARS RETALIATION 


Column 3 
FOR CRITICAL ARTICLES ON MIG DEAL 


REF: EMBASSY COLOMBO E-MAILS TO SCA/INS (NOTAL) 


1. (SBU) SUMMARY: Defense Correspondent Iqbal Athas is 
preparing to temporarily leave Sri Lanka with his family 

following a barrage of threats and intimidation apparently 
orchestrated by the Government of Sri Lanka (GSL). On August 
12, he wrote an article for the Sunday Times about the 

Ukrainian Government\'s inquiry into \"irregularities\" in the 

sale of four MIG-27 aircraft to Sri Lanka. On August 14, a 
Sinhala version of the article was published in a local 

paper. The next day, the government withdrew Athas\'s 

security detail. Since then, demonstrators have gathered to 
protest in front of his house, a man claiming to be a retired 

Air Force officer threatened to kill his translator, and he 

has received warnings that he may be kidnapped and questioned 
about his sources. Athas\'s situation has received extensive 
coverage in both local and international media. One of 

Athas\'s employers, CNN, and the Committee to Protect 
Journalists (CPJ) have championed his case. Ambassador Blake 
telephoned the Defense Secretary Gothabaya Rajapaksa on 
August 24 and told him that it would be bad for Sri Lanka if 
anything were to happen to Athas. Embassy believes the 
widespread publicity this case has received, and its own 

efforts, will give some measure of protection to Athas and 

his family. Post will continue to keep in close touch with 

Athas and intervene further if required. End Summary. 


2. (U) Defense Correspondent Iqbal Athas is preparing to 
temporarily leave Sri Lanka with his family following a 

barrage of threats and intimidation from the GSL. Athas 
writes regularly for the Sunday Times, a local 
English-language newspaper, and also frequently contributes 
to CNN, Jane\'s Defense Weekly and the Times of London. On 
August 12, he wrote an article for the Sunday Times about the 
Ukrainian Government\'s inquiry into \"irregularities\" in the 
sale of four MIG-27 aircraft to Sri Lanka. In his article, he 
noted that the third-party facilitating company, Bellimissa 
Holdings, seemed to exist only on paper, while the GSL 
claimed the deal was handled directly between the two states. 
Athas published extensive details on the transaction, even 
reprinting the letter of credit issued by a GSL-owned bank 

for the planes. 


Government Harassment and Intimidation Mount 


3. (SBU) On August 14, a translation of the article 
appeared in the largest-circulation Sinhala language 
newspaper, owned by the same company as the Sunday Times and 
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Daily Mirror and generally sympathetic to the opposition. 

The next day, Athas\'s security detail was withdrawn by the 
Government. (Note: Athas has had a government-provided 
security detail for several years because of threats against 
him stemming from articles critical of former President 
Kumaratunga\'s government.) On August 18, the police guard 
stationed at his home outside of Colombo was also withdrawn. 
Athas claims that these steps were taken on the explicit 
instructions of Defense Secretary Gothabaya Rajapaksa. 


4. (SBU) On August 26, an article appeared in a Sinhala 
paper distributed in the Colombo suburb where Athas lives, 
which accused Athas of being an LTTE agent who has betrayed 
vital national security information. On August 27, 
demonstrators, including a local politician of the governing 
Sri Lanka Freedom Party, gathered to protest in front of 
Athas\'s house. According to Athas, aman claiming tobe a 
retired Air Force officer entered the office of the Sunday 
Times\' publisher the same day, sought out the 
English-to-Sinhala translator, and, in a private 

conversation, threatened him with death if he continued to 
translate Athas\'s articles. He also reportedly said Athas 
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himself would be killed if he did not stop writing and leave 

the country within 90 days. The translator, however, has 

since recanted his story, saying that the man did not 

threaten him, but merely wanted to discuss the translation of 

a book he was working on. Athas also reports that he has 
been followed by men on motor bikes and that suspicious 
people have been hovering around his house. He has received 
warnings from his sources that he may be kidnapped and 
questioned about how he obtains his information. 


Concerned Parties Attempt to Intercede 


5. (SBU) Athas\'s situation has received extensive coverage 

in both local and international media. CNN is reportedly 
considering contacting President Rajapaksa on his behalf. 

The Committee to Protect Journalists has already sent a 
strongly-worded letter to the President, which has received 
broad dissemination on the Internet. The Sri Lankan Free 

Media Movement issued a statement condemning the withdrawal 
of Athas\'s security. Opposition Leader Ranil Wickremesinghe 
warned at a press conference that if Athas was harmed, the 
Government would be held responsible. 


6. (SBU) Ambassador Blake telephoned Defense Secretary 
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Gothabaya Rajapaksa on August 24 and told him the U.S. was 
concerned about Athas\'s safety and that it would be bad for 
Sri Lanka if anything were to happen to such a prominent 
columnist. Gothabaya said \"Iqbal should not worry... there 
should not be any problem at all.\" He noted that other 
journalists had written more damning articles and survived. 


7. (SBU) COMMENT: The GSL\'s proffered explanation for the 
withdrawal of Athas\'s security -- that it was done after a 
routine assessment showed no further threat to him -- will 

not bear scrutiny. Clearly the articles have struck a raw 
nerve. The Government is particularly sensitive to criticism 

in the Sinhala papers popular among its nationalist support 
base. Embassy believes that international interventions, 
coupled with the glare of publicity surrounding the case, 

will likely afford Athas and his family some measure of 
protection. Athas is a long-time Embassy contact. We have 
been in continuous touch with Athas since his situation 
became precarious and are prepared to intervene again on an 
urgent basis if required. 

BLAKE 
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DEPARTMENT FOR NEA/I, NEA/ELA, S/I AND PRM/ANE 


E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, PREF, IZ, JO 

SUBJECT: ICRC CLAIMS IT CONVINCED GOJ TO ALLOW TWO IRANIAN 
KURDS ACCESS TO MEDICAL TREATMENT IN JORDAN; SEEKS DURABLE 
SOLUTION 


Classified By: Ambassador David Hale for reasons 1.4 (b) and (d) 


1. (SBU) ICRC Deputy Director Kim Gordon-Bates told poloff 
and PRM Project Management Specialist on August 16 that ICRC 
succeeded in convincing the Jordanian Ministry of Interior to 
permit two Iranian Kurds to transit Jordan to receive medical 
treatment: a critically-ill woman in her 40\'s and her 

18-month son. Gordon-Bates said that ICRC Jordan pushed this 
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case, in part, to test the GOJ\'s responsiveness to urgent 
humanitarian concerns. In a follow-up conversation on August 
20, ICRC protection officer Muna Sadeq explained that after 
treatment was completed at a Red Crescent clinic in Amman, 
the two patients would be returned to the border camp. 


2. (C) ICRC also reported it is working behind the scenes to 
develop a permanent solution to the Iranian Kurds in what 
ICRC claimed is \"no-mans land\" between the Iraqi and 
Jordanian border posts at the Karameh-Trebil crossing. 
ICRC\'s approach differs substantially from that of UNHCR, 
which continues to advocate that the Iranian Kurds relocate 

to Irbil where UNHCR has established a functional camp. UNHCR 
would then conduct interviews at Irbil in a safer environment 
and determine eligibility for resettlement. Gordon-Bates 
explained that, in ICRC\'s view, the Iranian Kurds on the 
border have lost trust in UNHCR because of unfulfilled 
promises made to other Kurds who relocated to Irbil but have 
not yet been resettled. He said this culminated in a UNHCR 
staff member recently being beaten by Iranian Kurds. In the 
wake of recent attacks against Yazidis, Gordon-Bates doubted 
that the lranian Kurds would be amenable to moving to Irbil 

in the near future. He also reported that ICRC efforts to 
broker a deal with the Swedes fell apart, and accused UNHCR 
Jordan of sabotaging these proposed arrangements in order to 
maintain pressure on the Iranian Kurds to move to Irbil. 
Nonetheless, Gordon-Bates would like to realize a permanent 
solution for the majority of these 194 people by the end of 
2007. He acknowledged that those aged 18-24 would be 
unacceptable for resettlement to most countries because of 
security concerns. 


3. (C) Gordon-Bates also claimed that during his last visit 

to the camp, he located the actual border markers and 
estimated that 80 percent of the camp is in Jordanian 
territory, despite GOJ claims that it is situated in Iraq. 
Gordon-Bates argued that this raises the possibility of 
greater legal responsibility on the part of the GOJ. ICRC 
has not raised this claim to the GOJ, however, for fear that 
Jordanian border guards would then force the camp into an 
even smaller space abutting what he termed an MNF-I firing 
range. 


4. (SBU) ICRC Jordan plans to organize a roundtable of 
interested embassies (he cited the U.S., U.K., Canada, 

Sweden, Norway, Australia, and the EU as examples) in 
September with UNHCR and possibly the Secretary General of 
the Ministry of Interior to discuss resettlement options. 

He noted that the SecGen from the MOI has previously promised 
him that should these individuals have onward destinations, 

they would be allowed to transit Jordan (directly from the 
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border to the airport). Gordon-Bates appeared to be looking 

for guidance on timing for such a meeting. Poloff reiterated 
USG policy, in support of UNHCR\'s approach, that these 
individuals should relocate to Irbil where conditions are 

more hospitable and where the environment would be more 
conducive to determining issues of status. Poloff cautioned 

that unfounded expectations for resettlement in Western 

Europe might dissuade the Iranian Kurds from following UNHCR 
guidance to relocate to a safer environment. 


5. (C) Comment: Post finds some of Gordon-Bates\' claims 
peculiar. In USG, GOI, and GOJ views, the Iranian Kurdish 
camp is not in \"no-man\'s-land\" but instead is firmly within 

the territory of Iraq. Furthermore, the GOJ has previously 
permitted emergency medical cases from within this community 
to enter Jordan for medical treatment; we are confident that 
such access would still be forthcoming. Finally, Post has 

seen no other reports of any UNHCR employee being assaulted 
by members of this community. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/amman/ 
Hale 
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STATE FOR WHA/CAR (JOE TILGHMAN) 
INR/IAA (BOB CARHART) 


E.O. 12958: DECL: 05/22/2016 

TAGS: PREL, PGOV, ASEC, PINR, ECON, SOCI, ENRG, KCOR, JM, 
SUBJECT: JAMAICA: OPPOSITION DRAWS EVEN WITH RULING PARTY 
IN RUN-UP TO SEPTEMBER 3 ELECTION; LITTLE EVIDENCE OF 
CHAVEZ\'S INFLUENCE 


Column 3 
REF: A. KINGSTON 1288 (232000Z AUG 07) 


B. KINGSTON 953 (191911ZBJUN 07)(NOTAL) 
C. KINGSTON 393 (211315Z MAR 07)(NOTAL) 


Classified By: Ambassador Brenda L. Johnson, reasons 1.4 (b) and (d) 


Summary 


1.(C) In private discussions with senior Embassy officers, a 
key senior Jamaican intelligence official assesses that: 


(A) The Opposition Jamaica Labour Party (JLP) has drawn even 
with the ruling People\'s National Party (PNP) across the 
country, and with momentum in its favor could well win a 
majority of seats in Parliament in national elections to be 

held September 3. 


(B) The ruling PNP\'s leadership is in reactive mode, as 
evidenced by the recent confusion in the aftermath of 
Hurricane Dean regarding the postponement of the election 
until September 3 (reftel A), which left an impression of 
disarray and dissension among the Cabinet of Prime Minister 
(PM) Portia Simpson Miller (PSM). 


(C) Petrocaribe notwithstanding, PSM and Foreign Minister 
Anthony Hylton thus far have taken a cautious approach in 
dealing with Venezuelan President Hugo Chavez. Jamaica was 
looking to strengthen ties with Mexico. If, as alleged by 
Opposition JLP Leader Bruce Golding (reftel C), Chavez has 
contributed large sums of cash to fund PSM\'s election, there 
has been little evidence of it in the final weeks of the 
campaign. Indeed, PSM\'s ruling PNP appears short of funds, 
while the opposition JLP spends lavishly. Chavez in fact may 
have offered cash to PSM, but on conditions which she and 
Hylton would not accept. 


(D) The current campaign has seen more violence than the 2002 
elections; this up tick may be attributable to a longer 

campaign season. Political maturity and public concentration 

on hurricane recovery efforts have mitigated the threat of 
violence somewhat. Nevertheless, the risk of post-election 
violence remains real, particularly in marginal 

constituencies which may change hands. 


(E) Barring legal obstacles, the swearing in of the new PM 
should be completed on September 4 or 5, with a new Cabinet 
in place by September 6 or 7. 


(F) The respected Minister of National Security Dr. Peter 
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Phillips\'s relations with PSM remain difficult. ((Note: just 
over a year ago, PSM defeated Phillips in a bitterly 

contested struggle to succeed P.J. Patterson as PNP Leader 
and PM. End Note.)) Whether, in the event of a PNP victory, 
PSM will ask Phillips to stay on in his current position is 
uncertain; if not, the current Minister of Labour and Social 
Security Derrick Kellier may be a likely successor. 

End Summary. 


Ministry of National Security 
deems investigation of candidates\' nationalities to be 
impractical 


2.(C) The Security Advisor to the Government of Jamaica 
(GoJ)\'s Minister of National Security, Major Dave (Vincent) 
Anderson, met with DCM, DEA AttachQ, and PolOff the morning 
of August 28 to discuss the prevailing and anticipated 

climate in the run-up to national elections on September 3 
(reftels). Anderson began by revealing that the leadership 

of the Opposition Jamaica Labour Party (JLP) recently had 
contacted him to request his assistance in confirming whether 
or not certain of the PartyYs candidates held U.S. 

citizenship, which under the Constitution eventually could 
disqualify them as Members of Parliament (reftel A). He had 
replied that, in keeping with the principle of 

even-handedness, any such investigation would have to be 
undertaken for all 146 nominated candidates, and with respect 
to any foreign allegiances they might hold (e.g., U.K. and 
Canadian, as well as U.S.); this would be impractical. DCM 
noted that, under the provisions of the Privacy Act, the USG 
would be unable to release information regarding any U.S. 
citizen without his/her written consent. 


Ruling PNP in reactive mode; JLP has drawn even 


3.(C) Anderson then observed that the apparatus of the 

ruling People\'s National Party (PNP) now seemed to be ina 
\"reactive mode.\" In early July, the Party\'s leadership had 
made a mistake by deciding not to call the elections for July 

30. This decision had been made because three PNP candidates 
in key constituenciesQ*Peter Bunting in Manchester Central, 
Richard Azan in Northwest Clarendon, and Horace Dalley in 
North ClarendonQ*were lagging behind in tight races. Rather 
than delaying until late August in hopes their positions 

would improve, the PNP should have gone ahead with a July 30 
election and concentrated resources to shore up these 
candidates. Now, the JLP had drawn even with the PNP across 
the country, and might well win a majority in Parliament. 
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Confusion surrounding postponement of elections 
in aftermath of Hurricane Dean 


4.(C) In response to DCM\'s inquiry regarding recent 

confusion in the aftermath of Hurricane Dean regarding the 
postponement of the election until September 3 (reftels), 
Anderson said that \"differing legal interpretations among 
luminaries\" had been compounded by a \"lack of statesmanship.\" 
The postponement recommendation of the Electoral Commission 
of Jamaica (ECJ) first should have been sent to Cabinet 

rather than directly to the Governor General. Some within 

the PNP had wanted to postpone elections a full 30 days, or 

to reconvene Parliament to seek approval of an even longer 
delay. Anderson noted that, when he had given a pre-election 
intelligence briefing to the Cabinet back in July, he had 

mentioned the possibility of a hurricane forcing a 

postponement; unfortunately, Cabinet had not prepared a plan 

for this contingencyQ*hence the confusion. 


Risk of election-related violence 


5.(C) Anderson then said he did not anticipate much crime 
between now and September 3. People were focused on 
hurricane relief and recovery efforts, which dampened crime. 
The ECJ had been correct to issue warnings to candidates in 
St. Andrew West Central and St. Elizabeth South East that, if 
violent incidents continued, elections could be postponed in 
these constituencies. The ECJ had requested that, on 
election day, the police escort every ballot box from the 
polling stations to the counting centers; in St. Elizabeth 

and Manchester, this could delay the delivery of ballot 

boxes, and the counts thus might not be completed until 9:00 
p.m. In response to DCM\'s inquiry, Anderson said that the 
2002 election campaign had been more peaceful, with fewer 
murders; he attributed the up tick in violence to the longer 
duration of the current campaign. 


6.(C) Anderson cited St. Andrew South East and Portland 
West as particularly volatile constituencies. In some of the 
marginal constituencies, recounts and/or legal challenges 

were possible. The risk of post-election violence was real, 
particularly in marginal constituencies which changed hands. 
Large-scale demonstrations, with the attendant security 

risks, were possible. However, the Jamaica Constabulary 
Force (JCF) had had two months to prepare, and would be ready 
to protect the utilities, Bank of Jamaica, and other 

potential targets. Anderson said that some months ago he had 
believed that post-election crime and violence would be a 
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more serious threat; in the interim, political maturity and 
public concentration on hurricane recovery efforts had 
mitigated the threat. 


Changes at Ministry of National Security 


7.(C) In response to DCM\'s inquiry regarding possible 
post-election changes at the Ministry of National Security, 
Anderson noted that Permanent Secretary Gilbert Scott\'s 
contract would be up in November, and he would depart at that 
time. DCM said the Embassy had worked closely and 
effectively with Scott; we hoped the good working relations 
would continue with his successor. As for the respected 
Minister of National Security Dr. Peter Phillips, Anderson 

said his relations with PSM had remained difficult. ((Note: 

just over a year ago, PSM defeated Phillips in a bitterly 


contested struggle to succeed P.J. Patterson as PNP Leader 
and PM. End Note.)) In response to DCM\'s inquiry as to 
whether, in the event of aPNP victory, PSM would ask 
Phillips to stay in his current position, Anderson said this 
might depend on the size of PSM\'s majority in parliament: if 
the PNP enjoyed a narrow majority, PSM might be forced to 
keep Phillips on; conversely, if she enjoyed a comfortable 
majority, PSM might prefer that he depart. In the latter 
scenario, according to Anderson, the current Minister of 
Labour and Social Security Derrick Kellier would be the 
likeliest successor to Phillips. 


Chavez\'s influence on election 


8.(C) Looking further afield, Anderson said that, 

Petrocaribe notwithstanding, PSM had taken a cautious 
approach to Venezuelan President Hugo Chavez. Foreign 
Minister Anthony Hylton was \"not playing Chavez\'s game.\" 
Instead, Jamaica was looking to strengthen its ties with 
Mexico. DCM noted that Washington had great respect for 
President Calderon. ((Comment: If, as alleged by Opposition 
Leader Bruce Golding (reftel C), Chavez has contributed large 
sums of cash to fund PSM\'s election, there has been little 
evidence of it thus far in the campaign. Indeed, PSM\'s 

ruling PNP appears short of funds, while the opposition JLP 
spends lavishly. A number of observers have speculated that 
Chavez may have offered cash to PSM, but on conditions which 
she and Hylton would not accept; this theory is consistent 

with Anderson\'s observations. End Comment.)) 


Next PM to be sworn in September 4/5, 
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New Cabinet in place by September 6/7 


9.(C) In response to DCMVs inquiry, Anderson said that the 
swearing in of the new PM should be completed on September 4 
or 5, with a new Cabinet in place by September 6 or 7. The 

new Government would be wise to consult key stakeholders 
throughout the country, including the diplomatic missions of 

the U.S., U.K., and Canada. He concluded by expressing hope 
that the Embassy would remain a vital stakeholder in Jamaica, 
and urged that the Ambassador \"build inroads with Jamaica 
House early.\" DCM observed that, whatever the outcome of the 
election, ties between Jamaica and the U.S. would remain 
strong; geography, trade, migration, tourism, and cultural 

affinity ensured this. 

JOHNSON 
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SUBJECT: SRI LANKA OPEN TO ENGAGEMENT ON TIP ACTION PLAN 


REF: A. STATE 113842 


B. COLOMBO 1031 
C. COLOMBO 943 
D. STATE 71163 


Classified By: Ambassador Robert O. Blake, Jr., for reasons 1.4(b,d). 


1. (C) SUMMARY: DCM and Poloff called on Foreign Secretary 
Palitha Kohona on August 23 to deliver ref A talking points 
and Trafficking in Persons (TIP) action plan. DCM noted that 
the primary reason for watchlisting Sri Lanka was 

insufficient evidence of Government of Sri Lanka (GSL) 
efforts to address trafficking in persons, including a poor 
record on punishing those responsible for placing workers in 
situations of involuntary servitude. Kohona responded that 
the GSL has been \"very mindful\" of this issue, and noted that 
any failure to address the problem was a result of capacity 
restraints, not a problem of political will. He argued that, 
given Sri Lanka\'s low rate of convictions overall, setting a 
numerical target for TIP convictions would be unrealistic. 
DCM highlighted an upcoming U.S.-funded International 
Organization for Migration (IOM) project that will focus on 
case management and tracking as well as law enforcement 
training. Post plans to follow up with the Chairman of the 
Foreign Employment Bureau, the Director of the Women and 
Children\'s Bureau of the Sri Lankan Police, and other 
relevant officials. The MFA\'s proposal, in response to our 
presentation of the action plan, to establish a TIP working 
group within the GSL, could lead to greater coordination of 
efforts between government entities that handle different 
aspects of the trafficking issue. End Summary. 


2. (C) DCM and Poloff called on Foreign Secretary Palitha 
Kohona on August 23 to deliver reftel talking points and TIP 
action plan. Deputy Director for UN and Multilateral Affairs 
Samantha Pathirana, Director General for Political Affairs E. 
Rodney Perera, and GSL consultant on women\'s and children\'s 
issues Dr. Hiranthi Wijemanne also attended. DCM noted that 
the primary reason for watchlisting Sri Lanka was 

insufficient evidence of GSL efforts to address trafficking 

in persons, including a poor record on punishing those 
responsible for placing workers in situations of involuntary 
servitude. 


GSL Aware of the Problem 


3. (C) Kohona responded that the GSL has been \"very 
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mindful\" of this issue. Any failure to address the problem 

was a result of capacity limitations, he said, not a lack of 
political will. He noted that Sri Lanka is a party to the 

SAARC Convention on Preventing and Combating Trafficking in 
Women and Children for Prostitution as well as the UN 
Protocol to Prevent, Suppress, and Punish Trafficking in 
Persons. Wijemanne noted various GSL efforts to address the 
issue. The Human Rights Commission, she said, ordered a 
report on migrant women in 2005, which revealed that there 
were 400 to 500 registered recruitment agents in Sri Lanka, 

as well as 700-800 subagents, who are difficult to monitor 

and control. She also noted that the Child Protection 

Authority has established a database for tracking trafficking 

of children, but has not been proactive about entering cases. 


Sri Lanka Lacks Criminal Justice Capacity 


4. (C) Kohona acknowledged the low rate of convictions on 
TIP offenses, but pointed out that Sri Lanka\'s overall 
conviction rate is only 5 percent and that there is a 3-year 
backlog of cases in the court system. He argued that, under 
these circumstances, setting a numerical target for 
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convictions would be unrealistic. He and Wijemanne suggested 
benchmarks for GSL progress that were based on \"processes 
rather than outcomes.\" Wijemanne gave the example of 
administrative improvements in visa processing that led to a 
reduction in Sri Lankan boys being sent to Saudi Arabia as 
camel jockeys. No one was ever convicted for trafficking the 
boys, she said, but the practice was almost completely 
eliminated. 


Next Steps 


5. (C) DCM highlighted an upcoming U.S.-funded IOM project 
that will focus on case management and tracking as well as 
law enforcement training. Wijemanne recommended that the 
police training be targeted toward 38 regional Women and 
Children Units set up throughout the country. Those 

officers, she said, would be more aware of the problems and 
uniquely positioned to make a difference on TIP. She offered 
to coordinate with the Secretary of Women\'s Empowerment and 
Child Development to see what additional GSL follow-up is 
needed, and to look into a possible GSL TIP working group to 
bring together key actors on TIP. Kohona undertook to 
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identify a primary point of contact for the Embassy on TIP 
issues. 


6. (U) Post plans to follow up with the Chairman of the 
Foreign Employment Bureau, the Director of the Women and 
Children\'s Bureau of the Sri Lankan Police, the Chairman of 
the Child Protection Authority, the Attorney General, and the 
Additional Secretary of Justice on these same issues. Post 
will report additional responses and progress septel. 


7. (C) COMMENT: The GSL seems to have a good grasp of TIP 
issues and an awareness of its own shortcomings. Most of our 
interlocutors on TIP seem eager to make improvements and 
willing to work with the U.S. on this. However, they also 

are pragmatic about what can be accomplished, at least in the 
short term, given Sri Lanka\'s resource and capacity 
constraints. With several different government ministries 

and departments sharing responsibility for addressing 

different aspects of the trafficking in persons issue, 

effective coordination within the government is lacking. The 
MFA\'s proposal, as a result of our presentation of the action 
plan, to establish a GSL working group on TIP is a positive 
step. 

BLAKE 
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SIPDIS 

E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, IR, BA 

SUBJECT: NEW IRANIAN AMBASSADOR DRAWS CRITICISM 
REF: MANAMA 810 


Classified By: Charge d\'Affaires a.i. Christopher Henzel for reasons 1. 
4 (b) and (d). 


1. (U) The announcement that Hossein Amir Abdollahian will be 
Iran\'s next ambassador to Bahrain has drawn sharp criticism 
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from at least one Salafist member of Bahrain\'s parliament. 
Jassim Al-Saeedi, an independent Salafi member of the lower 
house of parliament who has been engaged in sectarian 
name-calling with Bahraini ShiVa (reftel), called upon the 

MFA to reject Abdollahian\'s appointment because of what he 
claimed were Abdollahian\'s ties to the Iranian military. 


2. (U) Al-Saeedi based his comments on media reports about 
Abdollahian\'s previous duties as head of the Special 
Committee for Iraq Affairs within the Iranian MFA, deputy to 
Iranian FM Mottaki\'s special envoy on Iraq, and as Charge 
d\'Affaires at Iran\'s embassy in Baghdad. 


3. (C) Comment: Abdollahian\'s ties to Iran\'s Iraq policy make 
him immediately suspect to those Sunni Bahrainis who view the 
ShiVa community here as loyal to Iran, and his appointment is 
causing a stir before he has even arrived. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


Visit Embassy Manama\'s Classified Website: 
http://www.state.sgov.gov/p/nea/manama/ 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkk 


HENZEL 
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SIPDIS 
SIPDIS 
E.O. 12958: DECL: 08/30/2017 
TAGS: PGOV, PINR, BO 
SUBJECT: MILINKEVICH UPBEAT, FOCUSING ON EUROPEAN FUTURE 
FOR BELARUS 
REF: A. MINSK 522 
B. MINSK 414 


C. MINSK 508 
D. MINSK 724 


Column 3 
Classified By: Charge Jonathan Moore for reason 1.4 (d). 


Summary 


1. (C) Belarusian opposition leader Aleksandr Milinkevich 
complained to post that GOB authorities\' repression of 
freedom of association reached new heights. Despite the 
harassment, he will continue to try to meet supporters and 
civic activists throughout Belarus. Milinkevich remains 
clearly focused on social movements with a European focus 
rather than on next year\'s parliamentary elections. End 
summary. 


Authorities Raise the Level of Intimidation 


2. (C) Leader of the For Freedom (FF) movement (refs A and B) 
Aleksandr Milinkevich told Charge and Acting Pol/Econ Chief 
on August 29 that authorities were pushing the limits of 
aggressiveness in prohibiting meetings of opposition 
activists. On August 28, he met fifteen local activists in 
Ivyanets (population 5,000) in Minsk oblast for two hours 
before police broke up the meeting and demanded 
identification from all participants. Milinkevich said on 
August 29 the head of the district police called in all 

meeting participants to ask for a written statement. 
Milinkevich fears the police will use any statements to bring 
charges of holding an unsanctioned meeting. 


3. (C) Milinkevich said he would travel on August 30 to Brest 
to protest charges of attending an unsanctioned meeting 
brought against local activists. He said authorities intend 

to scare away potential supporters. To illustrate that in 

some cases they succeed, Milinkevich recounted a recent visit 
to a market in which most vendors he knows by name avoided 
eye contact with the former presidential candidate because 
they feared future harassment ifthey as much as greeted him. 


Independent Press Practicing Self-Censorship Out of Fear 


4. (C) Thanking the Embassy for a consistent presence at 
political trials, Milinkevich also extended gratitude for 

U.S. support for small regional publications, noting that 
larger independent publications resorted to self-censorship 
more and more in order to stave off further harassment from 
authorities. Given this, he saw value in small bulletins 

with nothing to lose from publishing the unvarnished truth. 
Milinkevich argued in favor of satellite television, but 
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emphasized that small regional publications could form the 
nucleus of future civic activism. 


Students Have the Least to Fear 


5. (C) Milinkevich said youth activism was on the upswing in 
large part because students had the least to fear. The 
opposition succeeded in placing all repressed students in 
universities abroad, where they could receive a higher 
quality education. He suggested that the majority of those 
studying abroad would return, although perhaps only when 
change was near, and form the core of Belarus\' democratic 
elite. 


6. (C) The politicization of Protestants and to a lesser 
extent Catholics also drives youth activism, according to 
Milinkevich. He noted that while previously Protestant 
leaders avoided meetings, now they seek him out. 


Split in Opposition Based on Russia, not Milinkevich 


7. (C) Milinkevich mentioned his August 29 meeting with 

United Democratic Forces (UDF) Co-Chair Anatoliy Lebedko. 
Milinkevich said FF would look for ways to support UDF 
candidates in 2008 parliamentary elections. He advised 
Lebedko that the UDF should set aside some parliamentary 
nominations for non-partisan activists, noting that 

Belarusian Women\'s League Head Nina Stuzhinskaya said ten 
independent female activists would like to run for 

parliament. Milinkevich argued that FF could not prevent its 
supporters from running for parliament, although he 
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reiterated his movement would not seek to promote its own 
candidates and would focus on the \"European March\" in October 
instead. 


8. (C) The FF leader claimed the opposition could not ignore 

the issue of whether Belarus should align its future towards 
Russia or the EU, averring that the Belarusian Party of 
Communists (BPC) leader Sergey Kalyakin did not have a vision 
of Belarus in Europe. Milinkevich called the issue 

fundamental and said voters would not settle for reassurances 
that the opposition would decide their stance only once they 
came to power. He regretted not having stated his 
pro-European position clearly during the 2006 presidential 
campaign. (Comment: Whoever is currently advising 
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Milinkevich, it is refreshing to see him now on a pro-Europe 
bandwagon -- as youth activists have been - and less focused 
on more nationalist approaches to defeating Lukashenko. End 
comment.) 


Comment: Optimistic Due to Lukashenko\'s Inevitable Demise 


9. (C) While Milinkevich\'s overall popularity has faded 
somewhat (ref C), he still attracts loyal followers, 
particularly among youth activists. His public defense of 
Malady Front activists (ref D) will further his credentials 
with Belarus\' youngest activists. His recent trips to the 
regions -- despite the almost inevitable disruptions from the 
authorities -- successfully demonstrate his empathy with the 
most minor of opposition activists. We also note that he 
took a moment to chat with a local guard before departing, 
confirming stories we have heard from his supporters that 
Milinkevich seeks out opportunities to connect with the 
public. 


10. (C) Apart from his momentary swipe at BPC Chair Kalyakin, 
Milinkevich stayed positive throughout the meeting. 
Milinkevich sounded genuinely optimistic that activists 
studying abroad could look forward to returning to a free 
Belarus. This optimism draws supporters to Milinkevich, and 
remains a reason why authorities try to scare off average 
Belarusians from attending his meetings in the regions. 
Hopefully Milinkevich himself realizes that looking forward 
with optimism will help him regain support much more surely 
than focusing on differences with other opposition 

politicians. 

Moore 
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SIPDIS 


FOLLOWING USNATO 00468 DATED 300814Z AUG 07 SENT ACTION TO SECSTATE 
WASHDC, BRUSSELS, FRANKFURT BEING REPEATED FOR YOUR INFO 
QUOTE: 


UNCLAS USNATO 000468 
SIPDIS 


DEPT FOR IRM/OPS/CST/EUR, EUR/EX, OPS CENTER FOR SWO 
FRANKFURT FOR RIMC 


E.O. 12958: N/A 
TAGS: ACOA, AMGT, KRIM 
SUBJECT: LIMITED TELEPHONE CAPABILITY - USMISSION USNATO 


1. The Digital Telephone Link Between the U.S. Mission to 
NATO and Embassy Brussels has failed. As a result, the 
U.S.Mission to NATO has limited Telephone capability, 
especially for incoming calls. At this time, technicians are 


working to restore full service. Until service is restored, 
The following procedures can be used to place calls to the 
U.S. Mission to NATO: 


- INCOMING CALLS; CAN BE PLACED BY CALLING PREFIX 707-XXXX 
(WHERE XXXX IS THE NATO EXTENSION) VICE PREFIX 724. 


- THE U.S. MISSION TO NATO IS STILL ABLE TO RECEIVE AND MAKE 
IVG CALLS. 


2. Request this telegram be sent ALDAC, SECDEF and be 
provided the widest possible Departmental distribution. 
NULAND UNQUOTE:RICE 
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SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR AF/C, DRL 
LONDON AND PARIS FOR AFRICA ACTION OFFICERS 
EUCOM FOR J5-1 AFRICA DIVISION AND POLAD YATES 


E.O. 12958: N/A 

TAGS: PHUM, PREL, PREF, PGOV, CM 

SUBJECT: CAMEROON: SABGA MEN STILL CAMPED AT EMBASSY, HOPE 
FOR RESOLUTION 


REF: YAOUNDE 1061 


MARKED PARAGRAPH IS SENSITIVE BUT UNCLASSIFIED (SBU). NOT 
FOR DISTRIBUTION OUTSIDE THE USG. 


1. (U) The delegation of men from Sabga have maintained 
their presence outside the Embassy since August 20. Although 
their numbers fluctuate as they receive visitors and members 
of the community bring them food and water, a core group of 
around 12 is always present and their total number fluctuates 
between 20 and 25. 


2. (U) Foreign Minister Jean-Marie Atangana Mebara called 
Charge on August 29 to ask whether the group was still in 
front of the Embassy. 


3. (U) The local stringer for the British Broadcasting 
Service interviewed members of the group on the evening of 
August 28. In response to a BBC phone query the next day, 
the Embassy Information Officer responded: \"It is the strong 
hope of the United States of America that the situation in 

the Sabga community can be resolved peacefully, without 
resort to violence, and in keeping with the wishes of the 
people of Sabga and the laws and customs of Cameroon.\" 


4. (SBU) On August 29, four men from the group were 
summoned to the offices of the Delegue General pour la Surete 
National (DGSN), the Minister-level official in charge of the 
police. According to the men, the DGSN offered them about 
$3,000 in local currency \"for hotel rooms.\" He said he was 
acting under orders from the Presidency (to which he reports 
directly) and would take steps to have the police in the 
Northwest Province, where Sabga is located, intervene to 
resolve the dispute. Importantly, the DGSN said he had given 
orders to cancel an installation ceremony for the contentious 
Lamido heretofore supported by the government, Mahmuda Sabga, 
which had been scheduled for August 31. Adamou Bouba, the 
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candidate for Lamido supported by the group outside the 
Embassy, expressed optimism that a resolution might be at 
hand. 


5. (SBU) Comment. We are guardedly optimistic that the 
intervention of the DGSN could mean a resolution is possible. 
If he is indeed acting on orders from the Presidency, it 
could be the political weight needed to break the prevailing 
standoff. The group outside the Embassy remains peaceful, 
calm, and gushingly thankful for what they perceive to be the 
Embassy\'s graciousness in allowing them to camp on an 
adjoining sidewalk. Our optimism is guarded, however, 
because we recall that Alhadji Baba Amadou Donpullo, the 
backer of rival Lamido and a longtime protagonist of the 
Fulani, has proven himself willing to use extreme means to 
enact his plans on the region, and he retains significant 
influence at the highest level of government (reftels). End 
comment. 

NELSON 
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SIPDIS 
SIPDIS 
NEA FOR FRONT OFFICE, NSC FOR ABRAMS/SINGH/WATERS 


E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, KWBG, EAID, PTER, KDEM, PREL 

SUBJECT: GAZA PLC MEMBER: PALESTINIANS BLAME ISRAEL, U.S 
AND EU FOR GAZA\'S WOES, NOT HAMAS 


Classified By: Acting Principal Officer Tom Duffy, for reasons 1.4 (b) 
and (d) 


1. (C) Summary. Gaza PLC member Rawiya al-Shawwa told 
PolOff August 22 and 27 that most Gazans view Israel, enabled 
by the U.S. and EU, as the cause of Gaza\'s closures and 
poverty, not Hamas. Externally-imposed restrictions allow 
Hamas to claim it is the main force resisting occupation and 
shift blame for its errors, she said. Hamas officials are 

treating independent political officials and businesspeople 
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with great respect, she said, but are harassing Fatah 

officials suspected of involvement in anti-Hamas efforts. 

She said the Executive Force is more honest and effective 

than the Fatah-dominated police, does not harass those who do 
not follow Muslim dress standards, and has been especially 
careful to protect foreign journalists, Christian 

institutons and music/internet shop owners, often victimized 

by Islamic vigilantes in the past. Al-Shawwa said 

cancellation of NGO and infrastructure projects in Gaza is 
undermining Gaza\'s civil society community, and complained 
that USG funding of West Bank but not Gaza projects \"proves\" 
Gaza is being subjected to collective punishment that 
reinforces separation between the two areas. End summary. 


Palestinians Blaming Israel, Int\| 
Community for Suffering, Not Hamas 


2. (C) In August 22 and 27 phonecalls, Gaza PLC member 
Rawiya al-Shawwa told PolOff that nearly all Gazans 

(including most non-Hamas Palestinians) view Israel, enabled 
by the U.S. and EU, as the cause of Gaza\'s closures and 
poverty, not Hamas. She said she opposed Hamas\' takeover of 
Gaza but said U.S./GOI policy is empowering Hamas by casting 
it as the main force resisting occupation and allowing Hamas 

to shift blame for its errors. She said Hamas is unlikely to 
surrender or collapse, and said the PA, USG and Israel will 

all have to deal with a stronger Hamas in the future if they 
attempt to freeze Gaza out of Palestinian politics and 

economic development. 


Al-Shawwa: Hamas Not Molesting 
Independents, Not Enforcing Islamic Law 


3. (C) Hamas officials are treating independent political 
officials and businesspeople with great respect, al-Shawwa 
said, and are only harassing those Fatah officials suspected 

of involvement in anti-Hamas protests or efforts to undermine 
Hamas control. She said the Hamas Executive Force is more 
honest and effective than the defunct, Fatah-dominated police 
and security forces, and while its members are generally 
religious, they do not harass anyone for inappropriate dress 

or not following Muslim religious practices (she noted that 

she and her daughter walk around Gaza City unveiled and wear 
makeup, and never have been bothered). She said Hamas has 
been especially careful to protect foreign journalists and 
Christian institutions and music/internet shop owners who 

were often victimized by Islamic vigilantes before Hamas\' 
violent takeover in June. 
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Executive Force Improving Security 


4. (C) Al-Shawwa said Hamas has introduced order in Gaza\'s 
cities and is effectively fighting crime, especially 

once-rampant car theft. She said most residents of 
middle-class neighborhoods now feel comfortable to keep their 
vehicles on the street instead of locked in garages now that 
the Executive Force has shut down most of the gangs that 
would steal, strip and sell cars. 


Al-Shawwa Pleads for USG to Continue 
NGO Support, Infrastructure Projects 


5. (C) Al-Shawwa, a noted advocate for women\'s empowerment 
and civil society development, said moderates in Gaza are 
being undermined and \"held hostage to politics\" by USG 
decisions to not fund new civil society projects beyond the 
small number of existing NGO grants. She said Gazans no 
longer accept a security rationale for the USG\'s cancellation 
of infrastructure projects like the Gaza water pipeline given 
significant recent security improvements in Gaza, and view 
the USG\'s failure to fund such \"proof that the U.S. and 
Israel are determined to continue collective punishment and 
suffering in Gaza while they help the West Bank, which just 
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reinforces what the U.S. and PA say they reject: separation 
between the West Bank and Gaza.\" 
DUFFY 


120507 

PP RUEHRG 

DE RUEHBR #1653/01 2421253 

ZNR UUUUU ZZH 

P 301253Z AUG 07 

FM AMEMBASSY BRASILIA 

TO RUEHC/SECSTATE WASHDC PRIORITY 9841 

INFO RUEHRI/AMCONSUL RIO DE JANEIRO 5018 

RUEHSO/AMCONSUL SAO PAULO 0684 

RUEHRG/AMCONSUL RECIFE 7080","UNCLAS SECTION 01 OF 03 BRASILIA 001653 


SIPDIS 


SIPDIS 


Column 3 

STATE PLS PASS TO HHS FOR STEIGER OGHA 

STATE FOR WHA/BSC 

STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL FLANNERY 


REF: ATLANTA GA 3371 (ATD 4048) 


1. Mission welcomes and grants country clearance for Brendan 
Flannery, Epidemiologist, NCIRD/HHS, Centers for Disease Control and 
Prevention, to Brasilia, Brazil, from September 10 to September 21, 
2007, to work with current HHS/CDC secondee for immunizations and 
the Pan American Health Organization in Brasilia on transition of 
immunizations projects in preparation for secondment of Dr. Flannery 

to PAHO-Brazil. 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. \"Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 


3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required and that traveler has a NACI/no access to classified 
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material. However, the Embassy requests that traveler(s) before or 

on arrival contact the Counselor for Environment, Science, 

Technology and Health Richard Driscoll and/or ESTH Officer KG Moore 
to brief them on official activities/meetings planned while in 

Brazil. Further, atthe end of the visit traveler(s) should provide 

a debrief to Mr. Driscoll or Mr. Moore. If traveler(s) are in 

Brasilia, they should come to the Embassy to meet with the ESTH 
section and, as appropriate, other Embassy officials. The contact 
information is as follows: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, cellular phone 011+(55)(61) 9965-1439; 
email: DriscollRJU@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 


- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 

The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 


BRASILIA 00001653 002 OF 003 


directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 


Column 3 

role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 
or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 
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Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 
post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 

traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 


BRASILIA 00001653 003 OF 003 


of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 
extremist groups operate in the tri-border area between Brazil, 
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Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 


-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into the embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


CHICOLA 
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RR RUEHBC RUEHDE RUEHKUK RUEHROV 

DE RUEHEG #2683/01 2421253 

ZNY CCCCC ZZH 

R 301253Z AUG 07 

FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDC 6727 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE 

RUEHEE/ARAB LEAGUE COLLECTIVE","C ON FIDENTIAL SECTION 01 OF 03 CAIRO 002683 


SIPDIS 
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SIPDIS 


NSC FOR SINGH AND WATERS 


E.O. 12958: DECL: 08/20/2017 

TAGS: PGOV, KISL, KDEM, PHUM, EG 

SUBJECT: MUSLIM BROTHERHOOD: GOVERNMENT CRACKDOWN 
CONTINUES, PARTY PLATFORM STILL IN DRAFT 


REF: A. 2006 CAIRO 7171 
B. CAIRO 144 
C. CAIRO 409 
D. CAIRO 1128 
E. CAIRO 1276 
F. CAIRO 1641 


Classified By: Minister-Counselor for Economic and Political Affairs 
William R. Stewart, for reason 1.4 (d). 


1. (C) Summary: The Egyptian government's campaign against 
the Muslim Brotherhood (MB) is continuing, with the recent 
arrests of a prominent moderate official, two MB 
parliamentarians, and other senior officials, upping the 

ante. The latest detentions occur against the backdrop of 

the ongoing military trials of 40 MB members, and the MB\'s 
continued development of a political party platform, which 

the organization expects to formally release in September. 
Regardless of the specific reasons behind the ongoing 
campaign against the MB, it appears to be having the 
unintended consequence of increasing public sympathy for the 
Islamist organization. Notably, in the face of this intense 
governmental pressure, the MB has maintained a moderate 
public stance, continuing to work on developing its party 
platform, and advocating non-violence and compliance with 
Egyptian law. End summary. 


2. (U) The GOE\'s months-long campaign of arrests against the 

MB shows no sign of letting up, with an estimated 53 MB 

members detained in the past four weeks alone. (Note: 

According to public statements made by Mohamed Habib, the 

MB\'s Deputy Supreme Guide, there are currently 600 MB members 
in detention. End note). Notable among the arrests is the 

August 17 detention of prominent MB leader and reputed 
torchbearer of the organization\'s moderate wing, Essam El 

Erian, who was arrested at a private home, together with 

Mahmoud Hussein (an aged MB Guidance Council member allegedly 
in poor health) and 15 other \"leading members." Erian and 
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his cohort, detained under the auspices of Egypt\'s Emergency 
Law, are reportedly accused of belonging to a banned 
organization, possession of illegal documents, and plotting 

to overthrow the government. Government newspapers have 
quoted sources in State Security and the Public Prosecutor\'s 
office as saying that the arrestees were meeting to plan for 
internal MB elections. MB Deputy Supreme Guide Mohamed Habib 
denied this in several media interviews, stating, \"we well 
understand how (badly) the regime would view a meeting of the 
Majlis Al Shura Al Gamaa (for internal elections), and we 
would not even think of taking that step.\" 


3. (U) On August 22, the security services briefly detained 

two MB parliamentarians, Ragab Abu Zeid and Sabri Amer. The 
pair had been briefly arrested in April, after which their 
parliamentary immunity was lifted, and they were subsequently 
released (ref E). On August 23, Abu Zeid and Amer were 
released on bail of 10,000 LE (approximately 1,750 USD) each. 
It is unclear when, or if, their trial will commence. The 

MB\'s parliamentary bloc denounced the \"illegal detention,\" in 
a formal statement issued by bloc leader Saad Al Katatni, 
viewing it as \"part of the ongoing security escalation of the 
regime against the MB ... The message is to humiliate MP\'s 
and ... settle scores with the opposition.\" Other recent 
arrestees reportedly include the key staffers of several MB 
parliamentarians. 


4. (U) The latest arrests occur against the backdrop of the 
ongoing military trials of 40 MB members, including Khairat 
Al Shatir, the third-most senior official in the MB (refs C 
and D). Family members, several members of the defense team, 
journalists, and representatives of human rights 
organizations have reportedly not been allowed into the 
courtroom where the tribunal is being held. Shatir\'s 
daughter told journalists that her father\'s health is 
deteriorating in prison, and that he is suffering from high 
blood pressure, diabetes, and \"tumors\" in his feet. She 
alleged that Shatir\'s doctor was denied access to the 
military prison. 


5. (C) In an August 22 interview with Al Jazeera, MB Supreme 
Guide Mehdi Akef insinuated that lack of USG pressure on the 
Egyptian regime is partly to blame for the continued 


CAIRO 00002683 002 OF 003 


Column 3 

detentions of MB members. Akef asserted that U.S. pressure 
had at one time improved political freedom for Egyptian 
opposition groups, and that, \"we enjoyed that freedom when 
there were American pressures on the Egyptian government. 
Even the government\'s term of describing us a banned group 
disappeared. The semi-official Al Anram newspaper 
interviewed me. | couldn\'t believe that | would feature on 

the first page of this government newspaper. But, after (the 
MB won) 88 seats in parliament, the bone crushing started.\" 
Deputy Supreme Guide Habib has also publicly implied that the 
USG is somehow complicit or tacitly approving of the 
detentions. Several of our civil society contacts have 
pointedly asked why the USG publicly criticizes the detention 
of imprisoned Al Ghad party leader Ayman Nour, or that of 
imprisoned blogger Abdel Karim Soliman, but has been silent 
regarding the arrests of hundreds of MB members and the 
ongoing military tribunals. 


PARTY PLATFORM NOT DONE YET, 
BUT COMING SOON 


6. (U) Amidst the arrests and military tribunals, the MB 
reportedly continues to slowly move forward with plans to 
develop a political party platform (refs B and D). The 
independent newspaper Al Masry Al Yom recently published a 
detailed text alleged to be the platform itself. However, 
several MB officials, including Supreme Guide Akef, have 
stated that the text was a preliminary draft of the platform, 

and not the final product. In an August 21 interview with new 
independent newspaper Al Badeel, Deputy Supreme Guide Habib 
stated that the platform will be completed and released \"in 
September,\" after the Guidance Council has completed its 
review and then \"sent it to a set of intellectuals for final 
feedback.\" In an August 26 interview in the Nasserite 
newspaper Al Arabi, Akef is quoted as saying \"We sent the 
draft to our offices, so that they can comment, which they 
already did. Now that we have received comments and 
suggestions on the draft, we will refer the program back to 

the Guidance Office to give their views on the gray areas 

that are yet to be settled. (Those gray areas) pertain to 

the ruling system, transition of power, and the presidential 
term of office. We also need to further clarify our position 

on women and Copts, as well as our stance regarding tourism.\" 


7. (U) In recent public discussions regarding the platform, 

Akef, Habib, and Guidance Council member Abdel Moneim Aboul 
Fotouh have been careful to note that the MB has no plans to 
apply formally to the ruling party-dominated Political 


Column 3 

Parties Committee (PPC) to register as a party. In his 
interview with Al Badeel, Habib described the MB\'s plans 
thusly: \"The MB will neither apply to the PPC nor declare the 
party unilaterally. This is not ambivalence, but political 
compromise, because there is a law - which I consider unjust, 
oppressive and unconstitutional - but nevertheless, | must 
abide by the law. So, we will wait until the political 
atmosphere changes.\" Akef told his Al Arabi interviewer, \"We 
know that the government will not approve the party. Thus, 
the program is more like a plan of cooperation and accord 
with the political elite, the other national powers, and 

expert in the political scene .... With such a regime, 
demonstrations will not change a thing. What changes it is 
cohesion between all popular powers and accord in one 
position.\" 


WHY IS THE GOVERNMENT TURNING 
UP THE HEAT NOW? 


8. (C) The initial impetus for the current campaign against 

the MB was the mid-December MB student demonstration at Al 
Azhar University (ref A). However, although the government 
has long since detained those associated with that incident, 

the detentions of MB members continue at an accelerated pace, 
and the recent arrests of Erian, Hussein, the two MB MP\'s, 
and other fairly senior officials have upped the ante in 

terms of the government continuing to target senior members 
of the organization. Egyptian analysts, our contacts, and 

the MB itself speculates a range of motivations are behind 

the ongoing repression: 


- The MB is still reaping the fallout from its success in the 

2005 parliamentary elections, when it won an unprecedented 88 
seats in the People\'s Assembly. The government, worried by 
the MB\'s apparent strength and popular appeal, is working to 
contain and weaken the group by imprisoning key leaders and 
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members. Deputy Supreme Guide Habib, in an August 15 Al 
Jazeera interview, said, \"The reason (for recent arrests and 
tensions with the government) is the 2005 parliamentary 
elections.\" 


- The GOE is likely concerned by the MB\'s halting steps 
towards recasting itself as a legitimate, relatively moderate 
political actor, as it develops what is, by preliminary 
accounts, a non-extremist platform. Ibrahim Al Houdaiby, an 
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emerging young MB leader whose grandfather served as the 
organization\'s Supreme Guide, recently commented to 
journalists, \"The arrest of Erian is a clear attempt by the 
regime to crackdown on the moderate leaders of the MB who 
could push the group towards more moderate stances. The 
questions remains: Who does that serve?\" A think tank 
contact of ours believes that the recent arrests \"are a 
pre-emptive strike aimed at preventing the MB from further 
disseminating its political platform, and tantamount to a 
message to the MB to desist from political activism,\" 
highlighting that the \"the regime is worried that the MB 

party program could steal the limelight from the NDP and the 
reform program it plans to present at its November party 
conference.\" 


- Another factor likely raising GOE hackles is the recent 

uptick in foreign legislative outreach to the MB. As 

reported ref F, the GOE reacted testily to the recent contact 
between U.S. congressmen and an MB legislator. In a report 
published in mid-August, the Foreign Relations Committee of 
the UK House of Commons recommended that \"British diplomats 
should talk to moderate elements,\" within the MB and other 
regional Islamist groups. Head of the MB\'s parliamentary 

bloc Katatni has asserted publicly that there is a link 

between the recent arrests and the increased international 
interest in \"dialogue\" with the MB: \"The government wishes to 
send a message to other governments that it will not cave 

into foreign pressure and will never condone the activities 

of the Brotherhood.\" 


- In the lead-up to the spring 2008 local council elections, 
the GOE is likely aiming to damage the MB\'s organizational 
infrastructure, so as to better prepare the political 

landscape for the potentially challenging electoral contests, 
and keep the MB from winning any further electoral victories, 
which are an embarrassment for the GOE. Local analysts 
speculate that the small districts of the local council 
elections may play to the MB\'s strengths of local 
name-recognition for candidates, unlike the Shura Council 
races (which comprised large unwieldy districts). 


- The goal of a smooth succession may be fueling some of the 
recent moves against the MB, with the GOE, and particularly 
supporters of Gamal Mubarak\'s presidential aspirations, 
calculating that it is easier to hit hard against the MB now, 
rather than later. Some local analysts have told us that the 
MB would surely be among the loudest critics of a Gamal 
succession, and so it behooves the government to encourage 
organizational disarray now. 


Column 3 
COMMENT 


9. (C) Whatever the reasons behind the ongoing campaign 
against the MB, it appears to be having the unintended 
consequence of increasing public sympathy for the Islamist 
organization. We have heard numerous anecdotal reports from 
our contacts that many Egyptians feel the government is 
treating the MB too harshly, with the military tribunals in 
particular being perceived as \"unjust.\" On August 5, the Al 
Wafd newspaper published an unusual public statement, signed 
by numerous liberal political activists and intellectuals, 

critical of the military trials. Some liberal-minded, 

normally anti-MB Egyptian journalists and intellectuals have 
also published op-ed pieces disparaging the tribunals. 

Notably, in the face of intense pressure from the regime, the 
MB has maintained a moderate public stance, continuing to 
work on developing its party platform, and advocating 
non-violence and compliance with Egyptian law. 
RICCIARDONE 
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FM AMEMBASSY NAIROBI 

TO RUEHRO/AMEMBASSY ROME 5217 
INFO RUEHC/SECSTATE WASHDC 2044 


SIPDIS 
SIPDIS 
DEPT FOR AF/E NOLE GAREY AND KRISTIN ORTH 


E.O. 12958: N/A 

TAGS: OTRA, RSO, IT, KE 

SUBJECT: COUNTRY CLEARANCE REQUEST FOR JOHN YATES TRAVEL TO 
ROME 


1. Country Clearance is requested for John Yates, Special 
Envoy for Somalia, to travel to Rome to attend the Somalia 
International Contact Group Meeting Hosted by the GOI to be 
held at the Italian Foreign Ministry September 10-11. John 
Yates holds a Top Secret Clearance and Diplomatic Passport # 
910002030. 


2. Yates has a Personal reservation at the Rose Garden 
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Hotel for the night of September 8. Post requests assistance 
in hotel reservations for September 9-11 atthe same hotel as 
A/S Jendayi Frazer or nearby hotel within per diem. Post 
would appreciate airport facilitation assistance and 

transport as appropriate. 


3. Flight Itinerary follows: Arriving in Rome at 0920 
Sept. 8 KLM 1597 out of Amsterdam Departing Rome at 1655 
Sept. 12 KLM 1604. 


4. Please inform DCM OMS. 
RANNEBERGER 
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DE RUEHAR #1821 2421257 

ZNR UUUUU ZZH 

P 301257Z AUG 07 

FM AMEMBASSY ACCRA 

TO RUEHC/SECSTATE WASHDC PRIORITY 5185 

INFO RUEHGG/UN SECURITY COUNCIL COLLECTIVE PRIORITY 
RHEHNSC/NSC WASHDC PRIORITY 

RUCNDT/USMISSION USUN NEW YORK PRIORITY 0121 


SIPDIS 
SIPDIS 
SENSITIVE 


E.O. 12958: N/A 
TAGS: PREL, AORC, KPAO, PTER, UNSC, KNNP, GH 
SUBJECT: GHANA UNDECIDED ON 1540 RESOLUTION 


REF: STATE 


(SBU) On August 28, POL Chief followed up with Paul Essel, 
Director of the Office for Multilateral, Legal, and Passport 
Affairs atthe MFA, concerning reftel demarche, which Post 
delivered on August 23. Essel said Ghana was undecided on 
the issue and he added that he would liase with Ghana\'s 
mission to the UN and with his superiors in Accra on the 
issue. 

BRIDGEWATER 
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O 301259Z AUG 07 

FM AMEMBASSY ABU DHABI 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 9615 

INFO RUEHEE/ARAB LEAGUE COLLECTIVE 

RUEHAK/AMEMBASSY ANKARA 0475 

RUEHGB/AMEMBASSY BAGHDAD 0375","CONFIDENTIAL ABU DHABI 001453 


SIPDIS 
SIPDIS 
NEA/I/POL M.SIDERS, NEA/ARP, NEA/FO 


E.O. 12958: DECL: 08/30/2017 
TAGS: PREL, TU, IZ, AL, XF, AE 
SUBJECT: UAE RESPONSE TO IRAQI LEADERS AGREEMENT 


REF: STATE 120608 
Classified By: CHARGE MARTIN QUINN FOR REASONS 1.4 (B) AND (D) 


1. (C) Charge urged a supportive UAE public statement on the 
Iraqi Leaders Agreement with MFA Acting U/S Tariq Al Haidan 
on August 28, 29 and again on August 30. Al Haidan initially 
offered his frank opinion that it would be difficult (\"Do we 
always have to make public statements?\"), but after Charge 
pressed the issue said that he would pass the request to 
Foreign Minister Sheikh Abdullah bin Zayed (AbZ), currently 
on holiday in Europe. To date at least, WAM (UAE Official 
News Agency) has carried no statement from the UAE Nor 
reported any statements from other Arab leaders. 


2. (C) Post has a call into AbZ\'s traveling party and will 
continue to encourage a UAE statement. 


QUINN 
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PP RUEHLH RUEHPW 

DE RUEHIL #3796 2421308 

ZNY CCCCC ZZH 

P 301308Z AUG 07 

FM AMEMBASSY ISLAMABAD 

TO RUEHC/SECSTATE WASHDC PRIORITY 1422 
INFO RUEHKA/AMEMBASSY DHAKA PRIORITY 2214 
RUEHBUL/AMEMBASSY KABUL PRIORITY 7474 
RUEHNE/AMEMBASSY NEW DELHI PRIORITY 1661 
RUEHKP/AMCONSUL KARACHI PRIORITY 7209 
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RUEHLH/AMCONSUL LAHORE PRIORITY 3289 

RUEHPW/AMCONSUL PESHAWAR PRIORITY 1727 

RUEHNO/USMISSION USNATO PRIORITY 2890 

RUEKJCS/SECDEF WASHINGTON DC PRIORITY 

RUEKJCS/JOINT STAFF WASHINGTON DC PRIORITY 

RHEHNSC/NSC WASHDC PRIORITY 

RUEAIIA/CIA WASHDC PRIORITY 

RHWSMRC/USCINCCENT MACDILL AFB FL PRIORITY","C ON FIDENTIALISLAMABAD 003796 


SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/22/2017 
TAGS: PTER, PGOV, PK 
SUBJECT: SOUTH WAZIRISTAN\'S CONTINUING MILITANCY 


REF: PESHAWAR 347 
Classified By: Anne W. Patterson, reasons 1.4 (b), (d) 


1. (C) Summary: Concurrent with the much-publicized 
breakdown of the North Waziristan Agreement, the GOP\'s 
agreement in South Waziristan has also been faltering. The 
result has been increasingly brazen militant attacks on 
security forces, including the recent kidnapping of 19 

Frontier Corps (FC) personnel. The conciliatory nature of 
the jirga assembled to negotiate for their release, the 
beheading of one captive, and the fact it took over two weeks 
to reach a deal is not a good omen for GOP control of South 
Waziristan. End Summary. 


2. (C) On August 28, a group of approximately 19 FC 
personnel and other local officials were released after being 
held since early August by militants in South Waziristan. 
(Note: Sixteen were kidnapped on August 9, and the others 
were kidnapped on August 25. End Note.) News of the 
release, however, coincided with humiliating photos in all 
major Pakistani newspapers of the kidnapped soldiers seated 
while masked gunmen stood over them. The still photos were 
taken from a gruesome video recently released by the 
kidnappers that captured the beheading of one of the FC 
soldiers on August 14. 


3. (C) A \"peace committee\" of prominent tribal and religious 
leaders from the area and led by parliamentarians Maulana 
Merajuddin and Maulana Saleh Shah secured the group\'s 
release. While the parliamentarians announced that the 
release was unconditional, local observers speculate that the 
GOP will quietly release ten militants whose freedom had been 
demanded by militant leader Baitullah Mehsud. The government 
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has also reportedly agreed to uphold the 2005 peace agreement 
with the militants that stipulated no army checkpoints in 

South Waziristan and essentially gave local militants the 
responsibility for \"maintaining law and order" in the eastern 
(Mehsud) areas of South Waziristan. 


4. (C) Comment: The prolonged capture of GOP security 
personnel is emblematic of how little control the military 

has in South Waziristan. Most tribal observers see the 
conciliatory nature of the jirga and the GOP\'s concessions as 
a victory for the Mehsud militants and the humiliating photos 
as a propaganda coup. Both parliamentarians Maulana 
Merajuddin and Maulana Saleh Shah are widely reputed to have 
sympathies with the militants, thus many of the other jirga 
members expressed disgust with the process. By Pashtun 
tradition, the gruesome beheading of one of the FC men and 
humiliating treatment of the security personnel demanded a 
strong response from the government. The weak response will 
likely embolden them to continue attacking government forces 
in the tribal areas and adjacent settled districts of the 
Northwest Frontier Province. End Comment. 


PATTERSON 
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PP RUEHDE 

DE RUEHAD #1454 2421311 

ZNY CCCCC ZZH 
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FM AMEMBASSY ABU DHABI 

TO RUEHC/SECSTATE WASHDC PRIORITY 9616 
INFO RUEHVVAMEMBASSY VIENNA PRIORITY 0154 
RUEHUNV/USMISSION UNVIE VIENNA PRIORITY 0028 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RUEHDE/AMCONSUL DUBAI 7269","C ON FIDENTIAL ABU DHABI 001454 


SIPDIS 

SIPDIS 

STATE FOR NEA/IR, NEA/ARP, EEB/ESC, EUR/AGS 
TREASURY FOR U/S LEVEY 

VIENNA for AMB MCCAW, S.KILNER, P.KAPLAN 
USMISSION VIENNA FOR AMB SCHULTE, E. TAVAKOLI 
E.O. 12958: 12/18/2014 


TAGS: ENRG, EPET, ETTC, PREL, IR, AU, AE 
SUBJECT: IPIC SHARES CONCERN ABOUT IRAN 


(U) Classified by CDA Martin Quinn for reasons 1.4 (b), (d). 


Column 3 
Ref: A) Vienna 2111 (notal), B) Abu Dhabi 1306, C) State 53758 


1. (C) Summary: International Petroleum Investment Company (IPIC) 
Managing Director told Econchief that he shared USG concerns about 
Iranian nuclear ambitions and the problems with oil and gas deals 

with Iran. He said that he had raised these concerns with the board 

of the Austrian company OMV and would do so again in September. He 
assured Econchief that the deal was still preliminary and that the 
Iranians were tough negotiators. He cautioned, however, that the 
Austrian Government, which had a much larger share in OMV than IPIC 
supported the deal with Iran and that IPIC\'s ability as a minority 
shareholder to force a change in direction was limited. End Summary. 


2. (C) On August 29, Econchief met with International Petroleum 
Investment Company (IPIC) Managing Director Khadem Al-Qubaisi to 
discuss ongoing USG concerns with the announced OMV \"Heads of 
Agreement\" with the National Iranian Oil Company (NIOC). Econchief 
stressed that now was not the time for business as usual with Iran 

and urged Al-Qubaisi to use IPIC\'s influence as a large minority 
shareholder in OMV to prevent the project from moving forward. 
Al-Qubaisi said that the UAE shares USG concerns about Iranian 
nuclear ambitions, adding that \"Iran needs to be treated carefully.\" 
He stated that IPIC had raised concerns about this investment to the 
OMV board, both for geopolitical reasons and for general business 
reasons. According to Al-Qubaisi, he noted that OMV\'s negotiations 
with Iran could be \"a waste of time.\" His experience with the 

Iranians was that they were difficult negotiators, a view 

acknowledged by OMV\'s head of exploration and production, he noted. 


3. (C) Unfortunately, said Qubaisi, IPIC is a minority shareholder 
(17.6%) in OMV and cannot force the board to change its position. 

The problem is especially acute since the Government of Austria, 
which owns over 30 percent of OMV, supports the gas deal. He said 
that the OMV board responses to IPIC\'s concerns were: (1) the deal is 
not illegal under Austrian or EU regulations; (2) Austria and Europe 
need to diversify their gas supplies from Russia; and (3) the GoA 
supports the deal. Al-Qubaisi also noted that OMV had been active in 
Libya while that country had been under ILSA sanctions. OMV had 
stayed when other companies had pulled out and made \"a lot of money.\" 
OMV management, he said, see similar opportunities with Iran. 
Al-Qubaisi added that OMV was pursuing sources of gas actively, as 
Austria served as a natural gas hub for Europe. He told Econchief 
that OMV had originally pursued Abu Dhabi\'s sour gas tender, but had 
been rebuffed for being \"too small" OMV, therefore, was still 

looking actively to source gas elsewhere. 


4. (C) Al-Qubaisi assured Econchief that the deal was still in the 
preliminary stages, with negotiations ongoing. Currently, he said, 

OMV and NIOC were negotiating over whether the agreement would be 
just a service agreement or involve production sharing. His view was 
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that a service agreement would not be commercially viable. He 
undertook to raise IPIC\'s concerns about the project again during the 
upcoming September board meeting. He added that he is not yeta 
member of OMVYs board, but expected to be elected to fill the seat 
left by IPIC\'s former managing director. He reiterated, however, the 
difficulty of changing policy as a minority shareholder, especially 
when the largest individual shareholder, the GoA, supports the 
agreement. 


5. (C) Comment: Al-Qubaisi\'s commitment to raise this issue with the 
OMV board is a welcome one. That said, IPIC is a minority 
shareholder in OMV and unlikely to raise a diplomatic stink with 
Austria. In addition, the Emiratis are concerned about both the 
security and economic consequences of getting too far ahead of 
international \"cover\" in their dealings with Iran. Al-Qubaisi\'s 
intervention is likely to take these considerations into account as 

well as the company\'s mandate, which is to maximize shareholder 
value. Although Al-Qubaisi was not sanguine about changing OMV\'s 
intentions, he did note the difficulties in bringing this deal 

forward successfully. End Comment. 


Quinn 
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E.O. 12958: N/A 

TAGS: TBIO, KSCA, KFLU, EAGR, PGOV, EG 

SUBJECT: EGYPT AVIAN INFLUENZA (Al) UPDATES: VACCINATION 
CHALLENGES; CASES 37 and 38; USAID REVIEWS EXPECTATIONS FOR USD 24 
MILLION IN Al SUPPORT; NAMRU-3 PARTICIPATES IN JOINT FIELD 
INVESTIGATIONS 


REF: A) CAIRO 2046 
B) Maxwell/Lange e-mail July 26 


SENSITIVE BUT UNCLASSFIED. HANDLE ACCORDINGLY. 


1.(SBU) Summary. The U.S. Naval Medical Research Unit (NAMRU-3) 
participated in two field investigations of human Avian Influenza 

(Al) outbreaks with Government of Egypt (GOE) teams in Qena and 
Damietta where the use of improper field techniques by GOE teams and 
uncooperative local citizens initially led to inconclusive findings. 

Under USAID\'s 3 year, $24 million program to combat Al in Egypt, 
GOE is developing a detailed implementation plan (DIP) to strengthen 
areas of weakness. 


2. (SBU) Summary continued. Controlling Al in Egypt depends heavily 
on effective poultry vaccination programs, but problems persist in 
GOE efforts to reduce the virus load in poultry, a critical step in 
preventing Al outbreaks. Serious problems with cold storage of Al 
vaccines persist, and government vets are unable to provide complete 
rural coverage due to a lack of vehicles. Challenges remain in data 
collection, analysis of backyard flock surveillance, culling 

practices and behavior change in poultry-raising households. 
Mission-wide partners including USAID, APHIS, NAMRU-3 and CDC have 
continued consultations and training with GOE and NGO partners to 
address critical problem areas. End summary. 


3. (U) On June 23, the Ministry of Health and Population (MOHP) 
confirmed the 37th human Avian Influenza (Al) case in Egypt. A 
four-year-old boy from the Qena governorate (southern region) became 
ill three days after contact with dead birds. Doctors administered 
Tamiflu within three hours after the appearance of symptoms. After 
receiving treatment in Cairo at El-Bakry Hospital (where pediatric 

Al cases go), the boy recovered. 


4. (SBU) On July 23, the MOHP confirmed Al human case 38, a 
25-year-old woman from Damietta also infected after contact with 
dead birds. After developing a fever, she told doctors at her local 
hospital that she had buried the dead birds. Doctors confirmed Al 
infection and transferred her to Abbassia Chest Hospital in Cairo, 
where adult Al patients receive treatment. She recovered and was 
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discharged on July 30. When NAMRU-3 joined a GOE field 
investigation team to Damietta, they learned that a neighbor\'s birds 
had also died but the neighbor used plastic bags to cover her hands 
and arms and thereby protected herself from Al exposure. 


5. (SBU) In a visit to Abbassia Chest Hospital, General Director Dr. 
Mahmoud Abdel Magid told econoff the hospital has 125 doctors, 150 
nurses and 20 isolation rooms in its intensive care unit (ICU). 

Econoff observed the patient from Al case 38 being treated in an ICU 
isolation room. He also observed Al fliers posted with instructions 

on how to treat patients with Al symptoms. Abdel Magid said 
patients with Al are not charged for treatment; a special budget 

from MOHP covers treatment expenses. 


6. (SBU) Cases 35, 36, 37 were all from the Qena governorate, with 
cases 35 and 37 from the Qena district of Nagada which prompted the 
culling of all domesticated birds in the district. Three weeks 

after the cull, GOE officials allowed NAMRU-3 specialists to visit 
Qena with a joint Ministry of Health and Population (MOHP) and 
Ministry of Agriculture and Land Reclamation (MALR) team. They 
observed that the poultry cull line was along a road, rather than a 
preferred natural barrier (i.e. river, wall, fence). They also saw 

adult domesticated birds inside the cull zone; proper culling and 
follow-up procedures would have meant that only birds born after the 
cull would be found within the zone. Ag Ministry advisor Dr. 
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Hussein Soliman said people hide their birds in mosques when 
authorities come around. General Organization of Veterinary 
Services (GOVS) representative Saber Abdel Aziz said the local 
people do not trust the authorities, who might vaccinate birds one 
day but come to cull them the next. The father of the boy in case 

37 hid his birds when a GOE surveillance team visited, thus leaving 
his family susceptible to infection from the same birds that caused 
his son\'s illness. NAMRU-3 also reported that before the outbreak, 
people in Qena had not seen GOE vets in more than six months (i.e. 
no active surveillance). 


7. (U) Since registering its first human Al case in March 2006, 

there have been 38 cases in Egypt, of which 15 were fatal as of July 
2007. The 38 confirmed cases were out of 3,502 cases tested for Al. 
Egypt ranks third in the world for human cases (only Indonesia and 
Vietnam have more). Thirty-six cases are from backyard flock owners 
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and two from commercial farms. Twenty-six patients were female and 
twelve male. From Jan-July 2007, there have been 11 positive H5N1 
sites on commercial farms and 220 in backyard areas. 


8. (SBU) The vaccination program for backyard flocks faces 
significant challenges. Chairman of the Supreme National Committee 
for Combating Avian Influenza, Health Minister Hatem El-Gabaly, 
told Ambassador and visiting Congressional Staff Delegation Grove 
that he believes some vets are keeping the vaccine for their own 
flocks, and using diluted vaccine or water when going to districts 
where they are responsible to vaccinate birds on behalf of the GOE. 
In other cases, he said vets were not going to the districts at all. 
El-Gabaly added that GOE has vaccinated only 30 percent of the 150 
million birds in backyard flocks. El-Gabaly said Egypt imports 
vaccines now but he envisions future vaccine production in Egypt. 

He said GOE needs USD 24 million to ramp-up vaccine production to 
one billion doses for use in Egypt and distribution to other African 
countries. 


9. (SBU) Abdel Nasser Abdel-Ghafar, MOHP Executive Director of 
Epidemiology and Disease Surveillance told econoff and GOE 
representatives: \"Trust me, there is no cold chain. By the end it\'s 
water, not vaccine.\" Eight MALR representatives were present when 
Abdel-Ghafar made this statement; none disputed the claim. A broken 
cold chain may explain results when NAMRU-S took samples from birds 
in Qena that local vets claimed they had vaccinated but NAMRU-3 lab 
tests showed otherwise. Mission members are currently working with 
GOVS to increase their technical capacity, which includes 

establishing and maintaining effective cold chain procedures. 


10. (U) Even when administering properly stored vaccine, problems 
persist in cataloging vaccinated birds. During their field visit, 
NAMRU-3 reported difficulty confirming which birds were vaccinated 
(which could only be confirmed with lab results). Some villagers 
also told the NAMRU-3 team that they took some birds, but not all, 
to the vaccination stations. MALR Minister Amin Anmed Abaza told 
emboffs that problems persist in dealing with backyard flocks. He 
expanded that in cities, raising poultry is illegal yet when vets 

find these flocks, they are reluctant to seize them. Vets are then 
forced to decide whether to vaccinate illegally kept birds. 


11. (U) During NAMRU-3Vs field investigation in Qena, they noted 
chicken cages had not been cleaned since the infections, still 
contained feathers and fecal matter, and no disinfectant was 
available. Although the GOE-sponsored Al education programs stress 
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hand washing and cleaning bird areas with disinfectant, in many poor 
communities there is no running water for washing hands and no 
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access to disinfectant. 


12. (U) Minister Abaza told emboffs that behavioral change works 
best when people can see some economic or personal benefit. He said 
that with no compensation program for backyard flocks, GOE must 
focus on convincing flock owners to protect their own health and 
their families. He added that poultry sector reform must include 
financing for small flock owners to purchase cages for their birds. 
However, birds kept in cages must be fed, which is a very real cost 
for rural farmers. Poultry remains an important source of income 
and protein for many rural families. According to the Supreme 
National Committee for Combating Avian Flu, poultry represents 40 
percent of Egypt\'s protein intake, thus making highly pathogenic 
avian influenza (HPAI) a food security issue. According to MOHP 
data, only 30 percent of poultry production includes proper 
slaughtering and chilling. 


13. (U) Using famous entertainers as spokespeople, the GOE is 

launching a communication campaign to encourage people to notify 
authorities of dead birds and seek treatment if they feel flu-like 

symptoms. MOHP has a USD 446,000 budget for communication programs, 
including a 24-hour hotline, and has enlisted the aid of 13,000 

female health educators who go door-to-door in rural areas to talk 

about Al prevention and treatment. 


14. (U) USAID\'s Dennis Carroll, Director of the Avian and Pandemic 
Influenza Response Unit, visited Cairo July 31 - August 1 to meet 
with GOE officials regarding detailed implementation plans (DIP) 
required to release USAID funds (ref A). In the first year of the 
three-year, USD 24 million program, USD 4 million is allocated to 
animal health, USD 2.5 million for human health programs, and USD 
1.5 million for awareness campaigns. 


15. (SBU) Rob Rooij from the United Nations Food and Agriculture 
Organization (FAO) commented on his team\'s role to strengthen GOVS, 
which he characterized as a \"disaster\" in its current state. He 
lamented that GOVS is unable to collect meaningful data. In cases 
when data is collected, it is not inputted, analyzed or shared. The 

lack of data will complicate initial efforts to identify high-risk 
governorates. Amira Kamal, head of the GOVS epidemiology group, 
responded that data collection will strengthen as the process moves 
forward. 
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16. (SBU) Minister El-Gabaly told the Ambassador that he will 
propose a U.S.-European-African forum on Al. He does not believe 
the problem will come from Asia but rather Africa. He purposely 
excluded Asia from the proposal, arguing that Asia takes all the 
global attention and funds. He said the world would pay more 
attention to Africa \"when you feel the danger coming but then it 

will be a little late.\" We have not yet received El-Gabaly\'s 
proposal. 


17. (SBU) When asked to expound on Africa\'s role in Al preparedness, 
El-Gabaly said GOE offered to help Nigeria and Ethiopia but claims 
they declined \"out of fear they would be exposed\" for their lack of 
preparedness. He commented that the only way to deal with them is 
pressure at international forums, and advised that donors should 
demand transparency when those countries ask for aid. 


18. (SBU) El-Gabaly told econoff that Egypt\'s national pandemic 
plan, in development over the past eight months, is still not ready. 
He said that the military has been \"deeply engaged\" with \"a high 
level of commitment.\" He added that military responsibilities will 
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include guarding Tamiflu (GOE has 2.5 million doses), protecting 
doctors, culling birds, securing outbreak areas and controlling the 
movement of people. 


19. (U) Ideally, El-Gabaly said, Egypt needs USD 300 million in Al 
assistance but could manage with USD 100 million. He said the focus 
should be training vets, acquiring vaccines, stockpiling Tamiflu and 
obtaining ventilators. The Health Ministry is also collecting data 

on the Egyptian health infrastructure, including the number of 

doctors and nurses, beds and supplies. 


20. (SBU) Minister El-Gabaly told the Ambassador that he believes an 
Al pandemic will hit Egypt between 2008 and 2011. He claimed his 
ministry is well ahead of the Ministry of Agriculture in its 

preparations for such an emergency, although there is still much to 
do. In the case of the Ministry of Agriculture, USG agencies have 
been concerned about the lack of an organized central effort to deal 
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with Al, including a delay in naming the appropriate counterparts 
for USAID and international donors. In a recent meeting with 
emboffs, Minister of Agriculture Abaza promised to permanently 
assign a group of officials to work with USAID and other donors on 
Al issues. He also acknowledged the need for transparency, 
efficiency and accountability in the use ofthe USAID assistance. 


21. (SBU) At the same time that we are working with the GOE to 
improve its readiness, Post Avian Influenza Working Group is 
reviewing Mission preparedness including essential personnel lists, 
Tamiflu guidelines, tripwires, communication plans and a possible Al 
crisis management exercise (ref B). 
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E.O. 12958: N/A 
TAGS: KHDP, PGOV, PREL, MZ 


SUBJECT: Northern Provinces Demining a Success, 
Winds Down 


1. (SBU) SUMMARY: Humanitarian demining of the 
Northern provinces of Mozambique is complete. 
The USG and other donors look to publicly 
announce this success in November as efforts 
begin to focus on other areas of the country. 

USG funded and equipped military demining corps 
gives the GRM the capacity to continue 
humanitarian demining without donor assistance. 
While we are concerned that the GRM has not 
sufficiently supported this capacity, the public 
announcement of success in the North will help 
highlight that future responsibility now lies 

with the GRM. END SUMMARY 


Column 3 
Humanitarian Demining Completed in Northern 
Provinces 


2. The Northern provinces were the most heavily 
mined areas of the country, and suffered 
significant casualties after the end of the civil 

war in 1992. Funded by the United States and 
other donor nations and implemented by the 
nonprofit HALO Trust, humanitarian demining of 
the provinces of Niassa, Cabo Delgado, Tete and 
Nampula is now considered complete. 


3. (SBU) While there is no international 
agreement as to the meaning of Qmine free,Q the 
USG and other donors are pressing the GRM to 
declare publicly the Northern provinces as free 
from the impact of mines. Mine impact free 
status is supported by extensive documentation 
and consultation with local and provincial 
leaders by HALO Trust. The arm of the GRM 
responsible for demining, the Instituto Nacional 
Desminagem (IND), is in the process of 
independently confirming HALO TrustQs work. 


Formal Ceremony Planned, Efforts Turn to Other 
Regions 


4. (SBU) Assuming the IND concurs that the area 
is free from the impact of mines, a formal 
announcement and ceremony would be forthcoming 
involving all international partners. If the IND 

does not agree then the USG would lead a ceremony 
delivering the completed documentation of 
demining from HALO Trust to the donor nations and 
the GRM. In either case, the Embassy anticipates 
a public ceremony recognizing the completion of 
the demining in the Northern provinces in early 
November 2007. 


5. HALO Trust has moved its demining equipment 
to other provinces in anticipation of new 
humanitarian demining efforts. It is also 

preparing a baseline survey of the central and 
southern provinces to provide an assessment of 
the demining work remaining in those areas. The 
baseline assessment, due in October, will include 
an estimated cost to make these areas free from 
the impact of mines. 
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USG Funding Focused on Sustainability; Program 
Winds Down 


6. (SBU) Since 1992, the USG has supported mine 
action in Mozambique with almost $40 million in 
aid. We have fully funded the training and 
outfitting of a cadre of GRM soldiers as 

deminers, creating an indigenous capacity with 

the goal that this corps would be available to 
continue with the demining of the southern and 
central provinces. The USG program provided 
enough equipment for 100 deminers; the GRM 
proposes placing separate groups of deminers in 
the north, central and southern sections of the 
country to be available to readily respond to 
demand domestically and in neighboring countries. 
With the culmination of this training and of 
demining efforts in the North, USG funding will 
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now cease. 


to End 


7. (SBU) The GRM plan to create three small 
separate demining corps stationed throughout the 
country seems to ignore the economies of scale of 
a combined unit, and we believe the GRM has not 
supported the indigenous capacity sufficiently to 
guarantee sustainability after donor funding 

ends. We have raised our concerns regularly with 
the Ministry of Defense. That said, the USG 
intends to move forward with a formal ceremony 
that highlights the successful demining of the 
most severely affected area of the country and 
emphasizes that real responsibility lies with the 
GRM to continue the effort. 


Chapman 
120516 
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SUBJECT: Demining Brings Economic Growth Near Mozambique-Tanzania 
Border 


(U) SUMMARY: Sites in MozambiqueQs northernmost province Cabo 
Delgado that have undergone humanitarian demining with USG and other 
donor funding have rapidly been incorporated into the local economy 
including as small farms, stores, and homes. This has resulted in 

an improved local economy with new employment opportunities. While 
access to basic services in Cabo Delgado remains limited, USG and 
other donor efforts in humanitarian demining have had concrete and 
positive impacts on the local economy setting the stage for future 
development. End Summary. 


2. (U) PM/WRA Program Manager and Poloff visited numerous demined 
sites in the northern province of Cabo Delgado Mozambique during the 
week of July 31-August 2, 2007. Demined sites have been rapidly 
reincorporated into the local economy for housing, farming and 

access roads. The bridge across the Lurio River on the boundary 
between Nampula and Cabo Delgado provinces is a perfect example. 
Commercial demining carried out by AFROVITA, a commercial 
contractor, and the nonprofit HALO Trust (funded by the USG and 
other donor nations) had an immediate impact on use of the access 
areas around the bridge. On one side of the river, the newly 

cleared land is being used for walking paths to access water for 
drinking, bathing and laundry. On the other side, the cleared land 

is used to grow maize, cabbage, and other vegetables. 


3. (U) Roadside stores in Impiri, a large village on the road from 
the Lurio River, highlight the positive economic impacts. Many now 
carry produce grown near the bridge. The income generated by sales 
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of the produce pays for cloth imported from Tanzania for re-sale. 


4. (U) The roadside itself was also mechanically demined. Along 

with small stores, the demined area is now filled with new homes for 
the residents of Impiri. Contractors cleared five kilometers of a 
secondary road from Impiri to a local rock quarry. The reopening of 
the secondary road allowed a local construction company to haul rock 
quarried at the mine back to Impiri to build roads and buildings. 

As business has picked up--generating new jobs for local 
residents--the company has made new capital investments, including a 
new crane, heavy duty truck, and loader for the quarry. 


5. (U) Poloff spoke with a woman in Impiri who lost a leg to a land 
mine several years ago as she was walking along a well-trodden path. 
The woman reported that there is no medical care available in the 
vicinity. She does not wear prosthesis and said there are none 
available through any government or NGO programs. Poloff also noted 
that there was no television and only limited access to electricity 

in the village. The elder who escorted Poloff carried a battery 

powered radio but said he had no batteries for that radio. 


6. Cabo Delgado province was one of the most heavily mined in the 
countryQs civil war. The efforts by the USG and other donors 
towards making the area free from the impact of mines have 
immediately contributed to the improved well-being of the local 
population. While this region continues to suffer from grinding 
poverty and only the most minimal access to basic services, our 
demining program is a success and is helping open the way for 
provision of these services. 
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E.O. 12958: DECL: 08/14/2017 
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SUBJECT: EMBASSY TEAM VISITS SYRIAN NORTHEAST 


REF: A. 06 DAMASCUS 1782 
B. DAMASCUS 574 
C. DAMASCUS 762 


Classified By: CDA Michael Corbin, for reasons 1.4 b/d. 


1. (SBU) Summary. PAO and Poloff visited the cities of 
Qamishli and Deir az-Zour as part of a PD led trip to 
archaeological sites in the Northeast of Syria, including one 
major site under excavation by UCLA. The trip afforded 
Emboffs the opportunity to examine the state of tourism 

sector development in the Northeast. In addition, Emboffs 
visited the cities of Qamishli and Deir az-Zour which are 

usually thought of as underdeveloped backwaters. Emboffs saw 
both positive and negative development indicators in the area 
such as a modern private university in Qamishli and some 
pockets of wealth in Deir az-Zour. At the same time, Deir 
az-Zour continues to be plagued by persistent power outages, 
pointing to the need for greater SARG attention. End Summary. 


2. (C) On August 11-13, the PAO and Poloff traveled to 
Northeast Syria using a visit to four important 

archaeological sites in northeast Syria, locally known as 
al-Jazira, or the &island8 between the Euphrates and Tigris 
rivers as cover for a visit to this area of sensitivity to 

the SARG because of its large and restive Kurdish population. 
Emboffs visited the sites of Tell Brak, Mari, Dura Europas, 
and Tell Mozan. The remoteness of the excavations combined 
with the SARG,s apparent lack of investment in promoting the 
tourist sites results in little tourist traffic through the 

area. 


3. (C) The main focus of the trip was to visit a University 

of California at Los Angeles (UCLA) excavation at Tell Mozan, 
the location of the ancient Hurian city Urkesh. Lead 
archaeologist, Dr. Giorgio Buccellati of UCLA, a naturalized 
Amcit, hosted Emboffs at the excavation. According to 
Buccellati, the Syrian government has been supportive of the 
excavation and has sent a number of high-level Syrian 
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government officials to visit, including Vice President for 
Cultural AffairsNajah al-Attar and former Deputy Minister of 
Culture Riad Ismat, who is current Syrian Ambassador to 
Pakistan. 


QAMISHLI 


4. (SBU) Government spending in Qamishli, the major city in 
the Kurd majority Northeaset, lags well behind other parts of 
the country (ref A). Neglect from Damascus stems in part 
from Qamishli\'s remoteness and large non-Arab population. 
The region has been highly volatile since March 2004 when 
security forces used indiscriminate deadly force to put down 
massive Kurdish rioting that broke out after a soccer match. 
Approximately a year later in May of 2005, a popular Kurdish 
religious figure Sheikh Muhammad Khaznawi was assassinated. 
Although no one has been officially convicted of the murder, 
many Kurds point that finger at the regime. Despite the 
ongoing tensions, there appeared to be a distinct lack of an 
overt security presence in the streets of Qamishli. There 
was, however, a military base just outside of town. During a 
brief visit to the city, Emboffs saw unclean streets, a lack 

of new construction and an apparent lack of commercial 
activity lending credence to Qamishli\'s reputation as 
economically depressed. 


5. (SBU) Emboffs visited the Qamishli branch of Mamoun 
Private University for Science and Technology (MUST) which is 
housed in a gleaming new three story building located 15 
kilometers outside of Qamishli. (Note. There are also 
branches of the same university in Aleppo and Damascus. End 
Note.) The Qamishli campus was opened 10 months ago and its 
incoming class is comprised of approximately 400 students 
from across Syria, the limit allowed by the Ministry of 
Education. The university offers Bachelors degrees in 
computer science and engineering, communications, as well as 
small departments in the humanities and English. There are 
also plans to create departments in petrol-chemical 

engineering and agricultural engineering to take advantage of 
the region\'s oil, gas and agricultural resources. MUST 
designs its own curriculum, although the Ministry of 
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Education must approve it. There was a distinct lack of lab 
facilities, with only a few rooms with circuit boards for 


Column 3 

student practice, possibly reflecting university founder and 
Syrian businessman Mamoun Hallaq\'s desire to create 
university graduates with practical skill such software 
programmers and network administrators rather than computer 
engineers. 


DEIR AZ-ZOUR 


6. (SBU) In general, government licensed investment projects 
often fail to get off the ground in the region (ref B). Asa 

result, the power outages that annually plague Deir az-Zour 
during the summer months have been exacerbated this year by 
the ongoing electricity crisis throughout the country (ref 

C). Emboffs witnessed multiple power cuts in the city over 

the space of 24 hours, illustrating the scope of the problem. 


7. (C) Yet, despite the lack of services there was 

significant new residential construction in the east of the 

town. The markets were well stocked with food and there was 
an abundance of high-end consumer goods like designer clothes 
and washing machines. Deir az-Zour was by far the more 
conservative of the two Northeastern cities Emboffs visited. 
Nearly all women were covered and many of the men opted for 
traditional Arab dress over western clothes. 


8. (SBU) Comment. While its remoteness from Damascus and 
lack of government assistance has hampered the development of 
the Northeast, there are nonetheless some positive indicators 
in each of the cities we visited. The establishment of a 

private university in Qamishli may serve as a catalyst to 

bring talented young Syrians to the region, while at the same 
time teaching the local population job skills. In addition, 

Deir az-Zour exhibited a degree of wealth which was somewhat 
surprising given its continuing development challenges such 

as the numerous power outages. 

CORBIN 
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E.O. 12958: N/A 

TAGS: PREL, SOCI, TSPL, UNGA, FI 

SUBJECT: FINNISH RESPONSE - INVITATION TO THE LUNCHEON ON 
LITERACY AND HEALTH HOSTED BY MRS. BUSH, SEPTEMBER 24, NEW 
YORK 


REF: SECSTATE 118971 


President Halonen\'s husband, Dr. Pentti Arajarvi, accepts 
Mrs. Bush\'s luncheon invitation for September 24. Dr. 
Arajarvi speaks English. Please send the PDF version of the 
invitation to Heather Pishko at PishkoHM@state.gov. 
HYATT 
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E.O. 12958: DECL: 08/13/2017 

TAGS: PREL, EPET, ECON, PGOV, EMIN, CG, AO 

SUBJECT: CONGO, ANGOLA ANNOUNCE PLANS TO DEMARCATE BORDER, 
DEVELOP SHARED OIL VENTURES 


REF: A. KINSHASA 318 
B. KINSHASA 343 
C. KINSHASA 906 
D. KINSHASA 884 


Classified By: PolCouns DBrown, reasons 1.4 b/d 


1. (C) Summary. Congo and Angola agreed in July 24-31 
meetings in Luanda to refer a lingering border dispute to a 
committee of experts, and to share certain offshore oil 
revenues. Presidents Kabila and dos Santos met July 30-31 
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and finalized these and other agreements. The two sides plan 
to conclude terms for construction of a highway from 

Luanda across Congolese territory to Cabinda at a follow-up 
meeting in Kinshasa in October. Results of the meetings made 
public to date demonstrate the value both governments place 
on maintaining good bilateral relations. End summary. 


2. (U) The Congolese and Angolan governments agreed during 
the eighth meeting of their bilateral Mixed Commission July 
24-31 in Luanda to establish a joint experts commission 
including Belgium and Portugal to define their full 2511 km 
border. They also concluded several agreements for joint 
initiatives in areas including petroleum, immigration, mining 
and culture, which were signed by Presidents Joseph Kabila 
and Eduardo dos Santos at the end of Kabila\'s July 30-31 
official visit. Additional agreements, including on 
infrastructure and transportation, are scheduled for 
completion at the commission\'s October meeting in Kinshasa. 


3. (SBU) According to press reports, the two delegations 
totaled 21 ministers as well as numerous other senior 

officials and experts. They were headed by Congolese 

Minister of State for Foreign Relations and International 
Cooperation Mbusa Nyamwisi and Angolan Foreign Minister Jose 
Eduardo de Almeida and included sub-commissions on defense 
and security, economic, transportation and cultural issues. 
Mbusa told us August 2 that the meetings had gone well. He 
highlighted movement toward resolving a border dispute around 
the Congolese territory of Kahembe (ref A), sharing certain 
offshore oil revenues and constructing a highway and pipeline 
across Bas-Congo province to the Angolan enclave of Cabinda. 


4. (C) The statement by the two presidents provides details 
on next steps for resolving the border dispute. This had 
provided opportunities for grandstanding by politicians in 
Kinshasa that, according to press reports, aggravated dos 
Santos. Mbusa told us he accepts the validity of the March 
2007 bilateral report which placed the disputed territory in 
Angola, rather than the opposite conclusions contained in the 
July report by a special National Assembly commission (refs 
B, C). In the end, the two delegations agreed to create a 

joint Congolese-Angolan-Belgian-Portuguese experts group to 
review historical and technical data to delineate the entire 
frontier. Mbusa said the group will hold its first 

meeting in October. (Note: On August 28 the Belgian Charg 
d,Affaires and the Portuguese ambassador here confirmed that 
the RDC and Angola have formally invited them to join a four 
party commission to demarcate the border. Both European 
nations have agreed to take part. End note.) 


5. (C) The delegations also agreed to a 50/50 share of 
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production and revenues from any new oil wells developed in 
an offshore Zone of Common Interest extending from the 15 km 
coastal zone in a 10 km strip to the 375 km (200-mile) limit. 
Wells currently being exploited by Angola in the zone will 

not be affected by the arrangement. Mbusa expressed 
satisfaction, noting that existing agreements provided no 
economic benefits to Congo. Reporters quoted Petroleum 
Minister Lambert Mende estimating that results would take at 
least a year to achieve, and Mbusa enthusiastically 

predicting OPEC membership \"in the near future.\" Mende told 
a radio audience August 8 that the two governments have begun 
work to determine the limits of the zone. 


6. (C) Mbusa also noted that the delegations had agreed in 
principle to joint ownership of a USD 2bn highway linking 
Luanda and Cabinda across the Congolese province of 
Bas-Congo. He said Congo will own the span which passes 
through Bas-Congo. He said the link will also include a 
pipeline and a spur to the Congolese post of Boma. The 
formal agreement is expected to be signed in October. 


7. (C) None of the texts have been made public, and news 
accounts of the meetings have been spotty. Reports by the 
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official Congolese press agency noted the two sides also 
signed additional agreements involving immigration control, 
diamond mining in border areas and cultural exchanges. 
Referring to the tens of thousands of Congolese expelled 

from Angola since the end of last year (ref D), Mbusa said 

the Angolan delegation claimed only Congolese found to be 
illegally in Angola, many of them recruited by Angolan 
concerns, were being expelled. He said Angola believes some 
1.5m Congolese have taken Angolan nationality, and are 
well-integrated into life there. However, with legislative 
elections set for 2008 and a presidential vote in 2009, he 

said the Angolan government was concerned that they may be 
pro-UNITA. 


8. (U) Discussions will continue in other areas at the 
commission\'s October session. The joint statement noted that 
dos Santos had accepted an invitation from Kabila for a state 
visit to Congo at a yet-to-be-determined date. Following his 
official visit to Luanda, Kabila visited the port of Lobito 

in Benguela, the former terminus of a disused rail link to 
Katanga, which is being rebuilt by China. 


9. (C) Comment. Angola intervened in the Second Congo War 
(1998-2003) on behalf of Laurent Kabila, Joseph Kabila,s 
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father, preventing his overthrow. Circumstances have changed 
since and both governments place a high premium on good 
relations. Dos Santos was initially unwilling to accept 

further mediation of the border dispute but agreed in the end 

to the Congolese proposal to bring in Belgian and European 
experts to provide technical cover for what is likely to be a 
conclusion confirming the Angolan position. End comment. 
BROCK 
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STATE PLS PASS TO HHS FOR STEIGER OGHA 
STATE FOR WHA/BSC 
STATE PLEASE PASS TO CDC ATLANTA FOR DMCCORMICK 


E.O. 12958: N/A 
TAGS: TBIO, KSCA, CDC, OTRA, BR 
SUBJECT: COUNTRY CLEARANCE APPROVAL FOR CDC OFFICIAL PATEL 


REF: ATLANTA GA 3536 (ATD 4049) 


1. Mission welcomes and grants country clearance for Manish Patel, 
Medical Epidemiologist, NCIRD/HHS, Centers for Disease Control and 
Prevention, to Rio de Janeiro, Brazil, September 17; to Brasilia, 

Brazil, from September 17 to September 20; and, to Rio de Janeiro, 
Brazil, September 20, 2007, as follows: 

In Brasilia: to meet with Brazil MOH to initiate surveillance and 
vaccine impact evaluations in Brazil following a new country-wide 
rotavirus immunization program. 

In Rio de Janeiro: transit only 


2. Visitors are reminded that all US citizens traveling to Brazil 

for any purpose require visas, which must be obtained in advance 
from a Brazilian Embassy or Consulate. W Airport visas\" do not exist, 
and immigration authorities will refuse entry to anyone without a 
valid visa. All Brazilian visas are considered invalid regardless 

of validity if not used within 90 days of issuance. 
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3. Visitors should be current with all immunizations required for 
Brazil. Those arriving from flights that do not originate in the 

United States are advised to ensure that their yellow fever 
vaccination is up to date, and that they have their WHO yellow cards 
with them to prove it. If you require a yellow fever vaccination 

and it is for the first time, not a booster, it should be given at 

least 10 days before travel to be effective. Please consult with 
appropriate medical authorities before traveling. 


4. American citizens living in or traveling to or throughout Brazil 
may experience widespread delays in air travel nationwide due to 
ongoing air traffic control and other infrastructural difficulties. 

Both international and domestic flights are frequently delayed for 
up to several hours and many flights are canceled. Some travelers 
have been rerouted, causing disruptions to travel plans. American 
citizens are advised to keep this in mind when making their travel 
plans, either official or personal; to prepare for long delays at 
Brazilian airports and for the possibility of missing flight 
connections; and to allow for extra time to reach and return from 
their destinations. We do not currently have reliable information 
regarding when this situation will measurably improve. 


5. All official visitors must attend the RSO Security briefing. 


6. Mission understands that no Embassy/Consulate assistance is 
required and that traveler has top secret security clearance. 
However, the Embassy requests that traveler(s) before or on arrival 
contact the Counselor for Environment, Science, Technology and 
Health Richard Driscoll and/or ESTH Officer KG Moore to brief them 
on official activities/meetings planned while in Brazil. Further, 

at the end of the visit traveler(s) should provide a debrief to Mr. 
Driscoll or Mr. Moore. If traveler(s) are in Brasilia, they should 
come to the Embassy to meet with the ESTH section and, as 
appropriate, other Embassy officials. The contact information is as 
follows: 


-- CDC A/Director Dr. Jeremy Sobel, Tel 011+(55) (61) 3274-4932, Fax 
011+(55) (61) 3273-4019, cellular phone 011+(55) (61) 8119-0755, 
email: jsobel@cdc.gov 


-- Mr. Richard J. Driscoll, Science Counselor, SES, Av. das Nacoes, 
Lote 3, Quadra 801, Brasilia, DF, TEL: 011+(55) (61) 3312-7401, FAX 
011+(55) (61) 3312-7646, cellular phone 011+(55)(61) 9965-1439; 
email: DriscollRJU@state.gov. 


-- Science Assistant, Daisy Costa, Tel 011+(55)(61) 3312-7432, Fax 
011+(55)(61) 3312-7646 (Science Section), email: Costadbd@state.gov 


7. Please find below information needed for the city to be visited: 
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- Brasilia - 

The United States Embassy in Brasilia is located at Avenida das 
Nacoes, Quadra 801, Lote 3, telephone number (from U.S.) 
011+(55)(61) 3312-7000, fax number (from U.S.) 011+(55) (61) 
3312-7676. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(61) 3312-7400. 


- Rio de Janeiro - 

The United States Consulate General in Rio de Janeiro is located at 
Avenida Presidente Wilson 147 B. Castelo, telephone number (from 
U.S.) 011+(55)(21) 3823-2000, fax number (from U.S.) 
011+(55)(21)3823-2003. Emergencies and calls after normal business 
hours may be directed to Post One at 011+(55)(21) 3823-2029. 


- Sao Paulo - 
The United States Consulate General in Sao Paulo is located at Rua 
Thomas Deloney, 381 - Chacara Santo Antonio, telephone number (from 
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U.S.) 011+(55)(11) 5186-7000, fax number (from U.S.) 011+(55)(11) 
5186-7099. Emergencies and calls after normal business hours may be 
directed to Post One at 011+(55)(11) 5181-8730. 


8. Persons entering Brazil under the USG auspices have an important 
role to play in strengthening U.S. - Brazil cooperation. Please 

keep this priority in mind during your visit and inform the embassy 

or nearest consulate promptly of any opportunities or problems that 
arise. As a result of the imposition of biometric enrolment of the 
US-VISIT program, the Government of Brazil started fingerprinting 
and photographing arriving U.S. citizens in January 2004. Present 
GOB policy is not to fingerprint U.S. travelers arriving on official 

or diplomatic visas. It is possible, however, that official 

visitors could be asked to submit to a fingerprinting through 
administrative error. The Embassy hopes that visitors will comply 
with reasonable requests from the Brazilian immigration authorities. 
Any unusual delays or unreasonable treatment should be brought to 
the attention of the Management Officer so they can be relayed to 
the GOB. Full cooperation with the identification procedures is 
advisable. 


9. MEDICAL EVACUATION, INSURANCE AND HEALTH UNIT ACCESS ISSUES: 


Direct Hire employees (not contractors) of the Department of State, 
USAID, DOD, and CDC need not take further action. Direct Hire 
employees of other U.S Government Agencies must provide their 
control officer by cable or e-mail a name and 24-hour point of 
contact for their agency that can authorize medical evacuation. For 
employees whose agencies are not authorized to fund medevacs, 
individuals will be responsible for obtaining their own medevac 
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insurance and providing the information to their control officer 


The USG does not cover contract employees for medevac. Therefore, 
all USG contractors (regardless of the government agency they are 
contracted to) must provide their control officer prior to arrival 

the name, phone number, and policy number of their medevac insurance 
provider(s) for use in case of emergency. 


Contractors do not have access to services in the Health Units at 
Post. In an emergency, the Health Unit will try to facilitate access 

to care on the local economy or facilitation with their medevac 
provider. Contractors need to be advised that for any medical care 
needs they will need to use services provided on the local economy. 


10. Please find below some information on Administrative procedures 
and requirements: 


A. Each visitor, regardless of length of stay, must bring/forward 
fiscal data to pay for direct costs of the visit. Each agency, 
organization or visiting delegation will be charged for the actual 
costs attributed to its visit. Direct charge costs include, but are 
not limited to: 


-- American and LES overtime (for such services as airport 
expediting, cashier accommodation exchange, control room staffing, 
representational event support); 

Travel and per diem costs incurred by post personnel in support of 
visitor\'s field travel; 

-- Rental of vehicles and other equipment; 

-- Long distance telephone calls; 

-- Office supplies; 

-- Gasoline and other vehicle maintenance costs; 

-- Departure tax and other airport fees. 


Post will not provide service if fiscal data is not provided for the 
direct charges. 


B. For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services and will be billed thru the ICASS TDY module, based on a 
per-capita-basis, prorated for the length of stay. For example, a 
TDY visit by one USG employee of 06 months\' duration would be 
counted as 0.5: 

-- Basic Package; 

-- Community Liaison - CLO; 

-- Health Services. 


C. If your sponsoring agency is not signed up for ICASS services at 

post, please be prepared to sign a Memorandum of Understanding (MOU) 
document for ICASS support services upon arrival. The agency should 
provide post with a written communication generated by the 
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traveler\'s headquarters that confirms the agency will pay ICASS 
charges for the TDYer. The communication should include the agency 
ICASS billing code to which the TDY support should be charged and 
authorize the traveler to sign the ICASS invoice generated by the 

TDY module. Agencies will not be billed until the accumulated 

invoice cost for TDY support exceeds Dols 2,500 for the fiscal year. 
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Where travel is urgent, the TDYers should bring this documentation 
with him/her to ensure there are no interruptions in the provision 

of service. Post will not provide any service to a TDYer staying in 
excess of thirty days without provision of this documentation before 
day 31 of the TDY. 


11. Crime is the principal and real threat to visitors to Brazil. 

The crime threat level in Brasilia, Rio de Janeiro, Sao Paulo and 
Recife is critical. Armed street robberies are common in these 
cities. The area in and around the hotel sector in Brasilia is 
extremely dangerous, especially at night. Embassy visitors have 
been robbed under gunpoint while walking on the street. Taxis and 
private vehicles should be used to move about. 


12. In addition, individuals and organizations with ties to 

extremist groups operate in the tri-border area between Brazil, 
Paraguay and Argentina - this includes the Iguacu falls area. 
Official visitors contemplating travel to this area should contact 

the Embassy before doing so, as well as Embassy Asuncion and/or 
Embassy Buenos Aires if they plan to cross into Paraguay and/or 
Argentina. 


13. Visitors should practice common sense preventative security 
techniques, just as they would in any large city in the world. Some 
of the more important tips that you should follow to avoid becoming 
a crime victim are: 


-- Do not carry or wear valuable items that will attract the 
attention of thieves. If you need to wear expensive jewelry or 
carry a camera; conceal it until you arrive at your destination. 


-- Be aware of the street environment and avoid contact with those 
who may be looking for robbery targets. Seek a safer location. Go 
into a store, bank or simply cross the street. 


-- Do not physically resist any robbery attempt. While this is a 
personal decision, statistics show that resistance leads to injury. 


-- Do not answer your hotel room door until you positively confirm 
who is on the other side. Look out the peephole, or call the front 
desk to confirm the visitor. 
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-- Do not walk on the beaches after dark. Assaults are common. 


-- Avoid city buses. Many pass through high crime areas and are 
susceptible to robberies. 


14. Visitors who intend to bring U.S. Government portable 
microcomputers into tne embassy or consulate must obtain prior 
approval from the systems manager and the RSO/PSO. The use of 
privately owned computers is discouraged in any government 
facility. 


CHICOLA 
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SUBJECT: ARGENTINA: OECD NATIONAL CONTACT POINT 


Ref: 06 Buenos Aires 1905 


1. (U) SUMMARY. On August 8, Argentina MFA official Ambassador 
Enrique Julio De La Torre briefed Economic Counselor and Investment 
Officer on recent GOA efforts involving its National Contact Point 
(NCP) office. The GoA\'s NCP seeks to raise awareness of the 
Organization for Economic Cooperation and Development (OECD) 
non-binding Guidelines for Multinational Enterprises. De La Torre 
and his staff updated EmbOffs on the GOA\'s recent NCP efforts, and 
requested Post support for Argentine-based NGOs involved with this 
effort. This GOA NCP effort appears part of a wider GOA 

multilateral re-engagement effort, and to demonstrate that Argentina 
is a responsible player on the world stage. End Summary. 


2. (SBU) Ambassador Enrique De La Torre and his staff opened the 
meeting with the frank acknowledgment that after Argentina\'s 2001-02 
economic crisis, it let its OECD relations deteriorate - \"not paying 
dues, and not attending meetings. Recently, his office had \"more 
activity,\" and was paying its bills. He said that in light of Chile 

and Brazil\'s activities and their apparent movement towards full 
membership, \"Argentina should not be far behind them." He said that 
Argentina \"has a crucial role in the new world, and so a wise 

country should have close relations with the OECD.\" 


3. (U) De La Torre said that he was recently designated the head of 

a new MFA OECD unit, under the MFA\'s Economics Secretariat, and this 
is the designated NCP for the OECD. De La Torre indicated that, 
although the GOA has had a NCP for a few years, this new unit, and 

his own recent appointment, signaled a strengthened GOA interest in 

this process. De La Torre said that the United States should be 

aware of the \"good news! involving the NCP\'s recent efforts, given 

that the \"United States is the largest foreign investor in 

Argentina.\" He said that the NCP should be a place for \"win-win 
solutions,\" and for the \"assurance of foreign investors.\" 


4. (U) Ambassador De La Torre said he was pleased with NCP\'s efforts 
in bringing together government, labor, business and NGOs. He said 
that representatives from the GOA (foreign affairs, labor, human 

rights, environment and investment development), business (the 
umbrella group Argentine Industrial Union), labor (Argentine 

Workers\' Central) and NGOs had been meeting on a regular basis, and 
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with good initial results. 


5.(U) DeLa Torre also said that NCP and two Argentine NGOs were 
working with OECD Watch, which, according to its website, is the 
international network of NGOS promoting corporate accountability, 
informing the wider NGO community about policies and activities of 
the OECD\'s Investment Committee, and testing the effectiveness of 
the OECD Guidelines for Multinational Enterprises process. De La 
Torre said that so far, two local NGOs were members of the OECD 
Watch-NCP process, FARN and SES. (Note: FARN stands for Foundation 
for the Environment and Natural Resources, or Fundacion Ambiente y 
Recursos Naturales, www.farn.org.ar; SES stands for the Foundation 
for Sustainability, Education and Solidarity, or Sustentabilidad, 
Educacion, Solidaridad, www.fundses.org.ar. End note.) 


6. (U) Ambassador De La Torre specifically requested any assistance, 
resources or information that might assist these two Argentine NGOs 
work with the NCP and OECD Watch. Emboffs suggested he contact the 
American Chamber of Commerce, as well as several other local NGOs 
with whom we have relations. 


7. (U) Ambassador De La Torre briefed EmbOffs on what he said was a 
recent and successful example of his office\'s facilitation efforts, 
involving U.S.-based Cargill and the labor union UOMA. Such 
facilitation is a proscribed process in the OECD\'s NCP guidelines. 
According to De La Torre, these two parties used GOA\'s NCP\'s \"good 
offices\" to reach an agreement, via meetings and consultations 

dating from November 2006 to June 2007. EmbOff later verified this 
fact with Cargill in Argentina. 


8. (U) De La Torre was previously Argentina\'s Ambassador to New 
Zealand, and also held senior posts at the GOA\'s United Nations 
mission in New York. 


9. (SBU) Argentina\'s Foreign Ministry last year sought USG support 
for its bid to have the OECD undertake an economic review of 
Argentina, and to be named as a observer nation candidate for full 
OECD membership (Reftel). The U.S. declined to support Argentina on 
either initiative. Now the GOA appears to see the NCP as a vehicle 
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to demonstrate its willingness and ability to play a responsible 
role implementing OECD initiatives. Post will stay in contact with 
the GOA OECD/NCP Unit, and report as appropriate. 


WAYNE 
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E.O. 12958: DECL: 08/31/2017 

TAGS: PREL, PTER, MASS, KPAL, KWBG, UNSC, SY, EG, LE, IS 

SUBJECT: DAS DANIN\'S AUGUST 29 MEETING WITH ISRAELI DEFMIN 
COS HERZOG FOCUSES ON SYRIA, LEBANON, PALESTINIANS AND EGYPT 


Classified By: Ambassador Richard H. Jones. Reasons: 1.4 (b)(d). 


1. (S) In an August 29 meeting, Michael Herzog, the Chief of 
Staff to Israeli Defense Minister Barak, told visiting NEA 

DAS Robert Danin that Israel is not looking for a fight with 
either Hizballah or Syria, but needs to prepare for one just 

in case. Earlier concerns within government circles about a 
\"summer war\" with Syria and Hizballah have abated to some 
degree -- especially after Israel sent signals to Syria that 

it is not seeking a fight with that country -- but the 

Israeli public is still anxious about a war, especially as 

the media keeps the issue alive. On the Palestinians, Herzog 
said that the GOI has respect for Palestinian Authority (PA) 
President Abbas and Prime Minister Fayyad, but considers them 
and the PA generally incapable of delivering peace. The GOI 
will do what it can to support them -- and is making progress 
on the fugitives issue -- but will always put Israel\'s 

security ahead of taking risks for peace. Herzog indicated 
that the GOI is considering ways to optimize Israel\'s 
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security presence in the West Bank, and to re-configure 
permanent and mobile checkpoints in ways to provide 
humanitarian relief to Palestinian travelers. Herzog argued 
that Egypt is not doing enough to stop the smuggling of 
explosives and terrorists from Egypt and the Sinai into the 
Gaza Strip, and should not be provided any technical 
assistance to improve its counter-smuggling capabilities 

until it takes action where and when it can within Egypt. 
Herzog claimed that Egypt has lied about supposed attempts to 
stop suspected Palestinian terrorists from traveling in and 
out of the Gaza Strip, and has used negotiations with Hamas 
on the return of kidnapped IDF Corporal Gilad Shalit to urge 
Hamas to reach out to PA President Abbas and re-form a 
Palestinian National Unity Government. END SUMMARY. 


2. (S) Herzog said that Israel is not seeking a fight with 

Syria or Hizballah, but is preparing in case either attack 
Israel. He said that the level of overall concern within 

Israeli government circles about a \"summer war\" has reduced 
over the last three months, but that the general public still 
fears that there will be hostilities with Syria or Hizballah 

in the not-too-distant future, and that these fears are being 
stoked by the media. Acknowledging the possibility that 
Syrian and Israeli preparations and exercises on and near the 
Golan Heights could accidentally lead to hostilities, Herzog 
claimed that Israel has delivered messages to the Syrians 
making it clear that it is not seeking a fight with Syria. 

He said that the Syrians appear to have received and 
understood the messages. Nevertheless, Herzog noted that 
Syria is taking precautions to ensure that it would be able 

to retaliate in the event Israel attacks Syria, or the U.S. 
launches an attack on Syria or Iran. Syria has accelerated 

its production of long range rockets and is transferring them 
to Hizballah on a daily basis. It is procuring sophisticated 
rockets and anti-tank guided missiles from Russia at 
unprecedented levels. With Russia\'s help, Syria is upgrading 
its MiG-29 and MiG-31 squadrons. It has moved rockets 
forward to its border with the Golan Heights. And it is 
conducting exercises near the Heights. 


3. (S) While Israel does not expect a surprise attack 

involving divisions, reminiscent of that carried out by Syria 

in 1973, Herzog cautioned that Israel cannot rule out that 
Syria might carry out small raids with commandos designed to 
grab territory, force international intervention, and 

pressure Israel into talks with Syria. He added that in the 
aftermath of the Second Lebanon War, Syria began openly 
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preparing \"resistance units\" along its border with the Golan 
Heights, organizing and training them on the Hizballah model 
under the impression that Hizballah performed well against 

the IDF during last summer\'s war. While Herzog dismissed the 
notion that Syria would use these \"resistance units\" to 

attack Israel, he reiterated that under current conditions, 

the Syrians could misinterpret something and launch a 
pre-emptive strike against Israel using commandos. 


4. (S) Herzog\'s impression was that Hizballah does not want a 
fight with Israel any time soon, especially as this would 

disrupt its ongoing efforts to strengthen its military 

capabilities and make political gains in Lebanon. Herzog 

said that Syria is transferring long-range rockets to 
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Hizballah on a daily basis, and that Hizballah now has more 
rockets in its arsenal than it had before the Second Lebanon 
War. He said Hizballah is present in southern Lebanon, but 
has been forced by the Lebanese Armed Forces (LAF) and the 
enhanced UNIFIL to operate discreetly and keep its arms 
hidden. In the meantime, it has expanded its activities 

north of the Litani River, and is building up infrastructure 
there. While Hizballah is now farther away from the 
Israel-Lebanon border and northern Israel (reducing the 
likelinood that Hizballah would carry out a cross-border 
operation like that of July 12, 2006, which started the 

Second Lebanon War), Herzog stressed it is capable of hitting 
targets deep within Israel. 


5. (S) Pointing to Hizballah\'s rebuilding of itself, Herzog 
echoed the view voiced by others in the GOI that UNSCR 1701 
is not being fully implemented, and that more needs to be 
done -- especially to stop weapons transfers across the 
Syria-Lebanon border. Danin pointed out while Hizballah had 
successfully reconstituted itself, the situation in southern 
Lebanon was significantly different now that UNIFIL and the 
LAF were on the ground there; Hizballah no longer enjoyed 
freedom of movement. Herzog acknowledged as positive the 
effect of UNIFIL\'s and the LAF\'s activities in southern 
Lebanon, but expressed concern that Hizballah may carry out 
attacks on UNIFIL in the not-too-distant future, using 

proxies for plausible deniability. (He said that while 

Israel has no concrete proof, it has bits of intelligence 

which suggest that Hizballah was behind recent fatal attacks 
against UNIFIL.) 


PALESTINIANS: ISRAEL WANTS TO HELP, BUT... 
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6. (S) Assessing the current Palestinian Authority (PA) 
government, Herzog said that the GOI shares the USG view that 
it is the best such government that the U.S. and Israel have 
had to work with for some time, but cautioned that in 

Israel\'s view, it is very weak, chaotic, and thus will 

unlikely be able to deliver for peace, even if it has the 

will to do so. Herzog spoke highly of PA PM Salaam Fayyad -- 
dedicated, probably not corrupt, focused correctly on 

security -- but noted that he is overstretched and has no 
administrative or institutional support: \"He answers the 

phone himself when you call him.\" 


7. (S) Herzog said that so, far, the Palestinians have 

focused on two issues in the Abbas-Olmert meetings: (A) 
fugitives and (B) assuming responsibility for security of 

West Bank communities. Progress has been made on the 
fugitives issue, and the two sides are now in \"phase two.\" 
Fatah and Al-Aksa Martyrs Brigades fugitives have not 
necessarily surrendered their weapons, but they are \"staying 
put,\" and not carrying out activities. Herzog expressed 
skepticism about existing Palestinian security forces 
assuming responsibility for security in West Bank 
communities, and said that the Israelis have been candid with 
their Palestinian counterparts on this matter. He suggested 
that Fayyad agrees with the Israeli viewpoint, and claimed 
that Fayyad has even asked that Israeli security forces 
remain in the West Bank for the time being. Herzog 
acknowledged, however, that Fayyad is under pressure to show 
some progress in this area, and that it would help Abbas and 
Fatah if they could demonstrate that they are essential to 
maintaining law and order in the West Bank. Herzog said that 
Israel will do all that it can to help Abbas and Fayyad, but 
only up to the point where Israel\'s security interests come 
into play. He noted, \"All it will take is one suicide 

bombing, and then it will all be over.\" Subtly acknowledging 
that Israel\'s security services aren\'t perfect -- by 

referring to the two failed bombings in green-line Israel 

that initially went undetected -- Herzog suggested that 

Israel will have to maintain a security presence in the West 
Bank for the foreseeable future, even as it considers ways to 
optimize the use of permanent and mobile checkpoints and 
provide some relief to Palestinians at those points. 


8. (S) Herzog assessed the situation along the Israel-Egypt 
and Egypt-Gaza border as bad and not having improved, despite 
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Israeli efforts to explore with the Egyptians what could be 

done to stop the cross-border smuggling of terrorists and 
explosives between Sinai and the Gaza Strip. He acknowledged 
that at some point, Egypt could probably benefit from some 
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technical assistance to improve its detection and monitoring 
capabilities, but stressed that such assistance should not be 
provided to Egypt until it takes action where and how it 
already can. Egypt does not have to wait for suspected 
smugglers and terrorists to get to the Egypt-Gaza border 
before detaining them -- it could detain them in Cairo or en 
route. So far, Israel has not seen any effort on the GOE\'s 
part to take such action. 


9. (S) Herzog also implied that Egypt has been less than 
honest about its involvement in negotiations with Hamas to 
secure the release of kidnapped IDF Corporal Gilad Shalit, 
and has lied about its efforts to stop terrorists from 

crossing between the Sinai and the Gaza Strip. He claimed 
that Egyptian negotiators have discussed with Hamas 
representatives the idea of linking progress on the release 

of Shalit to re-establishing ties between Hamas and the new 
PA government, thereby breaking Hamas! isolation, and 
re-forming a Palestinian National Unity Government (NUG). He 
said Egypt also denied it had any role in a Hamas terrorist 
who -- according to Israeli intelligence -- exited the Gaza 
Strip via the Rafah crossing, traveled through Sinai on to 

Iran for training, and then returned to the Gaza Strip. 

This, Herzog stressed, could not have been done without 
Egyptian complicity. In consideration of the above, Herzog 
urged that the U.S. continue to put pressure on the Egyptians 
to take action against smuggling using what they have now, 
before looking at giving them technical assistance for tunnel 
detection. Herzog also said that the GOI has no interest in 
re-opening the Israel-Egypt peace treaty to discuss 
increasing the number of Egyptian uniformed security 
personnel along the Egypt-Israel and Egypt-Gaza border. 
Israel had already done this once with the September 2005 
Agreement on the Egypt-Gaza border (which allows up to 750 
Egyptian troops to be deployed along the Philadelphi 
corridor), and has no desire to do it again. 


10. (U) NEA DAS Danin has cleared this cable. 


kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk kkkkkkkkkkkkkkkkkkkk 


Visit Embassy Tel Aviv\'s Classified Website: 
http:/www.state.sgov.gov/p/nea/telaviv 
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You can also access this site through the State Department\'s 
Classified SIPRNET website. 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, PINR, SENV, MARR, KCRM, ETRD, DR 

SUBJECT: FERNANDEZ SHUFFLES CABINET: ALL ARE WELCOME UNDER 
BIG TENT 


Classified By: Charge d\'Affaires Rolland W. Bullen, Reasons 1.4(b), (d) 


1. (C) SUMMARY: In a series of decrees issued August 17-20, 
President Fernandez shuffled his cabinet and other key 
government positions. New Ministers were named for Industry 
and Commerce, Environment, and Public Works and 
Communications, as well as new heads of the National Police 
and Navy. The new Chief of Police, Rafael Guzman Fermin, is 
an excellent officer with whom we have a window of 
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opportunity for significant change. The new Environment 
Minister, Omar Ramirez Tejada, has been very active in 
implementing Dominican environmental law in accordance with 
CAFTA-DR. A number of positions in the Government were given 
to small parties and former members of the opposition. There 
was no clear public policy message sent by the personnel 
moves. Rather, by adding parties to his coalition and 

keeping most former ministers on as advisors, Fernandez 
appears to be saying that -- as he gears up for re-election 

in 2008 -- all welcome under the big tent. For biographic 
information, see para. 9. END SUMMARY. 


2. (C) Adhering to Dominican tradition, Fernandez timed his 
cabinet shuffle for August 16, the third anniversary of the 

start of his second (non-consecutive) term as President. In 
Guzman Fermin, Fernandez has chosen a Chief of Police well 
and favorable known to the Embassy. Promoted from the Deputy 
Chief position, Guzman has given repeated indications that as 
Chief he will embrace a highly positive reform and training 
agenda. In a courtesy call with the Charge, Guzman discussed 
plans for the immediate future to tackle the obvious 

problems. He will have a new special unit within the 

Internal Affairs solely focused on police corruption. He 

will address crime through quality of life issues with strict 
enforcement of alcohol consumption laws, traffic laws, surges 

of police personnel in high risk areas and movement against 
narcotic trafficking at the street level. The Embassy Law 
Enforcement Development Advisor has met on a daily basis with 
the Chief, and our officer\'s guidance is highly sought by the 
Chief and has been used to build the new management team and 
provide focus for the Chief\'s plans. 


3. (C) In remarks to the press, Guzman said that he will 
approach his office \"with a firm vision of bringing peace 
where there is anarchy, while respecting human rights.... My 
principal task will be crime prevention -- a police 

preventative police force of street patrols.... We also 

propose the strengthening of the relationship between 
prosecutors and the police.\" (Note: Initial efforts to 

impose order out of \"anarchy\" include the use of the 
Dominican military in staffing rolling road-blocks to search 

for weapons and contraband, a controversial policy begun 
during the tenure of Santana Paez. The new Chief has spoken 
with the Secretary of the Armed Forces and requested that the 
military not engage in these activities, allowing the police 

to stand on their own.) 


4. (SBU) Rear Admiral Julio Ventura Bayonet, the new Chief of 
Staff of the Navy, is a former head of the National 

Directorate of Drug Control (DNCD, counter-drug force). The 
Navy is a critical institution for U.S. interests given its 
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role in counter-drug operations, efforts against illegal 
migration, and other anti-crime responsibilities. Speaking 

to the press, Ventura exhorted Navy personnel to \"stay away 
from vices\" such as narcotics trafficking, trade in illegal 
firearms, and smuggling of alcohol and other consumer 
products. In a courtesy call with the Charge, Ventura stated 
that his priority is to improve the Navy\'s mission readiness 
and effectiveness; praised U.S. assistance programs such as 
Enduring Friendship; and highlighted the importance of the 
biometrics program, implemented by DOD and the U.S. Coast 
Guard, in the fight against illegal migration. 


5. (SBU) Omar Ramirez Tejada, the new Minister of Environment 


and Natural Resources, replaces Max Puig. Puig, a leader in 
the small Democratic Alliance Party, gained the ire of the 
Congress led by the President\'s Dominican Liberation Party 
(PLD) when he spoke publicly about what he claimed were plans 
by (unnamed) Senators to remove prime properties from the 

list of protected areas. 


6. (SBU) Ramirez was promoted from the position of Director 
of Planning and Programs at the Ministry, where he had served 
since 2005. He has extensive experience in environmental 
protection and was instrumental in writing the environmental 
law of 2000, which was the foundation for the creation of the 
Ministry of Environment and Natural Resources. Ramirez has 
been a prime point of contact for USAID\'s environment 
assistance programs in the Dominican Republic, in particular 
the Improved Policies for Environmental Protection project. 
Ramirez is a strong supporter of continued cooperation with 
the U.S., has an extensive knowledge of the environment 
chapter of DR-CAFTA, and was instrumental in establishing a 
Policy and Trade Unit within the Ministry. In a courtesy 

call with the Charge, Ramirez thanked the Embassy for its 
continued support of the Ministry\'s institutional development 
and reminisced fondly on his Embassy-sponsored International 
Visitor Program trip in the mid 1990s. Ramirez pledged 
continued cooperation and emphasized the importance of 
implementation of Chapter 17 of DR-CAFTA. 


7. (U) Melanio A. Paredes Pinales is the new Minister of 
Industry and Commerce. A former Congressman from San 
Cristobal Province, Paredes takes over from Francisco Javier 
Garcia, who will now focus exclusively on his other job -- 
campaign manager for President Fernandez. 


8. (C) President Fernandez\'s personnel changes included 
giving a number of positions in the Government to small 

parties and former members of the opposition. Most notably, 
members of the Dominican Revolutionary (PRD) and Reformista 
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(PRSC) Parties -- the two largest opposition parties -- were 
named to head small non-cabinet agencies and to several 
sub-cabinet positions in the Ministry of Labor and other 
agencies. (Note: The PRD told POLFF that their officials are 
automatically expelled from the party for accepting the 
positions.) The small parties that were added to the ruling 
coalition are the National Renaissance (PRN), Quisqueyano 
Social Democratic (PQDC), National Unity (PUN), Christian 
Popular (PPC), Democratic Popular (PDP), and National Veteran 
and Civilian (PNVC) Parties. 


COMMENT 


9. (C) In a remarkable turnabout, Guzman received the 

explicit blessing and congratulations of Minister for 

Interior and Police Franklin Almeyda, who had been an obvious 
though undeclared enemy of the new Police Chief\'s 
predecessor, Bernardo Santana Paez. This, combined with what 
appears to be a healthier relationship with senior staff in 

the Attorney General\'s Office (vice his predecessor) suggests 
that the opportunity to fight corruption within the national 

police, and pursue reform of the institution, has never been 
greater. 


10. (C) In a meeting with POLOFF, the PRD leadership in the 
Senate addressed the naming of its members to government 
positions, alleging that their members were being \"bought 
off\" by the PLD. Hatuey De Camps of the opposition PRSD 
party called FernandezYs personnel changes \"a clientalistic 
joke,\" and compared Fernandez to the former President, and 
master of clientalism, Joaquin Balaguer. While other 
observers were not so blunt, many Dominicans viewed the 
President\'s personnel changes more motivated by politics than 
a desire to improve the performance of individual ministries 
(with the exception of naming Guzman as Police Chief). 


Fernandez kept most former ministers on as Ministers Without 
Portfolio or advisors, drawing criticism that the creation of 

new positions violates the Austerity Law. Porfirio 

Rodriguez, the head of the important democracy NGO 
Participacion Ciudadana, described the cabinet shuffle as 
\"having a tint of clientalism and campaign politics.\" The 
Fernandez Administration has certainly pursued some important 
government programs. However, if the recent personnel 
changes are an indication, we can expect that the more 
difficult reforms will be put off until after the May 2008 
presidential election. 


Biographic Information 
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11. (U) Biographic information on the new members of the 
Fernandez Administration follows. 


Chief of National Police: Rafael Guillermo Guzman Fermin 
Promoted from position as Deputy Chief of National Police 
Degree in Civil Engineering from Technological Institute of 
Santo Domingo 


Chief of Staff of Navy: Julio Cesar Ventura Bayonet 

Sub-Minister of Navy, 2004-2007 (second term) 

Naval Attache, Washington, DC, 2002-2003 

Sub-Minister of Navy, 1998-1999 

Inspector General of Armed Forces, 1997-1998 

Head of National Directorate of Drug Control (DNCD), 1993-1997 
Director, Center for Information and Joint Coordination 

(CICC, dependent office of DNCD), 1988-1993 

Graduated from Dominican Naval Academy, 1980 


Minister of Environment: Omar Ramirez Tejada 

Director of Planning and Programs, Ministry of Environment 
and Natural Resources, 2005-2007 

City Councilman for Santo Domingo, 2002-2006 
Environmental Advisor to PLD Senate and Congressional 
Caucuses, 2004 

Director of National Parks, 1996-2000 

Recipient of a U.S. Embassy-sponsored International Visitors 
Program, mid-1990s 

Founder and Director of Center for Eco-Development of Samana 
Bay, early-1990s 

Undergraduate degree in marine biology 


Minister of Industry and Commerce: Melanio A. Paredes Pinales 
Director General of National Institute for Technical and 
Professional Training, 2004-2007 

Member of PLD transition team, 1996, 2000, 2004 

Director of Dominican Port Authority, 1999-2000 

Executive Director of Department of Airports, 1999 

Diputado for Province of San Cristobal, 1990-1994 


Minister of Public Works and Communications: Victor Jose Diaz 
Rua 

Executive Director of National Institute of Potable Water and 
Sewers, 2004-2007 

Member of Central and Finance Committees of PLD party 


(U) This report and additional information can be found on 
Embassy Santo Domingo\'s SIPRNET site, 
http://www.state.sgov.gov/p/wha/santodomingo/ 

BULLEN 
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SIPDIS 


E.O. 12958: N/A 

TAGS: PREL, PHUM, PTER, KPAL, IS, EG 

SUBJECT: SINAI RESIDENTS ANGRY OVER POTENTIAL GOE PLANS TO 
REMOVE BUILDINGS AT BORDER 


REF: CAIRO 2455 
Sensitive but unclassified. Not for internet distribution. 


(SBU) According to a press report, Rafah city residents 
remain angry over the possibility that the GOE will remove 
buildings within 150 meters of the Gaza border in order to 
enhance security. A member of the North Sinai Tagammu party, 
Ashraf el Hefny, told a reporter from Egypt\'s \"Daily News\" 
that the GOE is prohibiting new building permits within 150 
meters of the border and refusing to grant water or 
electricity permits for buildings within 300 meters of the 
border. A GOE contact denied the claims about the permits 
and reiterated that internal GOE discussions on this issue 
are in the early stages, and that Egypt expects considerable 
opposition from the locals (see reftel) and is taking 
residents\' concerns into consideration. 

RICCIARDONE 
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E.O. 12958: DECL: 08/30/2017 

TAGS: EG, EUN, PARM, PREL, IAEA, IS, JA, SI 

SUBJECT: URGING SLOVENIAN SUPPORT FOR CONSENSUS PACKAGE ON 
MIDDLE EAST RESOLUTION AT IAEA GENERAL CONFERENCE 


REF: STATE 119672 
Classified By: CDA GShelton, Reasons 1.4 (b,d) 


1. (C) In separate August 30 meetings with Zorica Bukinac 
Cimpersek of the Slovenian Foreign Ministry\'s Security Policy 
Division and with Dr. Andrej Stritar, Director of the 

Slovenian Nuclear Safety Administration, Charge d\'Affaires 
urged Slovenia to support a consensus outcome, or, failing 
that, ano action motion on the \"Israel Nuclear Capabilities 
and Threat\" agenda item. Bukinac Cimpersek said that she 
would convey our message to the Slovenian Embassy in Vienna 
as well as discuss it within the Ministry. Stritar commented 
that he expected that Slovenia would stay within a EU 
consensus position. 

SHELTON 
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SIPDIS 
SIPDIS 


E.O. 12958: DECL: 08/29/2017 
TAGS: MOPS, CASC, PREL, PGOV, GR 
SUBJECT: GREEK FIRES: AUGUST 30 UPDATE 


REF: A. ATHENS 1721 AND PREVIOUS 


B. STATE 121348 


1. (C) The Greek Government is increasingly establishing 
control over the wild fires, although anticipated increases 

in temperature and wind over the weekend may cause further 
outbreaks. The government is also aggressively pursuing 
arson cases, although the extent to which the fires were 
caused by arson remains unclear. The Ministry of Defense and 
Ministry of Public Order have told us that no/no U.S. 

military assistance for humanitarian relief is required at 

this time. The 8/29 public demonstration against the fires 
and destruction to the environment drew over 10,000. End 
Summary. 


2. (U) The Greek Fire Service publicly reports increasing 
control over the fires. Lower temperatures and less wind 
have helped. Firefighting efforts remain concentrated on the 
Western Peloponnese and the island of Evia. 


3. (U) Although things are looking better, weather 
forecasters are predicting an increase in temperature and 
wind, which could further stoke fires throughout Greece. 


4. (SBU) Meanwhile, the government is aggressively pursuing 
suspected arson. Since August 26, the government reports 52 
documented arson cases and police have made 73 arrests: 41 
for arson by negligence (at least one individual was charged 
for failing to extinguish a cigarette that caused a brush 

fire), 28 with intentional arson, and 4 with attempting 
intentional arson. The Fire Service reports an additional 24 
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cases under investigation for possible arson. 


5. (SBU) Comment: Although some in government initially 
suggested the fires were the result of an \"organized plan,\" 
government officials are now avoiding mention of this theory. 
End Comment. 


6. (C) The DATT and A/DCM were separately informed on 8/30 
that the Government of Greece requires no military assistance 
for humanitarian relief. The A/DCM was given this message by 
the Secretary General of the Ministry of Public Order. The 
DATT was given this message by CHOD Grapsas\'s Executive 
Assistant. Grapsas\'s EA said that tne CHOD had consulted 
with Defense Minister Meimarakis before taking his decision. 
Embassy Athens will therefore not be seeking to provide 
military support for humanitarian purposes to the Government 
of Greece at this time. (NOTE: Embassy Athens will continue 
to offer any assistance needed for Greek-American community 
humanitarian relief efforts. END NOTE). 


7. (U) A joint team of American and local employees are 
organizing an Embassy Athens volunteer reponse to help those 
affected by this crisis. Embassy activities include: 

-- Blood donations to help offset depleted supplies; 

-- Donations of requested items (food, bedding, toiletries, 

etc.) to the Hellenic Red Cross; 

-- Organziation of an Embassy Volunteer Corps that will work 
with Greek NGOs to identify specific areas where Embassy 
volunteers will travel on weekends to assist with clean-up, 
reconstruction, and damage mitigation. 


8. (U) The 8/29 public demonstration to protest the fires 

and the concomitant environmental damage drew a large crowd. 
Press reports that over 10,000 showed up. The protest was 
largely apolitical, although indications are the general 

public is dissatisfied both with the government response and 

the opposition\'s apparent efforts to use the fires to 

discredit the government. 
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POTUS Condolence Message 


ATHENS 00001733 002 OF 002 


9. (U) Embassy delivered Ref B condolence message to PM 
Karamanlis\' office on 8/30; Embassy IO followed-up with the 
MFA Spokesman. The GOG has not yet releasd the text to the 
public. 

COUNTRYMAN 
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STATE FOR AF/SPG, PRM, AND ALSO PASS USAID/W 

USAID FOR DCHA SUDAN TEAM, DCHA/OFDA, AND AFR/SP 

NAIROBI FOR USAID/DCHA/OFDA, USAID/REDSO, USAID/SFO AND FAS 
GENEVA FOR NKYLOH 

NSC FOR PMARCHAM AND MMAGAN 

ADDIS ABABA FOR USAU 

USUN FOR TMALY 

BRUSSELS FOR PBROWN 


E.O. 12958: N/A 
TAGS: EAID, PREF, PGOV, PHUM, SOCI, UN, SU 


SUBJECT: SUDAN - STATUS OF IDP RETURNS TO SOUTHERN SUDAN 
REF: Khartoum 1271 
KHARTOUM 00001366 001.2 OF 002 


1. Summary. In a recent meeting with USAID, the U.N. Mission in 
Sudan (UNMIS) reported that 1.24 million former internally displaced 
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persons (IDPs) have returned to the Three Areas and Southern Sudan 
since the signing of the Comprehensive Peace Agreement (CPA) in 
January 2005. Based on IDP surveys, UNMIS estimates that 1.2 
million of the 3.4 million IDPs who are still displaced will not 

return home and prefer to stay in Khartoum or other areas with 
economic opportunities, leaving approximately 2.2 million IDPs and 
refugees in need of returns-related assistance in the coming years. 
Returnees, humanitarian agencies, and Government of Southern Sudan 
(GOSS) officials report that the lack of schools throughout Southern 
Sudan is a primary challenge facing returnees and a major deterrent 
to future returns. Returnees and government officials also cited 
inadequate health care facilities as a key concern. Despite 

strained resources, GOSS officials continue to welcome all 

returnees, cognizant that the census is approaching. End summary. 


2. USAID partner the International Organization for Migration (IOM) 
reports that Northern Bahr el Ghazal State has received the greatest 
number of returnees in 2007, followed by Southern Kordofan State. 
IOM has tracked more than 42,000 people returning to Northern Bahr 
el Ghazal in 2007, including spontaneous returnees who traveled 
without the assistance of the international community. Southern 
Kordofan has received more than 20,000 returnees and Warrab State 
has received more than 17,000 returnees. 


3. When large-scale returns resume in November following the rainy 
season, Jonglei State and southeastern Central Equatoria State are 
poised to receive large numbers of returnees. Tens of thousands of 
Dinka from Bor, Jonglei State, have been living for years in the 
Nimule, Lobone, and Kajo Keji areas of southeastern Central 
Equatoria. The continued presence of the Dinka is a source of 
tension with the Acholi, the original residents of the area. Many 
Acholi remain in refugee camps in Uganda and are awaiting the 
departure of the Dinka. IOM is in the process of collecting data 
regarding numbers of IDPs who intend to return, organized by 
village. A complicating factor is the large number of Dinka cattle. 

As has been done in previous Dinka returns, IOM is suggesting that 
some Dinka walk the cattle from Central Equatoria to Jonglei with a 
Sudan People\'s Liberation Army (SPLA) escort. An additional 
complicating factor is that some Dinka may refuse to leave, a 
potential source of conflict in the already volatile area. 


4. In August, USAID staff visited Upper Nile, Jonglei, and Central 
Equatoria states. While these states have not been the top 
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destinations for returnees to date, their issues are representative 

of all areas of the south. In all three states, local officials and 
returnees sent a clear message that the lack of educational 

facilities in Southern Sudan is a deterrent to returns. The case of 
Jonglei State is illustrative of the challenges facing Southern 

Sudan. Only three secondary schools serve the state\'s population of 
800,000, which is expected to top 1 million by the end of 2007. 

While dozens of primary schools exist, many are in poor condition, 
with classes held under trees. By contrast, in Khartoum and in 
refugee camps in neighboring countries, displaced persons have 
access to primary and secondary schools. A representative of the 
Office of the U.N. High Commissioner for Refugees (UNHCR) conceded 
that access to education in places of displacement may act as a 
deterrent to returns and that the organization has debated whether 

to reduce camp educational services. 


5. Although the number of health facilities is disputed -- the U.N. 

World Health Organization estimates between 700 and 800, while GOSS 
officials estimate more than 1,000 -- it is clear that the current 

health infrastructure is insufficient. In Jonglei State, only two 

hospitals are functioning. Even in areas where smaller health 

centers or units exist, drug availability remains problematic. The 

GOSS Ministry of Health (MOH) has not shipped drugs to the states 
since May 2006. U.N. officials report that GOSS warehouses in Juba 
are overflowing with drugs, but the GOSS lacks funding for 
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transport. In response to this void, entrepreneurs are opening 
\"pharmacies\" in town markets and importing drugs themselves, but 
often these businessmen are not medically trained professionals. 

Due to concerns over the spread of illness during the rainy season, 
the U.N. plans to help the GOSS transport drugs to some areas, but a 
longer-term procurement and delivery system is needed. 


6. Government officials indicated that the lack of other basic 
services should not be a deterrent for returns, stating that 
communities would welcome back their kin with open arms and be 
willing to share scarce food and supplies. All returnees 
interviewed reported that they were glad to have returned home 
despite the difficulties. \"Home is home, even if it\'s bad,\" said 
one returnee. 


7. In FY 2007, the USAID Office of U.S. Foreign Disaster Assistance 
(USAID/OFDA) is providing USD 3.5 million to IOM for IDP returns, 
reintegration projects, and capacity building to improve the ability 
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of the Southern Sudan Relief and Rehabilitation Commission (SSRRC) 
to monitor spontaneous returns and plans to provide an additional 

USD 1 million of support. USAID is particularly focused on the 
movement of IDPs through two corridors. As reported reftel, to move 
returnees from Khartoum to Equatoria, USAID/OFDA is encouraging the 
use of road transport from Khartoum to Bentiu, then river transport 

from Bentiu to Juba. USAID is also supporting the movement of as 
many as 7,500 Dinka from the Lobone, Nimule, and Kajo Keji areas. 
Through IOM, USAID has supported the establishment of a GOSS Joint 
Operations Center in Juba to collect returns tracking information 

from the states. 


8. USAID/OFDA supports more than 260 health facilities in the south 
and is working to transition these emergency activities to 

longer-term development partners. USAID is also funding water, 
sanitation, and hygiene services in areas of high return and 

providing seeds and tools to returnees. 

FERNANDEZ 
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STATE FOR WHA/CAR RANDALL C. BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: REQUEST FOR TWO (2) HUMAN RIGHTS VETTINGS FOR US 
IMET IS SEPTEMBER 16, 2007 


1. Post requests the Department\'s assistance in screening 
the following candidates of the Jamaican Defense Force (JDF) 
who have been nominated for training in the U.S., pursuant to 
the Leahy Act and Foreign Assistance Act. Post has no 
derogatory information. 


Names of proposed candidates: 
Name FRANCIS, Jermaine Ricardo 


Passport No.: A2787623 
Date/Place of Birth: 31 Dec 87 - St. Thomas, Jamaica 
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Occupation: OC/JDF 
Unit: JDF Support & Services 
Service No.: JDF/NYA 


Type of Training: Officer Candidate School 
Fort Benning, GA 
Training Starts: 17 Sep 2007 


Travel Date: 16 Sep 2007 

Name: INNIS, Sydney Richard 

Passport No.: S4000Z6S 

Date/Place of Birth: 02 Feb 62 - Hanover, Jamaica 
Occupation: CDR/JDF 

Unit: JDF CG 

Service No.: JCA/1267 


Type of Training: Global Fleet Station MTT\'s 
HSV-2 SWIFT/Port Antonio, Jamaica 
Trainnig Starts: 17 Sep 2007 


Travel Date: 16 Sep 2007 

2. Post appreciates the Department\'s assistance. 
JOHNSON 
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SIPDIS 
SIPDIS 
DEPARTMENT FOR DAS BRYZA AND EUR/CARC 


E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, PREL, GG 

SUBJECT: PEACEKEEPING ACCIDENT SPURS DISPUTE OVER MOSCOW 
AGREEMENT 


Classified By: AMBASSADOR JOHN F. TEFFT. REASONS: 1.4 (B) AND (D). 


1.(C) SUMMARY: On August 28, a CIS Peacekeeping Force 
(PKF) contingent collided with a civilian minibus in the 
Georgian city of Khobi. According to the UN, Georgian police 
responded and detained 14 CIS PKF, 6 of whom the Georgians 
claimed were Chechens armed with silencers. The Georgian 
police took the PKF to the local police station and after a 
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period of detention, released them later that night. The 
Georgians claim that the PKF violated the Moscow Agreement by 
traveling into the Restricted Weapons Zone (RWZ) without 
prior agreement by the Georgians; the Russians deny this 
although the Office of the Georgian State Minister for 

Conflict Resolution claims that it received a hand-written 

note from the PKF Chief of Staff which apologized for the 
violation and promised to inform of such movements in future. 
The UN is reviewing whether a violation took place with 
regard to the movement of the PKF. End summary. 


2. (C) At approximately 4:00 p.m. on August 28, a CIS 
Peacekeeping Force GAZ-66 truck collided with a civilian 
minibus in the Georgian city of Khobi. (Note: Khobi is on 

the southern edge of the Georgian side of the Restricted 
Weapons Zone. End note.) Georgian police responded and 
found 14 PKF in the truck, 6 of whom they claimed were 
Chechens armed with silencers. The Georgians took the 
peacekeepers to the local police station and detained them 
until around 1200 a.m., at which time the Georgians released 
the detainees. When asked by the UN for the reason of the 
detention, the Georgians said that the detention was a result 
of the suspicion aroused by the peacekeepers origin and 
armaments. According to the Georgians, the Chechens could 
not answer even basic questions about the mandate of the PKF. 
The UN was unable to verify these allegations or press 
reports that the peacekeepers were inebriated because the 
Georgians did not allow UN personnel access to the detainees. 


3. (C) Ruslan Abashidze, the Deputy Minister for Conflict 
Resolution, reported to Poloff on August 30 that the PKF 

Chief of Staff sent a hand-written note on plain paper to 
Minister Bakradze which apologized for the violation and 
promised to inform the Georgian authorities of such movements 
in future. Abashidze claimed that the movements of the PKF 
were a violation of Article 2 of the Moscow Agreement. 

(Note: Article 2 (f) of the Moscow Agreement requires that 
\"the movement of units or subunits of the peace-keeping force 
and of the international observers outside the security zone 

in the relevant areas shall be subject to agreement with the 
parties.\" Separately, the UN told Poloff that the UN is 
reviewing whether or not a violation took place with regard 

to the movement of the PKF. UNOMIG quoted the Protocol to 
the Moscow Agreement which states that the PKF \"shall enjoy 
freedom of movement in the security zone and the 
restricted-weapons zone...\" which indicated some area for 
interpretation. 


4. (C) COMMENT: As we have seen regarding issues related to 
Upper Kodori, the Moscow Agreement is unclear and open to 
interpretation. Tensions in Georgia with regard to its 
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relations with Russia are heightened following the August 6 
missile incident. Accidents like these have the potential to 
spiral out of control. We will urge the UN to work with both 
sides to agree on a common interpretation of the Moscow 
Agreement to prevent future such incidents. END COMMENT. 
TEFFT 


120530 

PP RUEHROV 

DE RUEHJM #1837/01 2421400 

ZNY CCCCC ZZH 

P 301400Z AUG 07 

FM AMCONSUL JERUSALEM 

TO RUEHC/SECSTATE WASHDC PRIORITY 8880 

INFO RUEHXK/ARAB ISRAELI COLLECTIVE PRIORITY 

RHEHNSC/WHITE HOUSE NSC PRIORITY","C ONFIDENTIAL SECTION 01 OF 02 JERUSALEM 00183 


SIPDIS 
SIPDIS 
NEA FOR FRONT OFFICE. NSC FOR ABRAMS/SINGH/WATERS 


E.O. 12958: DECL: 08/30/2017 

TAGS: KWBG, PGOV, PREL, PTER, PHUM, IS 

SUBJECT: YASSER ABD RABBO BRIEFS CODEL ACKERMAN ON 
ABBAS-OLMERT MEETING AND FATAH REFORM 


Classified By: Acting Principal Officer Thomas M. Duffy, per reasons 1. 
4 (b) and (d) 


1. (C) Summary. On August 29, PLO Executive Committee 
Secretary-General Yasser Abd Rabbo told CODEL Ackerman that 


SIPDIS 

the August 28 meeting between PA President Mahmoud Abbas (Abu 
Mazen) and Gol PM Ehud Olmert was \"not bad,\" but that he had 
hoped for better results. Abd Rabbo said Abu Mazen and 

Olmert discussed, in general terms, Jerusalem, borders, and 
refugees, and agreed to postpone development of a bilateral 
committee on permanent status until two more rounds of 
one-on-one discussions are held. Abd Rabbo told CODEL 
Ackerman that the success of PM Salam Fayyad\'s government 
will help facilitate Fatah reform. He added that a new 

generation of local Fatah leaders are emerging in Gaza as 

they struggle against Hamas. He called for removal of West 
Bank checkpoints and road blocks. Abd Rabbo warned that by 
the end of 2007, the PA will be in need of major financial 

support. End Summary. 


Column 3 
Abu Mazen-Olmert Read-out 


2. (C) Atan August 29 meeting in Ramallah, Abd Rabbo told 
Representatives Gary Ackerman (D-NY) and John Hall (D-NY) 
that the August 28 meeting between Abu Mazen and Olmert was 
\"not bad,\" but that he had hoped for better results. He said 
Olmert asked Abu Mazen to postpone formation of a bilateral 
committee on permanent status until two more rounds of 
one-on-one discussions are held. He said Olmert also told 
Abu Mazen that he prefers to have a group of Israelis and 
Palestinians with past negotiating experience lead the 

drafting committee in preparation for this fall\'s 

international meeting. 


3. (C) Abd Rabbo said Abu Mazen and Olmert discussed, in 
general terms, three final status issues: Jerusalem, borders, 

and refugees. He said he believes Olmert is using these 
preliminary meetings to determine how far he can push Abu 
Mazen, but he worries that without in-depth discussion on 
central issues it will not be clear to Abu Mazen and Olmert 
where they agree and disagree. \"We have our limits,\" Abd 
Rabbo said, \"and any compromise should be based on the Arab 
Peace Initiative.\" He added that time is short and while the 
August 28 Abu Mazen-Olmert meeting is a small step forward, 

it is certainly a leap from where the two leaders were a few 
months ago. He said Abu Mazen and Olmert also discussed ways 
to stop Hamas from smuggling weapons and money from Egypt. 


Fatah Reform Tied to Success of New Government 


4. (C) The success of PM Fayyad\'s independent government 
will help facilitate Fatah reform, said Abd Rabbo, adding 

that \"we do not want the public to view this as a Fatah-Hamas 
conflict, but with an independent government, Fatah is able 

to move forward and reform on its own.\" He said a small 
group of \"Old Guard\" Fatah members, while \"limited in power 
and marginal,\" are trying to undermine the government, but 
thus far have not diminished the government\'s authority. He 
said Fatah must cure itself from its \"power disease\" and that 
he hopes a wide coalition of Fatah members will run on a 

joint slate with independent businessmen/academics against 
Hamas. Abd Rabbo said internal Fatah elections are needed to 
fight the stalemate within the movement and to generate new 
leaders, commenting that \"renewal of leadership is not a 
tradition within Fatah,\" but that Fatah is re-grouping, 
particularly in Gaza, where new leaders are emerging in their 
struggle against Hamas. 


Checkpoints Paralyzing Palestinians 
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5. (C) Abd Rabbo said checkpoints and roadblocks in the 
West Bank are paralyzing Palestinians. He said Olmert 
promised Abu Mazen in their first meeting to provide a map of 
road blocks to be removed, but no map has been provided yet 
nor have any restrictions been lifted. He commented that 
economic development will not occur in the West Bank without 
improving access and movement. 


Security and Finances 


6. (C) Abed Rabbo praised PM Salam Fayyad for working with 
the Gol on the fugitive issue and said more Gol cooperation 

is needed to bring law and order to the West Bank. He said 
the new government will face severe financial problems at the 
end of 2007, adding that Saudi Arabia has stopped sending 
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funds to the PA because they blame Abu Mazen for the failure 
of the Mecca Agreement. In contrast, Abd Rabbo said Qatar, 
Iran and Muslim Brotherhood cells throughout the Arab world 
are funding Hamas in Gaza. \"lronically, we, the PA -- and 
not Hamas -- are being boycotted financially now,\" he said. 


7. (U) CODEL Ackerman did not have the opportunity to clear 
this cable. 


DUFFY 
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TAGS: ECON, SY 
SUBJECT: INFLATION CONTINUES TO AFFLICT SYRIA 


Column 3 
REF: DAMASCUS 403 


1. (SBU) Summary: The IMF recently estimated average 
inflation in Syria at eight percent, close to the rate 
estimated by Post\'s 2006-7 price survey. This rate does not 
tell the whole story, however, as black market prices and 
subsidies mask inflation in Syria. Local Syrian economists 
take issue with the IMF estimate and assert that while 
inflationary pressures have abated since a high in 2006, 
average inflation remains well over ten percent. The local 
government-controlled Syrian press also continues to 
regularly report on the crisis associated with increasing 
prices. 


GAUGING INFLATION 

2. (SBU) Prices of goods in Syria\'s consumer market, imported 
and locally produced, began to increase in late 2005. In 
calendar year 2006, independent Syrian economists estimated 
that the inflation rate was well over ten percent, and closer 

to 20 percent when adding in the spike in real estate prices 
(reftel). In order to better gauge this inflationary trend, 

Post developed its own price survey tool which uses 
approximately 100 consumer items divided into nine 
categories. The categories are food, goods and services, 
utilities, housing, health care, travel and transportation, 
clothing, recreation, and education and communication. In 

the period between June 2006 and June 2007, Post collected 
prices on a quarterly basis from five neighborhoods 
representing different Syrian income groups. This was a 

first modest attempt to gauge inflation in Syria and Post 

will continue to refine its price survey tool moving forward. 


PRICE SURVEY REVEALS CONTINUED INFLATION 

3. (SBU) Post\'s recent price survey revealed that Syria 
continues to suffer from inflation, with the average 

inflation rate between June 2006 and June 2007 at 5.18 
percent. This result is slightly lower than an IMF report 

that states average inflation in Syria during the first 

quarter of 2007 was eight percent. Post\'s survey probably 
reflects an artificially low inflation rate because it does 

not include black market prices and the SARG\'s subsidy system 
often masks inflation. Local Syrian economists assert that 
while inflationary pressures have abated since a high in 

2006, average inflation remains well over ten percent and 
that the cumulative effect of inflation over the past two 

years is decreasing the purchasing power of average Syrians. 
The price survey revealed that the prices of necessary goods 
and services, including food items, have disproportionally 
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increased, while some luxury goods, including automobiles, 
decreased. 


SUBSIDIES MASK INFLATION 

4.(SBU) The SARG\'s subsidy system masks inflation in Syria. 
The SARG subsidizes many basic utilities and commodities, 
including heating oil, electricity, butane (cooking) gas, 
gasoline, water, wheat, sugar, rice, cotton, sugar beets and 
flour. Subsidies affect everyday life, as diesel and 

gasoline cost a fraction of international prices, irrigation 

water is paid for by the SARG, and electricity is 

artificially cheap. Despite the severe drought this spring, 

the price of bread -) arguably the most important food item 
for Syrians -- has not changed for the past decade. This may 
soon be changing, however, as SARG officials have recently 
made public statements that the government is developing a 
plan to gradually reduce the subsidy system. 

SHARP INCREASE IN REAL ESTATE PRICES 

5. (SBU) Real estate prices increased by four-fold over the 
past three years. The influx of relatively wealthy lraqi 
refugees, population growth in Syria, the growing demands of 
the nascent Syrian financial sector, and interest from Gulf 
investors contributed to an increase in rental and housing 
prices. The large-scale housing and tourism projects with 
Gulf investment also led to a sharp increase in the price of 
land. In addition, the increase in the international prices 

of some building materials (steel and aluminum), and the 
shortage of some locally produced construction materials 
(cement) also drove up costs. 


PRICES OF FOOD ON THE RISE 

6. (SBU) Syria experienced a drought this spring that led to 
an increase in the price of staples and grains ) 

traditionally stable commodities in Syria. In addition, 

prices of lamb, beef, dairy products and eggs increased due 
to the increase in international feed prices. Prices of 
chicken decreased dramatically between June 2006 and June 
2007 because the threat of Avian Influenza had abated and 
poultry producers were back in production. Prices of fruits 
and vegetables rose over the same period because of an 
increase in domestic demand, legal exports, and smuggling 
operations. 


PRICES OF IMPORTS INCREASED 

7.(SBU) Prices of goods imported from Europe, such as 
powdered and infant milk and butter ghee, increased due to 
the high value of the Euro coupled with parallel increase in 
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international prices (Note: Europe is Syria\'s main trading 
partner with a trade balance of USD 762 million in 2006. End 
Note.) Furniture prices also noticeably increased because 
the SARG imposed strict measures on the import of wood. 
While prices of some household goods have increased, due to 
the increase in the international prices of plastics, prices 

of some household electrical appliances have decreased 
slightly due to fierce competition in the local market and 

the exemption from customs duties on imports of these goods 
from Arab countries. 


FIERCE COMPETITION REDUCES CAR PRICES 

8. (SBU) The SARG\'s liberalization of the import 

restrictions on automobiles, lowering of import duties, and 
increasing access to credit from the nascent private banking 
sector has encouraged many Syrians to purchase vehicles for 
the first time. These changes have also led to strong 

competition between car agents and a noticeable decrease in 
automobile prices. Public transportation and taxi fares are 

set by the SARG and have remained the same over the course of 
the year due to the subsidized prices of gasoline and diesel. 


COMMODITY PRICE INCREASES OVERFLOW TO SERVICE SECTOR 
9. (SBU) Members of the service sector, including doctors, 

medical laboratories, barbers, and taxi drivers have 

increased their charges and/or tips in response to increases 

in the price of commodities. 


10. (SBU) Comment: Estimating inflation in Syria is difficult 
because of a lack of credible statistics, as well as a 

rampant black market and government subsidies on many 
commodities. In general, however, while inflationary 
pressures may have abated since 2006, the average Syrian\'s 
expendable income is being hit hard by price increases that 
are not uniform but fall disproportionally in necessary goods 
and services. If the SARG does move forward with its 
announced plan to reduce subsidies -- although this remains 
open for debate due to the regime\'s preoccupation with 
regional political tensions -- inflation will likely 

skyrocket. Even if the SARG finds the resources to delay the 
avoidable reduction in the current subsidy level, local 

Syrian economists have commented to us that recent statements 
by SARG officials on potential changes to the subsidies 
system have already encouraged some price increases. 
CORBIN 
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E.O. 12958: DECL: 08/29/2012 
TAGS: PREL, PTER, PHUM, KPAL, EG, IS 
SUBJECT: STATUS OF PALESTINIANS HELD IN THE SINAI 


REF: CAIRO 2559 


Classified By: Minister Counselor for Political and Economic 
Affairs William R. Stewart for reasons 1.4(b) and (d). 


1. (C) A Directorate of Military Intelligence (DMI) contact 
has refuted press reports alleging that 180 Palestinians 
being held in camps in the Sinai have launched a hunger 
strike. He said that the Palestinians, who are detained 
because they lack legal papers and permission to remain in 
Egypt (reftel), have held periodic \"peaceful demonstrations\" 
over the past few days, but continue to eat. He explained 
that the Palestinians hoped that the demonstrations would 
spur their Embassy in Cairo to expedite negotiations for 
their transfer to the West Bank or to other Arab nations. 


2. (C) According to the DMI contact, \"fewer than 100\" 
Palestinians remain at a camp in Rafah and approximately the 
same number are at an Al Arish camp. The GOE is currently 
bearing all costs for the detainees\' food and lodging, and, 

on instructions from the Minister of Defense, MoD distributed 
trousers and shirts to them. The Palestinian Embassy has 
also given the detainees a modest amount of spending money, 
which they can use to purchase sundries at kiosks in the 
camps. The DMI officer described the conditions in the camps 
as comfortable and noted, for example, that those in Al Arish 
are permitted to swim in the sea for recreation. 
RICCIARDONE 
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DEPT FOR ISN/RA RNEPHEW 


E.O. 12958: N/A 

TAGS: PARM, MNUC, KNNP, LH, IR, HT8 

SUBJECT: LITHUANIA PLEASED TO GET INFO ON UNSCR 1737 
SEMINAR; UNSURE YET OF DELEGATION 


REF: SECSTATE 119645 


We delivered reftel points and draft agenda to Martynas 
Lukosevicius, attache in the MFA\'s Arms Control, 
Non-Proliferation, and Disarmament Division, on August 25. 
He said he would share the draft agenda with the Ministry of 
Economy, which may send a small delegation. Staff from 
Lithuania\'s mission in Vienna plan to attend, whether or not 
an MOE group attends. 

LEADER 
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AF FOR AF/E AND A/S JENDAYI FRAZER 
NSC FOR SENIOR DIRECTOR FOR AFRICA BOBBY PITTMAN 


E.O. 12958: DECL: 08/27/2017 
TAGS: PREL, PGOV, PHUM, PTER, ET, ER 
SUBJECT: MELES ON ERITREA, THE ONLF, AND THE OGADEN 


Classified By: AMBASSADOR DONALD YAMAMOTO FOR REASONS 1.4 (B) & (D) 


1. (C) Summary: In an August 27 meeting with the Ambassador, 
Prime Minister Meles said that the Eritrea-Ethiopia Boundary 
Commission (EEBC) has no legal basis to demarcate the 
Ethio-Eritrean border by geographic coordinates. He argued 
that while Eritrean President Isaias may remove the UN 
Mission in Ethiopia and Eritrea (UNMEE) from Eritrea, Meles 
does not expect either war or an improvement in the 
situation. Meles cautioned the U.S. on the August 17 press 
statement by Assistant Secretary Frazer in which she noted 
that the USG is exploring 

designating Eritrea as a state sponsor of terrorism. Meles 
remarked that if you press Isaias, be prepared to follow 
through. Meles also expressed concern on reports that the 
Chairman and Foreign Affairs head of the Ogadeni National 
Liberation Front (ONLF) had recently traveled 

throughout the U.S. While Amb. Yamamoto stressed that the 
Administration had not met, and has no plans to meet, with 
ONLF officials, Meles was concerned of the public message 
sent by the act of granting ONLF leaders visas to the U.S. to 
fund raise and meet with members of Congress. On the Ogaden, 
Meles \"welcomed\" UN, World Food Program, and others to 
provide humanitarian assistance in the region, but was 
emphatic that all must abide by Ethiopian Government (GoE) 
guidelines, or \"they can leave the country." End Summary. 


2. (C) Meles expressed concern that the ONLF Chairman and 
Foreign Policy director had, in fact, been in Washington, DC 

for meetings with the diaspora as well as with Oromo 

Liberation Front (OLF) and opposition diaspora leaders. 
Ambassador Yamamoto gave Meles a personal letter confirming 
that the Administration has not, and has no plans to, meet 

with ONLF officials. While Meles was satisfied that the 
Administration did not meet with ONLF officials, his concern 
was the optic generated by the United States\' issuance of 
visas to officials of what Ethiopia considers a terrorist 

group. The ONLF went to the U.S. to fund raise and meet with 
members of Congress. Meles repeated that the GoE \"wants to 
quarantine the rest of the US-Ethiopia relationship from the 
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contamination of the ONLF issue.\" (Note: While the GoE 
considers the ONLF a terrorist group, the USG views them as a 
nationalist movement that has predominantly targeted GoE and 
Ethiopian military entities in response to the 

marginalization of the Ogadeni people.) 


3. (SBU) Ambassador Yamamoto thanked Prime Minister Meles for 
the GoE\'s authorization for a UN humanitarian monitoring team 
to travel to the Ogaden region to assess conditions. (Note: 
Ambassador and Post worked persistently behind the scenes to 
secure the UN team\'s entry in the Ogaden.) Meles stated that 
humanitarian assistance is now flowing into the Ogaden and 
said that humanitarian organizations will be free to go into 

the Ogaden and assign distributors of assistance freely, and 
that the GoE can provide security for humanitarian 

deliveries. Still, he advised that such organizations must 
strictly abide by the GoE\'s guidelines. While Meles did not 
clarify what the guidelines included, he argued that the GoE 
has reason to believe that NGOs have met with, and some are 
aiding, the ONLF with money raised abroad. Meles advised 
that the GoE will arrest and prosecute anyone meeting with or 
assisting the ONLF. 


4. (C) Meles cautioned the U.S. over A/S Frazer\'s August 17 
press statements that the USG is considering designating 
Eritrea as a state sponsor of terrorism. Meles advised that 

it is critical to understand Isaias\' psyche, and that one 

must be prepared to follow-through on any effort to press 
Isaias. &lf you use a gun, make sure there is a bullet in 

it,8 Meles added. Meles said that the statement was 
counterproductive because it could be construed by those 
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against the Eritrean Government (GSE) as a victory though 


nothing has happened, while those who support the GSE will 
use the lack of action as a victory. 
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5. (C) USG comments on Eritrea and U.S. attitudes toward the 
ONLF will be key topics for the September 8 bilateral 

meetings with A/S Frazer and NSC Senior Director Pittman. In 
light of his long personal relationship with Isaias, seeking 
Meles\' insights on tactics to use in pressuring Isaias and 

the GSE could be fruitful. The GoE has an agenda in casting 
the ONLF as a terrorist group, and will press the USG\'s 
position that the ONLF is an ethnic nationalist movement with 
some legitimate concerns and not as a threat to Americans or 
U.S. interests at this point. The GoE\'s approval for the UN 
monitoring mission to the Ogaden is a welcome step in the 
right direction -- after heavy U.S. and international 

pressure -- and Post will continue to press the GoE to take 
further steps to avoid worsening humanitarian conditions in 
the Ogaden while pursuing its legitimate national security 
concerns. 

YAMAMOTO 
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SUBJECT: NICARAGUAN ECONOMY COASTING - BUT STRAINS ARE 
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E. MANAGUA 1622 
F. MANAGUA 1077 


Classified By: Ambassador P. Trivelli for reasons 1.5 b&d. 


1. (C) Summary: The Ambassador\'s Second Economic Roundtable 
reviewed the performance of different economic sectors and 
painted a picture of an economy coasting on the achievements 
of the Bolanos administration, early signs of a slowdown, and 
increasing strains between the GON and businesses. The 
banking sector has been performing well, but bank 
representatives state that corporate clients are maintaining 
market positions rather than embarking on new investments. 
Nicaraguan retailers expressed concern with Ortega\'s mixed 
policy signals, but claim this has not slowed down consumer 
spending. Agricultural sector representatives note that 

while conflicts between and within ministries have created 
uncertainty for producers, they are still expecting a strong 
coffee harvest in 2007. They have doubts, however, as to 
whether beef and cheese production will match 2006 record 
levels. For the oil sector, Nicaragua\'s deal with Venezuela 
has added serious challenges to selling petroleum products. 
Overall, Sandinista government policies and rhetoric are 
starting to take their toll on the private sector. End 

Summary. 


Overview 

2. (C) The Ambassador\'s Second Economic Roundtable reviewed 
the performance of various sectors and revealed increasing 
strains between the GON and businesses. A sector-by-sector 
overview showed an economy coasting on the achievements of 
the last administration and high commodity prices, but 

showing early signs of a slowdown. (Sector overviews detailed 
below). Almost all participants pointed to the deceleration 

of the construction sector (-7.8% for 2007) as a signal that 

private investors are holding back on new projects, and the 
government is not carrying out infrastructure investment (Ref 

B). The ongoing problems in the electricity sector, leading 

to extensive black-outs, are hurting production throughout 

the economy. Many participants also stated that most 

businesses were waiting for the agreement with the IMF to be 
signed as a signal of GON commitment to current macroeconomic 
policies. They could not predict whether private sector 

investment would increase once the agreement is in place in 
October (Ref D). 


3. (C) At the Roundtable\'s request, the Ambassador spoke on 
USG views on the growing Nicaragua-lran relationship, and USG 
reaction to the increasingly negative Ortega rhetoric. On 

both issues, the Ambassador emphasized that the USG continues 
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engaging the GON and trying to foster productive working 

level relationships. He emphasized that he has spoken with 
Foreign Minister Santos and President Ortega about the 
international image Nicaragua is building, but the reception 

has been lukewarm. Roundtable members were pleased to learn 
that the USG has chosen not to take an antagonistic approach 
with the GON. A list of Nicaraguan Roundtable participants 

can be found in Paragraph 16. The next roundtable will take 
place on September 19. 


Banking Sector 

4. (C) The banking sector has been performing well, with 
deposits already surpassing 2006 highs (Ref C). Banks have 
raised interest rates on savings, creating an incentive for 
depositors, but cutting into the banks\' margins. Private 
companies are the biggest savers, leading bankers to theorize 
that businesses prefer to hold more liquid positions instead 

of re-supplying inventories or embarking on new investments. 
The slowest area for banks is mortgage lending, as a 
consequence of the slow down in housing construction. 
Mortgage sales came to a halt from December 2006 to January 
2007, picking-up a bit toward the middle of the year. 


5. (C) So far, banks have not encountered major problems in 
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their relations with the new government. Banking 
representatives believe that Ortega\'s lack of credibility in 
the private sector overall, will limit his ability to 

influence events in their sector. They report that their 
relations with the Central Bank continue to be productive. 
The bankers did highlight a worrying trend of FSLN and PLC 
party members using judges appointed by their parties to 
support dead-beat debtors against banks\' efforts to seize 
collateral. 


6. (C) The bankers reported interesting developments in the 
micro-finance sector. There are 300 microfinance 
institutions registered in Nicaragua, 297 of which are NGO\'s 
and three are regulated institutions. All together they 

handle USD 400 million in assets, with two of the regulated 
institutions handling half. Due to the non-profit nature of 

the majority of the players in the sector, multiple attempts 
(by the World Bank and the National Assembly) at creating a 
regulatory structure have failed. Consolidation through 
buy-outs and mergers is unlikely. However, as the larger 
MFIs in Nicaragua become more efficient, the interest rates 
they charge have declined by half in the last five years. 
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This should create enough competition to force many of the 
small institutions to leave the market. 


Retail Sector 

7. (C) While Nicaraguan retailers expressed concern about 
Ortega\'s mixed economic signals, they stated that this has 
not affected the consumption habits of the average 
Nicaraguan, as purchase levels remained steady. Car sales, 
in particular, have been strong with an average of 22,000 
units sold per year, of which half were new. Sales of 
motorcycles, mostly Chinese, also increased as people shifted 
from buses to personal transportation. Sales outside of 
Managua (in the departments) kept pace with the capital. 
Retailers pointed to both of these trends as indicators that 
the lower classes were now able to access consumer credit. 
They did note, however, that purchases of heavy/large items 
had slackened a bit. 


8. (C) As with bankers, retailers indicated that the GON has 
been laissez-faire with their sector. The major bone of 
contention had been a contraction in GON current spending 
during the first three months of the administration. 


Agricultural Sector 

9. (C) Agricultural sector representatives painted a mixed 
picture. International prices for coffee and beef remain 
strong, creating strong incentives for expansion in the 
agricultural area. Cattle farmers seemed to be holding off 

on purchasing new cows at the end of the 2006-2007 dry season 
due to its unusual length and severity, especially in 

northern Nicaragua. As the rainy season started, purchases 
picked up, but there is disagreement as to whether cattle 
purchases will match 2006\'s record breaking production 
numbers for beef and cheese. Coffee, on the other hand, is 
set for an increase in volume, reversing a two-year downward 
trend. Mexican buyers are increasingly interested in 
Nicaraguan, beef, milk, and coffee, some even considering 
setting up processing plants in Nicaragua. 


10. (C) From the agri-business point of view, Ortega\'s 
agricultural policies have been confusing at best. Conflicts 
between and within ministries have resulted in mixed signals 
and convoluted policies, which are affecting producers\' 
investment decisions. They do not believe that Ortega has 
delegated decision making power to the majority of his 
economic ministers. Agricultural sector representatives feel 
this confusion provides a good opportunity for the private 
sector to advise the GON on more effective policy. However, 
disunity in the private sector has resulted in an opportunity 
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lost. 


Oil Sector 

11. (C) Nicaragua\'s oil deal with Venezuela has created 
several challenges to selling petroleum products in Nicaragua 
(Refs A and C). Sector Representatives state that Nicaragua 
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consumes about 28,000 barrels of oil products a day and 
Esso\'s refinery, the only one in Nicaragua, supplies 18,000 
barrels of that demand. Nicaragua\'s storage infrastructure 
is built to handle this modest demand, not the 274,000 
barrels a day Chavez has promised (100 million barrels a 
year). Although the shipments from Venezuela have not come 
close to meeting Chavez\' promises, they have been large 
enough to top out existing storage capacity. As a result the 
GON has tried to convince Esso to receive the Venezuelan 
refined petroleum products on at least two separate 
occasions. (Note: This meeting took place before the Esso 
storage tank seizures detailed in Ref A. End note.) 


Venezuela Tid-Bits 

12. (C) One of the banking representatives had just returned 
from a trip to Bolivia \"to see what was going to happen in 
Nicaragua.\" He reported that in Bolivia, Venezuelan banks - 
private on paper but owned by Chavez\' cronies and subsidized 
by the BRV Treasury ) have distorted the market by lending 
at much cheaper rates than Bolivian banks. As a result, 
several Bolivian banks have failed, leaving the Venezuelan 
banks in a much stronger position. 

13. (C) The oil sector representatives stated that while 
Venezuela and Nicaragua are publicly moving ahead with the 
oil refinery plan (a plant to process up to 150,000 barrels a 
day), in reality, PDVSA has only put up the money for a 
feasibility study. 


14. (C) In a final note, one of the retailers declared 
Venezuelan urea imports to be \"a disaster.\" The urea is 
coming in at USD 15 per 100 kilo bag, below the Nicaraguan 
market price of USD 22. The price difference has led private 
sector suppliers to cut back on their imports. Moreover, 80% 
of the urea reportedly ended up in Costa Rica via 
arbitrageurs resulting in spot shortages in the Nicaraguan 
market. 


Comment 


Column 3 

15. (C) This meeting revealed increasing worries about 
Ortega\'s economic policies in Nicaragua\'s private sector. 
While the economy continues to coast on the growth created by 
Bolanos government, Sandinista government policies and 
rhetoric are starting to take their toll. Business leaders 

seem to be focused on solidifying their current market 
positions instead of expanding their businesses. While the 
Sandinistas have stayed out of non-energy sector businesses, 
the representatives felt it was only a matter of time before 
they started looking around for new sources of income. End 
comment. 


16. (C) Nicaragua Private Sector Participants: 


Luciano Astorga, General Manager, Bank of Central 
America (BAC), Nicaragua (49.9% owned by GE Financial) 


Ricardo Teran, President/CEO - Corporacion Roberto 
Teran (Kodak, HP representatives) 


Felipe Mantica, Operations Manager - Grupo Mantica 
(Supermarkets) 


Mario Alonso, Former President of the Central Bank 
Joaquim de Magalhaes, General Manager, Esso Nicaragua 


Gabriel Solorzano, President, FINDESA 
(Second largest Micro-Finance in Nicaragua) 


Roberto Bendana, cattle rancher and coffee grower. 
TRIVELLI 
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E.O. 12958: N/A 
TAGS: PGOV, KPKO, AU-1, UN, US, SU 


SUBJECT: AMIS CEASEFIRE COMMISSION STILL HAMPERED BY SLA/MM 
NO-SHOWS OVER MSA, LITTLE OF SUBSTANCE DONE 


REF: Khartoum 1289 


Sontag/Small/Goosey Email 


1. (SBU) Although the Sudan Liberation Army (SLA)/Minawi 
representatives attended the Ceasefire Commission (CFC) meetings at 
the African Union Mission in Sudan (AMIS) headquarters in El Fasher, 
the majority of their representatives in the sectors stayed off the 

job, despite instructions to return to work. Although much of the 
discussions in both chambers was spent bickering over the monthly 
subsistence allowance (MSA), the report on the Labado incident was 
adopted and the CFC members the Kalma IDP Camp incursion. S/CRS 
Fieldoffs again stressed to the SLA/Minawi head representative that 
the no-shows in the face of Minawi\'s promise that they would return 
reflects negatively on movement. End summary. 


2. (SBU) Despite Minni Minawi\'s pledge that his representatives 
would participate in AMIS CFC and patrolling activities, the vast 
majority of the SLA/Minawi representatives did not show up for work 
this week. The SLA/Minawi representatives in El Fasher attended, 
along with a few in one of the eight sectors. In addition to 

Minawi\'s promise that they would return to work, the senior CFC 
representative had also issued a directive to the other 
representatives to return to work (Ref A). However, some field 
representatives responded to AMIS that they only follow orders from 
SLA/Minawi General Commander Jumah Hagar, not from their senior CFC 
representative. One field representative said his local commander 
had directed him not to resume his duties before August 31, when he 
expected the MSA issue to be resolved. 


3. (SBU) S/CRS Fieldoffs met with the senior SLA/Minawi CFC 
representative, Adam Ali War, several times in the past week to 
encourage him to get the other representatives back to work. S/CRS 
Fieldoffs pointed out two key negative consequences for SLA/Minawi 
as a result of the continuing no-show: It raises doubts as to how 
much control Minawi has over his own people and portrays the 
representatives as more interested in money than in the work of the 
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CFC. 


4. (SBU) S/CRS Fieldoffs also encouraged Ali War to have Minawi 

follow through on his proposal to have a conference with AMIS, the 

MSA donors, and SLA/Minawi to clear the air about the MSA reduction. 

A conference might emphasize that the MSA is an allowance, not a 
salary; that it will stay reduced until December; and that it will 

stop when the UN takes over. A conference might put the issue to 

rest, as well as demonstrate (as most CFC members and observers have 
been saying all along) that the MSA reduction is a political issue 

that should not be discussed in the CFC forum. 


5. (SBU) The SLA/Minawi representatives also complained about a lack 
of communication and transportation support, although the Chairman 
reminded them that AMIS itself is lacking such resources. The 
non-signatory factions (NSF) in the Second Chamber made similar 
complaints (Note: In addition, they also complained about no longer 
being provided with water by PA&E. Ref B. We were also asked for 
help with tents and mattresses. End Note.). 


6. (SBU) The First Chamber voted to forward a report to the Joint 
Commission on the Um Zeifa Road Traffic Accident (RTA) that occurred 
near Labado, South Darfur in May. In that unfortunate incident, a 
negligent AMIS APC driver collided with an SLA/Minawi vehicle, 

killing its driver. The SLA/Minawi members then shot and wounded 
several AMIS troop, and seized thirteen vehicles and several 

weapons. The report found that the AMIS driver was negligent and 
AMIS should pay compensation but that the SLA/Minawi troops then 
violated ceasefire rules. 
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7. (SBU) On the evening of August 20, the Sudanese Government raided 
the Kalma IDP Camp in South Darfur, allegedly searching for the 
perpetrators of an attack on a police station the previous week in 

which one Sudanese officer was killed. The police claim they 

arrested 19 persons and seized five weapons from the camp. Several 
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rebel leaders have condemned the raid on the IDP camp in the press, 
and it was raised at the CFC as well. The Justice and Equality 
Movement (JEM) representative blamed both the Government and 
SLA/Minawi, claiming the only armed people in the IDP camp were 
Janjaweed collaborators and that the Government was trying to close 
down or drive IDPs away from the camp. He also hoped for the CFC to 
visit the camp, and, surprisingly, said that AMIS should take over 

more IDP camp security. The Chairman responded that the Sector 
Commander would look into the matter. 


8. (SBU) The continued absence of the SLA/Minawi representatives in 
the field is still a problem. A meeting among SLA/Minawi, the 

donors, and AMIS about the MSA could at least put that particular 
issue to rest. However, the continued absence, despite Minawi and 
the SLA/Minawi senior representative\'s directives, highlight the 

limits of Minawi\'s control over his own faction, as well as an 

unclear chain of command within the movement. End comment. 


FERNANDEZ 
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SUBJECT: END OF FEED SUBSIDY PROGRAM PROVOKES PROTESTS AND SLIGHT 
INCREASE IN THE PRICE OF BARLEY 


Sensitive but unclassified. Not for internet distribution. 


REF: A) AMMAN 3584 
B) AMMAN 3557 


(U) As expected, the Government of Jordan (GOJ) announced August 28 
the immediate end of its animal feed subsidy program and the 
liberalization of the trade in barely (Ref A). In place of the feed 
subsidy, the GOJ instituted a direct assistance program to farmers 
owning fewer than 500 sheep. GOJ Spokesman Nasser Judeh told the 
press the new program covers 95 percent of Jordan\'s livestock 
farmers, but nevertheless lowers the budget costs from JD 160 

million ($225M) to JD 52M ($72). The new program compensates 
farmers according to a sliding scale: farmers owning 200 sheep or 

less will receive JD 12 ($16) per head, farmers having 201-300 head 

of sheep will receive JD 7 ($10), and farmers with 301-500 sheep 

will receive 4 JD ($5.65) per animal. While approximately 1,000 
livestock farmers protested the new policy August 30, blocking the 

road to the airport for several hours, others placed orders for 

barley at JD 252 ($355) per metric ton, slightly above the $340/MT 
price awarded by the most recent GOJ tender. 


Visit Amman\'s Classified Web Site at 
http://www.state.sgov.gov/p/nea/jamman 
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E.O. 12958: DECL: 8/30/2017 
TAGS: IR, KIRF, SOCI, PGOV 
SUBJECT: CATHOLIC NUNS IN IRAN REPORT DIFFICULTIES 


RPO DUBAI 00000058 001.2 OF 002 


CLASSIFIED BY: Jillian Burns, Director, Iran Regional Presence 
Office, Department of State. 
REASON: 1.4 (d) 


1.(S//NF) Summary: A Catholic nun living in Iran told IRPO said 
she leads a small group of nuns who do community work and 
operate under the authority of the Assyrian Church in Iran. The 
nun said their ability to carry out their duties is severely 

limited when compared to pre-revolutionary days and that their 
community center is closely monitored by the Iranian government. 
She said the nuns have had difficulty obtaining permission and 
funding to build a new community center outside of Tehran, 
complaining of government corruption. She requested USG funding 
to complete the community center, while acknowledging the 
difficulty of accepting money from foreign sources. End 
Summary. 


2. This is an action request. Please see para 10. 


3.(S//NF) A Catholic nun who has lived 33 years in Iran, 

discussed with IRPoff the situation for her and her fellow 

sisters in Iran. She said that she came with a small group of 
Catholic nuns (four Italians and one Brazilian) to Iran in 1974. 

They chose to operate under the authority of the Assyrian 

Church, the nun said, because it was poorer and needed more help 
than the Armenian Church. 


Less freedom than before revolution 


4.(S//NF) Prior to the 1979 revolution, the nuns ran a boarding 
school where she said many Iranian elite sent their children, as 
well as a clinic and orphanage, also open to non-Christians. 
Following the revolution, however, their school, clinic, and 
orphanage were closed, and today they are only allowed to runa 
Christian community center. Furthermore, the community center 
is off limits to non-Christians. While many foreigners were 
forced to leave Iran after the revolution (in part, she said, 
because rations were not available to non-Iranians), the nuns 
were able to stay because they had acquired Iranian citizenship. 
(Note: It was not clear whether this is the only group of 

Catholic nuns in Iran. End note.) 
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5.(S//NF) The nuns, who currently number 6-8, are permitted to 
hold a mass at the center every Tuesday, performed by an 
Assyrian priest. She said they also hold \"underground\" 
workshops in ceramics, computers, and foreign languages, 
inferring that the workshops are also attended by 
non-Christians. She said that young people used to come to 
their workshops more freely in the past. The nun indicated that 
more recently they have had difficulty attracting people to 

their classes and said that the organization now has to offer 
some incentives. (Note: She did not indicate why interest was 
waning or specify what kind of incentives they offered. End 
note). 


6.(S//NF) The nun commented that the Assyrian Church in Iran 
today has a fragile structure. The Assyrian bishop in Iran is 
Iraqi, she said, and without Iranian citizenship he is 
technically vulnerable to expulsion at any time. She also said 
the Assyrian church is very patriarchal. As an example of this, 
she claimed that when Assyrian church officials participate in 
events relating to interfaith dialogue, they never invite the 
sisters. She added that the nuns feel that their own situation 
is fragile despite their Iranian citizenship. For example, she 
said they were likely to face (unspecified) repercussions if 
they did not vote in elections, although she did not indicate 
any pressure to vote for specific candidates. She also 
mentioned their suspicion that the government monitors their 
emails and telephone calls. 


Christians leaving 


7.(S//NF) The nun said, similar to other sources, that there is 

high rate of emigration of Christians from Iran, although she 

did not indicate whether the reason was because of specific 
persecution or general economic or social pressures. She said 
there is an organization in Austria that helps Christians, as 

well as Muslims, emigrate from Iran to the US at a cost of 

$3000. She estimated the Assyrian community in Iran today to be 
15-20,000. She did not give an estimate for the Catholic 
community, only indicating that it is very small. 
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Obstacles to a new center 


8.(S//NF) The nuns have been attempting to build a much larger 
community center just outside of Tehran for the past ten years 


Column 3 

but have had difficulty obtaining needed permission and funding, 
the nun said. She detailed the frustrations of dealing with the 
municipality, which has granted them building permits, but for 
insufficient time frames to complete the project, and then 
withheld renewals for months or years. They were also in 
dispute with the Agriculture ministry, which claimed they were 
building on land meant for agriculture. The nun bemoaned the 
corruption of government officials, adding (without details) 

that \"everything depends on the Pasdaran (IRGC).\" In addition 
to their woes in dealing with the government, the nun said that 
the costs of construction had risen significantly since the 
government began forcibly expelling illegal Afghan immigrants, 
who had provided cheap construction labor. 


Reason for meeting 


9.(S//NF) The nun, whose request to meet a USG official had been 
passed to IRPO through an Emirati contact of Embassy Abu Dhabi, 
solicited USG funding to complete the new community center. She 
said the nuns currently have a valid building permit but lack 

funds to complete the project. They have reportedly exhausted 
funding from the Vatican and need approximately 500,000 euros 
(USD 683,250) to complete the project. IRPOff replied that USG 
funding for projects of this sort is uncommon, suggesting the 

nuns seek out Christian charitable organizations in the US and 
elsewhere, an idea the nun appeared not to have considered. The 
nun acknowledged the difficulty they would face in bringing in 

any funding from the US or other countries. She said that 

funding from the Vatican came through the Vatican\'s diplomatic 
pouch, but she doubted that other countries would be able to 

bring them funds in a similar manner. 


10.(S//NF) Action request: Please advise if the USG wants to 
try to pursue this request for funding for a Christian community 
center in Iran in any way. IRPO does not see a direct USG 
interest in such a project, but the USG could convey the 
details to relevant religious groups. It is not known whether 
the Vatican would agree to transfer funds on behalf of another 
religious organization. 
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STATE FOR IO/UNESCO/ESPENCER 
SIPDIS 


E.O. 12958: N/A 
TAGS: SCUL, SOCI, UNESCO, RS 
SUBJECT: RUSSIA WILL RESPOND TO UNESCO ILLITERACY MEASURES SURVEY 


REF: STATE 119840 


Per reftel instructions, on August 28, we shared reftel survey on 
measures against illiteracy with Deputy Director Pankin in the MFA\'s 
International Organizations (IO) Department and with Deputy Director 
Smirnov in the MFA\'s North American Department. On August 30, the 
IO Department advised they had asked the Ministry of Education and 
Science to complete the brief survey. The IO Department expects to 
be able to submit the survey to UNESCO before September 14. 


BURNS 
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SUBJECT: SLW/MINAWI COMMANDER VENTS ON AMIS AND DISCOUNTS 
FACTION\S ALLEGED MISDEEDS 


Classified By: DCM Roberto Powers, Reason: Sections 1.4 (b) and (d) 


Column 3 


1. (SBU) S/CRS Field Officers met with Sudan Liberation Army 
(SLA)-Minawi General Commander Jumah Hagar and three of his 
staff to discuss security in areas of Darfur under his 

control, alleged SLA-Minawi involvement in carjackings, 
strained relations between the rebel group and AMIS, and 
prospects for improved security with a new peace process. 
Hagar offered that security throughout Darfur remained 
\"fragile\" and that the African Union Mission in Sudan (AMIS) 
was doing little to improve conditions; he discounted 
accusations that SLA-Minawi soldiers were largely responsible 
for mounting carjackings and other criminal activity in the 
region. End summary. 


2. (SBU) In El Fasher to attend Minni Minawi,s SLA 
Revolutionary Council conference, General Commander of 
Military Forces Jumah Hagar offered his views on security in 
Darfur. He held that stability prevailed in \"liberated 

areas\" (i.e., areas under SLA-Minawi or other rebel factions\' 
control), but that significant tensions remain in South 

Darfur near Ed Daein, Adila and Muhajeria. (Note: Numerous 
clashes have taken place throughout August between Sudanese 
Armed Forces (SAF) and rebels in and around Adila as well as 
between SLA-Minawi fighters and Arab Ma\'alia tribesman. End 
Note.) Hagar alleged that the Sudanese Government continues 
to fan the flames of conflict in Darfur by providing weapons, 
uniforms, and logistical support to select Arab tribes. He 
alleged that MaValia vehicles were being repaired at SAF 
workshops in South Darfur. Sudanese officials and some 
international observers claim that much of the violence and 
anarchy in Darfur is caused by rebel movements. 


3. (C) Hagar observed that, in part, the \"fragile\" security 
situation in Darfur was due to rampant violations of the 

Darfur Peace Agreement (DPA) ceasefire and unwillingness on 
the part of the Government to implement the security 
provisions set out under the peace accord. He affirmed 
SLA-Minawi\'s rejection of the appointment of General Mohammed 
Addabi as Chairman of the Security Arrangements 
Implementation Committee (SAC) under the Transitional Darfur 
Regional Authority (TDRA). Hagar noted that he met with 
Addabi only a few days earlier and was disappointed that the 
SAC Chairman refused to establish several key security 
sub-committees, including on weapons control, and would only 
provide sufficient non-military logistical support for 4000 
soldiers, the number of former combatants entitled to be 
integrated into the SAF, according to the DPA. Hagar\'s 
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assistants unanimously observed that the Government was not 
\"serious\" in implementation of the DPA and that unless 
greater international pressure were brought to bear on 
Khartoum, it would not fulfill its security obligations 

(e.g., disarmament of Janjaweed) resulting from any new 
political negotiations. (Note: SLM representatives have 
repeatedly sought USG assistance in identifying an effective 
foreign general to head the Security Advisory Team (SAT) 
stipulated in the DPA as a counter-weight to Addabi\'s 
influence on the implementation of security arrangements. 
Embassy Khartoum has approached Norway with this request but 
has not received a response from Oslo. End note.) 


4. (SBU) Responding to Field Officers\' queries about the 
relationship between SLA-Minawi and AMIS, Hagar and his 
staff-- including Khalid Adam Abbaker (Office Manager and 
Senior SLA-Minawi rep on the SAC) and Abdel Majid Wadi 
Ibrahim (Hagar\'s advisor)--argued that AMIS was \"no longer 
neutral\" and had become a tool of the Sudanese Government. 
The SLA-Minawi representatives cited several examples to 
buttress their case, noting repeated instances when AMIS 
either failed or refused to investigate alleged ceasefire 
violations committed by the Government against SLA-Minawi. 
Hagar expressed frustration that his faction continued to be 
blamed--in his mind, unjustifiably--for ongoing carjackings 
and other criminal activity. Echoing Minawi\'s comments to 
Field Officers several days earlier, Hagar acknowledged that 
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some \"renegade\" soldiers might be engaged in illicit acts but 
that the faction was also cooperating with AMIS, the UN, and 
NGOs to combat banditry and return stolen vehicles to their 
owners. 


5. (SBU) Regarding the May 30 vehicle accident and subsequent 
confrontation that occurred between AMIS troops and 
SLA-Minawi in Labado, resulting in the deaths of two Minawi 
soldiers and the theft by SLA-Minawi of thirteen AMIS 

vehicles, Hagar stated that he was prepared to initially 

return five vehicles to AMIS as a \"goodwill gesture\" and 

would return the remainder once compensation was paid to the 
families of the victims. He remarked that he had made this 
offer to AMIS Deputy Head of Mission Hassan Gibril but had 
not received a follow-up response. S/CRS Field Officers 
informed Hagar that on August 20, the Ceasefire Commission 


Column 3 

(CFC) adopted its investigation report on the Labado 

incident, which included recommendations that AMIS pay 
monetary compensation for the accident victims. Field 
Officers also raised concerns about the continued absence of 
SLA-Minawi reps in the sectors, despite official 
announcements from Minawi himself that his personnel would 
resume patrol and investigation activities with AMIS. Hagar 
affirmed that his soldiers \"should\" return to work but 
maintained that transportation problems were preventing many 
from reporting to their posts. 


6. (SBU) Hagar\'s discourse underlines significant internal 
gaps, at a variety of levels, between SLA-Minawi\'s political 

and military leadership. Hagar and his staff appeared 

unaware that the final CFC report on Labado had been adopted 
and included favorable--from the SLA-Minawi 
perspective--recommendations to pay compensation. Moreover, 
Hagar contradicted Minawi\'s pledges to AMIS and S/CRS Field 
Officers that the faction would promptly return the 

confiscated vehicles, further muddying the waters of who 

truly wields authority over the SLA. Minawi\'s orders that 

his representatives resume work with AMIS also appear to have 
either been poorly communicated or blatantly ignored. More 
than two weeks after Minawi issued the directive, the 

majority of his soldiers have yet to return to their assigned 
sectors. In several instances, AMIS reports that the 
representatives refuse to resume their duties until they 

receive direct orders from Hagar. End comment. 

FERNANDEZ 
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SOUTHCOM FOR POLAD 
USOAS FOR ASTEVENSON 


E.O. 12958: DECL: 08/27/2017 
TAGS: PGOV, PREL, KCOR, KDEM, NU 
SUBJECT: BOLANOS-DAVIS CASE: SILENCING CRITICS MADE EASY 


REF: MANAGUA 1663 
Classified By: Ambassador Paul Trivelli, reason 1.4 (b) and (d) 


Summary 


1. (C) National Assembly Deputy Alejandro Bolanos-Davis met 
with us on August 24 to give us his reaction to his seemingly 
permanent expulsion from the National Assembly, the next 
moves in his case, and his overview of Nicaraguan politics. 
Bolanos-Davis is convinced that the Ortega regime will not be 
satisfied with removing him from the Assembly, but will 
continue to pursue bogus claims against him, in order to 
incarcerate him. No critic of the current regime is safe, he 
believes. End Summary. 


If you can\'t shut their mouths, just decapitate them 


2. (C) According to Bolanos-Davis, he is the victim of a 

political witch-hunt. He believes that he is the object of 
Sandinista ire because he specifically attacked the 
money-making racketeering of Lenin Cerna, the evil heavy-hand 
of the Sandinista (FSLN) machine. According to 
Bolanos-Davis, thanks to his efforts to highlight Cerna\'s 
activities, the FSLN can no longer use its control of the 
country\'s judiciary to extort money from citizens. The 

timeline of the accusations against Bolanos-Davis tend to 
corroborate this assertion (reftel). 


3. (U) On June 13, after a surprisingly rapid 5-day process, 
Nicaragua\'s Supreme Electoral Council (CSE) stripped 
Bolanos-Davis of his seat in the National Assembly on the 
basis that he had failed to renounce his foreign (U.S.) 
citizenship at least four years previous to running for the 
National Assembly, as stipulated under Nicaraguan law 
(reftel). The matter was then deferred until the National 
Assembly reconvened after their July break. On August 2, the 
Executive Committee of the National Assembly decided not to 
bring the question of Bolanos-Davis\'s seat to the Assembly 
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floor, but instead to refer the matter to the Supreme Court. 


4. (U) On August 13, the Supreme Court responded that it had 
no jurisdiction over the case and that the decision by the 

CSE was final. Bolanos-Davis\'s supporters in the Nicaragua\'s 
Liberal Alliance (ALN) party circulated a petition the week 

of August 20 that called for the Bolanos-Davis case to be 
discussed by the Assembly in a plenary session, but only 
managed to garner a handful of signatures from other party 
groups. Apart from providing political theater of almost 

comic theatrical proportions -- with all the ALN deputies 
sporting black gags to represent their frustration at not 

being allowed to debate the case -- this last ditch effort by 

the ALN to force an Assembly discussion on the Bolanos-Davis 
accomplished little. Bolanos-Davis has lost his seat in the 
Assembly, and his party-named replacement Stanford Cash-Dash 
assumed the job on August 28. 


\"No One is Safe\" Without a Fair Process 


5. (C) Bolanos-Davis complained to us that the process used 
to effect his removal was completely outside normal, legal 
judicial procedures. He was never properly accused in a 

court; never given the right to hear the accusations; never 

given the opportunity to defend himself. The CSE used an 
administrative order to remove him, which was an action that 
Bolanos-Davis believes exceeded the CSE\'s mandate. According 
to Bolanos-Davis, the CSE\'s purview is limited to the conduct 
and administration of elections during the election season, 

so the CSE\'s prerogative to question the validity of his 
candidacy ended when he was sworn in as a National Assembly 
Deputy. Therefore, Bolanos-Davis maintains that his rights 

to access to the judiciary have been denied, and he plans to 

file a complaint with the Inter-American Commission on Human 
Rights. 


6. (C) Bolanos-Davis is certain that the combined weight of 
the FSLN-Aleman Pacto will continue to pursue him. \"They 
want me in jail,\" he told us, expecting that the FSLN\'s first 

line of attack will be that he falsified documents in order 
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to show that he was born in Nicaragua. After that, 
Bolanos-Davis expects that they will start fabricating 

evidence against him. \"But I\'m clean,\" Bolanos-Davis assures 
us, free from any personal or financial indiscretions that 

his enemies can use. 
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7. (C) Bolanos-Davis further insists that the fact that he 

was never able to defend himself, and denied all access to 

any normal judicial process, is proof that no one is safe in 
Nicaragua if they cross the FSLN-Aleman Pacto. Bolanos-Davis 
maintains that if it is so easy to get rid of him, once he 

attacked one of the Sandinista\'s power bases, the FSLN-Aleman 
Pacto can similarly silence any other critics. Bolanos-Davis 

also holds no expectation that the Pacto-controlled judicial 
system will afford him any relief; he expects to lose any 

legal case brought against him. His only hope, he says, is 

to maintain public and international support. 


A Victory for Ortega and Aleman 


8. (C) The means by which Bolanos-Davis was removed from the 
Assembly represent a victory both for the Sandinista regime, 

and for Liberal Constitution Party (PLC) President Arnoldo 
Aleman. Ortega has gotten rid of a vocal and bold critic. 

By making sure that the Bolanos-Davis case never came to the 
floor of the Assembly, Aleman ensured that rumbles of dissent 
within the PLC remained under wraps. 


9. (C) Some members of the PLC, who are unhappy with 
AlemanWs continued alliance with Ortega, would have risked 
upsetting their anti-Aleman PLC constituents if they did not 
stand up to defend Bolanos-Davis In short, a vote on the 
Assembly floor could have been embarrassing for Aleman by 
exposing a possible PLC rift. As it was, faced with only the 
prospect of whether or not to sign the ALN\'s petition, the 
majority of PLC Deputies could safely tow Aleman\'s line 
without fear of offending hard-core anti-Sandinista 
supporters, and only five PLC Deputies signed. 


10. (C) Beyond complaining about not being able to debate 

the Bolanos-Davis case, however, many Assembly Deputies -- 
outside of the FSLN -- are worried about Ortega\'s 

encroachment on the Assembly\'s independence. On August 22, 
Bolanos-Davis pushed his way into the Assembly chamber and 
took his seat, even though the National Assembly\'s Executive 
Committee had already accepted the CSE\'s decision to strip 

him of his status. The response from the Sandinista 

President of the Assembly Rene Nunez was sharp, and according 
to many Deputies disproportionate. On Thursday morning the 
Assembly was surrounded by a police cordon, who aggressively 
questioned all entering Deputies, simply to keep 

Bolanos-Davis out. Opposition ALN whip Maria Eugenia 
Sequeira and PLC heavy-weight Enrique Quinonez denounced this 
\"militarization\" of the Assembly as \"sending a message of 
terror.\" 
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Disappointment with tne ALN 


11. (C) Bolanos-Davis expressed to us his deep 
disappointment that so few Deputies had stood up to defend 
him. The support of his own Conservative Party was 

unfailing, he told us, but the overall response from the ALN 

had been tepid. \"Eduardo (Montealegre) is not a fighter,\" he 
opined. \"He would be a great peace-time leader, but we are 

in the middle of a war.\" The ALN needs bold leadership and 
the time for Montealegre to step aside had come, he stated. 
That would create space for a stronger leader, perhaps for 

one of the more disaffected PLC members to jump ship and join 
forces with the ALN. When we asked who that could be, he 
named Enrique Quinonez. \"Quinonez has the guts to jump the 
PLC ship, but he won\'t do so until there is someplace to 

land.\" 


Comment 


12. (C) Bolanos-Davis appeared to us to be surprisingly 
resilient, even feisty, in the face of removal from his 
Assembly seat and the likelihood of sustained attacks in 
future. By his own admission he is buoyed by the belief that 
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he has been unfairly targeted, and that he is in the right. 

We agree that he has been the victim of a sustained attack 
because he was outspoken and dared to take on Lenin Cerna 
directly. Unfortunately, we also agree with Bolanos-Davis 

that the cards are stacked against him here in Nicaragua, and 
we think that he is probably not exaggerating when he guesses 
that the FSLN leadership will continue to pursue him, 

including possibly putting him in jail, with or without 

adequate cause. 


13. (C) Bolanos-Davis\'s disappointment with the leadership 
of the ALN is not surprising, given what he\'s been through in 
the past few weeks. While we have severe reservations 
whether Quinonez would be an ideal leader for the ALN or a 
Liberal coalition, if at some point Montealegre decides to 
stand down, Bolanos-Davis is probably correct in his 
assessment that the pro-democracy forces in Nicaragua are 
particularly fragile right now. If his case proves nothing 

else, it demonstrates that the combined power of 
Ortega-Aleman is hard to assault and personally risky for 
those who try it. Despite the interesting political 

theatrics around the Bolanos-Davis case in the National 
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Assembly in the first few weeks of August, the weakness of 
the Assembly is clearly manifest. It seemed all too easy for 
the FSLN-Aleman Pacto to get rid of this critic. 

TRIVELLI 
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DEA FOR OF,OFI,DO,DCO 


E.O. 12958: N/A 

TAGS: CJAN, CVIS, KCRM, SNAR, DR 

SUBJECT: DOMINICAN FUGITIVE VICTOR CABRERA EXTRADITED TO 
THE UNITED STATES 


REF: 2004 STATE 84368 


1. On August 29, 2007, U.S. Marshals returned Victor Cabrera 
to Massachusetts to stand trial in the U.S. District Court 

for the District of Massachusetts for conspiracy to possess 

with intent to distribute, conspiracy to distribute, and 
possession with intent to distribute cocaine base, otherwise 
known as \"crack.\" As detailed in indictment number 
97-CR-10246-WGY, filed on September 24, 1997, Cabrera dealt 
large amounts of crack cocaine directly to DEA cooperating 
witnesses in June and July 1997 and was generally known as a 
large-scale dealer of crack cocaine in Lawrence, 
Massachusetts and the surrounding areas. 


2. This case was brought before the Dominican government on 
January 26, 2007, by virtue of an Embassy diplomatic note. 
However, it was not until August 6, 2007, that the Criminal 
Chamber of the Dominican Supreme Court issued a provisional 
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arrest warrant based on the USG request for extradition. On 
the following day (August 7), Cabrera was apprehended by 
officers of tne Dominican Republic\'s National Directorate for 
Drug Control\'s fugitive apprehension unit pursuant to that 
warrant. 


3. Cabrera subsequently made a knowing, intelligent, and 
voluntary waiver of his right to challenge his extradition 
before the Criminal Chamber of the Dominican Supreme Court. 


4. The return of Cabrera marks the 24th Dominican-national 
fugitive returned through or in lieu of extradition 
proceedings during FY-2007 (the 15th for CY-2007). 
BULLEN 
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E.O. 12958: DECL: 08/21/2017 

TAGS: PREL, MARR, PGOV, NATO, EZ 

SUBJECT: MISSILE DEFENSE IN THE CZECH REPUBLIC: WHAT WE 
NEED TO GET TO YES 


Classified By: Ambassador Richard W. Graber for reasons 1.4 b+d 


1. (C) Summary and comment: Our effort to win approval for a 
missile defense (MD) radar in the Czech Republic faces 
numerous obstacles. Politically, despite a recent victory on 

a controversial economic reform package, PM Topolanek\'s 
government does not yet have the votes in hand to approve the 
MD agreements; public opinion remains strongly against the 
facility, and the government has so far done a poor job of 
making the case for the radar. Externally, the Czech-U.S. 
effort on MD is hampered by doubts about Congressional and 
Democratic support, uncertainty about NATO\'s position, and, 
to a lesser extent, shadows cast by Russia\'s reaction. And 
we hear an increasing number of voices here who question if 
the USG\'s heart is really in this fight. 
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2. (S) Summary and comment continued: In the end we can win 
the vote in parliament. In time-honored fashion, the 
government will strike a back-room deal, including with 
opposition MPs if (as is likely) this proves necessary. We 
need to help set the stage. We need USG focus in five areas. 
First, working to win a strong NATO statement on MD at the 
2008 Bucharest NATO Summit. Second, developing a public 
diplomacy effort that focuses primarily on the reality of the 
threat. Third, effectively rebutting questions about 
Congressional and Democratic support for MD and the European 
site. Fourth, finding some way to show that the MD facility 
will generate new scientific or R&D cooperation, And fifth, 
more visible signs that we value the Czech Republic as a 
partner and are serious about MD. Looking ahead to 
negotiations next month, we need to prepare for two 
eventualities: squaring our desire to conclude talks quickly 
with the Czechs\' to delay ratification until after the 

Bucharest Summit; and accommodating Czech requests for 
language they see as necessary to win key parliamentary 
votes. End summary and comment. 


3. (C) As we prepare for the second round of negotiations on 
the two MD-related agreements, and come out of what has been 
a relative summer lull, it is appropriate to take stock of 

where we stand in the MD effort. The process in the Czech 
Republic got off to a rocky start: last summer\'s site 

surveys coincided with gridlock following the inconclusive 

June 2006 elections; the presence of MD on the national 
agenda was one of many factors that made it difficult to form 

a government. The USG decision to formally propose the radar 
came on the very day in January that the Topolanek government 
won a vote of confidence, forcing the new government to make 
MD its first order of business. We are lucky that Topolanek 

and his party are solid supporters of MD. Unfortunately, the 
other two parties in the coalition are, to varying degrees, 
skeptical or ambivalent about the U.S. proposal, and the 
opposition parties are only too happy to follow public 

opinion polls -- consistently showing 60-70% opposed to MD -- 
to gain political points. 


4. (S) The Topolanek government, despite the enthusiasm of 
many senior officials, has done a poor job of handling the 
public debate. This is due in part to this government\'s 
standard operating procedures, but also because of conflicts 
within the coalition. MFA and MOD officials appear to have 
devoted more time to preparing for negotiations than to 
preparing for a public debate. The GOCR mantra from the 
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start was transparency, with the government leaking the 
proposed site for the radar within days of receiving our 
request for negotiations. Unfortunately, it had no plan in 
place for how to deal with local concerns. Most of the 
government officials put forward to deal with the public 

(like Deputy PM Vondra and Deputy FM Pojar) were seen as 
arrogant and quickly became a liability. The one public 
official who appeared to have the right touch, Foreign 
Minister Schwarzenberg, had to reduce his public engagement 
because it was becoming a liability for the Greens, who had 
brought him into the cabinet. Meanwhile the uniformed 
military, who enjoy more local respect than politicians, 

chose to go into hiding on MD, and their civilian leadership 
has been unable to draw them out. 


5. (S) In the absence of a coherent public strategy, the 
opponents have generally dominated the debate. The \"No to 
the base\" campaign quickly emerged as an effective organizer 
that aggressively spread half-truths and rumors about the 

base and tapped into strong Czech hostility to foreign troops 
on their soil (the country hosted Soviet forces for over 20 

years after 1968, including many at the planned radar site). 
Local mayors, mainly socialists and communists, grew 
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increasingly vocal in their complaints about lack of hard 

data on health and environmental concerns; the antics of 
these small-town mayors have dominated the media for months. 
The government\'s response was to appoint Tomas Klvana as 
Government Coordinator for MD Communication, with a mandate 
to handle public and parliamentary relations. While the June 
appointment was initially seen as a positive step, Klvana has 
had little success so far. He has been dismissed by most of 
the mayors in the region, who insist that they should be 
dealing with true government officials. He has been given 
only limited staff. To date he appears to have done nothing 

to prepare an effective parliamentary strategy. His major 
achievement was forcing the MOD to complete a long-pending 
independent health assessment of the radar, released on 
August 17, which helped quiet some local concerns. The 
problem appears not to be Klvana himself (although his youth 
is not an asset, nor the fact that he is on leave from an 
international tobacco company), but that the government has 
given him no support, preferring to keep quiet on the 
controversial issue. President Klaus earlier this month 
criticized Klvana by name; no one in the government said 
anything in Klvana\'s defense. Last week FM Schwarzenberg 
responded publicly to Austrian criticism of MD, marking the 
first statement on MD in many weeks by a cabinet-level 
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official. 


6. (C) The USG also shares some of the blame. In hindsight 
it is clear that we should have been planning with the Czechs 
a public relations strategy in advance of our offer to 

negotiate; an immediate PR campaign that highlighted NATO and 
health issues could have disarmed some of the critics. 
Nonetheless, earlier this year the USG was clearly leading 
the public relations effort: our comprehensive website was 
an admired source of information; the Ambassador visited the 
region frequently, and the first Czech government meeting 
with local officials came about at our initiative. Worried 

about getting too far in front of the GOCR, we reduced our 
profile and focused on supporting Czech efforts. In 

hindsight, this was probably a mistake. We also have failed 
to effectively shape Czech perceptions on the Congressional 
funding question. 


7. (S) The public debate would not matter so much if the 
political situation were more favorable. The coalition has 
exactly half the seats in the lower chamber, and relies for 
support on two \"renegades\" from the Social Democrats. PM 
Topolanek\'s ODS is the only party in parliament that firmly 
supports MD. Their support is based both on a belief that 

the threat is real, and a strong desire to see U.S. military 
assets in the CR as a way to cement the transatlantic 
relationship. Topolanek\'s two coalition partners are less 
reliable. The Christian Democrats generally support the 
concept, but without any enthusiasm, in keeping with their 
more populist orientation. One Christian Democrat, who broke 
ranks on last week\'s economic reform bill, has become more 
vocal in questioning MD in the past week. The Greens are 
even more divided. While some of their grassroots 
instinctively oppose the plan, the leadership (more moderate 
than most European Greens) has said they could support MD if 
the bilateral initiative does no harm to NATO and the EU and 
ultimately becomes part of a NATO system. The government 
assumes that they may not get all the Greens and Christian 
Democrats to vote in favor. Which is why they (and we) have 
focused so much attention on the Social Democrats, led by 
Jiri Paroubek. The strategy is to make sure that Paroubek 
has the flexibility to make some sort of deal when the time 
comes, allowing some number of his deputies to vote in favor. 


8. (C) Another political factor is the presidential election 
due in February next year. The president is elected by both 
chambers of parliament, a process that involves a great deal 
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of horsetrading. In 2003 President Klaus was only elected in 
the third round of voting. He wants to be re-elected, and is 
already lining up deals. Klaus has not been a major player 

in MD. He is, at best, a lukewarm supporter. While he wants 
to maintain close relations with the U.S., he is also wary of 
favoring a project that has such high negative ratings. 

Klaus has been careful to balance his rare public statements, 
although his comments earlier this month -- in which he 
criticized Klvana and spoke of the need to listen to the 
opponents of the radar -- indicate that we cannot expect any 
help from Klaus on MD before the election. Perhaps more 
important, the government wants to avoid any MD \"deal\" in 
parliament getting mixed up with a presidential \"deal\" and 
therefore wants to be sure that the vote on the MD agreements 
doesn\'t happen until well after the presidential election. 


PRAGUE 00000999 003 OF 004 


9. (C) Finally, there is the political question of whether or 

not the Topolanek government will last. The government last 
week won its first major legislative battle, passing a 

package of controversial economic reforms. While the victory 
is a positive sign for the government\'s stability, and for 

their ability to pass unpopular legislation, there are still 
reasons for concern. Topolanek faced strong opposition from 
within his party, and was forced to cut numerous last-minute 
deals to ensure passage. While he will likely not face such 
opposition from within his party on MD, he will surely face 
opposition from coalition partners. Topolanek was less 
effective winning coalition support, as demonstrated by the 
one Christian Democrat who refused to support the bill. 
Despite the legislative victory, it is certainly possible 

(although not likely) that the government could collapse in 

the next year. This would not necessarily be bad news for 
MD. The most likely scenario for a new government is a grand 
coalition between Topolanek\'s Civic Democrats and Paroubek\'s 
Social Democrats. Once back in government, we expect 
Paroubek would be much more reasonable on MD. But it is 
difficult to make any firm predictions. 


10. (S) The political trends are not encouraging. We still 
believe that a yes vote is possible. But it will take more 
work on our part to put in place the conditions to make that 
happen. That includes aiming for some drop in the high 
percentage of the population opposing MD: opposition is 
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broad, but apparently not deep, and a positive trend could 
make it easier to gain swing votes. We suggest the following 
five themes to guide USG efforts in the coming months, 
largely in the public arena, but also in our negotiations. 


First, NATO is critical. Support for the collective security 
alliance runs throughout the political spectrum (obviously 
excluding the Communists) and public opinion. Both the 
Greens and the Social Democrats have focused on NATO: they 
want to see the U.S. radar in some way locked into NATO 
architecture, and they want to be sure that the debate over 

the U.S. MD assets in Central Europe does not cause any 
irreparable harm to the alliance. Statements made at the 
Prague and Riga Summits have not gone far enough to answer 
critics (and recent statements by SYG de Hoop Scheffer, while 
very positive, are also not the same as formal declarations). 

The GOCR is now focused on the spring 2008 Bucharest Summit 
and wants to see a strong statement on MD that will be 
sufficient to win the support of Greens and Social Democrats. 
We need to begin working with Czechs now on defining and 
achieving that goal. Obviously an offshoot of this is that 

the Czechs do not want the parliamentary vote to take place 
until after the April 2008 Summit. We need to find a way to 
square this with our desire for quick conclusion and approval 

of the agreements to demonstrate progress to Congress. 


A corollary is that Russia also matters, but much less than 
NATO. Russian saber rattling has the effect of making Czechs 
think that a radar isn\'t such a bad thing, even if it isn\'t 
directed at Russia. The Czechs agree with us that Russia 
needs to be treated with respect and taken into 

consideration, but Russia does not have veto over Czech 
security decisions. It is important, however, that the USG 
continue to coordinate closely with the Czechs on our 
negotiations with Russia: debrief on our talks, and prevent 
any surprises. 


Second, we need to keep focused on the threat, and to make 
sure that Americans are not the only voices heard on this. 
Thoughtful Czech skeptics of the MD plan do not believe that 
the threat from Iran is real. We have to overcome the 
presumption, lingering since the Iraq war, that we are 
overstating the actual threat. We need to make sure that the 
public and private comments of visiting USG experts present 
credible evidence of the threat, not just presume its 
existence (the same goes for briefings presented to VIP 
visitors in the U.S., notably Paroubek when he travels this 
fall -- Paroubek has said that being convinced of the threat 
will have the greatest impact on his position). Even better 
will be non-American voices. As above, a collective NATO 
voice is the most important. But statements from respected 
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figures in other NATO and EU member countries will go a long 
way to turning around the perception that the threat is not 

real. One useful target would be a German social democrats, 
given the relative influence the party has with its Czech 
counterpart. 


Third, we must do a better job overcoming the presumption 
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that the current Congress does not support MD in general, and 
the European sites in particular, and that a Democratic 
victory in 2008 would mean a reversal in plans for the 
European sites. There is a strong sense here that some in 
Congress want to see the radar built in the CR, with no 
interceptors in Poland. This is a political non-starter 

here, as one of the strongest points in favor of the system 

is that it will protect the CR and many other NATO allies. 

We have hopes that upcoming Congressional visits (Codel 
Franks this week, Codel Tauscher next month) will help clear 
up confusion. But it is important as well for Washington 
agencies handling MD to be pro-active in explaining (or 
giving the embassy information to explain) the meaning of 
various shifts in MD funding. Congressional committee votes 
that merit mention only in the specialized press in the U.S. 
are often front page news here. It is critical to our effort 

to demonstrate that this project is a USG priority that we 

stay ahead of the news cycle on the funding question. 


Fourth, PM Topolanek has made repeated references to his hope 
that the MD project can spur greater scientific and R&D 
cooperation between the two countries. The Czechs are much 
less focused than the Poles appear to be on the economic 
impact of MD. Indeed, there is a concern that both the Czech 
and U.S. government need to avoid anything that could be seen 
as a \"bribe\" to win the deal. Nonetheless, the government 
wants to be able to point to some benefits, besides a 
contribution to the common security. This explains in part 

the Czech fixation on moving ahead with MDA on a Framework 
Agreement for cooperation. We should be exploring other ways 
(such as trade missions) that the USG can help to spur new 
investment or other cooperation on R&D. 


Finally, we need to demonstrate to the Czech public and 
politicians that the USG takes this country, as well as this 
initiative, seriously. This takes two forms. First, 

treating seriously Czech concerns in the negotiating process, 
and recognizing the risks that would come from the government 
having to present to parliament a package that is seen as 
second rate. The Czechs have repeatedly told us that they 
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want a SOFA that resembles our agreements with western 
European allies, not those with Bulgaria and Romania. The 
public and parliament are fixated on questions of what sort 
of data we will share with the GOCR and what access Czech 
military will have to the radar; FM Schwarzenberg last week 
made reference to the U.S.-UK military partnership as what 
the Czechs are striving for. We need to recognize these 
concerns, and very strong Czech pride in general, as we work 
to negotiate agreements that can win approval. The other 
side of the equation is making sure that the USG as a whole 
\"walks the walk\" when it comes to demonstrating that we don\'t 
take the Czechs for granted. Opponents of the deal will be 
quick to label Topolanek and his government as American 
lackeys. We need to give the government the ammunition to 
say that is not the case. The President\'s visit here made a 
huge impact, but this needs to be a sustained effort. For 
example, Topolanek wants to visit the U.S. before the year is 
over: he should, and a meeting with the President will be 
crucial. There has not been a bilateral visit to the CR by a 
Secretary of State for many years: there should be, not so 
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much to talk about MD, but to engage the Czechs on a broader 
global agenda. 


11. (S) In addition to honing the USG approach and message on 
MD, we need to take a more active approach with the Czech 
government. Their effort has lost momentum over the summer; 
the promise of a more focused, strategic Czech approach that 
we saw in Klvana\'s appointment has not panned out (Klvana now 
promises that the public campaign with be \"re-launched\" in 
mid-September). Some of the momentum will return in the 

fall, thanks in part to an active travel schedule in both 

directions. But we do not believe this is sufficient. The 

Czechs need to take a more systematic approach to winning the 
public and parliamentary debates; senior government officials 
need to engage in the effort and not leave Klvana hanging 

with no support; and the military needs to step up to the 

plate. The embassy is devising a strategy for engagement 

with public and the parliament; we will coordinate this with 
Klvana and with Washington; we also want to coordinate more 
closely with Embassy Warsaw and USNATO. We will also be 
meeting with senior officials to pass our concerns about the 

drift on MD. In the end we need a coordinated approach that 
builds coherently towards the goal of \"yes\" votes in 

parliament. And this requires the full engagement of both 
Prague and Washington to achieve. 
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DEPARTMENT FOR EUR(FRIED/DICARLO), EUR/SCE(HOH/FOOKS); NSC 
FOR BRAUN; OSD FOR FATA, BEIN; USNIC FOR WIGHTMAN 


E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, PREL, PINR, BK 

SUBJECT: BOSNIA - AMBASSADOR DELIVERS STERN MESSAGE TO 
PRESIDENT RADMANOVIC OVER SERB RHETORIC 


REF: SARAJEVO 1839 (NOTAL) 
Classified By: Ambassador Douglas McElhaney. Reasons 1.4 (b) and (d). 


1. (C) SUMMARY: The Ambassador met with Bosnian Serb member 
of the Presidency Nebojsa Radmanovic August 29 to deliver a 
strong message that the USG was growing increasingly 
concerned by recent comments from Republika Srpska Prime 
Minister Milorad Dodik, radmanovic himself, and other senior 
Alliance of Independent Social Democrats (SNSD) leaders. In 

the past two weeks, Dodik and others have directly linked the 
Kosovo final status process with the possibility of holding 

an RS independence referendum and made a series of comments 
that appear aimed at undermining Bosnian state-level 

institutions. Ambassador told Radmanovic that this strident 

and patently anti-Dayton rhetoric was reminiscent of the 

attitudes of the Serb Democratic Party (SDS) and warned that 

it could not continue. Radmanovic claimed that \"Bosnian Serb 
citizens\" were increasingly concerned about Kosovo and this 
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put \"tremendous political pressure\" on Dodik and others to 
comment. He added these comments were designed to \"manage 
the situation.\" Radmanovic described his and Dodik\'s comments 
on competencies as only intended to highlight the 

inefficiency of state-level institutions and raise the issue 

of whether certain functions could not be handled more 
effectively at the entity level. The Ambassador also urged 
Radmanovic to support High Representative Miroslav Lajcak\'s 
police reform proposal. In a seperate meeting, the 

Ambassador also urged Party for Democratic Action (SDA) 
President Sulejman Tihic to support Lajcak\'s efforts to 

conclude a police reform deal in September. With both men, 

the Ambassador stressed the importance of police reform to 
Bosnia\'s future and as a test of the country\'s political 

leaders willingness to reach the compromises necessary to 
restart the stalled reform process. END SUMMARY 


WHERE DOES SNSD STAND? 


2. (C) Noting that recent comments by PM Dodik and other 
senior SNSD officials were \"highly unacceptable\" to the USG 
(Reftel), the Ambassador sternly informed President 
Radmanovic that SNSD and the RS leadership risked a serious 
reaction from the United States and our international 

partners if they continue. Ambassador told Radmanovic that 
his party\'s rhetoric was futher polarizing an already tense 
political environment. In recent weeks, SNSD rhetoric 

rivaled, and perhaps even exceeded, some of the worst 
statements from former SDS governments, the Ambassador 
observed. Ambassador stated that aside from just verbally 
challenging the core of the Bosnian state as constructed 
under Dayton, the RS had also recently taken concrete steps, 
such as blocking demarcation of the Sava River, to undermine 
state institutions and prevent them from functioning. In 
essence, SNSD was preventing the state from doing its job and 
then turning around and attacking it for inefficiency. The 

U.S. was also unhappy with the implications of SNSD\'s recent 
comments that state-level competencies, including those 
outlined as such in the Dayton Constitution, needed to be 
returned to the entities. U.S. officials were now 

questioning whether SNSD were the reformers they claimed to 
be and how the party ought to be treated if, as their recent 
rhetoric suggests, they were actually anti-Dayton 
obstructionists determined to block the development of 
functioning state structures. 


CROSSING RED LINES ON KOSOVO 


3. (C) On Kosovo, the Ambassador told Radmanovic that Dodik\'s 
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August 20 comment linking the final status process to an RS 
referendum was a threat to stability throughout the region, 

not just in Bosnia, and warned that this type of comment must 
stop now. The Ambassador reminded Radmanovic that Dodik had 
pledged to A/S Fried during his April visit to Bosnia that he 

would not publicly mention Kosovo or renew calls for a 
referendum. The Ambassador warned that Dodik\'s statements 
only served to make the U.S. effort to resolve Kosovo final 

status more difficult. Radmanovic responded by noting that 
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he, as a President of Bosnia, had never once linked Kosovo\'s 
status with that of the RS, and that he had consistently and 
publicly said that Kosovo was an issue for Serbia, not 

Bosnia. Radmanovic said that he understood Kosovo and the RS 
were entirely different. In an attempt to defend Dodik, 
Radmanovic claimed RS politics \"compelled\" Dodik to comment 
on Kosovo. \"99% of Serbs in the RS feel the same way about 
Kosovo as Serbs do in Serbia,\" Radmanovic explained, and the 
RS political leadership had to \"at least rhetorically 

recognize this sentiment.\" The Ambassador countered that 
Dodik and other RS officials had repeatedly told him and 

other U.S. officials that the opposite was true -- that 

Bosnian Serbs were not concerned at all with Kosovo. 
Radmanovic shrugged but said both he and Dodik support U.S. 
efforts to resolve Kosovo status peacefully. 


QUESTION OF COMPETENCIES 


4. (C) The Ambassador directly challenged comments by Dodik 
that Bosnia was an \"interest category\" and temporary, and 
statements by both Dodik and Radmanovic that dozens of 
competencies had been illegally transferred from the entities 

to the state and were subject to return. The Ambassador 

asked Radmanovic what specific competencies he and Dodik were 
referring to; for example, did they include such state-level 
competencies as defense and foreign affairs? Radmanovic 
attempted to defend the statements by claiming that Dodik and 
he were only speaking of competencies that were being poorly 
administered by the state and could be better executed at the 
entity-level. Radmanovic asserted that an \"independent team 
of analysts and experts\" working for the RS government and RS 
President had researched the topic and identified the 
competencies, many of which were being filled by \"bureaucrats 
in Sarajevo making large salaries and doing no work.\" 


5. (C) The Ambassador pressed, but Radmanovic declined to 
name a single competency transferred illegally to the state. 
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Instead, he suggested that there were legal questions 
surrounding those institutions created by the HighRep using 
his Bonn Power. To the Ambassador\'s question as to whether 
he or the rest of the RS leadership were challenging the 
legality of the Bonn Powers, and by inference the Dayton 
Accords, Radmanovic demurred saying only that he only hoped 
that the Bonn Powers would be gone one day. The Ambassador 
pointed out that the Bosnian Serbs have consistently blocked 
the creation of many state-level institutions associated with 
state-level competencies under Dayton, which has forced the 
High Representative to use his Bonn Powers. The RS 
leadership then turns around and complains about the 
imposition even while arguing OHR is no longer necessary 
because Bosnian leaders can reach agreement on reforms 
without international community pressure. (Note: We have also 
raised the issue of competencies with Dodik\'s and 
Radmanovic\'s staff several times in the past week. No one 
has been able to provide us a single example of the \"dozens\" 
of competencies to which the SNSD leadership has been 
referring. End Note.) 


IGNORE POLITICAL TALK 


6. (C) Not surprisingly, Radmanovic also claimed that much of 
Dodik\'s rhetoric was in response to the words and actions of 
leading Federation politicians. In particular, Radmanovic 
criticized Silajdzic\'s anti-RS rhetoric and said SDA 

President Tihic\'s comments that \"no more concessions would be 
made to the RS\" required a political response from Bosnian 
Serb leaders. Radmanovic also criticized President Komsic\'s 
August 27-28 visit to the United Nations where he, claiming 

to speak on behalf of the Bosnian Presidency, publicly threw 

the state\'s support behind a letter written by him and 

President Haris Silajdzic requesting UN remedies against 
Serbia and RS institutions based on their interpretation of 

the ICJ genocide verdict. In closing, Radmanovic, regaining 

his usual composure, expressed his hope that the United 

States recognized that the SNSD leadership was moderate and 
committed to a future RS within a Bosnian state. While 
professing not to be \"Dodik\'s advocate,\" Radmanovic said that 
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the PM often made extreme and outlandish statements for 
political purposes that should not be taken seriously. 


URGING THE SERBS TO SUPPORT POLICE REFORM 
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8. (C) The Ambassador also urged Radmanovic to support High 
Representative Lajcak\'s new police reform proposal, which 
Radmanovic confirmed the HighRep has presented to him earlier 
inthe day. The Ambassador told Radmanovic, who will be the 
RS\'s representative in upcoming talks, that the plan 

attempted to address many RS concerns by linking local police 

to the territory and institutions of the RS. With regards to 

the name, the Ambassador said that the HighRep\'s proposal was 
similar to what was tabled during the May Washington talks 
between Dodik and Silajdzic. The Ambassador urged Radmanovic 
to engage constructively on police reform. Radmanovic 

replied that he had not yet had time to review Lajcak\'s 

proposal, but would give it full consideration. Radmanovic 
predicted that he would seek changes to the plan, however, 
based on his cursory review, and warned that it would 

ultimately have to be acceptable to the RS National Assembly. 
Radmanovic doubted that the HighRep would meet his 
self-imposed September 15 deadline for concluding an 
agreement. 


AMMBASSADOR PRESSES TIHIC ON POLICE REFORM 


9. (C) In a separate meeting on August 28, the Ambassador 
also raised police reform with Bosniak SDA Party President 
Tihic. (Note: Quint Ambassadors had met on the 27th and 
agreed to begin lobbying party leaders on police reform. End 
Note.) The Ambassador underscored that Lajcak\'s proposal 
would secure a police reform in which only the Bosnian state 
would pass laws related to policing. In addition, all 

bodies, including the local police bodies in the RS, would be 
legally defined as organizations of the Bosnian state, but 

the name issue would be deferred. The Ambassador stressed 
that Lajcak viewed the upcoming police reform talks as a test 
of each political leaders willingness to compromise and play 

a constructive role in the reform process. It was in Bosniak 
political leaders interest to keep the international 

community\'s pressure focused on Dodik and the Bosnian Serbs. 
With this in mind, the Ambassador urged Tihic be flexible, 
particularly with regard to the name - the issue on which 
Silajdzic had allowed a police reform deal to collapse in 

March 

MCELHANEY 


120545 

PP RUEHWEB 

DE RUEHEG #2692 2421455 

ZNR UUUUU ZZH 

P 301455Z AUG 07 

FM AMEMBASSY CAIRO 

TO RUEHC/SECSTATE WASHDC PRIORITY 6747 


Column 3 
INFO RUCPDOC/DEPT OF COMMERCE WASHDC PRIORITY 
RUEATRS/DEPT OF TREASURY WASHDC PRIORITY 


SIPDIS 


SENSITIVE 
SIPDIS 


USTR FOR E. SAUMS AND J. KALLMER. 


E.O. 12958: N/A 

TAGS: ECON, EFIN, ETRD, EG 

SUBJECT: INVESTMENT MINISTER ENCOURAGING ON RENEGOTIATING 
BIT 


REF: SAUMS-BUZBEE E-MAIL 25 JUNE 2007 
Sensitive but Unclassified, not for Internet distribution. 


1. (SBU) SUMMARY: GOE experts on bilateral investment 
treaties (BIT) are currently analyzing a USG proposal to 
update the US-Egypt BIT and plan to be ready for a technical 
discussion during a visit to Washington in late October, 
Minister of Investment Mahmoud Mohieldin told visiting USTR 
Director for the Middle East Edmund Saums on Aug. 30. END 
SUMMARY. 


2. (SBU) USTR\'s Edmund Saums, visiting Cairo to discuss a 
range of US-Egyptian trade issues, sought Mohieldin\'s 
response to a USG non-paper comparing the language in the 
existing treaty to a model BIT updated in 2004. The current 
treaty was signed in 1986 and entered into force in 1992. In 
a meeting with Saums, DCM, Treasury Attache and econoff, 
Mohieldin characterized his response to the USG proposal to 
examine the possibility of a new BIT as positive in 

principle, although he cautioned that he was not prepared to 
comment on substantive issues. Mohieldin made similar 
assurances to the Ambassador in a phone conversation last 
week. 


3. (SBU) The Ministry\'s legal and investment experts are 
evaluating the current treaty and the issues raised in the 

USG non-paper. The GOE wants to determine, he said, \"what\'s 
in it for us.\" 


4. (SBU) Mohieldin cautioned that private-sector advocates 
would have a role to play in commenting on a draft treaty 

later in the process, but urged that discussions over a BIT 
update remain in government-to-government channels for now. 
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5. (SBU) Mohieldin will be traveling to Washington in the 

GOE delegation to the IMF-World Bank meetings Oct. 20-22. He 
suggested that appropriate USG experts meet with GOE experts 
at that time for an initial discussion on their findings 

before the two sides determine whether to move forward. 


6. (SBU) COMMENT: Post views Mohieldin\'s encouraging 
response as an invitation to strengthen our economic dialogue 
and looks forward to supporting this initiative. 


6. (U) Saums has cleared on this cable. 
RICCIARDONE 
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E.O. 12958: N/A 

TAGS: KNNP, EFIN, ECON, ETRD, MNUC, PARM, IR, GM 

SUBJECT: GERMANY - FOLLOWING UP ON PROPOSED OPEN-ENDED 
TECHNICAL SEMINAR ON UNCSR 1737 


REF: STATE 119645 


(SBU) Global Affairs officer delivered reftel demarche and 

draft agenda August 30 to Joerg Polster, MFA NSG and Nuclear 
Nonproliferation Desk Officer. Polster expressed 

appreciation for the information and undertook to pass it to 
counterparts in relevant German ministries. Polster 

speculated representatives from the Federal Economics 
Ministry and the German Federal Office of Economics and 
Export Control (BAFA) would attend the September 26 seminar. 
Post will report any substantive German response septel. 
KOENIG 
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TAGS: PREL, PGOV, KDEM, LE, SY 

SUBJECT: LAF COMMANDER WON \'T BE PRESIDENT, SAY MURR AND 
NASSIB LAHOUD 


Classified By: Jeffrey Feltman, Ambassador, per 1.4 (b) and (d). 


SUMMARY 


1. (C) In separate 8/28 meetings with the Ambassador, 
Deputy Prime Minister Elias Murr and March 14 presidential 
candidate Nassib Lahoud offered -- despite their deep 
political and personal differences -- surprisingly similar 
advice: the USG should not oppose the presidential ambitions 
of LAF Commander Michel Sleiman. Both concluded that, for 
technical and political reasons, the chances of Sleiman 
becoming president are extremely slim; his candidacy will 
wither naturally. But, until then, Sleiman\'s presidential 

hopes are useful. To maintain his viability as a candidate, 
Sleiman will strive to ensure that the Lebanese Armed Forces 
play a constructive role. If, by contrast, the USG is 

perceived to be blocking a Sleiman presidency, then the 
Commander would have no incentive to keep the LAF neutral. 
Murr and Lahoud argue that Sleiman might react to a USG 
\"veto\" by pulling the LAF solidly on the side of the 

pro-Syrian March 8-Aoun forces, just as security problems 
associated with presidential elections break out. That is 

not in the USG or March 14 interests. End summary. 


MURR AND NASSIB LAHOUD OFFER COUNSEL: 
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DON\'T ALIENATE LAF CHIEF SLEIMAN 


2. (C) The Ambassador met separately on 8/28 with Deputy 
Prime Minister/Defense Minister Elias Murr and former MP and 
March 14 presidential candidate Nassib Lahoud. Murr and 
Lahoud, both from the Metn region, foster mutual antipathy 
(which Nassib usually manages to mask) based in local and 
family politics: The son of a pro-Syrian MP, Murr was 
previously married to the daughter of Lebanese President 
Emile Lahoud, Nassib\'s despised cousin. Nassib Lahoud was an 
early opponent to Syrian hegemony over Lebanon and in 2005 
ran on a (losing) parliamentary ticket with Elias\'s hated 

uncle Gabriel Murr. Despite these political and familial 
rivalries, Murr and Lahoud independently offered the 
Ambassador essentially the same advice: that the USG should 
not publicly or privately be seen as trying to block the 
presidential ambitions of LAF Commander Michel Sleiman. 
There is little sense in making Sleiman an enemy, 

particularly when the chances of him actually ascending to 
Baabda Palace are so slim. 


CONSTITUTIONAL AMENDMENT PERMITTING 
SLEIMAN TO RUN IS UNLIKELY 


3. (C) To have a constitutional anendment, Lahoud and Murr 
each explained, Lebanon\'s cabinet would first have to approve 
a decree giving the wording for such an amendment. The March 
14-dominated cabinet is unlikely to do so. Even if it did, 

the decree would have to be co-signed by PM Siniora and 
President Emile Lahoud to be forwarded to Parliament; Emile 
Lahoud is unlikely to break his boycott of the Siniora 

cabinet by co-signing a decree. In addition, for parliament 

to meet before the presidential election season (beginning 
9/25), Lahoud and Siniora would jointly have to signa 

request for a special parliamentary session -- another 

unlikely development (particularly given Siniora\'s loathing 

of Sleiman and his fear that a constitutional anendment might 
also open the way for Siniora\'s arch rival Central Bank 
Governor Riad Salameh to become president). Finally, 
constitutional amendments must be approved by two-thirds of 
the parliament, a highly unlikely proposition. 


TO MAINTAIN HIS CANDIDACY, SLEIMAN 
WILL REMAIN OPEN TO MARCH 8 AND 14 


4. (C) So, our contacts argued, it is better for the USG to 
allow Sleiman\'s presidential ambitions to falter on their 
own. For now, the fact that Sleiman harbors hopes means that 
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he will try to cultivate good relations with both March 14 

and March 8 politicians, to maintain the viability of his 

candidacy. This is good news for the March 14-dominated GOL: 
Sleiman will make sure that the LAF remains supportive of 

the Lebanese government. As long as he feels he has a chance 
for the presidency, he will continue to reject ideas of a 

second government, a military coup dVetat, or other 
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military-related options to Lebanon\'s political crisis. 


IF USG BLOCKS SLEIMAN, HE WON'T 
BE AS MOTIVATED TO KEEP LAF NEUTRAL 


5. (C) By contrast, Lahoud and Murr argued, if the USG is 
perceived as blocking Sleiman\'s candidacy, then the commander 
has no reason to maintain any semblance of neutrality. Murr 
said that he expected that Hizballah-Aoun forces would by 
October again occupy the sit-in tents downtown, in order to 

put pressure on the GOL regarding presidential elections. 
What, Murr said, would happen if the USG and others have to 
call Sleiman -- as we did on 12/1/06 -- to ask that the LAF 
protect Prime Minister Siniora and the Grand Serail from 

being stormed. Smarting from a USG \"veto\" over his 
presidential candidacy, Sleiman might respond slowly or find 
excuses not to respond. Lahoud noted that Sleiman is 
probably \"75 percent March 8, and only 25 percent March 14.\" 
But that 25 percent, he said, means that the LAF still 

protects GOL installations from March 8-Aoun takeover. The 
USG should do nothing to have Sleiman become \"100 percent 
March 8,\" Lahoud cautioned. Murr noted that, as presidential 
elections approach, security problems are likely to increase, 

at which point we need Sleiman to play a constructive role 
\"more than ever.\" 


6. (C) The Ambassador noted to Lahoud that March 14 
politicians like Walid Jumblatt were publicly rejecting 

Sleiman\'s candidacy; would he give Jumblatt the same advice? 
Lahoud said that he told his March 14 colleagues to be silent 
regarding Sleiman. Asked the same question, Murr said that 
Jumblatt\'s reaction was not considered as significant as any 
USG objections, because Jumblatt is known to change his mind 
and would be expected to compromise after stating opening 
positions. The Ambassador also noted that the USG opposition 
to a constitutional amendment would preclude a Sleiman 
presidency without the need to object to Sleiman 

specifically. Yes, Murr agreed, but the USG position ona 
constitutional amendment is linked to our opposition to 
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foreign interference: Sleiman can continue to harbor the 
fantasy that, if he would achieve an authentic domestic 
consensus in favor of his candidacy, then the USG would not 
stand in the way. 


COMMENT 


7. (C) One of the earliest advocates of a Michel Sleiman 
presidency was Elias Murr\'s father Michel. But now, we 
understand from Elias, Michel -- aware of how difficult a 
constitutional amendment would be to achieve -- is shifting 

to Michel Edde as his compromise figure of choice. This is 
but one sign that the momentum behind Sleiman\'s purported 
candidacy seems (as happens to many early front-runners and 
not just in Lebanon) to be slowing; Parliament Speaker Nabih 
Berri, in a 8/30 meeting with us, mentioned Sleiman only in 
passing. Thus, at this juncture, we find Murr and Lahoud\'s 
advice to be sensible: there is no reason to alienate 

Sleiman by opposing his presidential bid when the odds are 
already stacked against him. If the momentum in his favor 
again picks up, we can revisit what we might say or do. But 
for now, consistent with our overall avoidance of getting 
drawn into the \"name game\" of presidential candidates, we 
agree that we should not be the ones who categorically reject 
Sleiman\'s candidacy. He would not be our first (or second or 
even third) choice for Lebanon\'s president. But his chances 
are diminishing naturally, for Lebanese reasons and without 
the need for our intervention. 

FELTMAN 
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THE SEPARATION BARRIER 
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REF: JERUSALEM 01380 


Classified By: Acting Principal Officer Thomas Duffy, Reasons 1.4 (b) a 
nd (d). 


1. (C) Summary: In separate August 27 and 28 meetings, the 
Mayor of Abu Dis, Ibrahim Jaffal, and Abu Dis\'s lawyer, 
Shlomo Lecker, requested USG assistance to encourage Israel 
to reconsider the route of the separation barrier around the 
settlement of MaVale Adumim. This is part of the barrier is 
intended to connect MaVale Adumim, Almon, Nofeir Prat, Kfar 
Adumim and Allon settlements and the E-1 area to East 
Jerusalem. Jaffal and Lecker said the planned route cuts the 
town of Abu Dis from its land and divides the West Bank into 
northern and southern segments. Lecker said Israeli MoD 
Barak must respond to the Israeli High Court by September 21 
and expressed confidence that the barrier could be 
constructed in a way that gave Palestinians access to their 
land while ensuring the security of Israeli settlements. 


PALESTINIAN TOWN THREATENED 
BY ROUTE OF BARRIER 


2. (C) Abu Dis Mayor Ibrahim Jaffal told PolOff on August 27 
that he expects Israeli Defense Minister Enud Barak to decide 
the route of the separation barrier around Abu Dis in the 
coming two weeks. Jaffal requested USG assistance to 
persuade Barak to select a route that minimizes the amount of 
land Abu Dis will lose to the nearby Israeli settlement of 
MaVale Adumim. (Note: Abu Dis is immediately east of 
Jerusalem and west of Ma\'ale Adumim. End note.) 


3. (C) Jaffal expressed two principal concerns with the 
planned route of the barrier. First, it will separate Abu 

Dis from roughly 8000 dunums of the city\'s vacant land (four 
dunums equal approximately one acre). Jaffal said Abu Dis 
has 15,000 permanent residents and 8000 university students 
living on 4000 dunums of land. The barrier will hem Abu Dis 
in on the east, leaving the town no room for growth, 
according to Jaffal. (Note: Abu Dis is bounded by the 
barrier to the west, by the town of al-Sawahira al-Shargiya 

to the south, and by the town of VAzariya to the north of Abu 
Dis. End note.) 


4. (C) Second, Jaffal said, the planned route of the wall 

cuts more than 20 kilometers into the West Bank, dividing the 
West Bank into northern and southern areas. Jaffal argued 
that this division will inhibit development of a viable 
Palestinian state. 
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ISRAELI LAWYER DEFENDS ABU DIS 


5. (C) Jerusalem attorney Shlomo Lecker, who represents Abu 
Dis, told PolOff August 28 that the High Court of Justice 

gave Barak until 21 September to review the planned route of 
the barrier and that he expects Barak to defend the current 
route. He encouraged the USG to address Barak directly with 
questions about the route of the barrier, Ma\'ale Adumim\'s 
security needs, and Abu Dis\'s humanitarian needs. 


6. (C) According to Lecker, Abu Dis residents scaled back 

their petition to the High Court of Justice. While they 

originally argued to prevent construction of the barrier, 

they now argue for an alternate route, according to Lecker 

and Mayor Jaffal. They said residents would accept the route 
proposed by the Council for Peace and Security (CPS), which 
extends 38, vice 24, kilometers and leaves thousands of 
dunums of land outside the MaVale Adumim bloc and accessible 
to Palestinians. 


7. (C) Lecker said during the hearings, Danny Tirza, who 
planned the route of the barrier, said the CPS proposed route 
would adequately protect MaVale Adumim. Lecker added that 
there were no attacks in this area during the recent 

Intifada. He noted that the now-vacant settlement of Kedar 
and the small settlement of New Kedar are included with 
MaVale Adumim inside the planned route of the barrier. 
Changes to the route of the barrier would leave these areas 
on the Palestinian side, Lecker said, but adequate 
arrangements could be made for their security. 

DUFFY 
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PLEASE PASS TO USPTO JURBAN AND LOC STEPP 

TREASURY FOR ROSELLEN ALBANO 


E.O. 12958: N/A 

TAGS: KIPR, ECON, AR 

SUBJECT: WORKSHOP HOSTED BY EMBASSY ADVANCES MUTUAL INTERESTS OF 
ARGENTINA AND THE U.S. IN COMBATING IPR VIOLATIONS 


Ref: Buenos Aires 750 


1. (SBU) Embassy Buenos Aires hosted a successful workshop, led by 
the U.S. Department of Justice\'s Office of Overseas Prosecutorial 
Development, Assistance and Training (DOJ/OPDAT), to facilitate the 
drafting by Argentine government officials from eight separate GoA 
entities and private sector representatives of a manual of best 
practices to combat intellectual property rights (IPR) violations. 

The workshop is a key deliverable in Post\'s IPR action plan. 
Participants also heard from several speakers representing 
Argentina\'s creative industries, and discussed Argentina\'s IPR 
challenges with the Ambassador. One result of the workshop was the 
creation of a draft manual on best practices for combating IPR 
violations in Argentina - a draft which participants committed to 
continue to revise and improve and which will eventually be 

published and distributed with Post/INL assistance. The workshop 
also launched the first public/private IPR working group in the 

history of Argentina, one which has the potential to have a concrete 
impact on counterfeiting and piracy in Argentina. End Summary. 


2. (SBU) Embassy Buenos Aires hosted an August 14-16, 2007 workshop 
to facilitate the drafting by Argentine government officials and 

private sector representatives of a manual of best practice 

techniques to combat intellectual property rights (IPR) violations. 

The results were a working draft of a manual and a broad agreement 
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by the participants to form an Argentine IP working group. The 
workshop was designed and led by a DOJ/OPDAT Program Manager and his 
training team. The draft manual created during the workshop was 
specific to Argentina and reflected the broad experience and 
knowledge of the workshop participants. Once finalized and 
published, this \"best practices\" manual can be used as a resource by 
all Argentine prosecutors and investigators handling IPR cases. The 
conference, along with the subsequent publishing of the manual, is a 
key deliverable in Post\'s strategic IPR plan (reftel). The 

Argentine participants in the program included a federal criminal 
judge, prosecutors (federal and from the province and city of Buenos 
Aires), investigators from the Gendarmeria and Prefectura Naval, tax 
and customs authorities, private attorneys who work on IP issues, 

and representatives of private sector organizations interested in 
improved IP protection. Because of the high level of piracy-related 
crimes in the Tri-Border Area (where Argentina, Paraguay and Brazil 
share borders), Post arranged for both an Argentine customs official 
and an official in an Argentine prosecutor\'s office from that region 

to participate in the workshop. 


3. (SBU) After a preliminary discussion about the importance of 
protecting intellectual property rights, the participants were 

divided into three teams and began to draft the manual. Each team 
was given a specific section to work on (intelligence gathering, 
investigation procedures and techniques, and possible charges and 
defenses against those charges). The teams worked separately to 
brainstorm, draft and refine their sections until a first draft was 
created. Once each team completed a draft, it was distributed to 
the other teams for editing, revision and additions. When the 
sections were put together, the draft was reviewed by the entire 
group at the end of the program. 


4. (SBU) To help participants realize the scope of the toll of IPR 
violations on Argentina, the workshop was complemented by 
presentations by representatives of two of Argentina\'s most 
prominent creative industries -- music and film. One speaker was 


Charly Alberti, drummer of famed Argentine rock group Soda Stereo, 
who noted that \"A society that doesn\'t protect intellectual property 

is a society that doesn\'t encourage thinking, and therefore will not 

be able to evolve.\" Carlos Mentasti, part owner of Sono Argentina 
film studio and a movie producer, spoke about the significant number 
of persons employed in the production of a film. The final speaker 
was the Ambassador, who discussed with participants their work on 
the manual and their perspectives on IPR protection in Argentina. 
The Econ section also hosted a reception which allowed the 
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participants to meet members of PostVs law enforcement agencies 
(LegAtt and DEA) and the Political section - an important 
opportunity, as most of the GoA participants have responsibilities 
that extend beyond IP. 


5. (SBU) The second result of the workshop was the formation of an 
intellectual property working group. The DOJ/OPDAT team explained 
at length that if law enforcement was going to be successful in 

complex cases, law enforcement officials (prosecutors, police, etc.) 
needed to work as partners during the investigation and prosecution. 
The DOJ/OPDAT team also pointed out that to make optimal use of the 
draft best practices manual the participants of the workshop would 
need to continue to meet to review and refine the manual so that it 
would be good enough to use both as a law enforcement and training 
tool. The OPDAT team then encouraged the participants to pick a 
date, a time, and a place to meet as a working group - and the 
participants did so. In addition, the participants agreed that 

their first working group meeting could go beyond the manual into 
other areas of cooperation on intellectual property crimes and 

issues. The first working group meeting will be held on September 5 
and will be hosted by the federal judge who participated in the 
workshop. In addition, as suggested by the DOJ/OPDAT training team, 
the participants decided to thereafter meet monthly as a working 


group. 


6. (SBU) Cooperation among government entities in Argentina on IP 
enforcement has long been lacking, and the increased efficiency and 
effectiveness that could result from the working group is 

potentially widespread. Post is not aware of any prior public (and 
multi-agency)/private IPR working group in Argentina. The level of 
enthusiasm about the workshop was encouraging. Indeed, AFIP (the 
Argentine tax authority) officials, through recognizing that they 
traditionally have not had a direct role in IPR enforcement, 

requested and received PostVs invitation and sent two tax auditors 

to the workshop, and both the Argentine Customs service and the 
Prefectura sent more participants than anticipated. It was 
DOJ/OPDAT that encouraged Post to invite to the workshop all 
potentially relevant agencies because a multi-disciplinary approach 

is often the best approach to combating IPR crime. As pointed out 
during the workshop by the OPDAT team, Al Capone went to prison on 
tax offenses, illustrating that a multi-disciplinary approach, one 

that includes tax investigators, is often the best approach when 
investigating and prosecuting complex crimes. 
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7. (SBU) It is anticipated that participants in the workshop, and 

their colleagues, will over the coming weeks continue to expand and 
improve the manual. When this working group deems the manual ready 
for initial distribution, Post expects to publish several hundred 
copies (with INL funds) and begin to distribute them to prosecutors 
and investigators throughout Argentina. Ideally, some of the 
recipients of the manual will contribute their ideas and suggestions 
to the manual, so that it will continue to improve over time and be 
made more relevant to each entity using it as a tool - for 
investigations, prosecutions, or training. The working group will 

be an ideal forum to continue that process, and will also facilitate 
coordination between the different GoA enforcement agencies, as 


several workshop participants noted to Emboffs and the DOJ 
coordinators that there was a need for increased cooperation and 
communication between their agencies. 


8. (SBU) Argentina\'s 13-year tenure on the Special 301 Priority 
Watch List is attributable in no small part to the widespread 
availability of pirated and counterfeit products, which our 301 

report says \"calls for stronger IPR enforcement actions.\" This 
manual stands to make investigations and prosecutions of criminal 
cases more efficient and effective and so is a step on that path. 
Armed with written guidance on enforcement procedures -- in the form 
of a \"best practices\" manual drafted by and for Argentina\'s own 
experts on combating IPR violations -- the GoA\'s law enforcement 
community will be better positioned to do more with the limited 
resources dedicated to this problem. While the newly-created manual 
and the newly-formed working group don\'t address the political issue 
of Argentina dedicating more resources to fight IP violations (an 
option Post considers unlikely, given the current high level of 

public concern about other crimes), combined, the manual and the 
working group are likely to have a synergetic effect that makes it 
possible for the GoA to accomplish more in the area of IP 
enforcement without additional resources. The working group - given 
its broad GoA participation, and input from the private sector - 

might, in time, be the perfect vehicle to effect concrete 

improvement in IPR enforcement at national and local levels in 
Argentina. 


9. (U) This cable was cleared by the DOJ/OPDAT workshop 
coordinators. 


REPLICABILITY 
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10. (U) The success of this program was a direct result of the fact 

that, from its inception, it was planned and implemented as a 
partnership involving the State Department (INL and Post) and 
DOJ/OPDAT. The technical assistance techniques used in this program 
can be applied to a variety of crimes affecting U.S. interests, such 

as financial crimes (including corruption), crimes involving 

intellectual property, and human trafficking. Posts interested in 
implementing a program of this nature may wish to contact AmEmbassy 
Buenos Aires EconOff (Brian Jensen at 54-11-5777-4403, 
JensenBD@state.gov) or DOJ/OPDAT (Robert Lipman at (202) 514-0950, 
Robert.Lipman@usdoj.gov). 


WAYNE 
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E.O. 12958: DECL: 08/30/2017 
TAGS: EFIN, PTER, ETTC, PREL, KTFN, LU 
SUBJECT: DEMARCHE DELIVERED: SAUDI FIVE PRE-NOTIFICATION 


REF: STATE 121245 
Classified By: A/DCM E. THOMAS BOUGHTER for Reasons 1.4,(b) and (d) 


1. (C) Econoff delivered points and names contained reftel to 

the Luxembourg Ministry of Foreign Affairs and Financial 
Intelligence Unit (FIU) on 29 August 2007. There was no 
immediate comment from the MFA. The FIU informed Post on 30 
August that \"it would take the necessary actions in due time.\" 


2. (SBU) Post will follow up with the FIU and report 
significant developments SEPTEL. 
WAGNER 
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USDOC 4322/MAC/OLAC/JAFEE 

E.O. 12958: N/A 

TAGS: KMDR, OPRG, OIIP, ETRD, BR 

SUBJECT: MEDIA REACTION: EUROPE: TURKEY, ISLAM AND DEMOCRACY; SCO 
PAULO 


\"Democracy In Islam\" 


Liberal, largest national circulation daily Folha de S. Paulo (8/30) 
editorialized: \"Are democracy and Islamism compatible? Turkey is 
trying to demonstrate that they are, but the nation is facing a hard 
challenge as a result of former Prime Minister Abdullah G|l\'s 
election for president. G|l is a moderate Muslim, but every 
religious inclination in Turkey is sufficient to raise the secular 
establishment\'s distrust.... The military was not pleased [with 
G|ls election], but opted for not overreacting. An adventure 
outside of established institutional boundaries could jeopardize 
once and for all Turkey\'s chances of becoming an EU member.... For 
Turkey to become the first full democracy in the Islamic world, it 

is necessary that the state remains secular even under an Islamic 
party, and without military tutelage.\" 

White 
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E.O. 12958: N/A 
TAGS: PREL, PGOV, KMPI, KPAO, SCUL, XF, AE 
SUBJECT: FREEDOM AGENDA UPDATE FOR UAE 


Ref: A) STATE 116832, B) STATE 88465 
SENSITIVE BUT UNCLASSIFIED. 


1. (SBU) Summary: The United Arab Emirates is a relatively 
progressive yet still conservative Muslim state with a large 

and diverse foreign population. The expansion of Western 
style freedoms is incremental. Embassy Abu Dhabi and ConGen 
Dubai regularly meet with UAEG officials and the broader 
community to discuss government transparency, greater press 
freedoms, democracy, human rights, trafficking-in-persons 
issues, and other goals set out in the Forum for the Future 
and the Freedom Agenda. Many of Post\'s Public Affairs and 
MEPI programs are aimed at directly promoting the President\'s 
Freedom Agenda. Although Post actively pursues issues 
related to freedom and democracy with the UAEG, UAE 
authorities and society in general put an even higher 

priority on maintaining stability and a high economic 

standard of living. Domestic pressure for political change 

is weak; the notion of encouraging an active civil society 

and seeking a broader role for citizens in governance has 
been slow to take hold in the UAE as a result. NGO\'s are 
rare (with establishment of new NGO\'s regulated by the 
government). Currently, there is only one non-governmental 
human rights organization in the UAE, for example, and its 
activities are rather limited. On the electoral front, the 

first ever partial vote to the UAE Federal National Council 

was held in December 2006. End summary. 


2. (SBU) The UAE does not have measurable \"dissident\" or 
\"political opposition\" populations pressing for reform (aside 
from a few random individuals with whom Post has some 
contact). It does have a limited number of activists seeking 
progress on human rights and labor issues -- with much of the 
effort conducted by non-Emirati individuals -- with whom Post 
is actively engaged. Our efforts to help the UAE overcome 
the plight of hundreds of young foreign boys pressed into 
dangerous service as camel jockeys, for example, led to 
extensive engagement with activists, UAEG authorities, and 
other Embassies, resulting in a significant (albeit by some 
reports partial) resolution to a serious human rights and 
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trafficking-in-persons (TIP) matter. Post engagement on TIP 
issues is robust at all levels, continuing the press on camel 
jockeys while keeping a focus on labor and sexual 
exploitation as well. 


3. (SBU) Building on the UAE Journalist Association\'s plans 
to propose a draft press law to the Ministry of Information, 
Post facilitated the Association\'s engagement with the MEPI 
regional office to provide the expertise of a U.S. media 
lawyer to assist in the drafting effort in 2006. The 

consultant offered detailed feedback and suggested 
amendments. The Association submitted the resulting draft, 
which would constitute a major liberalization of the UAE\'s 
press laws if passed. Post similarly facilitated 

coordination between MEPI and the leadership of the UAE\'s 
first human rights NGO, the UAE Human Rights Association, 
with whom PolOffs also maintain contact. MEPI\'s role has 
broadened the Association\'s regional contacts, including in 
fora designed to strengthen freedom of association and 
examine strategies for supporting democratic reform via 
regional civil society organizations. 


4. (SBU) Post also keeps a close eye on the UAE\'s measured 
progress towards more transparent governance and possibly the 
eventual enfranchisement of the electorate. The December 
2006 \"election\" of half of the members of the Federal 
National Council (chosen from and by a limited group of a few 
thousand citizens selected by the governments of each 
emirate) is a small step, but at least a step in the right 
direction. A promised expansion of the electorate to 
eventually include all citizens, and hopeful evolution of the 
Council itself into a more assertive legislative body, bear 
continued monitoring and encouragement. UAE officials feel 
that a measured path to democracy matches the aspirations of 
their people while also avoiding a difficult-to-control slide 
towards instability (which many feel was the result in some 
regional votes in which increased power fell into the hands 

of extremists). 


5. (SBU) Specific programs have been developed by Public 
Affairs Officers in Abu Dhabi to counter the radicalization 

of Emirati youth and promote the Freedom Agenda, helping pave 
the way for responsible democracy over the long term. These 
efforts promise to help create a UAE public that appreciates 
American perspectives and culture, and that will be able to 
participate in efforts to build democratic institutions, in 

addition to joining in regional discourse about freedom and 
democracy. Programs include: Fulbright, Micro-Scholarships, 
the Virtual Club, Gulf Students in the U.S., Scholastic Book 
distribution, an American Corner for Children, and an 
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Undergraduate Exchange Program. These substantive programs 
should, if continued over time, contribute to the perception 

that the U.S. supports Arab aspirations, while also helping 

to counter the radicalization of Emirati youth and promote 

critical thinking and literacy skills. 


6. (SBU) Effective U.S. programming also creates 
opportunities for Emirati youth to engage others on topics 

such as freedom and democracy, which are concepts familiar to 
them at a superficial level yet in need of cultivation and 

more critical review. Programs are also designed to provide 
genuine data on American culture and values. A synopsis of 
select PA programs follows. 


--The Public Affairs Section won the Department\'s commitment 
to create a Fulbright UAE Graduate Student Program. With 
added UAEG bi-national funding, an MOU was signed to provide 
four grants for UAE students to pursue graduate education in 
the U.S. 


--The recently produced \"Gulf Students in the U.S.,\" in 
Arabic, features students on U.S. campuses discussing ethnic 
and religious tolerance and helps brief parents and 
prospective exchange students about the U.S. educational 
experience. It should also cultivate communication between 
local Americans and Emirati youth. 


--To energize our outreach to a youth audience, the American 
Corner at the UAE University is being transformed into the 
first \"American Corner for Children\" in the Middle East. 
Using USG and privately donated funds, post is purchasing a 
children\'s collection and training a director to create the 

first public library service in the city of Al Ain. 


--Through the NEA-SA Undergraduate Exchange Program, ten UAE 
candidates were selected to spend one or two semesters at 
American universities. 


7. (SBU) Freedom Agenda goals are also actively pursued 
through MEPI programming small grants; the Embassy is 
directing concrete assistance through local partners to help 
cultivate a culture of democracy and put in place building 
blocks for future democratic reform. New MEPI small grants 
in 2007-2008 target women, youth, education reform, and 
strengthening independent reporting: 


--A program entitled \"The 21st Century Emirati Woman: My 
Future as a Citizen and Leader encourages women\'s 
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participation in public life and raises awareness of the 
important role of all citizens. This project provides 
communication skills training through workshops and 
one-on-one sessions, culminating in a public speaking contest 
about the Emirati woman\'s role as a citizen and leader. 
Contest winners will receive additional leadership training 

and take on roles as student leaders and mentors in Zayed 
University\'s new Sheikha Fatima bint Mubarak Center for 
Leadership (the patron and namesake being the wife of UAE 
founder Sheikh Zayed bin Sultan and the respected \"mother of 
the UAE\"). 


--Student leaders are the focus of a program to establish and 
operate an elected student council at Ras Al Khaimah Men\'s 
College, offering training to current student 

representatives, those interested in running for office, 

faculty advisors, and other students to help them appreciate 
the role of elected councils. Participants will be taught 

how to form, organize, and operate a student council, and how 
to run an election. The teaching phase would be followed by 
implementation of an election. 


--A poll of Emirati university students from all major 
institutions of tertiary education in the Northern Emirates 

will assess the attitudes and views of Emirati students 
toward democracy, the future of democracy in the UAE, and the 
UAE\'s first national level elections. Thirty political 

science and sociology students will be involved and trained 
in the polling process. Poll results will be analyzed and 
faculty participants will lead discussion of the poll and its 
implications to a wider group of students. The poll results 
and the professors\' analysis will also be disseminated to the 
media and posted on university websites. 


--In a program designated \"From English Skills to Leadership 
Skills: Tools for Tomorrow\'s Leaders,\" UAE high school 
seniors who completed an English Micro-scholarship program 
compete in an essay contest on leadership and citizenship. 
Winning essays are disseminated to all Micro-scholarship 
students through an on-line club, and publicized widely in 

the media. The ten winning drafters receive additional 
English classes, leadership, communication, and public 
speaking skills training, and are invited to apply to 
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Program. 


--Deepening parental engagement in education will be pursued 
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by setting up model parent-teacher councils in six schools, 
training the new participants to improve parental engagement, 
assisting in the development of council action plans, and 
facilitating the sharing of participant experiences and best 
practices with additional councils. 


--Strengthening independent journalism is the goal of a MEPI 
program on civic engagement through investigative reporting 
-- building the investigative capabilities and 

professionalism of UAE-based journalists to cover key 
political, social, and economic issues affecting their 
readership. In addition to equipping UAE journalists with 
professional skills, and seeking the publication of several 
in-depth investigative articles in UAE papers, the program 
also seeks to develop the professional ethics of 

participating journalists and editors. 


8. (SBU) In addition to these locally-generated MEPI 
projects, the Embassy has successfully implemented the 
region-wide, MEPI-funded English Access Micro-scholarship 
Program, from which over three hundred students graduate 
every year. The program achieves dramatic improvement in 
English scores and brings students into ongoing contact with 
Americans. Embassy Abu Dhabi has sought to forge ties with 
participating students through trips to the Embassy and 
focus-group discussion with U.S. Foreign Service Officers. 
To enrich the micro-scholarship experience beyond the 
classroom, post created \"The Virtual Club,\" an on-line space 
that keeps former students engaged with their American 
teachers, provides information on study in the U.S., and 
builds an on-line community to further improve English skills. 


9. (SBU) Post has also made a concerted effort to distribute 
Scholastic books and link UAE officials to the Scholastic 
program to build children\'s critical and creative thinking 
skills. \"My Arabic Library\" (MAL) books have been 
distributed to American Corners (Al Ain and Fujeirah), and to 
local schools. We find great local interest in MAL\'s 
potential to improve Arabic literacy. This distribution is 

part of a larger effort to promote USG-funded Arabic 
translations of American children\'s books. Through book fairs 
and outreach to schools, PAS staff have placed 8,700 books 
into classrooms, libraries, and cultural centers. 


10. (SBU) Looking ahead on the education reform front, post 
has endorsed and is ready to support efforts to launch a new 
MEPI civic education program later this year. Finally, in 
response to Mohammed Bin Rashid\'s announcement of a $10 
billion foundation to fund programs aimed at bolstering 
education and employment to counter the appeal of extremism 
for youth around the region, post has engaged the 
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foundation\'s leadership and offered to facilitate cooperation 
with successful organizations and programs already working in 
these areas. 


11. (SBU) Comment: The UAE is not poised for an \"Orange 
Revolution\" in the near term, yet it is conscious of the 

inevitable march towards demands for greater public 
participation, enhanced government transparency, and improved 
education standards. Post seeks to focus programming and 
official engagement with UAE officials to encourage 

irreversible steps in the direction cited in the Freedom 

Agenda. End comment. 
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Summary 
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1. (C) On August 30, Culture and Acting Foreign Minister 
Tariq Mitri told the Ambassador that Vatican officials were 
pleased to have recently spoken with the Secretary about the 
upcoming elections in Lebanon. The Vatican finds itself in 
agreement with the U.S. on the need for Lebanon to elect a 
president on time, to have the Patriarch take a more active 
role and to discourage any amendments to the Lebanese 
constitution. Mitri said that some Vatican officials, 

including Papal Nuncio to the U.S. Archbishop Pietro Sambi, 
also feel there is a difference between the Vatican and U.S. 
positions. The Vatican wants to protect Lebanon and to 
ensure that it does not become a battleground for larger 
problems in the region and it does not want to be \"used\" as a 
tool for U.S. interests. Mitri suggested that another 
high-level U.S. diplomatic visit to Rome would help to 
convince Vatican officials that the U.S. shares its goals for 
the future of Lebanon. Mitri noted that Vatican officials, 
including the Pope, will meet Patriarch Sfeir in Rome on 
September 6. 


2. (C) On internal Ministry of Foreign Affairs issues, Mitri 
called the current working environment \"almost intolerable\" 
since the return of FM Salloukh, who tendered his resignation 
last November along with all other Shia members of the GOL 
cabinet. There is no secrecy or confidentiality in 

diplomatic traffic. The Charge in Washington has stopped 
sending diplomatic cables and now communicates with Mitri 
directly via e-mail. FM Salloukh will likely attend UNGA, 
using the \"Resigning Foreign Minister\" title while there. 
Finally, Salloukh\'s staff asked Mitri to hand over all 

requests for agrement. Mitri complied and included the 

letter for Ambassador Feltman\'s successor. \"Let\'s wait to 
see what they do with it,\" said Mitri. End Summary. 


Pleased with the Secretary\'s Call, but Still See a Difference 
with the U.S. 


3. (C) Mitri told the Ambassador that he had just been to 

Rome on August 24, where he met with Vatican Foreign Minister 
Mamberti. Mitri had both an office call, which he described 

as rather stiff, and a relaxed luncheon with Mamberti. 

Mamberti spent a great deal of time discussing the recent 

phone conversation between the Secretary and Vatican 
Secretary of State Cardinal Tarcisio Bertone. Mamberti 
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praised the tone of the call and said Bertone was pleased 

that the Secretary was in \"listening mode\" which allowed 
Bertone the opportunity to share his thoughts on Lebanon and 
other issues. Mitri said that the Vatican was \"flattered\" by 
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the Secretary\'s interest. Mamberti said that the Vatican is 
on the same page with the U.S. on Lebanon electing a 
president on time, the Patriarch take a more active role, 
discouraging any amendments to the constitution and a 
willingness to accept election of the president by a simple 
majority. However, Mamberti said that differences remain. 
The Vatican feels a need to \"protect\" Lebanon and it is not 
sure the U.S. feels the same sense of obligation. (Note: 
Mitri and the Ambassador agreed that this was not true. End 
Note.) 


4. (C) Mitri told us that this sentiment had been echoed in 
Washington during a recent meeting between Lebanese Charge 
dVAffairs Antoine Chedid and Papal Nuncio to the U.S. 
Archbishop Pietro Sambi. Sambi had also been fully briefed 
on the Secretary\'s conversation with Bertone, but expressed a 
hesitancy in allying too closely with the U.S. on Lebanese 
issues. Sambi told Chedid that he does not want the Vatican 
to be \"used\" by the U.S. in its larger chess game with Syria 
and Iran. Mitri believes that there is no single action 

which prompted Sambi\'s reaction, but feels this is a 
long-standing opinion of the Nuncio. 


5. (C) Mitri was delighted with the success of the 
Secretary\'s phone call in helping to engage the Vatican on 
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Rome in mid-September would be even more effective. The 
Vatican needs to believe, 100 percent, that the U.S. shares 
its commitment to Lebanon\'s safety and security, he said. 


Want the Patriarch to Play a Larger Role 


6. (C) Mitri said the Vatican views the Patriarch\'s recent 
ambiguous statements as a sign of his uncertainty. The 
Vatican is still opposed to the idea of sending a Papal envoy 
to Beirut (for fear of treading on Maronite turf) and 

Mamberti said that the Patriarch must be empowered to play a 
larger role in a way that does not also step on his toes. 

The Patriarch, Mitri noted, arrives in Rome on 9/5 for 

Vatican meetings on 9/6. Unlike the Patriarch\'s previous 

visit to Rome, he now has formal appointment requests to see 
the Pope, Cardinal Bertone, and Foreign Minister Mamberti. 
These meetings should bolster the Patriarch and will 

hopefully clarify his thinking. 
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7. (C) A number of presidential candidates, including Nassib 
Lahoud and Charles Rizk, have been through Rome recently and 
Mitri believes that more will follow. At this time, Lahoud 
seems to be the Vatican\'s favored candidate. As for Boutros 
Harb, he struck Vatican officials as being \"too much like a 
local politician.\" According to Mitri, Rome may not want to 
pick the final candidate, but they seem happy to \"screen\" 
them and may be inviting the candidates to visit. Mitri 

thinks that a specific list of acceptable candidates will be 
refined during the Patriarch\'s visit. He said that the 

Vatican is looking for a strong, credible candidate who is 
\"respected beyond the borders of Lebanon\" but it is unlikely 
they will come out publicly in favor of March 14 over March 

8. The Ambassador said he hoped the Patriarch would \"aim 
high\" and chose a strong, qualified candidate rather than 
settle on an unimpressive, but non-controversial figure. 


8. (C) On August 29, March 14 stalwart Sheikh Michel Khoury 
told the Ambassador that the annual Maronite bishops\' 
conference would be postponed until after the Patriarch\'s 
return. Mitri heard that it would not be postponed but would 
precede the Patriarch\'s travel (meaning that the Vatican 
views would not be reflected in the much-watched bishops\' 
statement). Mitri is also not sure about Speaker Berri\'s 
publicly announced plans to visit the Patriarch after his 

return from Rome. Mitri said Berri is running out of \"new 
solutions\" for Lebanon\'s ills and he can\'t imagine what a new 
outreach to the Patriarch will do for Berri. 


Dialogue with the Italian Government 


9. (C) Mitri also took the opportunity to mention that Prime 
Minister Prodi had called Prime Minister Siniora to report on 
a recent call with Syrian President Bashar al-Assad. 
According to Prodi, Assad indicated a willingness to 
cooperate with Italy on Lebanese issues. Mitri believes that 
Prodi retained a healthy amount of skepticism, but relayed 
Assad\'s message to Siniora as a hopeful sign. Mitri and 
Siniora will meet with PM Prodi and FM DVAlema during 
Siniora\'s September 4 trip to Rome. The Ambassador urged 
Mitri to secure a public statement of support from the GOI 
for the Lebanese elections before the Syrian FM arrives in 
Rome on September 6. The GOI has yet to issue a public 
statement and the timing would be ideal. 


Resigned and then Returned - Lebanon\'s Foreign Minister 


10. (C) Mitri (who is Culture Minister but also Acting 
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Foreign Minister since the 11/11/06 Shia cabinet 
resignations) said that the atmosphere in the Foreign 
Ministry had become \"almost intolerable\" since the return of 
FM Salloukh, who is trying to exert his authority over the 
appointment of diplomats while refusing to fulfill other 

state duties. Salloukh left the cabinet last November along 
with all other Shia ministers. Unfortunately, legal experts 
say that nothing can be done to change this current 
situation, as Salloukh\'s resignation was never officially 
accepted. Mitri believes that Salloukh\'s recent actions have 
been taken without even the approval of President Emile 
Lahoud and Hizballah. Salloukh\'s motives may include a 
desire to protect Shia rights within the government, 
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influence the Special Tribunal proceedings and hiring, and 
pave the way for a second, parallel government. 


11. (C) Mitri is frustrated and uncomfortable with the 

situation. He said all confidentiality and secrecy in the 
Ministry has disappeared and he corresponds with colleagues, 
such as Charge Chedid in Washington, via direct e-mail He 
says that whenever Salloukh takes the initiative on an issue, 
Mitri is then called in for clean-up. Salloukh\'s staff 

recently scolded Mitri for holding onto pending letters of 
agrement (that Lahoud had earlier refused to address), so 
Mitri handed them over. They included the letter requesting 
agrement for a new U.S. Ambassador to replace Ambassador 
Feltman. \"Let\'s wait and see what they do with it,\" he said 
with a smile. 


Attendance at UNGA 


12. (C) Turning to UNGA attendance, Mitri said President 
Lahoud is allegedly traveling with a delegation of 40 people, 

to include Salloukh who will be using his \"Resigning Foreign 
Minister\" title during the proceedings. Salloukh will stay 

on as head of delegation for a few days after Lahoud\'s 
departure. Mitri said that typically, 3-4 professional 
ambassadors accompany the party. He has asked the MFA\'s 
Political Department (headed by William Habib, a Mitri 
appointee rejected by Salloukh) to prepare a list of 

suggested names, but he doesn\'t know what will come of it. 


13. (C) Mitri said that he will be going to New York on 
October 1 in his capacity as Minister of Culture to speak at 
a UN conference. He will also stay on for a few days of 
consultations. 
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Comment 


14. (C) Mitri\'s read-out of Vatican thinking was encouraging. 
Moreover, Patriarch Sfeir\'s visit next week to Rome is an 
opportunity we hope Vatican officials will seize. The 

Patriarch, afraid of being burned or ignored, seems to have 

his sights set quite low in terms of the presidency. Hoping 

to avoid at all costs a vacancy in the Christian office, the 
Patriarch is ready to settle on a weak compromise figure and 
susceptible to seeing pro-Syrian March 8 and pro-independence 
March 14 figures as equivalent. We hope that the Vatican can 
inspire Sfeir to fight for a strong candidate with (as the 

Mamberti told Mitri) a reputation that extends beyond 

Lebanon. We also hope that the Vatican can build on the 
Patriarch\'s own statements by making clear public statements 
that it is an obligation on all of Lebanon\'s Christian MPs to 
show up to vote for elections to fill the only Christian 

presidency in the Middle East. We recommend that senior USG 
official(s) call Vatican counterparts in the run-up to the 
Patriarch\'s visit both to listen to Vatican thinking about 
messages to the Patriarch and to encourage strong engagement. 
In terms of the current conditions in the Foreign Ministry, 

this state of play gives us a small glimpse into what a 

second cabinet scenario would look like. The presence of 
Salloukh is exacerbating an already difficult situation. End 
Comment. 

FELTMAN 
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Classified By: Consul General a.i. Donald McConnell; Section 1.4 (B,D) 


1. (C) Summary: On August 29, the Government of Nigeria 
announced the decision to \"unbundle\" the Nigerian National 
Petroleum Corporation (NNPC) and to create five new 
independent agencies. International oil companies (IOCs) 
were aware of the plan to restructure, but did not expect it 

to take place so quickly. Whether the problems associated 
with implementing the new plan will outweigh the potential 
gains in efficiency from the restructuring remains to be 

seen. End Summary 


2. (U) On August 29, the Government of Nigeria (GON) 

announced the decision, taken that day by the Federal 

Executive Council, to \"unbundle\" the Nigerian National 

Petroleum Corporation (NNPC) and to create five new 

independent agencies. Minister of State for Energy 

(Petroleum) announced to the press that the Ministry of 

Petroleum Resources will become the National Petroleum 
Directorate (NPD). A new National Oil Company (NOC) will 

assume the core functions of the NNPC. The National 

Petroleum Investment Management Services Company (NAPIMS), a 
division of NNPC, will be replaced by the National Oil and 

Gas Assets Holding and Management Company (NOGAHAMC). The 
Department of Petroleum Resources (DPR), currently a division 

of the Ministry of Petroleum Resources, will become the 
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Petroleum Inspectorate Commission (PIC). The Petroleum 
Products Distribution Agency will replace the Pipeline 

Product Marketing Company (PPMC), also a division of NNPC. 


3. (U) According to press reports, the energy sector 
reorganization is the harmonized result of recommendations by 
the Oil and Gas Reform Committee, commissioned by former 
President Obasanjo in 2000 and chaired by the Honorary 
Strategic Advisor to the President on Energy Rilwanu Lukman; 
and by a committee established by the National Council on 
Privatization to examine the oil and gas industry. The 
harmonized report, called \"Roadmap for the Restructuring of 
the Oil and Gas Industry in Nigeria\" was reportedly submitted 
to President Yar\'Adua in June by the Secretary to the 
Government of the Federation, Alhaji Babagana Kingibe. 


National Oil Company Free of Government Control 


4. (U) Under the new arrangement, the NOC will conduct 
itself like a private oil and gas company. The Petroleum 
Inspectorate Commission (PIC) will be an agency independent 
of the Ministry of Energy, and will be empowered to provide 
effective monitoring of the industry. Fuel importation will 
be supervised both by PIC and the Petroleum Products 
Distribution Agency (PPDA), and the refineries will be 
privatized. Plans also call for further unbundling of the 
Nigerian Gas Company as well as pipeline and storage 
facilities into gas transmission and gas 
distribution/marketing companies, press reports stated. 


5. (U) The Federal Executive Council also mandated 
implementation of the National Oil and Gas Policy (NOAGP) to 
take place within the next six months. One of the goals of 

the policy is to make Nigeria self sufficient in the energy 

sector, according to press reports. In a third, related 

move, the FEC approved the constitution for the National 

Council on Energy (NCE) to implement and fine-tune the NOAGP, 
which includes the restructuring of the energy sector. The 

NCE will be chaired by President Yar\'Adua. Other members of 
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the Council are Vice President Goodluck Jonathan, who will 
function as Deputy Chair; Odein Ajumogobia, Minister of State 
for Energy (Petroleum); Minister of State for Energy (Gas) 
Olusina Emmanuel, and Minister of State for Energy (Power) 
Mrs. Fatima Ibrahim; Attorney General and Minister of Justice 
Michael Aondoakaa; Minister of Finance Shamsudeen Usman; 
Minister of National Planning Sannusi Daggash; Strategic 
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Advisor to the President on Energy Rilwanu Lukman; and 
National Security Advisor General Ibrahim Mukhtar. Four 
additional members will be appointed by the President. 


6. (U) In press reports, Minister Ajumogobia said that the 
establishment of the NCE is a condition precedent to the 
declaration by the President of a state of emergency in the 
energy sector. 


IOCS Expected Reorganization But Timing a Surprise 


7. (C) John Chaplin, Managing Director of ExxonMobil, told 
Poloff that the company had known \"bits and pieces\" of the 
reorganization plan, but that the timing of the announcement 
had come as a surprise. The company had seen the Lukman 
Committee report as early as 2002. Chapman believes the 
thrust of the reform is to give Nigeria a national oil 

company that functions the way a company should. The change 
would allow the NOC to control its own revenue and to raise 
needed funds from the capital markets. This is an important 
change, Chaplin noted, because currently NNPC is completely 
in the dark as to its profits or losses; requests for profit 

and loss statements go unanswered because NNPC does not have 
them. The impact of the change in NAPIMS is less clear, he 
said. Work with NAPIMS is a challenge for international oil 
companies (IOCs), but at least now the IOCs can go over 
NAPIMS head for occasional help from NNPC to force decisions 
to be made. NAPIMS, because it approves all contracts, is 
seen by most as \"an opportunity to make money\"; a whole 
industry has grown up in which people insert themselves into 
the contracting process in the hope of making money on the 
deal. Whether the changes will help with this problem or 

create other efficiencies remains to be seen, he said. 


8. (C) Ann Pickard, Regional Executive Vice President for 
Shell Oil, said that she and executives from Shell Petroleum 
and Development Corporation (SPDC) of Nigeria met earlier in 
the week with the President and the Minister of State for 
Energy (Petroleum) and received \"no signals\" that the 
restructuring was imminent. 


9. (C) O.B. Haffner, Corporate Affairs Manager of Total 
Nigeria Ltd. said he had been aware that the restructuring 
was coming. Speaking about the downstream end of the 
business, which he oversees, Haffner said that replacing the 
Petroleum Products Distribution Agency with the new Pipeline 
Product Marketing Company (PPMC) could help assure that 
petroleum products are more evenly distributed around the 
country, to the benefit of states in the northern part of the 
country. Currently, massive quantities of imported fuel are 
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pumped into the tanks of marketers in Lagos, where the bulk 
of the imported product is sold. The marketers then truck 
the remainder to other parts of the country for sale at 

prices higher than the regulated price. 


Reorganization Will Not Affect Existing Contracts 
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10. (C) Olisa Agbakoba, President of the Nigerian Bar 
Association, downplayed fears expressed by some that the 
reorganization would interfere with existing contracts or 
ongoing court cases to which NNPC is a party. Under the law 
of succession, he said, the reorganization will not absolve 

the successor of the legal obligations of its predecessor. 

All legal aspects ofthe changes will be worked out in due 
course, he said. Peter Esele, President of the Petroleum and 
Natural Gas Senior Staff Association of Nigeria (PENGASSAN), 
told Poloff that the unions were \"fine with the 
reorganization.\" 


11. (C) Comment: Few people expected the Government to 
move so quickly to effectuate this restructuring, which has 
been under study for seven years. Whether the problems 
associated with implementing the new structure outweigh the 
potential gains in efficiency from the restructuring remains 

to be seen. 

MCCONNELL 
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SUBJECT: CODEL JACKSON-LEE\'S MEETING WITH SUDANESE FOREIGN 
MINISTER LAM AKOL 


1. (SBU) Summary: During an August 28 courtesy call, Codel 
Jackson-Lee briefed Sudanese Foreign Minister Lam Akol on 
their visit to Darfur. The delegation also urged the 

expeditious implementation of UNSCR 1769, full implementation 
of the CPA, unfettered access for humanitarian NGOs, 
expedited clearance of materials needed for the construction 

of the New Embassy Compound, and asked Lam Akol to intervene 
in the recent expulsion of CARE Director Paul Barker. Lam 
Akol stated that the GNU is committed to implementing 1769, 
charged that USG actions contribute to NEC delays, and was 
not encouraging on the Barker expulsion. He also suggested 
that claims that 7,000 abductees from the North-South civil 

war remain unaccounted for are exaggerated. End summary. 


2. (U) At the conclusion of their two-day visit to Sudan on 

August 28, Codel Jackson-Lee paid a courtesy call on Foreign 
Minister Lam Akol. The Codel was led by Congresswoman Sheila 
Jackson-Lee (D-TX), and included Congressmen Steve Chabot 
(R-OH) and Adrian Smith (R-NE), along with Staffer Genel 

Brown and military escort Major Gerald Thomas. They were 
accompanied by Charge Powers and Embassy notetaker. 


3. (SBU) Congresswoman Jackson-Lee reported to Foreign 
Minister Lam Akol that the Delegation had just completed a 
very worthwhile visit to El Fashir, where they had met with 

orh Darfur Wali Osman Mohammed Yousif Kibir, UN officials, 
newly arrived AMIS Field Commander Martin Luther Agwei, and 
visited the El Shouk IDP camp. She attested that the camp 
residents have organized themselves and know what they want. 
The Codel appreciated the meeting with the Wali, with whom 
they agreed with some issues and agreed to disagree on others. 


4. (SBU) Lam Akol briefly reviewed the history and the 
issues involved in resolving the Darfur conflict, starting 

with the signing of the Darfur Peace Agreement, and said that 
the challenge now is building on UNSCR 1769. He asserted 
that the critical problem is lack of unity among the Darfur 
rebels. Abdul Wahid is the missing component of the peace 
process. Lam Akol warned that the Comprehensive Peace 
Agreement (CPA) between the National Congress Party (NCP) and 
Sudan Peoples Liberation Movement (SPLM) is in danger of 
becoming a victim of Darfur. With its attention focused on 
Darfur, the international community incorrectly takes 
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North-South peace for granted. 


5. (SBU) Ms. Jackson-Lee expressed the hope that UNSCR 1769 
implementation would advance quickly and that Sudan will take 
the initiative to expedite it. She noted that in the 

Codel,s meeting earlier that day with AMIS Force Commander 
Agwei, he had strongly endorsed rapid implementation of 1769 
and the deployment of additional peacekeepers under UN 
command that goes with it. Jackson-Lee noted especially the 
need to promptly transfer to the new UN-AU peacekeeping force 
the land required to support its infrastructure. She hoped 

that the GNU would help speed such transfers. 


6. (SBU) Lam Akol stated that the GoS has taken steps to 
establish a flexible planning process for the necessary land 
transfer to the peacekeeping force, forming both political 
and technical committees. Now that the mechanism is in 
place, Sudan is waiting for specific applications for land 
transfers on which to act. 


7. (SBU) Jackson-Lee emphasized the importance of the full 
implementation of the CPA, noting that it can provide a 
framework for ending the conflict in Darfur, as well as 
North-South peace. She suggested that an international 
conference might assist in moving the CPA forward. She also 
urged the GNU to show flexibility in resolving the dispute 

over the Abyei region,s border. 


8. (SBU) Lam Akol explained the current obstacle in 
implementing the CPA is the redeployment of SAF and SPLA 
forces to their respective sides of line 1156, due to 

conflicting interpretations of boundary demarcation. The 
slow disbursement of international assistance via the 
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Multi-Donor Trust Fund also has deprived the South of a 
tangible peace dividend expected from the CPA. He noted that 
the Abyei border dispute is not one on which the GNU could 
take a position, but rather a disagreement between the NCP 
and SPLM within the GNU, that must be resolved by the two 
parties. 
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9. (SBU) The Congresswoman noted the great work being done in 
Sudan by international humanitarian NGOs. She hoped that the 
GoS will work with the High-Level Committee formed to promote 
humanitarian access to ease the NGOs ability to operate 
unhindered. 


10. (SBU) Jackson-Lee raised the difficulties being 

experienced in clearing through the Port of Sudan the 

materials needed for the construction of the New Embassy 
Compound (NEC) in Khartoum. She noted that completion of the 
NEC is in the interest of both countries and would be a step 
toward normalizing bilateral relations. She urged Lam Akol 

to try to assist in speeding the processing of the needed 
containers into Sudan. 


11. (SBU) Lam-Akol countered that the responsibility for the 
delays lies largely with the USG, which he asserted has taken 
&retrogressive8 actions that are hindering improved 

relations between the two countries, and to which the delays 
in approving NEC shipments are a response. 


12. (SBU) Jackson-Lee raised the August 25 order expelling 
from Sudan Amcit CARE Director Paul Barker. She cautioned 
that Barker,s expulsion sends the wrong message to the world 
community. Given that the deadline for Barker,s departure 
was that very night, she understood the impossibility of 
reversing the decision in time to allow him to stay. 

However, she urged the Foreign Minister to intervene with the 
relevant GNU agencies to allow him to return as quickly as 
possible. 


13. (SBU) Lam-Akol denied that Barker had been &expelled8 
from Sudan, arguing that, rather, Barker,s residence permit 

had expired and had simply not been renewed. He noted that 
this is not an MFA area of responsibility and he could not 
promise that it would be satisfactorily resolved. 

Congressman Chabot emphasized that Barker,s forced absence 
from Sudan would be viewed very negatively in the United 
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States and elsewhere. The longer Barker was unable to 
return, the longer the issue would fester. Chabot urged that 
Sudan resolve the problem promptly. 


14. (SBU) Congressman Chabot queried the veracity of 
allegations that 7,000 Southerners abducted during the civil 
war remain unaccounted for and may still be being held 
against their will. He asked what could be done to identify 
and repatriate them. Lam-Akol downplayed the extent of any 
such problems, saying that such allegations are frequently 
made in wartime and often are exaggerated. He also asserted 
that it is a traditional practice to adopt such abductees 

into the society of their captors, suggesting that any 
unrepatriated abductees likely are remaining of their own 
free will. 


15. (U) Codel Jackson-Lee did not have an opportunity to 
review this message before transmission. 
FERNANDEZ 
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SUBJECT: Southern Election Tribunals 


1. (SBU) Summary: Election Tribunals in southern states are 
rejecting challenges to their jurisdiction and affirming rights 

granted petitioners under the Electoral Act. Nonetheless, Governors 
elected in Nigeria\'s deeply flawed April 14 election continue to use 
every means the law allows to assure that they stay in power. End 
Summary. 
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2. (SBU) Action Congress (AC) candidate Kayode Fayemi submitted a 
petition requesting the Election Tribunal void Governor Oni\'s 

victory and declare Fayemi the victor. The Tribunal in Ado-Ekiti 
granted Fayemi the right to invite forensic and handwriting experts 

to inspect election materials. Governor Oni objected to this ruling 

and will request the Federal Appeals Court to review the Tribunal\'s 
decision. (Comment: Contacts tell us the Electoral Act empowers the 
Tribunals to decide whether to allow forensic experts. End 

Comment.) 


3. (SBU) In July, the Election Tribunal was reportedly moved to a 
military barracks compound to help mitigate external influences and 
lower Tribunal-related violence and intimidation. The Police 
Commissioner, INEC Resident Commissioner, and Director of the State 
Security Service (SSS) have ignored the Tribunal\'s order to appear 
and testify. Lawyers to All Nigeria People\'s Party (ANPP) candidate 
Abiola Ajumobi, who requested the elections be annulled due to mass 
vote rigging, have complained that the Tribunal failed to compel the 
three officers to appear. (Comment: If these officials fail to 

present testimony rebutting Ajumobi\'s evidence, the court presumably 
must find in Ajumobi\'s favor on those elements of the case. End 
Comment). 


4. (SBU) In Ondo State, the Election Tribunal threw out Governor 
Agagu\'s objection to AC candidate Ademola Adegoroye\'s petition. 
Agagu contended that the Tribunal lacked jurisdiction to address 
aspects of the petition dealing with election-related issues not 
arising from April 14 election-day events. The Tribunal affirmed 
that the Electoral Act empowers it to address issues arising either 
before, during, or after the election took place. 


5. (SBU) The Democratic People\'s Alliance (DPA) governorship 
candidate in Lagos, Jimi Agbaje, has taken his case to the Federal 
Appeals Court to challenge the Election Tribunal\'s July 24 dismissal 
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of his petition against Governor Fashola ofthe AC. Agbaje has 
alleged a \"miscarriage of justice,\" claiming the Election Tribunal 
did not offer him a fair hearing. No date has been set for the 
Appeal Court hearing. 


6. (SBU) There is surprisingly little news coverage of what is 
happening in the Tribunals. Despite the hard fought battles over 
technicalities and procedural issues, there have been few 

allegations of judicial bias regarding the Tribunals\' rulings. 

While there is plenty of evidence as to the flaws in the April 14 
election process, opposition candidates must prevail against 
numerous arguably dilatory maneuvers before getting the opportunity 
to make their substantive case. End Comment. 


McConnell 
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TAGS: ASCH, IV 

SUBJECT: ACTION COMPLETED: PROPOSED SUPPORT TO METHODIST 
UNIVERSITY OF COTE DVIVOIRE 


REF: STATE 114286 


1. (SBU) Post completed the action requested in reftel. 
Poloff visited the Methodist University of Cote d\'Ivoire 
(UMCI) on August 21 and met with university rector and 
members of the university\'s Council for Education and 
Training (CEI). UMCI is a small institution and is only in 

its second year of operation. There were a total of 90 
students enrolled at the university in tne academic year that 
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ended in August 2007. Administrators estimate that there 
will be at least 300 students enrolled for the second year of 
operation. 


2. (SBU) UMCI currently offers two courses of study -- 
economic sciences and legal studies. For the moment, UMCI 
uses classroom space in the primary and secondary school that 
the Methodists operate. The primary and secondary school 
programs at this location have been operating since 1990 and 
1983 respectively. UMCI has 31 professors split equally 
between the faculties of economic sciences and law. The 
board emphasized that the school recruits staff from other 
universities in the area and requires a doctoral degree as 
minimum qualification. The cost per year for UMCI is 
comparable to other private universities at 650,000 FCFA 
(approx. 1337 USD). (Note: The CEI compared UMCI to the 
larger and more established and prestigious Catholic 
University of Cote DVlvoire which costs approx 1550 USD per 
year. End Note) 


3. (SBU) Currently UMCI is financed using the students\' 
tuition fees and it has no other donors. Since they have not 
begun capital improvements, the administration says that they 
are able to cover their current operating costs but the costs 
of renovations and capital investments far exceed the income 
they can recoup from tuition fees. The CEI noted that they 
would like to expand their program and roughly estimate that 
they will have at least 300 students enrolled during the 
school\'s second year of operation. They would like to 
renovate an existing building (formerly used for the 

Methodist secondary school) to house a library, computer 
center and a teachers\' conference room as well as additional 
classroom and office space. They will then add floors to a 
single story building in order to accommodate the elementary 
and secondary school students. Poloff toured the facilities 
and saw the buildings in question. The buildings are old and 
in disrepair but functional. The university currently uses 

5-6 classrooms for their courses but officials note that 

space was tight for the 90 students that attended during the 
first year of operation. The CEI provided Poloff with a copy 

of the renovation plan and budget from the architectural firm 
they hired. The plan details a USD 1.6 million project. The 
CEI says they have no other sources of revenue at this time. 


4. (SBU) Comment: The UMCI demonstrates enormous will in 
establishing a new university in a market where public 
universities are essentially free. The administrators are 

keen to keep the cost of attendance low compared to other 
private universities. While the school\'s mission does not 
explicitly promote American values, the school is open to 
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students regardless of religious or ethnic background, 
political affiliation or national origin. The economics 
students are learning about free-market economics and the law 
students are learning about the fundamentals of a free and 
fair judicial system. That being said, Post has some 
concerns about the institution\'s ability to sustain itself 

given the university\'s very short record of operation. 
Moreover, the CEI has said that the university has no other 
potential donors which leaves a large gap between the USD 
200,000 requested in the project proposal and the USD 1.6 
million estimate provided by the architectural contractor. 
End Comment. 
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E.O. 12958: DECL: 08/26/2017 

TAGS: PGOV, PREL, PTER, PARM, SY, IS, LE 

SUBJECT: LEBANON: BERRI: FUTURE OF LEBANON DEPENDS ON 
CONSENSUS PRESIDENT 


Classified By: Ambassador Jeffrey D. Feltman for Reasons: Section 1.4 ( 
b) and (d). 


SUMMARY 


1. (C) Speaker Berri continues to insist on a two-thirds 
parliamentary quorum to hold a vote on the presidency, though 
he acknowledged that the constitution permits the vote to 

take place during the last ten days prior to the expiration 
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of the current president\'s mandate with only a simple 

majority of parliamentarians present. He warned, however, 
that waiting until then was a dangerous game, and that the 
only way out of the crisis is to find a consensus 

presidential candidate. He therefore urged the US not to 
support March 14\'s claims that a simple majority is 

sufficient, arguing US acceptance of a simple majority quorum 
would deprive March 14 of any incentive to compromise. 
Mentioning LAF Commander Michel Sleiman only in passing, 
Berri dropped his earlier interest in a constitutional 

amendment (necessary for Sleiman to become president). In 
writing out his own list of presidential prospects and then 
eliminating names one by one, the Speaker mused that Nassib 
Lahoud, Boutros Harb, Robert Ghanem, and Jean Obeid are the 
candidates from whose ranks a consensus president should 
emerge. We know that he prefers Obeid, but we wonder if he 
may also be signaling that one or more (e.g., Harb or Ghanem) 
are also potentially acceptable. End summary. 


2. (C) The Ambassador, accompanied by Pol/Econ Chief, met 
with Parliament Speaker Nabih Berri and his advisor, Ali 
Hamdan, at Berri\'s office in Ain Tineh on August 30. The 
Ambassador opened the meeting by acknowledging the 
anniversary of the disappearance of Imam Musr Sadr, the 
founder of Amal, Berri\'s party, 29 years ago. Expressing 
appreciation for the sentiments, Berri claimed that he was 
supposed to have joined Sadr on his ill-fated trip to Libya 

in 1978 but at the last minute went to the US instead, to 
spend time with his ill wife. 


BERRI INSISTS ON TWO-THIRDS QUORUM... 


3. (C) Turning to presidential elections, Berri insisted 
repeatedly that, to apply the constitution, two-thirds of MPs 
must be present each time a vote is held to elect the 
president. Even though after the first round a candidate can 
win with only a simple majority of votes, the two-thirds\' 
quorum remains essential for each round of voting. Holding 
the election with only a simple majority present is \"against 
the constitution,\" Berri stated categorically, and therefore 
something he personally could never support. He did not 
disagree with the Patriarch\'s recent statement indicating 
that the president could be elected with the support of one 
half plus one parliamentarians in the second round of voting; 
but two-thirds (86 out of 128) of the parliamentarians needed 
to be present in order for voting to take place. 


4. (C) Ignoring the Ambassador\'s question on what in reality 
the opposition fears from a simple majority quorum, given 
that none of the realistic candidates have extremist views, 
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Berri said the opposition has a democratic right not to make 
quorum if it opposes the government\'s proposed program. It 
is the right of MPs not to show up. Furthermore, the 
opposition has the right to share in electing the president 

and thus to have a share of the presidency. Unfortunately, 
he said, March 14 seems to think the presidency is like the 
Special Tribunal; once they\'ve imposed their position, the 
opposition will accept it as a fait accompli. This is a 
dangerous move, he warned; Jumblatt and Geagea cant live 
without 100 plus temperatures and are heating things up. 
Because of the radical March 14 positions, Berri said, he 

told the Lebanese daily An-Nahar that he wanted to hear the 
US position. 


5. (C) The Ambassador responded that the US holds a high 
degree of respect for the Speaker and the institution he 
represents. and that we, too, would prefer a session with all 
MPs present and voting. However, if the opposition withholds 
quorum, as Lebanon approaches the end of Emile Lahoud\'s 
mandate, the danger of a second government or a vacuum 
increases. At that point, the US would become more inclined 
to support the simple majority quorum that Berri opposes. It 
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is better to solve this issue by electing a president well 
before the end of the presidential mandate, lest Berri not 

like the US. response to a simple majority session. Berri 
responded that he stopped the idea of a second government 
four months ago, and had been advocating a national unity 
government as a way out of the crisis. \"I can resist the 
majority and the opposition,\" he said, but | cannot accept a 
simple majority. A consensus president is the only way out 
of Lebanon\'s crisis; the government will only last until 2009 
(when the next parliamentary elections are scheduled), and in 
the meantime who knows what will happen in Iran, Iraq, Nahr 
al-Barid? (Berri, probably intentionally, left out the 

upcoming US elections in his rhetorical list). 


...EXCEPT IN LAST TEN DAYS 


6. (C) Berri then let the cat out of the bag: he himself 
stated, with no prompting on our part, that during the last 

ten days of the two-month period preceding the end of the 
president\'s mandate (i.e., November 14-24), parliament can 
convene without the speaker, at a venue of his choice, anda 
simple majority quorom is no longer an issue. (Note: this 
was our preferred interpretation of Article 74 of the 
constitution, but it\'s the first time we\'ve heard a member of 
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the opposition acknowledge it). Furthermore, the opposition 
would legally have to abide by whatever decision parliament 
makes. 


7. (C) Not having an election would be a catastrophe, Berri 
said, adding that he did not want to wait until the last 10 

days for two reasons: one, Lebanon needs to elect a new 
president quickly; and two, there is the danger that if the 
majority elects a president with a simple majority quorum 
only, Lahoud will impose one of six options he supposedly has 
in reserve, such as \"continuity\" (i.e., another extension of 
his term), or a dual government, or select himself as head of 
the armed forces. Berri said he had been thinking \"day and 
night\" about the implications, especially for the LAF, the 
central bank, and parliament. The LAF would stay unified, he 
concluded, especially after Nahr al-Barid. The central bank 
would pay for both governments. And parliament would stay 
neutral. 


CONSENSUS NEEDED TO AMEND CONSTITUTION 


8. (C) Responding to the Ambassador\'s question on the 
mechanics of an amendment to the constitution, which requires 
a joint proposal by both the president and prime minister (an 
impossibility in the current government), Berri said there 

are two exceptions when both signatures are not required for 
parliament to act: to elect a president and if the government 
resigns (i.e., there is no prime minister). 


9. (C) Berri, pulling out his calendar for emphasis, opened 

to October 16, on which was written in Arabic \"normal 

session,\" explaining that from the first Tuesday after 

October 15, parliament is back to business as usual. From 

then until November 14 (i.e., ten days before the expiration 

of President Lahoud\'s term) is the only time parliament would 
be able to make any amendments to the constitution. However, 
he added, consensus would be needed to adopt the change, and 
Druse leader Walid Jumblatt has said March 14 will never 
accept an amendment. 


10. (C) The Ambassador noted that, strictly speaking, whether 
or not to amend the constitution was an internal matter for 

the Lebanese alone, and not a decision that could be imposed 
from outside. But he noted that, without a genuine Lebanese 
consensus, there was no apparent need or wisdom in changing 
the constitution. Now, there is no consenus, and thus there 

is no reason to speak of an amendment. Berri readily agreed, 
stressing that since it is an internal decision, we put aside 

the scenario of a constitutional amendment. But at the same 
time the US should not push the likes of Jumblatt and 
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Lebanese Forces leader Samir Geagea to oppose one. But Berri 
did not dwell on the issue of a constitutional amendment, 

acting as if the issue was no longer under active 

consideration. 


AND THEN THERE WERE FOUR? 
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11. (C) At the Speaker\'s initiative, the discussion then 

turned to potential compromise candidates, despite the 
Ambassador\'s insistence that the US has no candidates and 
will have no candidates this year. Handing the Ambassador 
the Arabic text of Boutros Harb\'s press statement announcing 
his presidential candidacy, Berri quoted Harb as saying he 
wanted a Lebanese president who has good relations with the 
whole world and that there should be mutual respect between 
Lebanon and Syria. \"This man is loyal,\" Berri said, (to 
whom, we wonder?), adding that Harb knows that being elected 
without the two-thirds quorum is \"illegal.\" The two planned 
to meet once Harb returned from a visit to Rome (presumably 
to push his candidacy with the Vatican). 


12. (C) The Speaker then wrote out the people he saw as 
candidates: Michel Aoun was the sole opposition candidate on 
his list. From March 14, he listed Boutros Harb, Nassib 
Lahoud, Nayla Mouawad, and Robert Ghanem. Of \"neutral\" 
candidates, he listed Fares Bouez, Jean Obeid, Charles Rizk, 
Michel Edde, Mikael Daher, and Joseph Torbely. Only later in 
the conversation did it occur to the Speaker (or to the 

others in the room) that no one had remembered to add Amine 
Gemayel to the list. Then, of the list of 12 candidates 
mentioned, Berri started crossing out names, one by one, 
explaining why this or that person would not be elected. 

This left him ultimately with four names that he considered 

to be realistic candidates: Nassib Lahoud, Boutros Harb, 
Robert Ghanem, and Jean Obeid. He promised that if the US 
could lead March 14 to accept the two-thirds quorum, he would 
secure the opposition\'s consensus on the presidency, settling 
on one of those four names (which Obeid known to be Berri\'s 
preference). The Ambassador kept pushing Berri about what 
was so dangerous about any of those four candidates. Berri 
did not answer the Ambassador\'s question about why parliament 
could not simply meet and vote on those four names until a 
winner emerged. 


COMMENT 
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13. (C) Often with the Speaker, who tirelessly claims to be 
the true guarantor of the country\'s political institutions, 

what he leaves out of the conversation is often more 
informative than what he does say. For example, he did not 
mention anything about what the media are touting as a new 
\"Berri initiative,\" to be announced during Friday\'s 
commemoration of the disappearance of Musa Sadr. Yet in this 
case, he also said something explicit that was quite 

striking: that during the final 10 days of a president\'s 

term in office, parliament does indeed have the right to 

elect a president -- wherever it chooses, without being 
convened by the speaker, and with only a simple majority of 
parliamentarians present. In acknowledging this, Berri 
recognizes that the March 14 bloc has the upper hand 
(assuming it can maintain unified ranks, a far from certain 
proposition, especially with multiple presidential candidates 
of its own). All March 14 needs to do is wait 50 days. 

During this period, the opposition will prevent it from 

electing a president by withholding the two-thirds quorum, 
and then March 14 can use the different procedures outlined 
in the constition for the last ten days of Lahoud\'s mandate 
to elect the candidate of its choice. 


14. (C) Berri offers on the one hand the prospect of 

national unity and consensus that would result from a 
president who has the votes of two-thirds of the MPs. On the 
other hand, he warns of the consquences of moving to the last 
stage of the game, claiming he would not be able to prevent 
President Lahoud from taking actions such as prolonging his 
own term (again) or setting up a second government to thwart 
or undermine a president elected by simple majority. Berri 
then appeals to us, saying we can stop the latter scenario 
(which he knows are two undesirable outcomes), by disabusing 
March 14 of the illusion that the US would support candidate 
elected by simple majority. Only if March 14 knows it can\'t 
count on our recognition of a simple-majority president, 

Berri argues, would March 14 have any incentive to 
compromise. It is up to us, in Berri\'s argument, to prevent 
the catastrophe that would befall Lebanon, should a president 
be elected with only parliamentary simple majority quorum. 


15. (C) The end result of Berri\'s current strategy is, 


BEIRUT 00001334 004 OF 004 


predictably, to ensure that March 8 has a heavy influence 
over who becomes president. By appealing to the need for a 
two-thirds quorum, the opposition regains a veto over the 
presidency, regardless of Berri\'s claimed willingness to 
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agree on a compromise candidate. In effect, it's asking 
March 14 to give something now on the promise that March 8 
will somehow reciprocate later -- an offer few March 14 
figures would accept except under duress (which Berri hopes 
will include US pressure). Should this argument fail, ina 
good cop/bad cop scenario, Berri raises the specter of what 
Lahoud might do if it comes down to the final days. 
Characterstically, Berri postures as doing all he can for the 
good of the country, while noting that, if he isn\'t listened 

to, then he can\'t be blamed for the consequences. We 
intentionally left Berri uncomfortable with USG thinking, 
warning him that he should not want to wait until the last 
days for presidential elections: at that point, he might not 
like our position regarding the simple majority quorum. 


16. (C) Berri\'s discussion of presidential names was 
interesting. While it appeared to be merely off-the-cuff 
musing, we know from experience that the Speaker rarely 
speaks to us without prior thought. We find it significant, 

for example, that he quickly dropped the arguments in favor 
of a constitutional amendment and thus did not include the 
\"usual suspects\" Michel Sleiman and Riad Salameh (both of 
whom would require an amendment to override a constitutional 
cooling-off period) on his tally of candidates. He was 
characteristically dismissive of Michel Aoun, the putative 
candidate of the opposition bloc to which he belongs. Of the 
four names that he didn\'t scratch off his list, we know that 

he prefers Jean Obeid. But we wonder if he is also signaling 
that at least one of the other three would also be 

acceptable, in some kind of deal by which each side jettisons 
a candidate in favor of aconsensus. Maybe, for example, 
Boutros Harb\'s frequent arguments that he can somehow get 
Nabih Berri on board for his candidacy are not so far-fetched 
after all. 

FELTMAN 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF/S, EEB/ESC, ISN 
DOE FOR SPERL, PERSON, BIENAWSKI, AND PARKER 


E.O. 12958: N/A 
TAGS: ENRG, TRGY, KNNP, IAEA, SF 
SUBJECT: SOUTH AFRICA RESPONDS TO GNEP INVITATION 


REF: A. STATE 121724 


B. STATE 118280 
C. STATE 114102 
D. PRETORIA 3012 


1. (SBU) SUMMARY: The SAG is interested in the Global 
Nuclear Energy Partnership (GNEP) and is considering whether 
Minister of Minerals and Energy Buyelwa Sonjica can change 
her travel schedule in order to participate. Defining a role 

for South Africa in GNEP might support U.S. efforts to sell 

and expand the partnership to other countries. End Summary. 


2. (SBU) Economic Counselor and Minerals and Energy Officer 
delivered the Global Nuclear Energy Partnership (GNEP) 
invitation and information on the Ministerial in Vienna 
September 16 (Reftels) to Department of Minerals and Energy 
(DME) Chief Director: Nuclear Tselio Maqubela on August 27, 
following up with a cover letter signed by the CDA on August 
28. Embassy officers also delivered an electronic copy of 

the materials to Department of Foreign Affairs (DFA) Director 
Fadl Nacerodien. DME POC is Mahlatsi Koma 
(mahlatsi.koma@dme.gov.za; ( 27 12) 317 8356). Embassy POC 
is Energy Officer David Young (YoungDK@state.gov; ( 27 12) 
431 4681). 


3. (SBU) Maqubela promised to check with Minister of 
Minerals and Energy Buyelwa Sonjica about her participation 
in the GNEP event, but was unable to promise her attendance, 
noting that she planned to arrive in Vienna on the afternoon 

of September 16 for the IAEA Ministerial the following day. 
Maqubela sought confirmation that the GNEP Statement of 
Principles was not a binding international treaty. Economic 
Counselor subsequently confirmed the voluntary and 
non-binding nature of the GNEP Partnership and associated 
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Principles. 


4. (SBU) Maqubela recommended that there be prior 
consultation with many developing countries in order to build 
consensus and avoid the perception of exclusivity on the part 
of the developed countries. He then expanded at length on 
the positive example of collaborative progress made in 
explaining and obtaining support for the U.S. nuclear 
cooperation agreement with India. \"The point is to build 
consensus before you formalize things,\" Maqubela said. \"You 
should talk to some developing countries (i.e., South Africa) 
and gain the support of a number of them. If you form 
partnerships with just major countries, you risk alienating 
developing countries that could have participated if they had 
been consulted earlier,\" he continued. \"There are a lot of 
things going on in the nuclear area where we could have done 
more if the approach had been different.\" Maqubela observed 
that \"there is now a broad understanding on the India issue, 
given good consultation and information sharing.\" He 
applauded that the India issue was worked closely in the 
Nuclear Suppliers Group. But, he asked: \"The question 
remains how this will affect the NPT (Nuclear 
Non-Proliferation Treaty)? And what happens to Israel and 
Pakistan -- will there be more separate deals?\" Minerals and 
Energy Officer pointed out the broad invitation list to the 
GNEP Ministerial, including demarches and consultations in 
capitals, as evidence of the effort to include developing 
countries. 


5. (SBU) Returning to the invitation to participate in GNEP, 
Maqubela asked what would be the appropriate representation 
in the event that the Minister is unable to participate, 

noting that it may have to be the SAG Ambassador in Vienna. 
Embassy Officers urged the highest possible level of SAG 
participation, but said that any representation would be 

better than none at all. Embassy Officers also discussed the 
new SAG draft nuclear energy policy (Ref D), the Westinghouse 
bid for new nuclear power stations (Septel), the proposed 
bilateral nuclear R&D cooperation agreement (Septel), and the 
program for return of spent fuel (Septel). 


6. (SBU) Comment: Defining a role for South Africa in GNEP 
might support U.S. efforts to expand the partnership to other 
countries. For example, South Africa could be a valuable 
partner in providing comprehensive fuel services, perhaps as 
part of a consortium that does not involve sharing enrichment 
technology. End Comment. 

Teitelbaum 


120560 
RR RUEHLMC 


Column 3 

DE RUEHMU #2003/01 2421604 

ZNR UUUUU ZZH 

R 301604Z AUG 07 

FM AMEMBASSY MANAGUA 

TO RUEHC/SECSTATE WASHDC 1121 

INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1155 
RUEHBR/AMEMBASSY BRASILIA 0092 
RUEHSO/AMCONSUL SAO PAULO 0012 
RUEHRI/AMCONSUL RIO DE JANEIRO 0025 
RHEHNSC/NSC WASHDC 

RUEHLMC/MILLENNIUM CHALLENGE CORP WASHDC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC","UNCLAS SECTION 01 OF 03 MANAGUA 002003 


SIPDIS 


SENSITIVE 
SIPDIS 


STATE FOR WHA/CEN, WHA/EPSC, AND EEB 
TREASURY FOR SARA GRAY 

USDOC FOR 4332/ITA/MAC/WH/MSIEGELMAN 
3134/ITA/USFCS/OIO/W H/MKESHISHIAN/BARTHUR 


E.O. 12958: N/A 
TAGS: PREL, EAID, ECON, PGOV, NU, IR 
SUBJECT: BRAZIL AND NICARAGUA: | SAY ETHANOL, YOU SAY HYDRO 


REF: A) MANAGUA 1978, B) MANAGUA 1944, C) MANAGUA 1783 


1. (SBU) Summary: President Luiz Ignacio \"Lula\" da Silva\'s August 
7-8 visit to Nicaragua was the first by a Brazilian head of state in 

over 100 years. While Lula\'s focus for the visit was ethanol and 
business opportunities that take advantage of CAFTA, Ortega tried to 
interest the Brazilians in projects in agriculture, electricity 

generation, and tourism. Although Lula tried valiantly to convince 
Ortega of the benefits of ethanol, Ortega showed little interest. 
Instead, Ortega tried to shift the focus of Lula\'s visit toward the 

same portfolio of hydroelectric, geothermal, and infrastructure 
projects he has been peddling to the Iranians and others (Ref A). 
Bilateral talks also included Brazilian technical assistance to 
Nicaragua\'s Hambre Cero program, a possible debt for development 
swap, and support for Nicaragua\'s Peace and Reconciliation 
Commission. Lula\'s visit made clear that while rhetorically Ortega, 
Lula, and Chavez appear to be at least in the same populist 

ballpark, in reality, the opportunities that the Brazilians seek in 
Nicaragua would require that Ortega step back from Chavez and ALBA, 
a move Ortega seems unwilling to make. End Summary. 


Second Visit in a Week 
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2. (U) Nicaraguan authorities characterized Brazilian President Luiz 
Ignacio \"Lula\" da Silva\'s August 7-8 visit to Nicaragua as a 
\"historic event,\" a precursor to an increase in bilateral 

cooperation and investment. The visit marked the first visit by a 
Brazilian head of state in more than 100 years, although Lula 
visited Managua as a union leader in 1980 to celebrate the first 
anniversary ofthe Sandinista revolution. During this visit, a few 
days after a technical delegation from Iran toured Nicaragua (Ref 
A), Lula stated that he had maintained a close relationship with 
Ortega throughout the 1990s and that he was delighted that the FSLN 
leader had returned to power. Brazilian officials declared they 
wanted to establish a relationship of \'permanent cooperation\" and 
\"integration\" with Nicaragua, particularly in the areas of 
agriculture, reforestation, fisheries, health, and education. The 

two leaders signed twelve cooperation agreements covering 
agriculture, forestry, education, foreign relations, tourism, 

health, trade, investment and energy. 


3. (U) Lula traveled to Nicaragua from Honduras, the second stop on 
his Latin American tour that included Mexico, Jamaica, and Panama. 
He was accompanied by his Minister of Foreign Relations Celso 
Amorim; Minister of Development, Industry, and Foreign Commerce 
Miguel Jorge; Special Secretary of Aquaculture and Fisheries Altemir 
Gregolin; and a delegation of 50 businessmen, who participated in a 
trade and investment forum in Managua geared toward creating 
investments in infrastructure, energy (mostly biofuels), and 
agro-industry. 


Biofuels - Is Ethanol an Option? 

4. (U) One of the first areas for cooperation discussed was 

biofuels, primarily ethanol, as a potential way to solve Nicaragua\'s 
energy crisis. Brazilian Marcos Saways Yank, President of the Sugar 
Agro-Industry Union of Sao Paulo, tried to convince GON officials 
and private sector representatives of the merits of ethanol 
production. In an editorial published during the visit, Lula stated 

that he considers Nicaragua to be \"a strong candidate to lead a 
pioneer initiative in Central America\" in ethanol development. 


5. (U) President Ortega, however, has been vocal about the danger of 
Nicaragua becoming dependent on ethanol production. He has stated 
several times that reliance on ethanol will put Nicaragua on \"the 
dangerous path to monoculture.\" Outside of criticizing the United 
States\' corn-based biofuel program, Ortega showed little interest in 
the subject throughout Lula\'s visit. When pressed, Ortega stated 

that ethanol from African palm was acceptable, but avoided making 
any direct comments on sugar-based ethanol. He added that he would 
leave the issue of biofuels to the private sector. Later, 

Nicaraguan Minister of Energy and Mines Emilio Rappaccioli said that 
while the production of ethanol was justified for other countries, 
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Nicaragua would prefer to use its farmland for the cultivation of 
food products such as basic grains. 


Electricity Instead of Biofuels 


MANAGUA 00002003 002 OF 003 


6. (U) In an effort to shift the focus of Lula\'s visit from ethanol 

and biofuels, the GON presented several hydroelectric and geothermal 
projects to the Brazilians, the same ones they hawked to the Iranian 
delegation a week earlier (Ref A). Nicaraguan ENEL Director Ernesto 
Martinez Tiffer added two additional projects, which could generate 

up to 120 megawatts of electricity for an investment of USD 250 
million. In the end, Lula agreed to look into financing 

hydroelectric and geothermal projects, but only after he lauded the 
potential for biofuels, based on soy, sunflowers, and Africa palm, 

as viable alternatives for Nicaragua. 


Infrastructure and Agro-Industry 

7. (U) As they had done with the Iranian delegation, the Nicaraguans 
flooded the Brazilians with infrastructure project proposals. The 
President\'s advisors presented proposals to improve the ports and 
airports on Nicaragua\'s Atlantic coast to increase tourism. The 
Nicaraguan Port Authority requested USD 9 million to dredge 42 kms 
of the San Juan River. Agriculture and Forestry Minister Ariel 
Bucardo wanted to work with the Brazilians on importing equipment 
for Nicaragua\'s coffee and beef sectors. Lula promised to ask 
Brazilian bus manufacturers to sell their buses to Nicaraguans at 
discounted prices. 


The Private Sector had specific objectives 

8. (U) While Ortega used the visit as an opportunity to criticize 
CAFTA and praise ALBA as \"free trade versus fair trade,\" it was 
clear that the Brazilian business representatives who accompanied 
Lula view Nicaragua as a platform from which they could export to 
the United States, taking advantage of CAFTA. At the 
Nicaragua-Brazil trade fair, the main areas of interest were 
infrastructure, energy, textiles and ethanol. Nicaragua\'s largest 
sugar producer (and only ethanol producer) agreed to explore 
dehydrating Brazilian ethanol here for export to the U.S. under 
CAFTA terms. 


Food Assistance 

9. (U) The GOB team paid particular attention to Nicaragua\'s \"Hambre 
Cero!" program--a food security initiative loosely based on Brazil\'s 
\"Fome Zero\" (Ref C). Brazilian officials offered technical and 
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scientific cooperation to Nicaragua to improve the program\'s 
effectiveness. Currently, Hambre Cero is focused exclusively on 
distributing farm animals and seed to pre-selected families 
throughout Nicaragua. In contrast, Fome Zero involves a variety of 
different initiatives, ranging from direct and conditional cash 
transfers to the poorest families (\"Bolsa Familia\"), distributing 
vitamins and iron supplements, and micro-credit. Brazilian 

officials expressed support for the GON\'s plan to hand control of 
the Hambre Cero program to the controversial FSLN-controlled Citizen 
Power Councils (Ref B), as Brazil\'s program is run through a similar 
system of councils controlled by Lula\'s Workers\' Party. 


Debt for Social Development Swap 

10. (U) The most unexpected request to the GOB was Ortega\'s proposal 
to swap Nicaragua\'s debt with Brazil (USD 5.9 million) with projects 
in the social and development sectors. Given that this was the 

first mention of such an idea, no specifics on the exact nature of 
the swap or the social programs were unveiled. In his editorial 
during this visit, Lula argued that Brazil\'s forgiveness of 
Nicaragua\'s bilateral debt should be seen as \"an expression of 
solidarity and also as a credit of confidence.\" (Note: Under the 
terms of the HIPC program, Nicaragua does not service any of its 
pre-HIPC foreign debt. End Note.) 


Helping Peace and Reconciliation 

11. (U) President Lula also met with retired cardinal Miguel Obando 

y Bravo, who now heads up the GON\'s Commission of Verification, 
Peace, Reconciliation and Justice. Lula promised technical 
assistance to the Commission which seeks to resolve the demands of 
150,000 ex-combatants. Lula promised he would send a delegation 
headed by the Brazilian Minister of Agriculture and a team of 

Brazilian labor leaders to Nicaragua to discuss possible areas of 
cooperation. Lula also committed to make contacts with other world 
leaders to gather resources for the Commission. 


MANAGUA 00002003 003 OF 003 


Common Positions on Foreign Affairs 


12. (U) The final joint communique spelled out several common 
positions on foreign affairs: 


-- Both countries \"manifested their will and firm commitment to 
fight transnational organized crime.\" 


-- Both \"reaffirmed that terrorism, in all its forms and 
manifestations, has no justification.\" 
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-- Both presidents \"Expressed their feelings of solidarity with the 
Government and fraternal people of Cuba.\" 


-- Both presidents emphasized the dialogue and negotiations, 
according to the principles of the UN Charter, are the basis for 
finding peace in the Middle East, Iraq and Afghanistan. 


Comment 

13. (SBU) Lula\'s visit demonstrated that while rhetorically Ortega, 
Lula, and Chavez may be in the same populist ballpark, in reality, 

the Brazilians are positioned away from Chavez and ALBA. In many 
ways, Lula presented Ortega with an alternative leftist approach to 
populist, Chavista policies. For Brazil, sugar-based ethanol, not 

oil, is the wave of the future. Brazilian investors are attracted 

to Nicaragua because of CAFTA, as opposed to wanting to compete with 
CAFTA. The concrete, business focused nature of Lula\'s visit stands 
in clear contrast to the promises made by Chavez and Ahmadinejad. 
Ortega came across as not particularly interested in what Lula had 

to offer, as it often challenged the basis of his alliance with 

Chavez and all things ALBA. 


TRIVELLI 
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SUBJECT: SCENESETTER FOR DEPUTY SECRETARY OF DEFENSE 
ENGLAND\'S SEPTEMBER 5 MEETING WITH SLOVAK DEFENSE MINISTER 
KASICKY 


REF: A. BRATISLAVA 421 
B. BRATISLAVA 456 


Classified By: Ambassador Rodolphe M. Vallee 
for reasons 1.4 (b) and (d) 


1. (C) YOUR MEETING WITH SLOVAK DEFENSE MINISTER FRANTISEK 
KASICKY WILL TAKE PLACE DURING HIS FIRST VISIT TO THE U.S. 

SINCE HIS APPOINTMENT IN JUNE 2006. IT WILL PROVIDE A TIMELY 
OPPORTUNITY TO ENCOURAGE A TOO OFTEN RELUCTANT NATO ALLY TO 
ASSUME A GREATER SHARE OF RESPONSIBILITY. KASICKY WILL MEET 

IN THE COMING DAYS WITH PRIME MINISTER FICO, FOREIGN MINISTER 
KUBIS, AND SLOVAK NATO PERMREP SLOBODNIK TO DISCUSS OPTIONS 
FOR ADDITIONAL ENGAGEMENT IN AFGHANISTAN. WHILE BOTH FICO 

AND PRESIDENT GASPAROVIC RECENTLY ASSURED THE AMBASSADOR THAT 
THEY WOULD BE WILLING TO SUPPORT GREATER SLOVAK PARTICIPATION 
IN ISAF, EXPERIENCE TELLS US THAT, WITH THIS GOVERNMENT, WE 

WILL HAVE TO PRESS HARD TO ACHIEVE EVEN MODEST RESULTS. THE 
KASICKY VISIT, THEREFORE, IS CRITICAL TO OUR ONGOING EFFORTS 

TO INCREASE SLOVAK CONTRIBUTIONS TO NATO OPERATIONS AND ITS 
GENERAL CAPABILITIES. 


2. (C) UNFORTUNATELY, FICO, A LEFTIST WITH POPULIST 

TENDENCIES, HAS SHOWN SCANT ENTHUSIASM FOR NATO OR THE 
TRANSATLANTIC RELATIONSHIP SINCE HIS ELECTION IN 2006. IN 

FACT, TO THE EXTENT HE HAS ENGAGED ON FOREIGN POLICY, HE HAS 
TENDED TO LOOK EASTWARD, TOWARD RUSSIA. FICO,S MAIN FOCUS, 
HOWEVER, IS DOMESTIC. HE IS IN THE ENVIABLE POSITION OF 

HAVING INHERITED THE BENEFITS OF THE PREVIOUS GOVERNMENT,S 
HARD-FOUGHT ECONOMIC REFORMS. THE SLOVAK ECONOMY IS GROWING 
AT THE RATE OF OVER 9 PERCENT A YEAR AND SLOVAKIA APPEARS TO 
BE ON TRACK FOR ENTRY INTO THE EURO ZONE IN 2009. NOT 
SURPRISINGLY, FICO AND HIS POLITICAL PARTY SMER ENJOY VERY 
HIGH APPROVAL RATINGS. FICO,S INWARD FOCUS AND HIS AMALGAM 
OF OLD-STYLE SOCIAL DEMOCRACY AND NATIONALISM SEEMS TO 
CURRENTLY PLAY WELL WITH THE SLOVAK PEOPLE. HIS GOVERNING 
COALITION PARTNERS HZDS, LED BY FORMER PRIME MINISTER 
VLADIMIR MECIAR (WHOSE AUTHORITARIAN AND CORRUPT RULE IN THE 
1990\'S SET BACK SLOVAKIA,S ACCESSION TO NATO) AND THE 
RIGHT-WING SLOVAK NATIONAL PARTY (SNS) ONLY REINFORCE FICO,S 
NATIONALIST, ANTI-WESTERN, ANTI-U.S. TENDENCIES. 


3. (C) THESE FACTORS MAKE SLOVAKIA, AT LEAST UNDER FICO, A 
LESS INHERENTLY RELIABLE PARTNER FOR BOTH THE U.S. AND NATO 
AND REQUIRES MORE LOBBYING ON OUR PART. FICO AND HIS 
COALITION PARTNERS HAVE BEEN HIGHLY CRITICAL OF THE WAR IN 
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IRAQ, MOST RECENTLY COMPARING THE INVASION OF IRAQ TO THE 
SOVIET INVASION OF CZECHOSLOVAKIA. FULFILLING HIS CAMPAIGN 
PROMISE, FICO WITHDREW SLOVAK TROOPS FROM IRAQ IN FEBRUARY 
2007. DURING A VISIT TO RUSSIA, FICO CRITICIZED U.S. MISSILE 

DEFENSE PLANS. MEANWHILE, IT TOOK SLOVAKIA ALMOST SIX MONTHS 
TO RESPOND TO NATO,S REQUEST TO TRANSFER THE SLOVAK 
ENGINEERING CONTINGENT FROM KABUL TO KANDAHAR, AND THEN ONLY 
WITH A CAVEAT REQUIRING SLOVAK TROOPS TO ONLY OPERATE ON THE 
BASE. (IT IS AN INDICATION OF FICO,S CENTRALIZED 

DECISION-MAKING AND RISK AVERSION THAT THE DECISION WAS TAKEN 
ONLY AFTER HE HAD MADE A TRIP TO AFGHANISTAN TO ENSURE THE 
BASE WAS SECURE.) OTHER DEVELOPMENTS ARE SIMILARLY WORRISOME: 
DESPITE ROBUST ECONOMIC GROWTH, SLOVAKIA,S DEFENSE SPENDING 
HAS FALLEN WELL BELOW THE ALLIANCE BENCHMARK, TO 1.6 PERCENT 
OF GDP. THE DEFENSE BUDGET HAS CONTINUALLY DROPPED SINCE 
SLOVAKIA,S ACCEPTANCE INTO NATO IN 2004. PROGRESS ON 

DEFENSE REFORM IS MOVING FORWARD, ALBEIT SLOWLY. THE ABILITY 
TO PURCHASE NECESSARY EQUIPMENT IS LAGGING AS A RESULT OF 
BUDGET CUTS. ENCOURAGING KASICKY ON DEFENSE SPENDING IS 
CRITICAL TO OUR LONG-TERM EFFORTS. 


4. (C) WE AND OUR NATO PARTNERS WILL NEED TO INTENSIFY 

EFFORTS TO MOVE SLOVAKIA TO DEEPEN AND BROADEN ITS COMMITMENT 
TO THE ALLIANCE. GIVEN FICO,S PROCLIVITIES, THIS MESSAGE 

WILL BE MOST EFFECTIVE IF AMPLIFIED BY OTHER NATO PARTNERS. 

GIVEN FICO,S GOVERNING STYLE, AND KASICKY,S UNWILLINGESS TO 

TAKE RISKS HE BELIEVES WOULD CREATE POLITICAL TROUBLE FOR THE 
PRIME MINISTER, FICO NEEDS TO HEAR IT DIRECTLY, WHEN 

POSSIBLE. (WITH REGARD TO ADDITIONAL SLOVAK PARTICIPATION IN 
AFGHANISTAN, WE BELIEVE THAT A DIRECT APPROACH FROM THE 

KARZAI GOVERNMENT WOULD BE EFFECTIVE, AS WE HAVE RECOMMENDED 
TO DOD AND STATE.) FROM A LONGER TERM PERSPECTIVE, WE ALSO 
NEED TO ENSURE THE CONTINUED VITALITY OF MILITARY-TO-MILITARY 
RELATIONS WITH SLOVAKIA, IN BOTH THE BILATERAL AND NATO 


CONTEXTS. SENIOR SLOVAK MILITARY LEADERSHIP CONTINUES TO TELL 
U.S. OFFICIALS THAT THE UNITED STATES IS THE STRATEGIC 

PARTNER OF THE SLOVAK REPUBLIC AND THAT THEY WOULD LIKE TO 
INCREASE MILITARY-TO-MILITARY COOPERATION. GIVEN THE 

POLITICAL CLIMATE, ENHANCED COOPERATION IS EVEN MORE 
ESSENTIAL TO OUR EFFORTS TO ENSURE THAT SLOVAKIA IS FIRMLY 
ANCHORED IN THE ALLIANCE. 


5. (C) KASICKY IS A RETIRED SLOVAK ARMY COLONEL WHO SERVED AS 
A PUBLIC AFFAIRS OFFICER FOR THE MINISTRY OF DEFENSE AND 
BRIEFLY AS THE HEAD OF MILITARY COUNTERINTELLIGENCE AND ON 
THE SECURITY AND DEFENSE COMMITTEE IN PARLIAMENT. HE IS 
OBSEQUIOUSLY LOYAL TO THE PRIME MINISTER, AND IS RETICENT TO 
PROPOSE INITIATIVES WHICH DO NOT ALREADY ENJOY FICOVS 
SUPPORT. KASICKY, HIMSELF A PRODUCT OF THE IMET PROGRAM, HAS 
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SAID HE WANTS TO USE THIS VISIT TO STRENGTHEN U.S.-SLOVAK 
DEFENSE COOPERATION. WE BELIEVE HE ALSO IS SEEKING VALIDATION 
THAT SLOVAKIA IS SEEN BY THE U.S. AS A VALUED ALLY. HE -- 

AND THROUGH HIM, THE PRIME MINISTER -- NEEDS TO HEAR FROM YOU 
A FRANK, BUT COLLEGIAL MESSAGE: SLOVAKIA NEEDS TO DO MORE TO 
LIVE UP TO ITS NATO COMMITMENTS, AND THE U.S. STANDS READY 
AND WILLING TO HELP. 


VALLEE 


120562 

RR RUEHWEB 

DE RUEHDG #2050 2421629 

ZNR UUUUU ZZH 

R 301629Z AUG 07 

FM AMEMBASSY SANTO DOMINGO 
TO SECSTATE WASHDC 9110 


SIPDIS 
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DEPT PLEASE PASS TO IO/T: LAURA LUFTIG; AND EB/TRA/OTP: 
MEGAN WALKLET-TIGHE; AND LAURA FAUX-GABLE AT USICAO MONTREAL 


E.O. 12958: N/A 

TAGS: PREL, BEXP, EAID, EAIR, ICAO, AORC, DR 

SUBJECT: NEW DIRECTOR OF CIVIL AVIATION PLEDGES COOPERATION 
AND SEEKS ASSISTANCE 


REF: A. A. SANTO DOMINGO 1850 
B. B. SECSTATE 115443 


1.(U) The new director of the Dominican Civil Aviation 

Institute (IDAC), Jose Tomas Perez, pledged continued 
cooperation with the U.S. in a courtesy call with EconOff on 
August 30 and requested assistance to upgrade the country\'s 
air safety equipment. Specifically, Tomas agreed to consider 
the U.S. candidate to the ICAO Council in September, and 
although he said that he would have to consult with his team 
prior to a final determination he saw no reason the Dominican 
Republic would not support the U.S. candidate (Ref B). In 
turn, he requested U.S. support for the Dominican candidate 
to the ICAO council. In addition, Tomas addressed an August 
7 letter from the Charge (Ref A), which expressed concern 
about the safety and financial implications of the prolonged 
breakdown of the Dominican Republic\'s radar system. Tomas 
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said that his top priority will be to repair the existing 

radar and said he hoped the situation would be resolved 
within the next month. Pressure has mounted to resolve this 
issue expeditiously since the Dominican Pilots Association 
publicly denounced IDAC\'s failure to resolve the situation 
last week. Finally, Tomas expressed his desire to upgrade 
the radar systems for the Dominican Republic and formally 
requested U.S. assistance for the purchase of a new radar, 
either in the form of a grant or in terms of a financing 
arrangement. Comment: Given the high volume of U.S. air 
carrier traffic to the Dominican Republic, the replacement 
and upgrading of the radar system is clearly in the U.S. 
interest. End Comment. (Note: Tomas is a former Senator and 
a political director of the ruling Dominican Liberation 

Party.) 

BULLEN 
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Column 3 
SUBJECT: SCENESCETTER FOR ECONOMIC DELEGATION 


REF: A. TUNIS 1136 
B. TUNIS 959 


Classified By: Ambassador Robert F. Godec for Reasons 1.4 (b) and (d). 


1. (SBU) Embassy Tunis warmly welcomes PDAS Elizabeth Dibble, 
DAS Holly Vineyard, Elizabeth Hopkins, Paul Burkhead, and 

Alex Severens to Tunis from September 9 - 12, 2007. Aftera 
productive roundtable with the GOT and private sector ona 
US-Tunisia Free Trade Agreement and a series of Ambassadorial 
meetings with GOT ministers clamoring for increased US trade 
and investment, the time is right to press for further 

economic reform in Tunisia. As the GOT aims to double per 
capita income and reduce unemployment, we have an excellent 
opportunity to emphasize that economic reform will help 

attract the US trade and investment necessary to achieve 

these ambitious targets. Your visit will not only capitalize 

on recent GOT enthusiasm to reinvigorate our economic 
engagement, but could set the stage for Minister of 

Development and International Cooperation Nouri Jouini\'s 
October visit to Washington, DC, the Tunisian-American 
Chamber of Commerce\'s October Door Knock Mission, and the 
planned November business delegation to Tunisia. This signal 

of our total economic engagement in Tunisia will help 

translate GOT statements of interest into tangible 

commitments. Focus on economic reform and governance would 
also provide another avenue for us to promote the broader 
Freedom Agenda, including political reform. END SUMMARY. 


2. (SBU) Tunisia proudly -- and justifiably -- calls itself a 
\"country that works.\" Despite Tunisia\'s relatively small 
economy and lack of natural resources, the Tunisian 
government provides basic education, health care, housing and 
a workable infrastructure to its population. Tunisian women 
enjoy more rights and opportunities than in any other Arab 
Muslim country. As a result of these policies, the majority 

of Tunisians is generally moderate and desires a government 
intent on modernizing the country and integrating it fully 

into the world economy. 
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3. (U) Tunisia has the most diversified economy in the region 
and enjoys one of the highest standards of living on the 
continent. The country does not have vast reserves of 
hydrocarbons like its neighbors Algeria and Libya but has 
prospered under long-standing government policies to develop 
manufacturing industries for export and to promote tourism. 
The Government of Tunisia also seeks to attract foreign 

direct investment and strengthen its traditional agricultural 
sector. Thanks to these policies, Tunisia\'s economy has 
maintained average annual growth rates of almost five percent 
over the past ten years. At the same time, social programs 
limit population growth, provide a high standard of 

education, and ensure a relatively decent standard of living 

for all. Average annual per capita income is approximately 

US $3000. 


4. (C) Even as Tunisia can justifiably trumpet its economic 
success, the slow pace of reform -- both economic and 

political -- is beginning to take a toll on the economy. 

While the GOT undertook liberal economic reforms under an IMF 
structural adjustment program in the mid-eighties, rigid 
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state control and the continued protection of key sectors 

have created an anemic private sector with low levels of 
investment. The Tunisian economy continues to post positive 
growth rates, but a persistently high unemployment rate is a 
cause for concern for a government that touts its image as a 
development success story. The planned 2008 implementation 
of the Association Agreement with the European Union is yet 
another challenge looming on the horizon, opening Tunisia\'s 
currently protected companies to competition from often more 
efficient EU producers. 


5. (C) Your visit provides an opportunity to reinvigorate our 
economic engagement in Tunisia by outlining a long-term 
vision for US-Tunisian economic relations. Liberalization of 
the Tunisian economy is in Tunisia\'s best interest and will 
help to attract the US trade and investment necessary for 
Tunisia reach its 11th Plan targets. Your meetings can not 
only to highlight specific concerns, but also emphasize our 
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continued interest in Tunisia and help re-energize the TIFA 
process. Recent statements by GOT Ministers and, most 
notably, Ben Ali himself indicate that there is a consensus 

within the GOT that Tunisia must support economic engagement 
with the United States. We have requested meetings with the 
Prime Minister, Minister of Foreign Affairs, Minister of 
Development and International Cooperation, Minister of 

Health, Minister of Transportation and Minister of Commerce. 


-- TIFA and FTA: Following the 2005 TIFA Council meetings, 
there has been little forward progress on outstanding 
impediments to bilateral trade and investment. Re-starting 
the TIFA meetings would provide an avenue to address these 
longstanding issues and would also highlight continued USG 
interest in Tunisia. This visit provides an opportunity to 
translate recent GOT statements of support into tangible 
commitments. Your meetings with Minister Jouini and other 
GOT officials can pave the way for Minister Jouini\'s October 
visit to Washington, DC and set the stage for the next round 
of TIFA meetings. 


-- IPR: Although the GOT has taken positive steps to address 
intellectual property right protection, more work remains to 

be done to prevent the retail sale of pirated optical disks 

and protect US pharmaceutical products. In January, the GOT 
suspended the \"correlation system\" which excluded drugs 
manufactured abroad in favor of locally produced generics; 
however, drugs placed on the list of correlated drugs prior 

to the suspension continue to be excluded from the 
marketplace. Removing US pharmaceutical products from this 
exclusionary list is our top IPR priority. We have requested 

a meeting with the Minister of Health to reiterate our 

continuing concern with this issue. 


-- Franchising: GOT restrictions on franchising have not only 
prevented familiar name brands from entering the market, but 
also hinder the operations of companies such as ExxonMobil 
that are already present in Tunisia. Minister Jouini told 

the Ambassador Tunisia is prepared to permit franchising. 
Recently, working-level contacts at the Ministry of Commerce 
have confirmed that a franchising law is in the works and may 
be completed by the end of this year. Your meetings with 
Minister Jouini and Minister of Commerce Zenaidi will provide 
an opportunity to emphasize the positive impact on investment 
and job creation to help to push this to fruition. You may 

also wish to highlight the issues that must be addressed by 
any franchising legislation. 


-- Open Skies: During an August 20 meeting with CODEL 
Costello (Ref A), Minister of Transportation Abderrahim 
Zouari stated that President Ben Ali had instructed the 
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Ministry to finalize a direct aviation line with the United 
States and that the Embassy would receive a response to its 
draft text shortly. Zouari noted that the GOT agrees on the 
\"broad lines\" of the agreement. We hope your visit will 
produce a firm commitment to negotiate. 


6. (SBU) Tunisia is a constitutional republic with a 

population of approximately 10 million, dominated by a single 
political party, the Democratic Constitutional Rally (RCD). 
Zine El Abidine Ben Ali has been the president since 1987. 
Although three opposition parties fielded candidates in the 
October 2004 presidential election, official results 

indicated that President Ben Ali won approximately 94 percent 
of the registered popular vote. The official turnout was 
reportedly higher than 90 percent of registered voters, 
although there were indications that voter turnout figures 

were fraudulently inflated. Tunisia has a bicameral 
legislature. In addition to the Chamber of Deputies, a 

second legislative body, the Chamber of Advisors, was created 
in a 2002 referendum amending the Constitution. The 
legislature plays a limited role as an arena for debate on 
national policy but never introduces legislation and 

virtually always passes bills presented by the Executive with 
only minor changes. National elections - both presidential 

and legislative - will be next held in 2009. 


7. (SBU) Political liberties remain tightly controlled and 

civil society development is stifled. Tunisia\'s sluggishness 

on political reform has been a point of contention in the 
US-Tunisian relationship in recent years. Although President 
Ben Ali has introduced some positive political reforms in the 
past two years (pardoning some political prisoners, lifting a 
form of censorship for print media, registering a new 

political party and independent media outlets), civil society 

and human rights groups remain deeply cynical and continue to 
report many instances of government harassment, intimidation, 
and limits on their activities. Journalists reject the 

suggestion that press censorship has ended and local media 
usually lacks any meaningful coverage of domestic political 
issues. In the 2006 Reporters Without Borders Worldwide 
Press Freedom Index, Tunisia was ranked 148 out of 168 
countries. 
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8. (C) Advancing the President\'s Freedom Agenda remains our 
top priority despite GOT resistance to our efforts to promote 
democratic reform and respect for human rights. Economic 
freedom is an important component of the Freedom Agenda goals 
-- and one that meets with less resistance. Although Tunisia 
has achieved an impressive level of economic development, 
lingering unemployment and rising inflation indicate that 
problems remain. The economic realm provides an area for 
positive engagement and mutual benefit and underscores that 
the dialogue we seek with the GOT is not limited to political 
reform. Strengthening the economic relationship between our 
two countries will also increase our influence in Tunisia, 
creating leverage that can be used to further our broader 
Freedom Agenda goals. The GOT recognizes that delivering 
continued economic growth is an imperative in the social 
contract between this government and the Tunisian people. 
Leveraging the GOT\'s desire for trade and investment is an 
effective tool in our arsenal to promote reform and good 
governance. 


Security Situation 
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9. (SBU) The Government of Tunisia remains concerned about 
signs of increasing Islamic extremism and considers national 
security as one of its major priorities. There is a threat 

of terrorism in Tunisia, particularly in light of the recent 
establishment of al-Qaeda in the Islamic Maghreb (AQIM). In 
January 2007, the Government of Tunisia announced that 
Tunisian security forces disrupted a terrorist group in 
December 2006/January 2007, killing or capturing many 
individuals who reportedly planned to carry out acts of 
violence in Tunisia. The US Embassy in Tunis was reportedly 
among the group\'s intended targets. In 2002, a faction of 
al-Qaeda claimed responsibility for an attack on the Ghriba 
synagogue on the southern island of Djerba, the first 
al-Qaeda related terrorist attack after September 11. 

GODEC 
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E.O. 12958: DECL: 08/31/2016 
TAGS: PREL, PGOV, MK 
SUBJECT: MACEDONIA: MOVING TOWARD EARLY ELECTIONS? 


Classified By: P/E CHIEF SHUBLER, REASONS 1.4(B) and (D). 
SUMMARY 


1. (C) According to a high-ranking MFA contact, PM Gruevski 
increasingly favors calling early general elections to 

capitalize on his high poll ratings and to end 

intra-coalition squabbling he believes is hobbling his 

economic development agenda. Gruevski believes he could work 
more efficiently with opposition ethnic Albanian DUI than he 
currently can with his junior partner, eAlbanian DPA, and is 
convinced that doing so could lead to more rapid progress on 
Macedonia\'s NATO membership requirements. Although polls 
indicate Gruevski would easily win early elections by a 
landslide, such a move would freeze forward movement on 
political dialogue and judicial reform, and could result in a 
flawed electoral process and politically troubled aftermath 

that could in fact jeopardize Macedonia\'s NATO membership 
prospects. End summary. 


HIGH POLL RATINGS, INTRA-COALITION SQUABBLES PUSH GRUEVSKI 
TOWARD SNAP ELECTIONS 


2. (C) MFA State Secretary Igor llievski told P/E Chief 

during a meeting August 30 that PM Gruevski increasingly 

favors calling early general elections. llievski said the 

Executive Committee of Gruevski\'s VMRO-DPMNE (center-right, 
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ruling coalition party) had met two weeks ago for extended 
discussions on the question of whether to call early 

elections, and that the consensus had been in favor of such a 
move. llievski subsequently had been instructed by the 
government to consult with the international community (the 

US Embassy and, possibly, the EUSR mission) regarding whether 
such a move would be prudent. 


3. (C) Ilievski said the government was leaning toward early 
elections for several reasons, including Gruevski\'s and 
VMRO-DPMNE\'s strong poll standings and increasingly difficult 
intra-coalition relations with junior partners NSDP and 

ethnic Albanian DPA. He added that Gruevski now believed he 
could work more efficiently with ethnic Albanian opposition 
party DUI, which has a strong lead over DPA in recent polls, 
and that such a move could lead to speedy resolution of 
several outstanding issues related to Macedonia\'s NATO 
accession. Gruevski also was convinced that the resulting 
coalition would be more stable, llievski added. 


4. (C) llievski confided that FM Milososki was in favor of 
using the threat of early elections to pressure DPA and NSDP 
into more constructive coalition behavior, but was not 
convinced of the necessity of actually following through with 
a call for snap elections. He acknowledged that GOM 
officials were aware of potential risks to Macedonia\'s NATO 
candidacy if the conduct of the elections was seriously 
flawed and led to a negative assessment by OSCE/ODIHR 
monitors, but said PM Gruevski was convinced the early 
election option was the only way out of an increasingly 
difficult coalition partnership. 


NO TIMELINE DETERMINED, LIKELY TO BE A SNAP DECISION 


5. (SBU) Asked whether a timeline for early elections had 
been discussed, llievski said the only consensus had been 
that the elections should take place well before the NATO 
summit in April 2008, but that there was no discussion of a 
specific timeline. He suspected Gruevski would make the 
decision quickly, if at all, and would call for the early 
elections as soon as possible after the decision was made 
public. (NOTE: The next regularly scheduled general 
elections are to be held in 2010, the last elections having 
taken place in July 2006. Under the current electoral code, 
early elections can be held within 60 days after the 
parliament votes by simple majority to dissolve itself.) 


COMMENT 


6. (C) Although the polls indicate Gruevski would win by a 
landslide snap elections called within the next 2-3 months, 
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such a move would risk a seriously flawed electoral process 

and a potentially destabilizing aftermath for Macedonia. It 

also would likely freeze progress on the political dialogue 

and judicial reforms required for NATO membership. Relations 
between DUI and DPA have worsened since Gruevski chose the 
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smaller DPA as his coalition partner in 2006, and we would 
expect fierce electoral battles between the two parties and 
numerous instances of voter fraud, intimidation or violence 
(as occurred during the 2006 electoral campaign) in 
predominantly eAlbanian areas. 


7. (C) Were DPA to be left out of the resulting governing 
coalition, as is likely, party president Menduh Thaci could 

turn to his old disruptive, politically destabilizing 

tactics. The resulting picture of weak and flawed democratic 
institutions in Macedonia could hamper the country\'s chances 
for a NATO membership invitation at the NATO summit in 
Bucharest in April 2008. Far better, in our view, for 

Gruevski to work on smoothing intra-coalition relations and 

to redouble efforts to build consensus with DUI on 
NATO-related reforms, and to aim for early elections after a 
NATO invitation, than to risk his long-term Euro-Atlantic 
integration goals for short-term political gain. Our EUSR 
POLAD colleague also believes early elections could harm 
Macedonia\'s EU membership bid, for the reasons cited above, 
but she has yet to brief EUSR Fouere on this development. 
NAVRATIL 
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E.O. 12958: N/A 
TAGS: EINV, ECON, USTR, KIDE, NU 


SUBJECT: NICARAGUANS SEEK NEW GROUND RULES FOR PROPERTY CLAIMS 
REF: MANAGUA 1359 


1. (SBU) Summary. In an August 23 meeting with Econoff, Attorney 
General Estrada said that in processing property claims, his 
government will now distinguish between those who were U.S. citizens 
at the time of expropriation and those who were not. In the 

meeting, Nicaraguan officials alleged that U.S. citizens have filed 
innumerable fraudulent claims, and these should be removed from the 
U.S. Embassy property registry. Finally, they asked us to remove 
cases from the registry once a government resolution on a case is 
issued, rather than wait for a final contract signed by both the 

claimant and the government, as is current practice. We have pushed 
back on these proposals and suggested that the Nicaraguan government 
focus on resolving specific claims rather than attempting to 
renegotiate the ground rules for working with us on this issue. End 
Summary. 


2. (SBU) In an August 23 monthly \"working-level\" meeting on property 
claims, Attorney General Hernan Estrada, Property Superintendent 
Mireya Molina, and Member of the Attorney General\'s National 
Confiscation Review Commission (CNRC) Alfonso Solorzano sought to 
renegotiate the ground rules for resolving U.S. citizen property 

cases. Estrada, who attended the first half of the meeting, sought 

U.S. acquiescence on a proposal to differentiate between claimants 
who were U.S. citizens at the time of expropriation and those who 

have acquired citizenship since expropriation. He argued that 
citizenship should not be applied retroactively. Estrada declared 

that the Nicaraguan government will prioritize claims filed by U.S. 
citizens at the time of expropriation, with all other claims handled 

as if they were filed by Nicaraguan citizens. He contended that 

those cases filed by U.S. citizens who were Nicaraguan at the time 

of expropriation should not be included in the list of waiver cases 
maintained by the U.S. government. 


3. (SBU) Econoff replied that the United States does not 
differentiate between those who were citizens at the time of 
expropriation and those who were not. We will continue to press for 
the resolution of all registered cases. He noted that Section 527 

of the Foreign Relations Authorization Act, which prohibits economic 
assistance to countries that have not compensated U.S. citizens for 
confiscated property, makes no distinction between those who were 
U.S. citizens at the time of expropriation and those who were not. 
Econoff made it clear that all U.S. citizens, regardless of how or 
when they acquired citizenship, will receive support from the U.S. 
Embassy in securing compensation for confiscated property. Econoff 
also pointed out that Nicaraguan law establishes the same set of 
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procedures for the resolution of expropriation cases whether or not 
the claimant is Nicaraguan. 


4. (SBU) In separate meetings with Minister of Foreign Affairs 

Samuel Santos, tne Ambassador has been on the receiving end of a 
similar complaint regarding citizenship at the time of 

expropriation. The Ambassador has responded that the U.S. Embassy 
will continue to provide support and guidance to claimants without 
distinction, as is consistent with U.S. and Nicaraguan law. On 

several occasions, Santos has noted his displeasure with the waiver 
process, alleging that he was once tortured by an individual who is 

a claimant on the U.S. Embassy registry. Santos has declined to 

offer additional details on this issue. 


5. (SBU) In the August 23 meeting with Econoff, CNRC Member 
Solorzano claimed that there were \"innumerable irresolvable cases in 
the U.S. Embassy\'s registry.\" Solorzano and Property Superintendent 
Molina, who together led the Nicaraguan side after Estrada\'s 
departure, argued that many U.S. citizens have sought compensation 
for property never expropriated or already returned. Others have 
manipulated the value of their assets to demand higher compensation, 
according to Solorzano and Molina. 


6. (SBU) Econoff replied that he doubted that there were 
\"innumerable\" cases of fraudulent claims filed by U.S. citizens. He 
acknowledged that with 678 claims still unresolved, it is possible 
there are a few who have misrepresented their claims. He cautioned 
Solorzano and Molina against sweeping judgments against all U.S. 
claimants. Econoff added that the U.S. Embassy does not condone 
fraud and will cooperate with Nicaraguan authorities in 
communicating with claimants when fraud is suspected in specific 
cases. The Embassy has already notified three claimants of 
purported irregularities identified by the Attorney General\'s 

Office. 


7. (SBU) Molina claimed there are many cases where claimants had not 
met legal requirements to continue processing their cases. She and 
her staff said that claimants often lack clear title, proof of 
expropriation, powers of attorney for local legal representation, or 
financial information required to assess the property\'s value. 
Econoff offered assistance in communicating these issues to 
claimants, as they have done with previous administrations. Econoff 
proposed renewing working-level communications with Nicaraguan 
Officials to facilitate this process. Molina agreed and said her 

staff would be available to exchange information on specific cases. 
[Note: In response to telephone inquiries made by Embassy staff 
since the August 23 meeting, Molina\'s staff has claimed to be too 
busy reviewing already resolved claims for \"irregularities.\" End 
Note. ] 


8. (SBU) Molina asked Econoff to revise the criteria for removing 
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cases from the U.S. Embassy registry. She suggested that when the 
CNRC issues a resolution on a case and the claimant agrees to the 
resolution, the case is resolved and should be removed. Molina 
claimed that the current administration had resolved at least 55 
cases that fit into this category. She said that claimants are 
responsible for delays in preparing a final contract or \"finiquito,\" 
executed between the government and the claimant, because they fail 
to provide necessary documentation. She thought that it may be 
necessary to establish a deadline for the preparation of finiquitos 

to hasten the process. 


9. (SBU) In response, Econoff recognized the governmenti\'s effort in 
resolving 55 cases, but noted that the U.S. Embassy would remove 
from the registry only those cases for which a finiquito has been 
signed. In many cases, finiquitos are delayed because other 
government agencies have not provided necessary documentation. He 
cautioned that any deadline for the preparation of finiquitos must 
accommodate circumstances beyond the control of the claimant. 
Econoff concluded by reminding his Nicaraguan counterparts that it 
would be more productive to concentrate on successfully resolving 
the many cases still included in the registry rather than attempting 

to pare down the list of claims by other means. 


10. (SBU) Comment: Rather than focus on resolving specific claims, 
the Sandinista Administration is attempting to renegotiate the 
ground rules for working with us on these cases. They ignore the 
fact that this is a problem of their own creation and resent our 
intrusion in Nicaraguan affairs. U.S. citizen claimants, no doubt, 
recognize the irony that they must now negotiate for the return of 
their property with those who took it from them in the first place. 

We will continue to push back on attempts to renegotiate the ground 
rules for property claim resolutions. We will also seek to revive 
working-level communication on specific cases. End Comment. 


TRIVELLI 
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E.O. 12958: N/A 

TAGS: OREP, PGOV, PINR, AR 

SUBJECT: STAFFDEL QUILTER\'S VISIT TO ARGENTINA (AUGUST 16-21) 


REF: Buenos Aires 1681 
1. (U) This message was cleared by HCFA Staffer Peter Quilter. 


2. (SBU) SUMMARY: (HCFA Staffer Peter Quilter visited Buenos Aires 
August 16-21, 2007, and met with Argentine political analysts, 

pollsters, and politicians to get their views on the political 

panorama for the October 28 presidential elections. A spokesperson 
for Roberto Lavagna\'s campaign discredited early polls showing 
Cristina Kirchner as the strong front runner, stressing that real 

voting intentions could not be measured sooner than thirty days 

prior to the elections. From Buenos Aires Mayor-elect Mauricio 
Macri\s camp, National Congressman Federico Pinedo briefed on what 
he described as the current crisis of the political system and the 
various problems Kirchner\'s administration is facing, both 

domestically and internationally. He said Macri will likely make a 
presidential run in 2011. ARI National Congressman Fernando Sanchez 
voiced his belief that a new lineup in the Lower House following 
October elections could be key for new political realignments 

against the Kirchners, and also raised his concerns regarding a 
Cristina Kirchner administration. Political analyst Ricardo Rouvier 
talked about President Kirchner\'s reported post-Casa Rosada 
intentions to build a new political movement, based on his current 
\"Victory Front\" electoral machine, and doubts about the First 
Couple\'s capacity to continue micromanaging the country. The AMIA 
portion of Staffdel Quilter\'s visit was reported reftel. End 

Summary. 


3. (U) House Committee on Foreign Affairs (HCFA) Staffer Peter 
Quilter was in Buenos Aires from August 16-22, for an overview of 
domestic politics and regional issues in the run-up to presidential, 
gubernatorial and legislative elections on October 28. He met with 
a variety of elected officials, party representatives and political 
analysts. EmbOffs accompanied Quilter on his meetings. 


Roberto Lavagna: no polls and more action 


4. (SBU) Quilter met with presidential candidate Roberto Lavagna\'s 
spokesman Alejandro Rodriguez and Coordinator for Policies Adrian 
Nador on August 17. Lavagna was Kirchner\'s first finance minister 
and is now running as the candidate of the opposition Radical (UCR) 
party. Openly disagreeing with polls that show Cristina Kirchner as 
the first round winner for October\'s elections, Rodriguez recalled 
past provincial elections, such as Misiones and Tierra del Fuego, 
where none of the pollsters correctly forecast the opposition\'s 
victory. He relayed what he called \"off the record\" conversations 
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with different pollsters who indicated a decrease in Cristina 
Kirchner\'s voting intention (32-34%), thus forcing a second round, 
and asserted that the real voting intention could not be ascertained 
more than thirty days prior to elections. (Note: Recent polling 
shows Cristina at 45-49%. End Note.) 


5. (SBU) Rodriguez and Nador said Lavagna\'s increasing support among 
voters was a result of his efforts to travel all over the country 

and get to know people. They said that Lavagna is focusing on three 
important areas during the campaign: higher public security, higher 

and better employment and tax breaks for small- and medium-sized 
businesses. 


6. (SBU) Although they complained about the insufficient and 
sometimes erroneous media coverage their campaign events receive, 
they expressed their optimism about Lavagna\'s prospects. 


Macri Looking at the Presidency in 2011 


7. (SBU) National Congressman Federico Pinedo, a member of the 
Foreign Relations Committee in the Lower House and a recognized 
leader of the PRO Bloc, a coalition between Mauricios Macri\'s party 
\"Compromiso para el Cambio\" and Ricardo Lopez Murphy\'s party, 
\"RECREAR,\" explained the weakness of the political system since the 
2001-02 crisis. Pinedo stressed the need for new political leaders 

and the systemic problem of the budget dependency of the mayors, 
which forces a direct relationship with the Presidency and not to 

the provincial Governors. 


8. (SBU) In assessing the slate of presidential candidates for 
October elections, Pinedo said he considered Roberto Lavagna as the 
center-progressive candidate with the remnants of the Radical party, 
and described Elisa Carrio as a crusading firebrand, who cannot 
break the 14 percent voting intention ceiling. Pinedo derided 
front-runner Cristina Kirchner as someone who has psychological 
problems, is always in a bad mood, and has problems getting along 
with others. \"Off the record\", Pinedo stated that Macri\'s people 
had made every possible effort to discourage Lopez Murphy\'s 
presidential candidacy and back Lavagna to lead an opposition 
coalition for October elections. He also defined Ricardo Lopez 
Murphy as a very minor candidate because of his low approval ratings 
(around 4 percent). 

9. (SBU) Pinedo characterized Kirchner\'s administration as 
\"populist, and will turn its back on the longer-run to reap 

short-term benefits instead.\" He said Kirchner had isolated himself 
from \"the universe\", and internationally had good relations only 
with Venezuelan President Hugo Chavez. However, he expressed 
confidence that Brazil would stand in the way of Chavez\'s campaign 
to become spokesman of the continent. Pinedo also said that some 
cabinet ministers, like Foreign Minister Taiana, were afraid of 
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Kirchner, and were limited in the authority they had in their daily 
work. Asked about Cristina\'s alleged interest in better 

international relations, Pinedo stated Cristina had traveled more 

than Nestor Kirchner but that her purported international relations 
team (Current New York Consul General Hector Timmerman or the 
Argentine Ambassador to France (Eric Calcagno) was middling. (The 
press has speculated about a possible foreign policy position for 
current Ambassador to Spain, Carlos Bettini, but nothing about 
Calcagno. 


10. (SBU) Quilter asked about the reasons Macri\'s party would not be 
competing for the Presidency. Pinedo responded that Macri had 
floated the idea of his candidacy and contracted public opinion 
surveys. The results, according to Pinedo, were highly negative 
among voters. Macri had decided not to risk alienating or 
disappointing the City voters who had supported him for Mayor. 
However, Pinedo reaffirmed Macri\'s intention to eventually run for 
President and said his party is already starting to work on 

political agreements with Governors for the 2011 elections. Pinedo 
strongly asserted that his party is not competing against the 
Peronists, but against the Kirchnerists. 


11. (SBU) Finally, Pinedo discussed the current deep anti-U.S. 
sentiment in Argentina, explaining that most Argentines feel there 

is little the U.S. offers Argentina. He offered that this 

perception may be a result of what he described as Washington\'s poor 
Latin American agenda. While making clear that he was not a 
supporter of Venezuelan President Hugo Chavez, he noted that, in the 
region, the U.S. was losing ground to Chavez\'s populist tactics and 
rhetoric. 


12. (SBU) Quilter met with Congressman Fernando Sanchez, a young and 
talented politician who is a protg of presidential candidate Elisa 

Carrio (ARI), whom he replaced in Congress after her resignation 

earlier this year. 


13. (SBU) Sanchez emphasized his perception of a decline in the 
Kirchners\' political power. He called the corruption scandals 
\"obvious\" and stated they were promoted by internal administration 
disputes. During his short time in Congress, Sanchez said he 
noticed a growing feeling of discontent with the administration, 
noticeable even among those in the President\'s Frente para la 
Victoria (FPV) bloc. He said he was beginning to see a reluctance 
to vote for some of the President\'s bills. He said the Peronist 
leaders do not like Kirchner because he even betrayed those that had 
originally supported him (Sergio Acevedo, former Governor in Santa 
Cruz, Gerardo Conte Grand, former PJ Congressman and Interior 
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Vice-Minister for a short term in 1992, and other members of the 
former Kirchernist faction \"Grupo Talcahuano\"). 


14. (SBU) On Cristina Fernandez de Kirchner, Sanchez said he was 
serving as Carrio\'s advisor when he first met her in Congress and 
could observe her in action. He said the First Lady was 
bad-tempered, very intolerant, and not very nice. He noted her 
intelligence and her ability to persuade but said that trait was not 

in evidence of late. He defined her prospective administration as 
\"enigmatic\" and said he held out little hope of her changing the 
current government style. 


15. SBU) Nevertheless, Congressman Sanchez expressed his confidence 
that a change in the makeup of the Lower House, following October 
election, could provide the nucleus for a political realignment in 

that chamber against the Kirchners. He noted that a similar 

realignment occurred during former President Menem\'s administration. 


16. (SBU) Sanchez stated his belief that the recent spate of 
corruption scandals will not have much overall impact on public 
opinion and will not surpass the perception of corruption during 
MenemVs era. 

Asked about whether there had been any possible political 
motivations regarding the pending criminal and civil charges filed 
against his political mentor and presidential candidate Elisa 

Carrio, Sanchez responded affirmatively, although he never 
criticized the work of the court and mentioned all the procedural 
steps had been made in a timely manner. Carrio was facing charges 
of libel and slander for statements she made in connection with the 
murder of a fishing company owner in Patagonia. (Carrio was 
acquitted of the charges on August 27.) 


ae a Cin GL i RT RG DE Ricardo Rouvier: 
Kirchner as the builder of a new political movement 


17. (SBU) Political analyst and sociologist Ricardo Rouvier, who 
was hired by the Kirchner administration, among others, to conduct 
opinion polls and provide advisory services, stated that although 

his latest polls showed a minor decline in Kirchner\'s and Cristina 
Fernandez de Kirchner\'s image, Cristina\'s voting intention remained 
quite stable. 


18. (SBU) Rouvier said the Kirchners had a love-hate relation with 
Peronism. They had belonged to the Peronist youth in the 1970s but 
Peron, in a famous political rally in 1974 in the Plaza de Mayo, 
literally expelled the leftist Peronists from the Plaza. They feel 
Peronism still owes them something. Rouvier said he believes 
President Kirchner will be working on the construction of a new 
political movement -- based on his Frente para la Victoria group 
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(FPV) -- after December. This will be something similar to the 
project President Alfonsin had in mind during the 80\'s when he 
talked about the \"third historical movement.\" 


19. (SBU) Rouvier also expressed his doubts that the Kirchners had 
the necessary \"psychological strength\" to maintain their 
micromanagement of the country. He said, however, that the 
Kirchners represent the most interesting political offer for 

October, mainly due to the construction of their political movement 
(FPV) that supersedes the old traditional parties. 
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DEPT. OF ENERGY FOR NE (M.CLAPPER) AND HQ (L.EINSTEIN), 
VIENNA FOR IAEA, PARIS ALSO FOR USOECD 


E.O. 12958: N/A 

TAGS: ENRG, TRGY, KNNP, IAEA, IT 

SUBJECT: ITALY RESPONSE TO INVITATION TO ATTEND 2007 GNEP 
MINISTERIAL 


REF: A. STATE 114102 (NOTAL) 


B. STATE 118280 (NOTAL) 
C. STATE 121724 (NOTAL) 
D. ROME 00205 (NOTAL) 


1. In response to Secretary Bodman\'s invitation to attend 
the second Ministerial Meeting of the Global Nuclear Energy 
Partnership in Vienna September 16 (ref B), Embassy received 
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a letter on 8/30 informing us that Undersecretary for 
Economic Development Marco Stradiotto of the Ministry of 
Economic Development will participate in the meeting as an 
observer. He will be accompanied by Minister Pier Luigi 
Bersani\'s Diplomatic Adviser, Vincenzo de Luca. Translated 
text of Minister Bersani\'s message is in paragraph 6. 


2. Department of Energy please note that the Italian 
response also contains an invitation to Secretary Bodman to 
meet with Minister Bersani at the November 13th Ministerial 
Forum in conjunction with the World Energy Congress. 
Minister Bersani expresses the hope that they can sign the 
final version of a bilateral energy agreement proposed by the 
Italians and discussed most recently in Washington on July 
12th (ref D). 


3. Ministry of Economic Development POC is: 
Vincenzo de Luca 

Diplomatic Adviser (for International Relations) 
Ministry of Economic Development 

Via Molise, 2 

00187 Rome Italy 

tel. ( 39) 06-4788-7801 

fax: ( 39) 06-4705-2479 

e-mail: vincenzo.deluca@sviluppoeconomico.gov.it 
NOTE: Counselor de Luca speaks excellent English 


4. Per ref C, we will transmit information on meeting 
logistics and security/registration requirements to Counselor 
de Luca. 


5. Embassy Rome POCs are: 

Jill Byrnes, ESTH Counselor 

tel. (39) 06-4674-2691 IVC 674 

fax ( 39) 06-4674-2398 

unclassified e-mail: ByrnesJF@state.gov 


SIPDIS 
classified e-mail: ByrnesJF@state.sgov.gov 


(Alternate) 

David Whiting, Economic Officer 

tel. ( 39) 06-4674-2849 

fax ( 39) 06-4674-2398 

unclassified e-mail: WhitingD@state.gov 


SIPDIS 
classified e-mail: WhitingD@state.sgov.gov 


BEGIN TEXT (ENGLISH TRANSLATION) 
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6. Cabinet of the Ministry of Economic Development - August 
29, 2008 


Your Excellency, 


| thank you very much for your invitation to participate in 
the GNEP initiative in which Italy has a strong interest, in 
particular with regard to the research on safer nuclear 
energy. 


We intend to take part in the next Vienna meeting as 
observers, so as to know more directly and thoroughly the 
scope and contents of the initiative. 


Unfortunately, | will not be able to participate in the 
meeting due to previously fixed political engagements. 
Nonetheless, our Government will be represented by the 
Undersecretary for Economic Development, Hon. Marco 
Stradiotto, who will be accompanied by my assistant, 
Counselor Vincenzo de Luca, Responsible for International 
Relations. 


| sincerely hope to have the opportunity to host you in Rome 
on the occasion of the Ministerial Forum to be held on the 
13th of November within the framework of the World Energy 
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Congress. On that occasion, we could also finalize the 
bilateral collaboration agreement in the energy field, whose 
text has already started to be profitably drafted during the 
meeting held in Washington last 12th of July. 


Looking forward to meeting you soon, | remain, 


Yours faithfully, 
Pier Luigi Bersani 


addressed to: His Excellency Samuel W. Bodman 
Secretary of Energy, U.S.A. 


SIPDIS 
END TEXT 
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SAN JOSE FOR USAID/OFDA 


E.O. 12958: N/A 
TAGS: EAID, PGOV, PREL, TD 
SUBJECT: T&T AID TO JAMAICA 


1. (U) SUMMARY: The Government of Trinidad and Tobago\'s (GOTT) 
TT$20 million (US$3.2 million) in assistance to Jamaica for 
post-Hurricane Dean recovery efforts has attracted both criticism 

and commendation in T&T. While opposition criticism is fueled by 
upcoming elections as much as anything else, it illustrates the 

political obstacles that stand in the way of regional integration 

even in T&T, despite the perception that T&T is the biggest winner 
from increasing business interlinkages within the Caribbean. END 
SUMMARY. 


2. (U) On August 23, Foreign Minister Arnold Piggott announced that 
Cabinet had approved TT$20 million in assistance to Jamaica for 
hurricane recovery efforts; this followed reports of an August 19 
phone call during which Jamaican Prime Minister Portia 
Simpson-Miller informed T&T Prime Minister Patrick Manning of the 
extent of the damage. Half the money will come from the CARICOM 
Petroleum Fund established by T&T in 2004; the other half will come 
from the GOTT\'s Contingencies Fund. 


3. (U) With Parliamentary elections expected by year\'s end in T&T, 
opposition politicians and some sectors of the electorate have 
criticized the GOTT\'s aid to Jamaica, arguing that the money could 
be better spent for the indigent in T&T. However, others have 

pointed to the strong links between the Jamaican and Trinbagonian 
economies, including the fact that Jamaica is T&T\'s second largest 
export market after the U.S. and that a number of T&T\'s major 
corporations have considerable investments in Jamaica, such as 
Guardian Holdings Limited, Trinidad Cement Limited and the Republic 
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Bank of Trinidad and Tobago (RBTT). Thus, they argue, it is in 

T&T\'s self interest to ensure Jamaica\'s economic recovery. For the 
GOTT\'s part, while Foreign Minister Piggott justified the aid by 

saying that negative developments in one CARICOM nation affect the 
entire regional body, he also made a point of the fact that T&T is 
assisting Jamaica at this time even as Jamaica and other CARICOM 
members increasingly look to Venezuela rather than T&T for petroleum 
supplies. 


4. (SBU) COMMENT: Against a backdrop of recent Jamaican and 
Barbadian criticism of T&T\'s economic dominance within CARICOM, this 
local debate highlights the political obstacles to regional 

integration. The GOTT\'s strategy for sharing its energy 

sector-derived wealth with its Caribbean neighbors through 

mechanisms like the CARICOM Petroleum Fund appears to garner little 
appreciation from beneficiaries while drawing denigration 

domestically. This will make further economic integration 

difficult. END COMMENT. 
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E.O. 12958: DECL: 08/28/2017 

TAGS: ASEC, ELAB, KCRM, PHUM, PGOV, PREL, SMIG, KWMN, AR 
SUBJECT: ARGENTINE TIP LEGISLATION STALLED IN CONGRESS 
UNTIL AFTER OCTOBER ELECTIONS 


REF: BUENOS AIRES 1685 


Classified By: AMBASSADOR EARL ANTHONY WAYNE, 
FOR REASONS 1.4 (B) AND (D) 


1. (SBU) On August 27, Ambassador asked Argentine Minister 
of the Interior (MOI) Anibal Fernandez about the prospects 

for enacting comprehensive federal Trafficking in Persons 
(TIP) legislation in Argentina. Fernandez stated that it is 

\"very difficult\" to make progress in the Argentine Congress 

on this legislation at this time, and that he personally 

beleives this is \"a pity.\" When the Ambassador asked if he 
could help move things ahead, Fernandez replied that for now 
the situation is frozen, but after the October 28 elections 

things could move again. 


2. (C) Fernandez said that the provincial authorities are 
resisiting making federal offenses out of matters that are 
now handled at the local level. This is particularly true of 
the provinces in northeast Argentina, where trafficking is 
particularly widespread. He candidly acknowledged that 
resistance in the northeast is in part because local judges 
and politicians there are more likely to be corrupt - and 
sometimes even connected to trafficking rings themselves - 
and have a vested interest in keeping federal authorities off 
their turf. 


3. (SBU) Fernandez believes the meetings between Argentine 
and U.S. officials in Washington earlier this year on TIP 
worked against the passage of federal legislation in 

Argentina. Prior to the Washington meetings, Fernandez was 
optimistic that the the various interested factions in 

Argentina had reached a tentative agreement on new 
legislation. Criticism of Argentina\'s TIP situation by one 

USG official during and after a Washington meeting on the 
issue, he claimed, contributed to the agreement unraveling. 


4. (SBU) The Ambassador also raised the situation of 
Argentine anti-TIP activist Susana Trimarco, who has recently 
faced threats and harassment from traffickers. Fernandez 
replied that he was aware of the situation, and assured the 
Ambassador that he was taking steps to ensure the safety of 
Trimarco and her colleagues. Fernandez said that he has 
known Ms. Trimarco for many years and he remains in close 
contact with her. He observed that she was \"one tough lady\" 
who would not be easily intimidated. 
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5. (SBU) The Ambassador referred to past discussions 
concerning the creation of a Trafficking Prevention and 
Assistance program in Argentina. Ambasador noted that he was 
pleased to see the creation of the program announced in the 
July 27 \"Official Bulletin,\" but was surprised to see the 
jurisdiction of the program fell under the Ministry of 

Justice. All past discussions concerning the program had 
placed jurisdiction for the program under the MOI. Fernandez 
said he could understand why the Ambassdor was confused. He 
explained that placement of the program under the 

jurisdiction of the Ministry of Justice was a part of the 
compromise agreement that had been reached earlier in the 
year and fundamentally reflected the fact that people in 
Congress did not fully understand the law. He concluded, 
\"What are you going to do?\" evidencing clear frustration with 
the legislative process on this subject. 

WAYNE 
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E.O. 12958: DECL: 08/29/2017 

TAGS: PGOV, PREL, UNSC, HA 

SUBJECT: EXECUTIVE-LEGISLATIVE COMPROMISE BREWING OVER 
CHIEF PROSECUTOR 

REF: PORT AU PRINCE 1442 

Classified By: Ambassador Janet A. Sanderson. Reason: 1.4 (b), (d) 

1. (C) Summary: President Preval and Senate leaders are 


working on a compromise that will have Port-au-Prince Chief 
Prosecutor Claudy Gassant testify before the Senate, heading 
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off a Senate threat to hold a no confidence vote against the 
Alexis government over Gassani\'s previous refusal to testify. 
Senate President Joseph Lambert is confident a face-saving 
solution will be found that will allow Gassant to testify and 
mollify Senate hotheads. Lambert also claims he has lined up 
a majority of Senators in support of the Alexis government 
should it ever come to a no confidence vote. The Prime 
Minister is confident that he and President Preval will 

prevail against Senate efforts to thwart Preval\'s program to 
solidify Haiti's democracy and pursue corruption. A 
resolution that keeps PM Alexis and Chief Prosecutor Gassant 
in office is in the interests of political stability and 

solidifying Haiti\'s still wobbly democratic institutions. 

End Summary. 


SENATE PRESIDENT LAMBERT SEEKING COMPROMISE 


2. (C) President of the Senate Joseph Lambert told the 
Ambassador August 28 that the Senate Justice Committee\'s 
invitation to Minister of Justice and Public Security Rene 
Magloire was delivered before Port-au-Prince Chief Prosecutor 
Claudy Gassant summoned businessman Reginald Boulos to court 
(reftel). Lambert called the timing of the two separate 
incidents an \\'unfortunate coincidence.\\' Lambert said the 
Senate overreacted to Gassant\'s August 22 refusal to testify 
before the Senate, but Gassant had not helped matters by 
replying that he \'\answered only to the President.\\' Lambert 
said PM Alexis told him he, the PM, wanted to make Gassant 
appear but was unable to do so. Lambert fingered Senators 
Rudolph Boulos (brother of Reginald) and Justice Committee 
President Youri Latortue as the instigators of the move to 
interpellate the entire Alexis cabinet unless Gassant 

appeared before the Senate or was dismissed. 


3. (C) Lambert admitted he had also contributed to escalating 
tensions. When President Preval told him that Gassant was 
not sufficiently prepared to testify, Lambert had replied 

that Preval should not Wtransform himself into a messenger 
for Claudy Gassant.\\' Lambert claimed he then apologized to 
the President, and is presently seeking a compromise that 
would save face for both sides. Lambert planned to propose 
to Preval on August 28 that Preval ask Minister Magloire to 
write a letter to the Senate diplomatically deploring the 
previous failure of Gassant to appear, and volunteering to 
testify before the Senate with Gassant on a date mutually 
convenient. Lambert stated that a majority of the Senate 
supported this tactic. PM Alexis, on the other hand, told 
Lambert he preferred to be called before the Senate for a 
confidence vote. Lambert speculated that Alexis\' awareness 
that Lambert had secured a majority in the Senate in support 
of Alexis convinced Alexis there was no need to seek a 
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compromise. 


4. (C) The Ambassador noted that the private sector felt it 
was being unfairly targeted in corruption investigations. 
There was the appearance that the public sector was being 
spared. She noted that there had been arrests of certain 
customs officials, but these had not been publicized. 
Lambert thought the President was trying to induce the 
private sector to pay their back taxes quietly, in order to 
augment state revenue. He said Preval should not try to 
create fear in the private sector. 


5. (U) Press reports August 29 stated that President Preval 

met with unnamed Senators the evening of August 28, and they 
agreed to have Minister Magloire write the Senate requesting 

to appear with Prosecutor Gassant before the Senate Justice 
Committee. Gassant was quoted in radio reports August 28 
making conciliatory remarks that he was prepared to testify. 


PM ALEXIS UNTROUBLED 


6. (C) In an August 28 meeting with the Ambassador, Prime 
Minister Jean Edouard Alexis appeared unfazed by the 
confrontation, saying he faced it \\'serenely.\\' The recent 
anti-drug operations (conducted by DEA in cooperation with 
the Haitian National Police in early August, netting several 
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traffickers) had struck fear into many parliamentarians who 
were close to illicit business, according to Alexis. Not 

knowing where law enforcement would strike next, they saw 
obstruction and confrontation as their only option. He 

averred that parliament had no right to summon a judicial 
official such as Gassant. Alexis declared that the public 
opposed the Senate\'s actions. Haiti has made major progress 
on security, and the President and GOH are now turning their 
sights on corruption, especially on the 200-year Haitian 
tradition of smuggling. Alexis stated the GOH\'s goal is to 
increase government revenue as a percentage of GDP from the 
current 8-9 percent to the Caribbean average of 15 percent. 
He said the GOH and President Preval would not be deterred 
from this program. 


7.(C) When the Ambassador pointed to the perception among 
the private sector that they are being unfairly targeted, 

Alexis criticized them for seeking impunity for past legal 
lapses, Wwiping the slate clean,\\' in exchange for promising 
to pay their taxes and not bribe officials in the future. 

The GoH is not \'\'targeting\'\' the private sector, he said. In 
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fact, Alexis confided, two senior customs officials were now 
under investigation. He conceded that Port-au-Prince 
Prosecutor Claudy Gassant\'s abusive public manner betrayed 
the weaknesses of his youth and irritated legislators. 

Alexis said that Gassant needs to improve his public posture 
and respect lines of authority. Alexis pleaded for 
understanding, as the GOH is working with a very corrupt 
judicial system. Gassant is \\\eccentric\"\ but effective. 

The Ambassador assured the Prime Minister that the USG\'s law 
enforcement cooperation with the GOH will continue. 


8. (C) The Prime Minister held out the possibility there 

would be further changes in his cabinet. He said there were 
issues of competence and even loyalty in the case of certain 
ministers, and said he requested of the President changes in 
the cabinet. Alexis speculated that future confrontations 
with parliament might cost additional ministers, or even 
himself, their jobs. 


COMMENT 


9. (C) Private sector anxiety at being subjected to 

corruption investigations, corrupt interests in the Senate, 

and Prosecutor Gassant\'s public manner have all fed into the 
political immaturity of Haiti\'s leading political actors to 
produce a confrontation of the legislature and the 
government. The issue now is saving face for the Senate -- 
where most take Prosecutor Gassant\'s defiance as an insult to 
the legislative branch -- and for the government as well. 
Lambert has fashioned a compromise that could work. It is 
imperative that this dust-up be resolved in a way that leaves 
the government free to continue to grapple with the most 
important issues of security, corruption-fighting, and the 
economy. 

SANDERSON 
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TAGS: PGOV, PREL, PHUM, ES 
SUBJECT: AMBASSADOR MEETS WITH HUMAN RIGHTS OMBUDSMAN 


REF: A. SAN SALVADOR 1485 


B. SAN SALVADOR 1525 
C. SAN SALVADOR 1264 


1. (U) On August 29, Ambassador Glazer visited the Salvadoran 
Human Rights Ombudsman, Oscar Luna, in his San Salvador 
office. In this, their first meeting, the Ambassador and 

Luna exchanged views on the importance of respect for human 
rights in democratic countries. 


2. (U) Luna stated that his focus as Ombudsman was on 
education and the \"mediation role\" of the Ombudsman\'s office 
(PDDH by its Spanish initials). He emphasized that he wants 
the PDDH to be more proactive and less reactive. The 
institution of the PDDH is critical in El Salvador, according 

to Luna, and it holds a dual role of ensuring government 
accountability while at the same time educating people in 

what they should expect from their government. He also said 
his office was interested in promoting the rights of the 

elderly and disabled in El Salvador 


3. (U) The Ambassador brought up the impact of crime and 
violence on life in El Salvador and told Luna that he viewed 
crime as a critical human rights issue. The Ambassador 
imparted his \"take back the streets\" message, noting that 
\"the ability to walk down the street\" unmolested and without 
danger is a basic human right. Luna concurred and agreed 
that improved public security was integral both to human 
rights and to strengthening democracy. 


4. (U) Luna raised the subject of the events in Suchitoto 

(reftel A), stressing the importance of freedom of assembly, 
association, and speech, while at the same time saying that 
\"human rights are not absolute rights,\" and freedoms must be 
exercised within the limits of the law. Luna also spoke of 

his desire to educate the Salvadoran people on their 

individual \"duties\" to uphold human rights. 


5. (U) According to Luna, relations between the PDDH and the 
National Civilian Police (PNC) are very good, and his office 
and the PNC have a memorandum of cooperation to work 
alongside political groups to promote \"peaceful protest\" and 
avoid confrontation. Luna expressed his concern over 
allegations of police corruption (reftel B), and said that he 
supported the creation of an independent commission (outside 
of the PDDH) to conduct a comprehensive review of the PNC. 
This review would identify institutional weaknesses and make 
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recommendations for improvements within the PNC. 


6. (U) At the end of the meeting the Ambassador and Luna 
discussed ways that the Embassy and the PDDH could work 
together. The Ambassador and DCM suggested that the Embassy 
could assist tne PDDH by sending staff to training sessions 

in the U.S. and bringing human rights experts to El Salvador. 

Luna was appreciative and said he thought this would be 

helpful. 


7. (U) Comment: In sharp contrast to Beatrice de Carrillo, 

his predecessor, Luna appears to be a modest and deliberative 
leader of the PDDH. Luna went out of his way to point out 

that the PDDH is \"not an NGO\" and has an important mediating 
role within the GOES. The meeting with Luna reinforces our 
confidence (reftel C) in Luna\'s ability to regain credibility 

for the PDDH and reinforce El Salvador\'s democratic 
institutions. End Comment. 

Glazer 
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E.O. 12958: N/A 
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SUBJECT: BUMPS IN THE ROAD FOR VIETNAM'S \"EQUITISATION\" PROCESS 
1. (U) THIS CABLE IS SENSITIVE BUT UNCLASSIFIED. NOT FOR INTERNET 


2. (SBU) SUMMARY: The auction of shares in insurance company 
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BaoViet, Vietnam\'s largest public offering to date, revealed the 
problems and strategic shortfalls of Vietnam\'s new method of 
\"equitising\" State Owned Enterprises (SOEs) (equitisation is the 
Vietnamese term for partial ownership offers of SOEs). The new 
method, instituted in the spring of 2007, requires charging 
strategic investors a share sale price no less than the average 
price earned at the equitisation auction, even if shares are 
available more cheaply in the market or are subject to other, more 
stringent conditions. The BaoViet deal was to serve as a flagship 
example of Vietnam\'s equitisation program, so its failure is being 
carefully reviewed as upcoming equitisations will involve even 
larger SOEs, including important state-owned commercial banks 
(SOCBs). All eyes are now on the upcoming equitisation of 
Vietcombank as an indication of how Vietnam will move forward with 
the equitisation program. END SUMMARY. 


WHAT WENT WRONG WITH BAOVIET? 


3. (U) According to a high level official at a local multi-lateral 
development organization who was involved in the BaoViet process, 
the initial auction of BaoViet shares saw retail investors drive up 
share prices to an average of VND 74,000 per share. The new 
equitisation rules, codified in Decree #109, require strategic 
investors (both foreign and domestic) to pay a share price no less 
than the average initial auction price. In BaoViet\'s case, however, 
strategic investors refused to buy their agreed-upon shares because 
the average auction price was twice the level they had been prepared 
to pay. Vietnamese banks, under pressure from new regulations to 
restrict their lending for stock market purchases to just 3 percent 

of total loans, also balked at lending retail investors money to pay 
for shares at such a high price. By the deadline to settle and 

claim shares two to three weeks later, the BaoViet stock price was 
down 13.5 per cent in the informal gray market. Both foreign and 
local bidders opted to forfeit their ten per cent deposits and 

walked away without purchasing their shares. Government officials 
are still negotiating with strategic investors as to the final price 

they are to pay. 


GOVERNMENT WARY OF STRATEGIC INVESTORS 


4. (SBU) Government officials acknowledge the value strategic 
investors could bring to bear on SOEs, including the ability to 
catalyze managerial reform, improve corporate governance and 
discipline enterprises to function with a commercial orientation. 
However, government of Vietnam (GVN) officials expressed during 
meetings that their overriding concern was to prevent the sale of 
state assets too cheaply to strategic investors so that Vietnam 
became \"Russia with its oligarchs.\" 
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5. (SBU) To address this concern, the Prime Minister issued Decree 
#109 prior to the BaoViet IPO, stating that strategic investors are 

to pay the average IPO auction price. Decree #109 replaced Decree # 
187, which had allowed strategic investors to receive a twenty 

percent discount from the initial average auction price. According 

to the Division Head of the Financial Department for Enterprises in 

the Ministry of Finance, the twenty percent discount had attracted 
investors who were not \"strategic\" in intent but merely seeking to 
take advantage of the discount for a quick turn-around in sale and 
profit-taking, such as was seen during IPOs of Chinese SOEs. 
According to International Finance Corporation (IFC) Country Manager 
Sin Foong Wong, Decree #109 was also motivated by a desire to take 
advantage of the rising stock market and to maximize equitisation 
proceeds. According to World Bank Chief Economist Martin Rama, 
equitisation auctions were expected to serve as a price discovery 
mechanism and thus guide the price charged to strategic investors. 


6. (SBU) The GVN itself seems engaged in an internal debate on 
whether to embrace strategic investors. For instance, the Ministry 
of Finance (MOF) official in charge of the equitisation process told 
us that they were thinking about floating a few trial IPOs where 
strategic investors would be welcome. However, the Office of the 
Government (akin to the Prime Minister\'s Chief of Staff) 
categorically ruled out this option for the foreseeable future. 


7. (SBU) It is unclear what would be the share price if strategic 
investors end up taking part in future IPOs. Director Le Xuan Nghia 
(Banking Development Strategy Department of the State Bank of 
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Vietnam) gave the most direct answer, stating that the government 
will have strategic investors bid against each other to determine 
their share price. 


8. (SBU) Finally, a former SBV employee, now at HSBC, noted that the 
GVN is also considering a completely different model for 

equitisation. Instead of selling shares to strategic investors ata 
discounted price or using an average of auction prices, all 

investors (except employees) would be charged the same price. The 
cost savings from not granting a discount would be used to pay for 
technical assistance that would have otherwise been sought from the 
strategic investor. 


EQUITISATION REMAINS A PRIORITY 


9. (SBU) Officials at the MOF outlined the government\'s goals and 
concerns for equitisation: 
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- equitisation should not be carried out merely for the sake of 
equitising to avoid the risk of state asset sales enriching only a 
few with little benefit to the larger population; 


- equitisation proceeds should be sufficient to address the SOEs 
legacy problems, such as bad debt and redundant workers, as well as 
fund necessary investment activities. 


They emphasized that share sales to employees at discounted prices 
(currently 40 percent) will be an integral component of equitisation 

as a form of worker protection. Also, they noted that while initial 
offerings of SOEs have thus far taken place only in Vietnam, 
authorities are seeking to list SOEs internationally. 


10. (SBU) IFI representatives and private sector participants are 
confident that equitisation remains a top government priority, but 

many acknowledged that the offerings may need to proceed more slowly 
due to fear that (1) an oversupply of shares will drive down prices, 

and (2) SOEs are unprepared. World Bank Economist Taka Akamatsu 
noted that many SOEs managers are pushing for equitisation even 
though SOEs are not ready, as managers are seeking to profit from 
their 40 percent discounted share price. 


11. (U) Government officials were consistent in conveying that 
equitisation remains a top priority. They recounted the numerical 

goal for the equitisation program: to equitise 71 large SOEs in 

every sector by 2010. (Comment: Government targets on equitisation 
are widely viewed as unrealistic, but do serve as signaling devices 

to convey the government\'s prioritization for equitisation.) 

Nonetheless, analysis of the equitisation process continues. During 

a meeting between the Exim Bank President and the new SBV Governor 
on August 22, the Governor admitted that the equitisation of 
Vietcombank was being delayed until the end of 2007. 


12. (U) As to whether the government decides to move forward with 
the technical assistance model remains to be seen. Technical 
assistance, whether provided by aid agencies or private sector 
management consultants, is unlikely to have the same long-term 
effect as engaged, strategic shareholders in terms of creating 
permanent improvements in managerial habits and culture. All eyes 
are now on the upcoming equitisation of Vietcombank, the second 
largest SOCB by assets and what will be the government\'s largest 
equitisation to date, as an indication of how authorities will 

proceed forward with their equitisation program. 


COMMENT: GROUNDS FOR IMPROVEMENT? 


13. (SBU) BaoViet\'s equitisation was to serve as a flagship example 
of Vietnam\'s ability to carry out its equitisation program with 
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large SOEs. Its failure embarrassed the GVN and prompted a review 
of Vietnam\'s equitisation process. The intent of Decree #109, to 
avoid a \"Russia oligarch\" situation, could be considered a positive 
testament to Vietnam\'s desire to avoid the mistakes made by other 
countries moving towards a market economy. 


14. (SBU) Intent notwithstanding, the decree requiring strategic 
investors to pay the average auction price is problematic for 
several reasons. First, the thinness of Vietnam\'s stock market, 
lack of proper financial information disclosure, and short-term 
perspective of most bidders (seeking to immediately sell the 
purchased shares) makes the auction a poor price discovery 
mechanism. Second, strategic investors are not likely to agree to 
any \"market price\" as they would seek a risk premium for bearing 


HANOI 00001561 003 OF 003 


greater risks than the average investor (for example, agreeing to 
hold shares a minimum of 3-5 years.) Lastly, by bringing in 
strategic investors only after an auction, the investors\' ability to 
make managerial reforms at the equitised company may be limited, 
making the auction less lucrative for the government sellers. END 
COMMENT. 


15. (U) Susan Chun, Treasury Desk Officer for Vietnam, collaborated 
in the drafting of this cable based on her meetings in Hanoi during 
the week of August 6 to 12. 


MICHALAK 


120573 

RR RUEHAG RUEHAP RUEHCHI RUEHDE RUEHDF RUEHDT RUEHGI RUEHHM RUEHLZ 
RUEHMA RUEHMR RUEHPA RUEHPB RUEHRN 

DE RUEHHI #1562/01 2421736 

ZNR UUUUU ZZH 

R 301736Z AUG 07 

FM AMEMBASSY HANOI 

TO RUEHC/SECSTATE WASHDC 6229 

INFO RUEHHM/AMCONSUL HO CHI MINH 3610 

RUEHGV/USMISSION GENEVA 1196 

RUEHZS/ASEAN REGIONAL FORUM COLLECTIVE 

RUCNWTO/WORLD TRADE ORGANIZATION COLLECTIVE 

RUEATRS/DEPT OF TREASURY WASHINGTON DC 

RUEHRC/DEPT OF AGRICULTURE WASHINGTON DC 

RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 

RUEAIIA/CIA WASHINGTON DC 

RHEHNSC/NATIONAL SECURITY COUNCIL WASHINGTON DC", "UNCLAS SECTION 01 OF 10 HANOI 0015€ 


SIPDIS 


Column 3 
SIPDIS 


STATE PASS TO USTR (BISBEE,GLAUBER,BURST) 
USDA FOR DUS TERPSTRA 

USDA PASS TO FAS (OA,OCRA,ONA,OFSO) 
TREASURY FOR OASIA 


E.O. 12958: N/A 
TAGS: ETRD, WTRO, TBIO, PINR, SOCI, VM, USTR 


SUBJECT: Vietnam Lowers Tariffs on Wide Range of Foods and Animal 
Feeds 


HANOI 00001562 001.2 OF 010 


1. On August 3, 2007 the Government Office of Vietnam issued 
directive No.18/2007/CT-TTg entitled Urgent Measures to Restrain 
Market Prices. The directive made significant reductions for a 
number of foods and animal feeds, most of which have seen 
significant price increases recently on the world market as 
agricultural prices in general have spiked. The directive termed 

the cut temporary, although no date for reinstatement of the old 
tariffs was given. The directive is aimed at restraining inflation, 
which has seen a sharp increase over the past year and which in this 
low-income country is particularly sensitive to food prices. 


2. The tariffs cuts are significant (from 30 to 60 percent) and 

across a wide range of products. Some reductions, including those 
for chicken meat, certain beef cuts, corn and meat and bone meal, go 
significantly beyond final bound rate commitments that Vietnam was 
to phase in over the next five years as part of their recent WTO 
accession agreement. Because of higher prices, the new tariffs 
will be to an extent revenue neutral. Still the cuts indicate that 
government officials understand the value of lower import tariffs in 
sustaining economic development. It also shows an encouraging 
capacity to resist protectionist pressures in order to carry out 

sound economic policy. The tariff reductions should be beneficial 

to U.S. exports particularly in some key areas (chicken meat, beef, 
dairy) that have grown rapidly recently even with the higher 

tariffs. 


3. Vietnam has shown in the past a willingness to permanently lower 
agricultural tariffs to support rapidly expanding domestic 

industries like textiles, livestock, aquaculture and furniture. 

Vietnam should be encouraged in its own interest to continue this 

trend toward more open markets by making this more consumer-oriented 
list of temporary cuts permanent and pursuing even further cuts. 


4. The following table shows the reductions: 
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List of MFN Tariffs Reductions on Food and Feed Products 
(Decision No.69/2007/QD-BTC of August 3, 2007) 

HS CodeDescriptionNew MFN Tariff 

(%)Previous MFN Tariff 

(%)0201Meat of bovine animal, fresh or chilled0201100000- 
Carcasses and half carcasses12200201200000- Other cut with 
bone in12200201300000- Boneless12200202Meat of 

bovine animal, frozen0202100000- Carcasses and half 

nimal, frozen 

0202 

10 

00 

00 

- Carcasses and half 

carcasses12200202200000- Other cut with bone 
in12200202300000- Boneless12200203Meat of 

swine, fresh, chilled or frozen- Fresh or 

chilled0203110000- - Carcasses and half 
carcasses20300203120000- - Hams, shoulders and cuts othereof, 
with bone in20300203190000- - Others2030- 
Frozen0203210000- - Carcasses and half 
carcasses20300203220000- - Hams, shoulders and cuts othereof, 
with bone in20300203290000- - 

Others20300206Editable offal of bonvine animals, 

swine, sheep, goats, horses, asses, mules or hinnies, fresh, chilled 
or frozen0206100000- Of bonvine animal, fresh or 

chilled1015- Of bonvine animal, frozen0206210000- - 
tounges10150206220000- - livers10150206290000- - 
others10150206300000- of swine, fresh or chilled1015- 

of swine, frozen0206410000- - Livers10150206490000- - 
Others10150206800000- Others, fresh or 


- Of swine, fresh or chilled 
10 

15 

of swine, frozen 

0206 

41 
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00 
00 
- - Livers 
10 
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- Others, fresh or 

chilled10100206900000- Others, 

frozen10100207Meat and editable offal of poultry of 
heading 01.05, fresh, chilled or frozen- Of fowls of the 
species Gallus Domesticus:0207110000- - Not cut in pieces, 
fresh or chilled12200207120000- - Not cut in pieces, 
frozen12200207130000- - Cut and offals, fresh or 
chilled1220020714- - Cut and offals, frozen0207141000- 

- - Wings12200207142000- - - Thighs12200207143000- - - 
Livers12200207149000- - - Others1220- of 
Turkeys0207240000- - not cut in pieces, fresh or 
chilled12200207250000- - not cut in pieces, 
frozen12200207260000- - Cut and offal, fresh or 
chilled1220020727- - Cut and offal, frozen0207271 000- 

- - Livers12200207279000- - - Others1220- of duck, 
geese, or guinea fowls020732- - not cut in pieces, fresh or 
chilled0207321000- - - of ducks12200207322000- - - of 

s 

12 

20 

- of duck, 

geese, or guinea fowls 

0207 

32 

- - not cut in pieces, fresh or 

chilled 

0207 
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geese, guiea fowls1220020733- - not cut in pieces, 
frozen0207331000- - - of ducks12200207332000- - - of 

geese, guiea fowls12200207340000- - fatty livers, fresh or 
chilled10150207350000- - others, fresh or 

chilled1015020736- - others, frozen0207361000- - - 

fatty livers10150207362000- - - of ducks, cut in 
pieces10150207363000- - - of duck, geeses, guinea fowls, cut 
in pieces10150401Milk and cream, not concentrated nor 
containing added sugar or other sweetening matter0401100000- of 
fat content, by weight, not exceeding 1%10200401200000- of 
fat content, by weight, exceeding 1% but not exceeding 
6%10200401300000- of fat content, by weight, exceeding 
6%10200402Milk and cream, concentrated or containing 
added sugar or other sweeting matter040210- in powder, granules 
or other solid forms, of a fat content, by weight, not exceeding 
r sweeting matter 

0402 

10 

- in powder, granules 

or other solid forms, of a fat content, by weight, not exceeding 
1.5%- - fit for human consumption0402101100- - - Not 
containing added sugar or other sweetening matter, in powder 
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form5100402101200- - - not containing added sugar or other 
sweetening matter, in other forms7150402101300- - - Others, 

in powder form15300402101900- - - Others, in other 
forms1530- - others0402102100- - - Not containing 

added sugar or other sweetening matter, in powder 
form5100402102200- - - not containing added sugar or other 
sweetening matter, in other forms7150402102300- - - Others, 

in powder form15300402102900- - - Others, in other 
forms1530- In powder, granules or other solid forms, of a fat 
content, by weight, not exceeding 1.5%040221- - Not containing 
added sugar or other sweetening matter040221 1000- - - in powder 
form7150402219000- - - in other forms715040229- - 
Others0402291000- - - in powder form15300402299000- - 

0 

00 

- - - in other forms 
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00 
- - - in powder form 


- in other forms1530- Others0402910000- - Not 

containing added sugar or other sweetening 
matter7150402990000- - Others15300403Butter 

milk, curdled milk and cream, yogurt, kephir and other fermented or 
acidified milk and cream, whether or not concentrated or containing 
added sugar or other sweetening matter or flavour or containing 
added fruit, nuts or cocoa040310- Yogurt- - Containing 

fruits,, nuts, cocoa or flavorin matter; liquid 

yogurt.0403101100- - - in liquid form, including condensed 
form15300403101900- - - others1530- - 

others0403109100- - - in condensed form15300403109900- 

- - others1530040390- Others0403901000- - 

Buttermilk 15300403909000- - others15300404Whey, 

whether or not concentrated or containing added sugar or other 
sweetening matter, products consisting of natural milk constituents, 
whether or not containing added sugar or other sweetening matter, 
roducts consisting of natural milk constituents, 

whether or not containing added sugar or other sweetening matter, 
not elswhere specified or included040410- Whey and modified 
whey, whether or not concentrated or containing added sugar or other 
sweetening matter- Fit for human consumption0404101100- 

- - Whey10200404101900- - - Others1530- - fit for 

animal feeding0404109100- - - Whey102004041 09900- - - 
others1530040490- Others0404901000- - concentrated, 
sweetened with added preservative or in hermetically sealed 
cans15300404909000- - others15300407Bird\'s 

eggs, in shell, fresh, preserved or cooked- Other than for 
hatching0407009100- - Hen\'s eggs20400407009200- - 

Duck\'s eggs20400407009900- - 

others20400408Bird\'s eggs, not in shell, and egg 

yolks, fresh, dried, cooked by steaming or by boiling in water, 
moulded, frozen or otherwise preserved, whether or not containing 
added sugar or other sweetening matter- Egg 

yolks04081 10000- - dried12200408190000- - 

eserved, whether or not containing 

added sugar or other sweetening matter 


- Egg 
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- - dried 
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others1220- Others0408910000- - 

dried12200408990000- - 

others12201005Corn1005100000- 

seed00100590- others1005901000- - 
popcorn30301005909000- - others251104Cereal 

grain otherwise worked (for example, hulled, rolled, flaked, 
pearled, sliced or kibbled), except rice or heading 10.06; germ of 
cereals, whole, rolled, flaked or ground- Rolled or flaked 
grains1104120000- - of oats2020110419- - of other 
cereals1104191000- - - of corn10201104199000- - - 
others2020- other worked grains (for example, hulled, 
pearled, sliced or kibbled)1104220000- - of 
oats20201104230000- - of maize510110429- - of other 
cereals1104291000- - - Bulgar20201104299000- - - 
others20201104300000- Germ of cereals, whole, rolled, flaked 
or ground20201507Soybean oil and its fractions, 

whether or not refined, but not chemically modified1507100000- 
0 

00 

- Germ of cereals, whole, rolled, flaked 

or ground 


Soybean oil and its fractions, 
whether or not refined, but not chemically modified 
1507 


Crude oils, whether or not degummed25150790- 
others1507901000- - refined oils20301507902000- - 

Fractions of unrefined soybean oils251507909000- - 
others20301508Ground nut oils and its fractions, 

whether or not refined, but not chemically modified1508100000- 
Crude oils, whether or not degummed25150890- 
others1508901000- - refined oils20301508902000- - 

Fractions of unrefined ground-nut oils251508909000- - 
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others203015090live oil and its fractions, whether or 

not refined by chemically not modified150910- 
Virgin:1509101000- - in packing of net weight not exceeding 
30 kg251509109000- - others25150990- others- - 

refined oils1509901100- - in packing of net weight not 
exceeding 30 kg20301509901900- - - others2030- - 
Fraction of un-refined oils1509902100- - in packing of net 
weight not exceeding 30 kg251509902900- - - others25- 
00 

- - - others 


- - in packing of net 
weight not exceeding 30 kg 


- - - Others 
2 
5 


- others1509909100- - in packing of net weight not exceeding 
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30 kg20301509909900- - - others203015100ther 

oils and their fractions, obtained solely from olives, whether or 
not refined, but not chemically modified, including blends of these 
oils or fractions with oils or fractions of heading 
15.091510001000- crude oils25-- others1510009100- 

- refined oils20301510009200- - Fraction of un-refined 
oils221510009900- - others20301511Palm oil and 

its fractions, whether or not refined but not chemically 
refined15111000- crude oils1511100010- - fractions of 
un-refined oils251511100090- - others25151190- 
others1511901000- - concentrated Palm stearin 
20301511909000- - others20301512Sunflower-seed, 

safflower or cotton seed oil and fractions thereof, whether or not 
refined, but not chemically modified1512110000- - Crude 
oil25151219- - others1512191000- - - Refined 

ons thereof, whether or not 
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refined, but not chemically modified 
1512 


1512 


- - - Refined 

oil20301512192000- - - Fractions of unrefined sunflower-seed 
or safflower 0il251512199000- - - others2030- Cotton 

seed oil and its fractions1512210000- - Crude oil, whether or 
not gossypol has been removed25151229- - 
others1512291000- - - Refined oil20301512292000- - - 
Fractions of unrefined cotton-see oil251512299000- - - 
Others20301513Coconut (copra), palm kernel or babassu 
oil and fractions thereof, whether or not refined, but not 
chemically modified- Coconut (copra) oil and its 
fractions1513110000- - Crude 0il25151319- - 
Others1513191000- - - Refined 0il20301513192000- - - 
Fractions of unrefined coconut 0il251513199000- - - 
others2030- Palm kernel or babassu oil and its 
fractions1513210000- - Crude 0il25151329- - 
others1513291000- - - Refined 0il20301513292000- - - 
Fractions of unrefined palm kernel oil and babassu oil 

oil 


20 
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Fractions of unrefined palm kernel oil and babassu oil 
251513299000- - - others20301514Rape, colza or 

mustard oil and fractions thereof, whether or not refined, but not 
chemically modified- Low erucic acid rape or colza and its 
fractions1514110000- - Crude 0il25151419- - 
Others1514191000- - - Refined oil551514192000- - - 

Fractions of un-refined oil251514199000- - - others55- 
others151491- - Crude oil1514911000- - - Rape or 

colza oil and its fractions251514919000- - - 
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others25151499- - others1514991000- - - Refined 
oil20301514992000- - - Fractions of unrefined oil25- - 
- others1514999100- - - - Rape or colza oil and its 
fractions20301514999900- - - - 
Others203015150ther fixed vegetable fats and oils 
(including jojoba oil) and their fractions, whether or not refined, 
but not chemically modified- Linseed oil and its 
fractions1515110000- - Crude 0il251515190000- - 

) and their fractions, whether or not refined, 

but not chemically modified 

- Linseed oil and its 

fractions 

1515 

11 

00 

00 

- - Crude oil 


Others1010- Corn oil and its fractions1515210000- - 
Crude oil25151529- - Others1515291000- - - Fractions 
of un-refined corn oil251515299000- - - 
Others2040151530- Castor oil and its 
fractions1515301000- - Crude oil251515309000- - 
others1010151540- Tung oil and its 
fractions1515401000- - Crude 0il251515402000- - 
Fractions of unrefined tung 0il251515409000- - 
others1010151550- Sesame oil and its 
fractions1515501000- - Crude 0il251515502000- - 
Fractions of unrefined sesame oil251515509000- - 
Others2050151590- Others- - Tengkawang 
011515901 100- - - Crude 011251515901 200- - - 
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Fractions of unrefined 0il251515901900- - - 

Others2040- - Others1515909100- - - Crude 
oil251515909200- - - Fractions of unrefined 
0il251515909900- - - Others20301516Animal or 
vegetable fats and oils and their fractions, partly or wholly 
- Crude 

oil 


00 


1516 

Animal or 

vegetable fats and oils and their fractions, partly or wholly 
hydrogenated interesterified, but not further prepared151610- 
Animal fats and oils and their fractions 1516101000- - in 
packing of 10 kg net weight or more20301516109000- - 
Others2030151620- Animal fats and oils and their 
fractions- - re-esterified fats and oils and their 
fractions1516201100- - - of soybean20301516201200- - - 
of palm oil, crude2030- - - of palm oil, except 
crude1516202100- - - - in packing of a net weight not 
exceeding 20 kg20301516202900- - - - 
Others20301516203000- - - of coconut oil2030- - - of 

palm oil1516204100- - - - Crude oil20301516204200- - - 

- Refined, bleached and deodorised (RBD)2030- - - Of palm 
kernel olein1516205100- - - - Crude oil20301516205200- 
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- of illipenut oil 20301516206900- - - Others2030- - 
Others1516207100- - - Hydrogenated fats in flakes, in 


Column 3 


- of illipenut oil 


- - - Hydrogenated fats in flakes, in 

packages of a net of weight of less than 10 kg20301516207200- 
- - Hydrogenated fats in flakes, in packages of a net of weight of 
10 kg or more20301516207300- - - Hydrogenated castor oil 
(opal wax)20301516208100- - - Of kernel stearin, crude oil 
20301516208200- - - of palm kernel stearin , refined, 

bleached and deodorised20301516208300- - - Other hydrogenaged 
refined, bleached and deodorised palm kernel Olein and 
stearin2030- - - Of palm kernel stearin of iodine value not 
exceeding 48:1516208400- - - - Crude 0il20301516208500- 

- - - Refined, bleached and deodorised (RBD)20301516208600- - 
- - Others20301516209900- - - 

others20301517Margarin, edible mixture or preparations 

of animal or vegetable fat or oils or fractions of different fats or 
oil of this chapter, other than edible fats or oils, or their 

fractions of heading 15.161517100000- Margarin, excluding 
fats or oils, or their 

fractions of heading 15.16 

1517 

10 

00 

00 

- Margarin, excluding 

liquid margarin1525151790- Others1517901000- - 

Imitation ghee20401517902000- - Liquid 
margarin20401517903000- - Mould release 

preparation2040- - Imitation lard; 

shortening:1517904100- - - Imitation lard of animal 
origin20401517904200- - - Imitation lard of vegetable 
origin20401517904300- - - Shortening2040- - Mixtures 

or preparations of vegetable fats or oils or of their 
fractions1517905100- - - Mixtures or preparation in solid 
form2040- - - Mixtures or preparation in liquid 
form1517906100- - - - in which groundnut oil 
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predominates2040- - - - in whch palm kernel oild 
predominates1517907100- - - - - crude 
0il20401517907200- - - - - other, in packing of net weight 


not exceeding 20 kg20401517907900- - - - - 
Others20401517908100- - - - in which palm kernel oil 
predominates20401517908200- - - - In which refined, bleached 


00 

- - - - in which palm kernel oil 
predominates 

20 

40 

1517 

90 
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82 

00 

- - - - In which refined, bleached 

and deodorised palm kernel oil predominates20401517908300- - 
- - in which crude palm kernel tlein 
predominates20401517908400- - - - in which refined, bleached 
and deodorised palm kernel olein predominates20401517908500- 
- - - in which soybean oil or coconut oil 
prodominate20401517908600- - - - in which illipenut oil 
predominates 20401517908900- - - - 

Others20401517909000- - others20401901Malt 

extract; food preparations of flour, groats, meal, starch or malt 
extract, not containing cocoa or containing less than 40% by weight 
of cocoa calculated on a totally defatted basis, not elswhere 
specified or included; food preparations of goods of heading 04.01 
to 04.04, not containing cocoa or containing less than 5% by weight 
of cocoa calculated on a totally defatted basis, not elsewhere 
specified or included190110-Preparations for infant use, put up 
for retail sale1901101000-- of malt extracts1530-- good 

tup 

for retail sale 

1901 


-- of malt extracts 
15 
30 
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-- good 

of headings 04.01 to 04.041901102100--- Medical nutritional 
products7151901102900---Others15301901103000- - made 
from soybean flour3040--others1901109100--- used for 
lactase deficiency infants15301901109200--- other medical 
nutritional products7151901109300--- others containing 
cocoa25351901109900---others2540190120- Mixed and 
doughs for the preparation of bakers wares of heading 
19.051901201000-- of flour, groats, meal, starch or malt 
extract, not containing cocoa25351901202000-- of flour, 
groat, meal, starch or malt extract, containing 
cocoa25351901203000-- others, not containing 
cocoa25351901204000-- others, containing 
cocoa2535190190- others-- Infant food, not put up for 
retail sale1901901100--- goods of headings 04.01 to 
04.0415301901901200--- for lactase deficiency 
infants15301901901300---Other Medical 
products7151901901900--- others25401901902000-- Malt 
-- for lactase deficiency 

infants 

15 


---Other Medical 
products 


25 


extracts1530-- others, of good of headings 04.01 to 
04.04:1901903100--filled milk15301901903200--- medical 
food 7151901903300--- others, not containing 
cocoa15251901903400--- Others, containing cocoa 
1525--Other soya base Preparations1901904100--- in 
powder form 30401901904900--- in other form3040-- 
others1901905100--- medical food7151901905200--- 
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others, not containing cocoa 25401901905300--- others, 
containing cocoa25402202Water, including mineral 

waters and aerated waters, containing added sugar or other 
sweetenining matter of flavoured, and other non-alcoholic beverages, 
not including fruit or vegetable juice of heading 
20.09220210Waters, including mineral waters and aerated waters, 
containing added sugar or other sweetening matter of 
flavoured2202101000-- Sparkling mineral waters and aerated 
waters, flavoured 40402202109000-- Others 4040220290- 

202 

10 

10 

00 

-- Sparkling mineral waters and aerated 

waters, flavoured 


others 2202901 000-- Flavoured UHT milk drink 
20402202902000-- soya milk drink40402202903000-- Non- 
aerated beverages ready for immediate consumption without 
dilution40402202909000-- others40402301 Flours, 

meals and pellets, of meat or meat offal, of fish or of crustaceans, 
mollucs or other aquatic invertabrates, unfit for human consumption; 
greaves2301100000- Flours, meals and pellets, of meat or meat 
offal; greaves.382301200000- Flours, meals and pellets, of 

fish or of crustaceans, mollucs or other aquatic 
invertabrates382302Bran, sharp and other residues, 

whether or not in the form of pellets, derived from the sifting, 
milling or other working of cereals or of leguminoius 
plan2302100000- of maize5102302200000- of paddy, 
rice5102302300000- of wheat252302400000- of other 
grain5102302500000- of leguminous 

plants5102303Residues of starch manufacture and 


- of other 
grain 

5 

10 

2302 
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- of leguminous 

plants 

5 

10 

2303 

Residues of starch manufacture and 

similar residues, beet-pulp, bagasse and other waste of sugar 
manufacture, brewing or distilling dregs and waste, whether or not 
in the form of pellets230310- Residues of starch manufacture 
and similar residues2303101000-- of manioc (cassava) or 
sago5102303109000-- others252303200000- Beet pupl, 
bagassae and other waste of sugar manufacture5102303300000- 
Brewing of distilling dregs and waste252307000000Wine 

lees; argol5102309Prepared animal 

fodders230910- Dog or cat food, put up for 

retail2309101000- - Containing meat5102309109000- - 
Others510230990- Others- - Complete 

feed2309901100- - - for poultry5102309901200- - - for 
pigs5102309901300- - - Praw feed5102309901900- - - 
Others5102309902000- - Premixes, feed supplements and feed 
additives252309903000- - Others, containing 
meat5102309909000- - Others.25 


MICHALAK 
00 
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-- Premixes, feed supplements and feed 
additives 


- - Others, containing 
meat 


- - Others. 
2 
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E.O. 12958: DECL: 09/04/2017 
TAGS: ECON, ETRD, PGOV, OECD, KDEM, SENV, SI 
SUBJECT: OECD ACCESSION CRITERIA FOR SLOVENIA 


REF: STATE 118192 
Classified By: CDA GShelton, Reasons 1.4 (b,d) 


SUMMARY 


1. (SBU) In post\'s judgment, Slovenia should not have many 
difficulties fulfilling the accession to the OECD. It meets 

many of the pre-accession criteria and shares the fundamental 
common values. Since independence in 1991, its foreign 
policy goal has been to integrate into the Euro-Atlantic 
community; it joined both NATO and the EU in 2004. Although 
the GOS has indicated its resources will be stretched thin 
during the EU Presidency (January through June 2008), it is 
committed to the accession process. On August 30, the 
Government of Slovenia established a working group headed by 
Dr. Ziga Turk, Minister without Portfolio (in the Prime 
Minister\'s office), responsible for coordination and 
implementation of the Slovenian Development Strategy and 
Social and Economic Reforms, to lead Slovenia\'s accession 
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negotiations. The accession process should spur Slovenia to 
sped up its slow, cautious approach to economic refom, 
including privatization. The accession negotitions could 

also provide an incentive to pressur Slovenia to improve its 
anti-corruption laws, wich Parliament will review in 

October. End Summay. 


PRE-ACCESSION CRITERIA 


2. (SBU) Slovenia is one of the founding membrs of the World 
Trade Organization. It is an acive and constructive 
participant in other interntional or regional organizations 
whose work is rlevant to that of the OECD, including 
significan technical agencies such as the World Intellectual 
Property Organization (WIPO), he International Laor 
Organization (ILO), the International Monetar Fund, the 

World Bank, and the European Bank forReconstruction and 
Development. It participatesas a donor in the latter two 

IFls. 


LIKE-MINDEDESS 


3. (SBU) As a member of bth the European Union and NATO 
since 2004, Sloveia shares the common values that serve as 
implict foundations for the work of OECD committees. 

Sovenia is currently serving as the Chairman of the 
International Atomic Energy Agency (IAEA) Board of Governors 
and it served as the Organization for Security and 

Cooperation in Europe (OSCE) Chairman-in-Office in 2005. 
Since the break-up of the former Yugoslavia, Slovenia has 
instituted a stable, multi-party, democratic political 

system, characterized by regular elections. Itis a 
parliamentary democracy and constitutional republic. 

4. (U) Slovenia generally respects its citizensY human 

rights. As documented in the 2006 Human Rights Report, 
however, there were problems in some areas, including trial 
delays, cursory procedures for reviews of asylum 

applications, indirect governmental influence on the media, 
discrimination and violence against Roma and homosexuals, and 
discrimination against former Yugoslav residents without 

legal status. 

5. (SBU) Slovenia takes a cautious and measured approach to 
reform, however, its record of economic management since 
independence in 1991 has been very good. Slovenia became the 
first of the new EU accession countries to join the Euro zone 
with its successful adoption of the Euro on January 1, 2007. 
Foreign trade is very important to the Slovenian economy, 

with the annual volume of imports and exports exceeding 100 
percent of GDP. Nearly two-thirds of Slovenia\'s overall 
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trade is with the EU, and the vast majority is with Germany, 
Italy, Austria and France. However, the current government 
has yet to implement the larger economic reforms promised 
when it came to power in 2004. The government introduced a 
minor tax reform in January 2007, but other reforms such as 
more drastic tax changes, an overhaul of the pension system 
in this graying country, a more flexible labor market and 
stimulating entrepreneurship will most likely have to wait 

until after the 2008 Parliamentary elections. Privatization 
has also been slower than we had hoped; sales of several 
remaining large state holdings, although planned for several 
years, have yet to occur. In the first quarter of 2007, its 
growth rate was 7.2 percent with indications that this would 
continue throughout 2007. Slovenia is also committed to 
sustainable development. 


OECD INSTRUMENTS AND RECOMMENDATIONS 


6. (C) A member of the Convention on Combating Bribery of 
Foreign Public Officials in International Business 
Transactions, Slovenia hosted an OECD Working Group in 
January-February 2007, which made a number of 
recommendations. The Working Group\'s concern about 
anti-bribery received a lot of public attention. In an 

August 30 meeting, the head of the Kos Commission for the 
Prevention of Corruption told Emboff that Parliament would 
consider competing drafts on anti-corruption in October. He 
explained that while the Ministry of Public Administration 

had proposed a draft law that would transfer anti-corruption 
responsibilities to the Court of Audits, a concern of the 
Working Group, the Kos Commission would also submit a draft 
law. The Kos Commission draft would broaden the current law 
to cover lobbying, a wider area of conflicts of interest, 
protection of whistle-blowers, financing of political parties 
and elections, and strengthen articles on anti-corruption in 
general. Kos doubted that the Public Administration\'s draft 
would withstand challenges in the constitutional court, but 

he noted that if his commission\'s draft passed in the first 
reading in October, which is a public session, it stood a 
good chance of final passage. 
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E.O. 12958: N/A 

TAGS: ENRG, EPET, EINV, ECON, PREL, AR 

SUBJECT: ARGENTINA: ENERGY SECRETARY CAMERON ON U.S. BUSINESS 
CONCERNS AND ECONOMIC POLICY IN THE CRISTINA ERA 


Ref: (A) Buenos Aires 1680 


(B) Buenos Aires 1593 
(C) Buenos Aires 1456 
(D) Buenos Aires 1415 
(E) Buenos Aires 65 


This cable contains business-sensitive information - not for 
internet distribution. 


1. (SBU) Energy Secretary Daniel Cameron, a leading candidate to 
replace Planning Minister De Vido in a likely Cristina Kirchner 
administration, told Ambassador the Planning Ministry will be 
re-engineered to better administer its Energy, Transportation, 
Communications, Mining and Public Works responsibilities. He denied 
the GoA is taking a \"statist\" approach to energy infrastructure 
development, notwithstanding recent announcements of over US$ 10 
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billion in new GoA-funded hydro, thermal and nuclear power 
generation projects. He praised the IDB\'s energy project 

flexibility but faulted the World Bank for being unnecessarily rigid 

in its approach to Argentina, citing Argentina\'s 2006 decision to 
pre-pay a World Bank loan for the controversial Argentine/Paraguayan 
Yacyreta hydroelectric facility. Cameron hoped that newly arrived 
World Bank country manager Pedro Alba will help smooth the bilateral 
relationship. He expressed concern over the large number of ICSID 
arbitration cases filed by international energy companies that are 

still pending resolution. 


2. (SBU) On specific U.S. upstream player (Occidental, Apache) 
concerns about negotiations with provinces to renew exploration 
concessions that will expire in 2016, Cameron argued that 
hydrocarbon exploration and development capital investments 
generally pay out in 3-5 years and that hydrocarbon multinationals 
have a \"social obligation\" to continue high rates of investment in 
Argentina. On concerns by U.S. electricity generators AES and Duke 
about arrears in GoA wholesale electricity payments, he admitted 
that GoA accounts had been \"strained\" by the July energy crunch (Ref 
D) and said he is working to regularize payments. Finally, Cameron 
said that, should Cristina Kirchner win upcoming presidential 
elections, she would \"open the way\" for new initiatives to 

rationalize growing Argentine economic distortions. End Summary. 


3. (SBU) In an August 24 meeting with GoA Planning Ministry Energy 
Secretary Daniel Cameron, Ambassador presented Energy Secretary 


SIPDIS 

BodmanWs invitation to Cameron to attend a September 16 meeting in 
Vienna of the Global Nuclear Energy Partnership (Ref A). Ambassador 
noted to Cameron that, with six major U.S. energy firms currently 
operating in Argentina (Apache, Chevron, Occidental, Esso, AES and 
Duke), our Embassy follows developments in this sector closely. 
Cameron replied that the GoA is implementing a coordinated energy 
master plan to expand hydrocarbon exploration and development in 
Argentina and to bring needed new hydro, thermal and nuclear 
electricity generation resources on line. 


4. (SBU) Current \"strains\" on the domestic energy network, Cameron 
said, should be \"stabilized\" by 2009 as planned new capacity is 
added, Cameron said (Refs C, D). He agreed that the GoA needs to 
work on \"better institutionalization\" of primary energy 

infrastructure, since current Planning Ministry initiatives to 

finance new energy capacity have \"many virtues but some problems.\" 
The Planning Ministry will be \"re-engineered\" to facilitate its role 

in managing 18-19% of Argentina\'s GDP, he said. (The Planning 
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Ministry has responsibility for Energy, Communications, 
Transportation, Mining and Public Works. Cameron has been widely 
mooted for promotion to the Planning Minister position in a likely 
Cristina Kirchner administration.) 


5. (SBU) Notwithstanding recent GoA announcements of over US$ 10 
billion in new GoA-funded hydro, thermal and nuclear generation and 
gas and electricity distribution projects, Cameron denied that the 

GOA is taking a \"statist\" approach to energy infrastructure 
development. All recent GoA investment initiatives have been 
reviewed with the private sector, he said. The GoA is also in 
discussions with the Inter-American Development Bank (IDB) on new 
energy infrastructure project development, above and beyond the 
IDB\'s US$ 580 million commitment earlier in 2007 to fund the Norte 
Grande electricity transmission program. 


6. (SBU) Cameron praised the IDB\'s project-oriented flexibility and 
noted their early support for developing a planning function in the 
GoA\'s Energy Secretariat. But he faulted the World Bank for being 
unnecessarily rigid in its approach to Argentina. He cited in 

particular the multi-billion Yacyreta hydroelectric facility on the 

Parana River along the border between Argentina and Paraguay which 
the Bank has been funding since 1992. (In September 2006, Argentina 
pre-paid the US$ 106 million balance due on the World Bank\'s second 
Yacyreta project loan to overcome longstanding World Bank objections 
to the project\'s non-compliance with environmental and relocation 
conditionality.) The World Bank needs to bring \"new air\" to its 
relationship with Argentina, Cameron concluded, and he hoped that 
the arrival of new World Bank country manager Pedro Alba would help 
smooth the bilateral relationship. 


7. (SBU) Finally, Cameron expressed concern over the large number of 
International Center for the Settlement of Investment Disputes 

(ICSID) arbitration cases filed by multinational energy companies 

that are still pending resolution. It would be helpful, he said, if 

these cases could somehow be combined into a single class-action to 
limit the time and expense the GoA is devoting to their legal 

resolution. (There are billions in outstanding arbitral claims 

against the GoA by foreign investors (Ref E), the value of whose 
Argentine assets were dramatically reduced by unilateral emergency 
measures adopted by the GoA in the aftermath of the 2001/2 economic 
crisis. As a consequence, Argentina holds the largest single number 
of outstanding arbitration cases pending at the World Bank\'s 

ICSID.) 


Hydrocarbon Concession Renewals: A Provincial Play 
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8. (SBU) In a separate meeting with EconCouns August 23, Cameron 
reviewed specific U.S. energy company concerns. U.S. upstream 
players Occidental (with operations concentrated in Santa Cruz 
province) and Apache Energy (with the bulk of its new investment in 
southernmost Tierra del Fuego province) remain eager to move forward 
on concession renewal negotiations with provincial authorities. 
Although current concessions originally granted in the early 1990s 
run through 2015-2016, Occidental and Apache argue that they need 
longer term certainty in order to better plan and justify to U.S. 

Boards of Directors new capital investment in Argentine exploration 
and development. 


9. (SBU) Cameron replied that Occidental\'s negotiations in Santa 
Cruz will likely follow concession terms currently being negotiated 

with provincial officials by UK/Argentine joint venture Pan American 
Energy: Pan American had recently concluded a concession contract in 
bordering Chubut province with Governor Mario Das Nevas that Cameron 
believes should serve as a national model. He called delays in Pan 
American and Occidental\'s Santa Cruz province concession 
negotiations the consequence of \"political sensitivity\" there 

following ongoing teacher and oil field work strikes in the 

province. He urged Apache Energy to help educate the newly elected 
governor of Tierra del Fuego province on \"world-class\" concession 
accords. (Provinces have been granted considerable autonomy in 
managing their hydrocarbon and mineral wealth under the GoA\'s 
recently implemented natural resource law.) 


10. (SBU) Cameron argued that hydrocarbon exploration and 
development capital investments generally pay out in 3-5 years and 
that hydrocarbon players have a \"social obligation\" to continue high 
rates of investment in Argentina. He appreciated that Occidental 
and Apache are putting considerable effort and new money into the 
ground. Others, he said, including Spanish-owned YPF Repsol, are 
not. 


11. (SBU) Cameron confirmed that payment by the GoA-regulated 
wholesale electricity CAMMESA of December 2006 arrears due to 
generators, including U.S. companies AES and Duke, would be made 
shortly. This leaves CAMMESA roughly six months behind on payments. 
Cameron said CAMMESA accounts were \"strained\" during the July 
energy crunch given the GoA\'s need to purchase significant \"topping\" 
electricity from Brazil and to purchase fuel-oil from abroad to 

provide generators needed supplies (Ref C, D). The GoA, he said, is 
working to \"regularize\" CAMMESAVs finances to see generators made 
whole. 
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12. (SBU) Cameron noted Cristina Kirchner\'s upcoming September 24-27 
visit to New York City, where she will be the guest of honor at a 

Council of the Americas lunch. He asked EconCouns what the USG 
thought of Cristina\'s August 7 Council of the Americas seminar 
presentation in Buenos Aires (Ref B). Cameron said that Cristina 

will \"change\" some things and \"open the way\" on other new 

initiatives to rationalize growing distortions in Argentina\'s 

economy. He declined to answer when EconCouns asked if such changes 
could include adjustments in public utility tariffs that most energy 

players in Argentina argue are needed to attract new private 

investment in the sector. 
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Classified By: Ambassador Janet A. Sanderson, reasons 1.5(b) and (d). 


1. (U) Summary: This is a monthly report on various topics of 
interest which do not merit a full reporting cable. End 
summary. 


2. (SBU) PROMINENT LAVALAS ACTIVIST DISAPPEARS. The Haitian 
media reports that Lovinsky Pierre-Antoine, Lavalas leader 

and potential senatorial candidate in November\'s upcoming 
election, disappeared on August 12th and may have been 
kidnapped. Pierre-Antoine disappeared around 10:00 PM after 
departing from a meeting with a human rights delegation from 
Foundation Mapou and the Haiti Priority Project. (Note: 

Poloff met with the same delegation on Friday, August 17 at 

the chancery. End note). The HNP found Pierre-Antoine\'s car 
abandoned, with a shirt and CDs on the seat, on Delmas 10 in 
Port-au-Prince. On Monday, August 13, the supposed kidnapper 
called demanding USD 300,000 for his release. The Haitian 
media has not reported any further contacts with the 

kidnapper. Embassy contacts increasingly suspect this may 

not be a genuine kidnapping, since there have been no 

reported negotiations over ransom amount and payment, or any 
further pleas for help from family members, which typify 
kidnappings in Haiti. The HNP reports no leads. 


3. (C) PRIME MINISTER SUPPORTS SENATE ELECTIONS BY DEADLINE, 
INDIRECT ELECTIONS NEXT YEAR. PM Alexis told the Ambassador 
on August 28 that he supports holding elections for one-third 

of the Senate by January 2008 as mandated by the constitution 

(reftel) and is awaiting President Preval\'s decision on the 

matter. However, he and the President believe Haiti is not 

ready for indirect elections this year, but stated those 

would be held next year. Since without indirect elections 

there can be no Permanent Electoral Council (CEP), Alexis 

said the idea had been floated to allow political parties to 

nominate counselors for a new Provisional Electoral Council, 

from which Preval would select the nine final counselors. 

Alexis stated that it is the Prime Minister who is charged 

with nominating a Director General of the CEP, be it 

permanent or provisional. The Ambassador emphasized the 
importance of having all constitutionally-mandated elections 

held on time. Setting the gears in motion for Senate 

elections still awaits Preval\'s action. 


4. (C) PRO-ARISTIDE PRIEST RETURNS TO HAITI, NOT SEEN AS 
THREAT. Self-described Jean-Bertrand Aristide representative 
Father Gerard Jean-Juste returned to Haiti for a few days in 
mid-August after nearly two years of exile in Miami, 

declaring he would continue to mobilize support for the 

return of Aristide to Haiti. (Note: Jean-Juste faces 
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criminal charges in Haiti related to activities under the 

Aristide regime, but was released from custody in January 
2006 to seek treatment for leukemia. End note). On August 
28, PM Alexis told tne Ambassador that Jean-Juste personally 
contacted him during Alexis\' recent visit to Miami and 
confided that he was continuing medical treatment in Florida 
for his leukemia. Alexis said he is not at all concerned 

that Jean-Juste could become a destabilizing factor. MINUSTAH 
reported to POL Couns on Aug 29 that Jean-Juste had since 
left the country. 


5. (U) MAYOR OF CITE SOLEIL GRIPES ABOUT USG, THEN RECANTS. 
Mayor of Cite Soleil Wilson Louis was quoted in the Haitian 
press on August 21 stating that he has not yet \\'seen the 
color\\' of the USD 20 million promised to Cite Soleil by the 
USG, referring to the Haiti Stabilization Initiative (HSI) 

funds. When HSI Deputy StabCoord confronted Mayor Louis on 
August 23 about his blatantly untrue comments, Louis claimed 
he had been misquoted but proceeded to request that HSI roll 
out programming more quickly. (Comment: The previous week, 
on August 17, Mayor Louis stood with Embassy staff at an 
HSI-funded sports camp and thanked the USG for its support. 
Louis often complains publicly about lack of projects in Cite 
Soleil, but generally back-pedals in private conversations. 

This may simply be an attempt to goad donors into doing more 
for his community, but nonetheless the tactic is frustrating 

to the HSI team and others working in the area. End 

comment.) 
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6. (U) SOLAR-POWERED TRAFFIC LIGHTS. Director of Political 
Affairs at the Ministry of Foreign Affairs, Weiner 

Jean-Baptiste told Poloff on August 7 that the Ministry of 
Transportation (MoT) has purchased new solar-powered traffic 
lights from Spain. The MoT is in the process of installing 

the lights in Port-au-Prince and Cap Haitien, then will 

expand installation to other cities throughout the country 
thereafter. According to Weiner, the MoT will complete 
installation before the beginning of the school year. 
Enforcement of fines for drivers who disobey the new lights 

will go into effect in October. Jean-Baptiste noted that the 
currently unsynchronized traffic light patterns, however, are 
bound to cause heavier traffic congestion. 


7. (U) CANADA OFFERS HURRICANE RELIEF. Following 9 fatalities 
and severe property damage caused by Hurricane Dean, the 
Canadian Minister of International Cooperation announced on 

August 21 that the Canadian government will provide Haiti 


Column 3 

with USD $2 million in humanitarian assistance. The aid will 
supplement disaster relief efforts of NGO\'s and international 
humanitarian organizations. 


8. (U) CUSTOMS WORKERS STRIKE (BRIEFLY) AT NATIONAL PORT. 
Customs workers at Haiti\'s National Port Authority (APN) 

staged a day-long strike on August 9. APN customs employees 

staged the strike to protest the August 8 arrest of two 

customs employees in connection with the imprisonment of 

prominent Haitian businessmen Fritz and David Brandt on 

charges of customs fraud. Port operations resumed as normal 

on August 10. 


9. (SBU) DEFENSE MINISTERS CONVENE ON MINUSTAH. The Defense 
Ministers of nine Latin countries with contingents in 

MINUSTAH will convene in Port-au-Prince, Sept. 4-5 to discuss 
the peace-keeping operation. MINUSTAH Political Adviser Le 
Chevalier says the SRSG will try to organize a separate 
meeting of Core Group representatives with the Ministers 
during their stay in Haiti. (Note: The same countries\' 

deputy defense ministers are conferring in Guatemala on 
August 31, where US or Canadian representatives will 
participate as observers. End note.) 

SANDERSON 
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SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, PHUM, PREL, GH 
SUBJECT: GHANA POLITICAL ROUNDUP 


Topics Covered: 


-- Ruling NPP Holds Primaries in the North 

-- Trade Union Leadership Struggle 

-- Professor Mills Predicts End for NPP 

-- NPP Poll and Presidential Aspirants 

-- Ghanaian Concern About Inaction on 2005 Gambia Murders 
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NPP Selecting Candidates 


1. (SBU) The ruling New Patriotic Party (NPP) is selecting 
Parliamentary Candidates for constituencies in three northern 
regions (Northern, Upper East and Upper West regions) ahead of the 
2008 general elections. [NOTE: The NPP has been historically weak in 
these areas, and does not hold parliamentary seats in these 
constituencies. END NOTE]. In some instances, District Chief 
Executives and Deputy Regional Ministers are being unanimously 
selected by party delegates after what the national party officers 

call \"interviews.\" Some observers have criticized this selection 
process as neither competitive nor transparent, and have suggested 
that some candidates who do not receive a nomination may launch 
independent bids. 


2. (U) NPP executives have rebutted this criticism, arguing that the 
screening and endorsement process is an effective and fair method 
for selecting candidates given the number of activists interested in 
running. Party officials also claim this approach is appropriate 
\"given the special circumstances facing the party.\" In the last 
election, the NPP won only two of 13 seats in the Upper East region, 
1 of 10 in the Upper West and 8 of 26 in the Northern region. 


ICU in Leadership Struggle 


3. (U) On August 20, an Accra Court ordered Napoleon Kpoh, Secretary 
General of the Industrial and Commercial Workers Union (ICU) and 
Ahmed Y.B. Salifu, National Chairman of the ICU, to step down from 
office after a 17 year reign. This decision followed a lengthy power 
struggle between Kpoh and the union\'s Interim Management Committee, 
after Kpoh refused to vacate his office at the conclusion of his 

elected term. Kpoh\'s term expired on August 10, but Kpoh and Salifu 
failed to convene a congress of ICU members to choose successors. 
Kpoh has appealed the court\'s decision. The ICU remains an 

influential Trade Union, but this leadership struggle may weaken the 
union. 


End in Sight for the Ruling NPP? 


4. (U) Professor John Evans Atta Mills, National Democratic Congress 
(NDC) Presidential Candidate, and former Vice President, claimed 
August 21 that \"the clock is ticking\" for the ruling NPP government, 
saying that the only way the NPP can win in 2008 is to manipulate 

the election\'s outcome. Mills, who is currently touring the U. S. to 

drum up support and money among the Ghanaian diaspora, also said the 
ruling party is only interested in pursuing a partisan agenda, 

instead of keeping Ghana focused on common goals. Mills claims that 
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\"Ghanaians are tired of the same old bickering and it is time to 
move forward.\" He told his audience that, if elected, his government 
would enter into dialogue with all shades of political opinion and 
inspire hope in Ghanaians. 


5. (U) Mills\' trip to the U.S. is but one example of the NDC\'s 
vigorous fundraising activities in Europe and North America to 
support its 2008 campaign. Similar engagements by former President 
Rawlings across the U.S. are reported to have yielded the NPP USD 
700,000 in pledges during August. Mills is one of the better known 
names in Ghanaian politics, having contested two previous elections. 
In 2004, he received 43% of the vote compared to Kufuor\'s 52%. 
Former FM Announces Candidacy, but trails in NPP POLL 


6. (SBU) Meanwhile, the contest to represent the NPP in the 2008 
elections is becoming more heated, with approximately two-dozen 
candidates in the current field. On August 28, former Foreign 
Minister Nana Addo Dankwa Akuffo-Addo formally announced his 
candidacy, highlighting his qualifications for the job and arguing 

that he is the best candidate to \"safeguard democracy.\" On August 
29, the President\'s brother (and former Defense Minister) Addo 
Kufuor, announced his own candidacy. However, at this stage Addo 
Kufuor does not appear to be among the front runners. 


7. (U) Despite much fanfare around Akuffo-Addo\'s announcement, an 
Accra-based local newspaper, the Daily Dispatch, published a poll on 
August 28 of 900 Ghanaians in 15 constituencies, showing former 
Trade Minister Alan Kyerematen and Vice President Aliu Mahama as the 
early favorites for the NPP nomination and Akuffo-Addo well behind 

in third place. Several Embassy sources have cautioned against 

reading too much into Kyerematen\'s early lead, saying that much time 
remains before the election. 
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The results follow: 


Alan Kyerematen - 16.5% 
Alhaji Aliu Mahama - 16% 
Hackman Owusu-Agyeman - 10.9% 
Nana Akufo-Addo - 10.9% 
Dan Botwe -7.6 % 

Frimpong Boateng - 6.7 % 
Mike Oquaye -6.3 % 

Osafo Maafo-5.6 % 

Papa Owusu Ankomah -4 % 
Addo Kufuor - 2.3 % 

Owusu Agyepong -2 % 
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Kofi Apraku -1.7 % 
Jake Obetsebi-Lamptey -1.2 % 


Murder of Ghanaians generates new public interest 


8. (U) Civil society groups and prominent individuals have expressed 
deep disappointment with the GOG\'s delay in resolving the murder of 
eight Ghanaians and forty-four other West African nationals in the 
Gambia in 2005 while they were en route to Europe through Senegal. 
Following renewed public interest and media criticism, the MFA 
announced that a seven-member government delegation departed Accra 
for the Gambia on August 24 as part of the continuing investigations 

into this incident. 


9. (U) Despite numerous delegations to the Gambia, little has been 
learned about the fate of these individuals. The state owned 
\"Ghanaian Times\", quoting Ghana Police sources, recently claimed 
that the order for the Ghanaians\' execution came from Gambian 
President Yahya Jammeh since he was led to believe that the 
Ghanaians in question were dissidents preparing to overthrow his 
regime. President Jammeh did not attend the recent African Union 
summit in Accra and some Ghanaian observers attributed his absence 
to the controversy over the Ghanaian deaths. A final report on the 
incident should be issued in September, according to government 
sources. 
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E.O. 12958: N/A 

TAGS: KPAO, OPRC, KMDR, PREL 

SUBJECT: MEDIA REACTION; CHILEAN PRESIDENT MICHELLE BACHELET; US 
SECRETARY OF AGRICULTURE\'S COMMENTS ON ARGENTINA AND BRAZIL; 


Column 3 


SIPDIS 
08/30/07 


1. SUMMARY STATEMENT 


Leading international stories today include the implications of the 
protests staged over the Chilean Governmenti\'s economic and social 
policies; and comments from US Secretary of Agriculture Mike Johanns 
on Argentina and Brazil. 


2. OPINION PIECES AND EDITORIALS 
- \"Figures\" 


Marcelo Cantelmi, international editor of leading \"Clarn,\" writes 
(08/30) \"If you take Chile and divide it into five sections and then 
take into account the total population of the country, you will see 
that one entire section belongs to three percent of the wealthiest 
sector. 


\"... If you take the total income, you will see that more than half, 

61 percent of the total, is being distributed among 20 percent of 

the wealthiest sector, and 20 percent of the other extreme, the 

poor, only receives 3.3 percent. It has been common knowledge since 
the times of Bismarck and his welfare state that if the market is 

not balanced by the governmenti\'s intervention, the whole structure 
first trembles and then explodes. Chile is only one example.\" 


- \"Facing the most painful claim\" 


Federico Quilodrn, daily-of-record \"La Nacisn\'s\" Santiago de 
Chile-based correspondent, comments (08/30) \"Yesterday\'s 
demonstration against the Chilean government\'s economic policy is 
the greatest challenge and the most painful blow to Socialist 
President Michelle Bachelet since she took office. Lastly, it is a 
claim from her own allies for more equitable income distribution, 
one of Bachelet\'s most important \'mottos\'... 


\"The complaint about the model, which is considered \'neo-liberal\' 
and is opposed by the Central Unitaria de Trabajadores (CUT) trade 
union, was also supported by three out of the four political parties 
making up the government coalition and included the mobilization of 
official legislators. The left wing of the alliance supported the 
discontent over the system, and only centrist Democracia Cristiana 
distanced itself from the protest demonstration. 


\"The president seemed not to be affected by the blow and only 
reiterated her willingness to hold negotiations... 
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\"Bachelet is convinced that her dedication to social justice is 
unquestionable. 


\"Her Economy Minister, Andrs Velasco, an economist with a US 
degree, is the one who implemented Chilean economic policies, and 
trade unions and political leaders are opposed to him. 


\"Bachelet again supported him in spite of the fact that, in his 

efforts to manage public finances, Velasco was one of those who was 
determined to implement the controversial Transantiago 
transportation plan, with all its shortfalls and the damage it 

inflicted on the president\'s popularity. 


\"... One indicator of the prevailing inequality in the country, in 
spite of the economic bonanza, has been the Catholic Church\'s 
criticism.\" 


- The US advises Argentina to further open its economy to the 
world\" 


Alejandro Bianchi, columnist of business-financial \"El Cronista\" on 
special assignment in Decatur, Illinois, writes (08/30) \"The USG 
again made clear that on trade issues Brazil continues leading 
Argentina. During a press round table held yesterday, Mike Johanns, 
US secretary of Agriculture, said that Argentina and Brazil \'should 
admit that opening their markets will be positive for their 
economies\' and that those opposing free trade deals Vare taking the 
wrong direction.\' 


\"Johanns made these statements in the framework of the Farm Progress 
Show... 


\"When \EI Cronista\' asked him what will happen to those countries 
refusing to sign a free trade deal with the US, Johanns identified 
who is the most important partner for the US. 


\"The USG official said \'Brazil is a world competitor, it carried out 
negotiations with us at the WTO and is close to us in many of our 
local issues; it needs the international market for its agricultural 
market.\' VArgentina and Brazil should work to access the world 


market and also admit that opening their markets will be positive 
for their economies.\' 


\"... So far, Argentina has always taken refuge in Mercosur. While 
Brazil agrees on this point with Argentina and is also aware of its 
world potential, it has flirted lately with reaching an FTA with the 

US, as Uruguay did. During US President George Bush\'s last visit to 
Brazil, their joint statement to promote the world development of 
bio-fuels was an example. 
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Y... We should also recall that Chile is the only country in the 
Southern Cone that has reached a free trade deal with the US, which 
is in force.\" 


To see more Buenos Aires reporting, visit our 
classified website at: 
http://www .state.sqov.gov/p/wha/buenosaires 


WAYNE 


120579 

PP RUEHWEB 

DE RUEHKG #1311 2421844 

ZNR UUUUU ZZH 

P 301844Z AUG 07 

FM AMEMBASSY KINGSTON 

TO SECSTATE WASHDC PRIORITY 5270 


SIPDIS 
SIPDIS 
STATE FOR WHA/CAR RANDALL C. BUDDEN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: JAMAICA: REQUEST FOR THREE (3) HUMAN RIGHTS 
VETTING FOR US IMET IS SEPTEMBER 16, 2007 


1. Post request the Department\'s assistance in screening the 
following candidates of the Jamaican Defense Force (JDF) who 
have been nominated for training in the U.S., pursuant to the 
Leahy Act and Foreign Assistance Act. Post has no derogatory 
information. 


Names of proposed candidates: 


Name: MEADE, Rocky 

Passport No.: S4000258 

Date/Place of Birth: 22 Dec 63, St. Andrew, Jamaica 
Occupation: LtCol/JDF 

Unit: Support & Services Battalion 

Service No.: JCA/1293 


Type of Training: Global Fleet Station MTT\'s 
HSV-2 SWIFT/Port Antonio, Jamaica 

Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 


Name: PRYCE, Daniel 
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Passport No.: S4000364 

Date/Place of Birth: 05 July 64, St. Mary, Jamaica 

Occupation: LtCol/JDF 

Unit: 2 JR 

Service No.: JCA/1279 

Type of Training: Global Fleet Station MTT\'s 
HSV-2 SWIFT/Port Antonio, Jamaica 

Training Starts: 17 Sept 2007 


Travel Date: 16 Sept 2007 

Name: ROBINSON, Derek 

Passport No.: S4000260 

Date/Place of Birth: 14 Mar 61, Kingston, Jamaica 
Occupation: LtCol/JDF 

Unit: 1JR 

Service No.: JCA/1254 


Type of Training: Gloval Fleet Station MTT\'s 
HSV-2 SWIFT/Port Antonio, Jamaica 

Training Starts: 17 Sept 2007 

Travel Date: 16 Sept 2007 


2. Post appreciates the Department\'s assistance. 
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DEPT FOR IO/PPC BATLLE 
DEPT ALSO FOR WHA/PPC GONZALEZ, DEACON AND MILLER 
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DEPT ALSO FOR WHA/CEN CORNFORTH 
NSC FOR K. MCDONALD 

DEPT FOR CA 

DEPT FOR EAP/J AND S/WCI 

DEPT FOR INR/B 

USUN NEW YORK FOR MCBRIDE 
SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 08/27/2012 

TAGS: PREL, OPDC, PINR, CVIS, UNGA, VT, NU 

SUBJECT: NICARAGUA NOMINATES ANTI-U.S., FORMER AMCIT AS 
GRULAC CANDIDATE FOR 63RD UNGA PRESIDENCY 


REF: VISAS DONKEY FOR D\'ESCOTO BROCKMANN (SENT 
8/15/07 THROUGH CCD) 


Classified By: Ambassador Paul Trivelli for reasons 1.4 (b) & (d). 


1. (C) SUMMARY. Nicaragua plans to nominate former Foreign 
Minister, Miguel DVESCOTO Brockmann, a gratuitously 
anti-U.S., former AMCIT, and former Catholic priest, as the 
GRULAC candidate for President of the 63rd Session of the 
UNGA (2008-2009), Foreign Minister Samuel Santos told us on 
August 24. Based on recent consultations with his other 
GRULAC counterparts, Santos was assured that no other 
candidates were being considered from the region. D\'Escoto 
is well-known for outrageous and gratuitously offensive 

public comments about the U.S. END SUMMARY. 


UNGA NEEDS A PRESIDENT, WHY NOT A NICARAGUAN? 


2. (C) During an August 24 meeting with the Ambassador, 
Nicaraguan Foreign Minister, Samuel Santos, passed us a 

letter (see text para 9) addressed to the Secretary informing 

that Nicaragua planned to nominate Miguel DVESCOTO Brockmann, 
as the GRULAC candidate for President of the 63rd Session of 
the UNGA (2008-2009). Santos told us that the GRULAC region 
would take its \"turn\" as UNGA president during 2008-2009, per 
the UNVs tradition of regional rotations. He also said that 

during recent consultations with his other GRULAC 
counterparts, Santos was told that no other candidates were 
being considered from the region. 


3. (U) On August 28, an article appeared on page 5 of the 
left-of-center, Nuevo Diario newspaper, one of Managua\'s two 
major dailies. The article reports that \"FM Santos has 
confidently declared that Nicaragua will win the UNGA 
presidency for 2008-2009.\" The article adds that Santos told 
journalists that D\'Escoto\'s candidacy had been formally 
submitted in New York and that no other candidates had been 
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announced. Santos added that, he had \"spoken personally with 
each and every ambassador\" from GRULAC member states and that 
\"all of them expressed total support for Nicaragua\'s 

candidate.\" Santos said his next step would be to seek 

backing for D\'Escoto\'s candidacy from the Non-Aligned 

Movement countries during their upcoming meeting in Tehran. 


WHO IS MIGUEL D\'ESCOTO BROCKMANN? 


4. (C) D\'Escoto, who served as Foreign Minister during the 
first Ortega Administration, currently holds a ministerial 

rank as advisor to the President on Border Dispute Issues. 
Although the former Catholic priest (Maryknoll Order) was 
born in Los Angeles, he renounced his U.S. citizenship and 
actually was the beneficiary of property seized from other 
American Citizens by the Sandinista government in the 1980s. 
D\'Escoto appears to harbor deep loathing for the country of 
his birth. He regularly makes critical and outrageous claims 
about U.S. foreign policy. 


A MAN WHO BELIEVES THE TWIN TOWERS ATTACK WAS NO BIG DEAL 


5. (U) Recently, D\'Escoto\'s anti-U.S. public statements 

reached new levels when he dismissed the gravity of the 
September 11th attacks. During an August 13 speech President 
Ortega said that the 3,000 deaths in New York on September 
11th were \"insignificant\" compared to the \"acts of U.S. 
genocide\" in Hiroshima and Nagasaki that killed 120,000. The 
next morning, during a TV interview, D\'Escoto opined that 
Ortega had been \"very moderate,\" (muy suave) because he had 
only included the number of immediate deaths in Japan, not 

the total number of those who died as a result of \"genocidal\" 
atomic bombs, \"which was five times that number.\" 
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COMMENT 


6. (C) We suspect D\'Escoto\'s UNGA Presidency nomination is 
simply the latest effort by Ortega to challenge us. Since 

taking power in January, Ortega has gone out of his way to 
offend, with DVEscoto frequently and gleefully engaging in 
public one-upsmanship of gratuitously offensive comments. 
Ironically, we have, at the same time. been under constant 
pressure from the government to expedite and issue visas for 
senior advisors and officials, many of whom have serious 
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ineligibilities--including D\'Escoto. In Ortega\'s mind, 
D\'Escoto likely embodies the perfect trifecta as a candidate. 
He has legitimate international diplomatic experience as 
former Foreign Minister. His vociferous, anti-U.S. stance 
grants him credibility with hardliners, and like most 
high-level Ortega Administration officials, DVEscoto has 
serious visa ineligibilities. Only weeks ago, D\'Escoto 
requested a visa to travel to the U.S. for medical treatment. 
D\'Escoto initially refused to appear at the Embassy, and 
verbally abused Embassy employees over the phone, using 
excessively vulgar and offensive language. (NOTE: While 
D\'Escoto is currently listed in CLASS as potentially 
ineligible for a U.S. visa because of \"terrorist activities, \" 
the Embassy does not have information on file that would 
support this finding. End note.) 


7. (C) DVEscoto is among the worst candidates possible for 
63rd UNGA President. Setting aside his poor health and 
grotesquely cavalier attitude toward September 11th, D\'Escoto 
has repeatedly demonstrated disdain and disregard for 
democracy, human rights, and the rule of law. In his personal 
demeanor, he swings erratically from charming to threatening, 
oozing arrogance throughout. We are certain that there are 
more suitable candidates for the 63rd UNGA Presidency from 
within the GRULAC region. The 63rd UNGA is still over one 
year away; however, we believe serious thought should be 
given to encouraging the GRULAC to identify more qualified 
individuals for the position. Given that, in 1981, DVEscoto 
was barred by the Vatican from performing any priestly 
functions, it may be worthwhile to consult with the Holy See. 


BIO NOTES 


8. (C) D\'Escoto comes from what he described as Wa 
privileged Nicaraguan family with a tradition of rebellion.\" 
Born in Hollywood, CA in 1933, he returning to Nicaragua with 
his family in 1934. By 1951 he had renounced his U.S. 
citizenship. He received B.A. and M.A. degrees from St. 
Mary\'s College of California and holds an M.A. in Journalism 
from Columbia University (1962). In 1981, D\'Escoto defied a 
Vatican order calling upon priests to remove themselves from 
government service and he refused to recognize the authority 
ofthe Vatican. As a result of his defiance, the Vatican 
prohibited D\'Escoto from performing any priestly duties. To 
our knowledge, the prohibition has never been rescinded. 
Even so, in Nicaragua D\'Escoto is still commonly referred to 
a \"Father.\" MFA personnel also address him as \"Father\" and 
Embassy personnel were also instructed to do so when he 
applied for a visa. D\'Escoto speaks Spanish, English, and 
understands some Italian and French. His brother, Francisco, 
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was the FSLN Ambassador to the U.K. at least between 1984 and 
1987. 


TEXT OF LETTER TO SECRETARY RICE 


9. (SBU) Following is our unofficial English translation of 
the letter from FM Santos to Secretary Rice. We will pass 
the original to WHA/CEN separately. 
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BEGIN EMBASSY UNOFFICIAL TRANSLATION 


Ministry of Foreign Affairs 
Managua, August 24, 2007 
MRE/VM-DGO/743/08/07 


Dear Madam Secretary: 


With a lot of joy, | want to share with you the decision of 
the Government of Reconciliation and National Unity of 
presenting the candidacy of father Miguel D\'Escoto Brockmann 
MM. as president of the 63rd United Nations General Assembly. 


Father Miguel DVEscoto was chief of Nicaraguan diplomacy in 
the decade of the 80s, which gave him an extraordinary 
experience in international themes by actively participating 

in the agreement of nations and in the search of political 

and diplomatic negotiations in the solution of international 
controversies. For this reason and for his human and social 
sensibility, he is a most suitable candidate to preside over 

the General Assembly. 


Your Excellency, Nicaragua grants a particular importance to 
this candidacy and is aware of the responsibility and 
importance that presiding the General Assembly implies. | 
assure you that Miguel D\'Escoto Brockmann will dignifiedly 
represent our countries in such a high position. Attached 
you will find Miguel DVEscoto MM\'s curriculum vitae. 


Waiting that our proposal be considered by your government, | 
reiterate the assurances of my highest consideration. 


(handwritten above the signature) 
A hug 


SI 
Samuel Santos Lopez 
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The Honorable 
Condoleezza Rice 
Secretary of State 


SIPDIS 
of the United States of America 


END Embassy Non-Official Translation of Letter 


10. (U) BEGIN D\'ESCOTO C.V. (Translation by Ministry of 
Foreign Affairs) 


Miguel d,Escoto Brockmann, M.M. 


Was born in California in 1933. A year later, June 1934 he 
came to Nicaragua, his parents\' country, only four months 
after the assassination of the national hero Sandino. 


Later, in 1947 he went back to the United States, after 
graduating from high school and studied Civil Engineering. 


In 1953 entered the Maryknoll Missionary Congregation where 
in 1961 was became a priest in New York. 


From 1953 to 1955 studied Philosophy in Glen Ellen, Illinois. 
Later on, from 1957 to 1961 he studied Theology and Pedagogy 
in New York. Further on attended the Journalist School 

(Pulitzer Institute) at the Columbia University, New York, 

where in 1962 he obtained a Master in Sciences. 


In 1963, was send to Chile and funded the Instituto Nacional 
de Accion Poblacional e Investigaciones (INAP) where he 
worked full-time with \"callampas;\" the name given to the 
poorest neighbors Chile. These \"callampas\" were located 
outside Santiago as well as other cities such Concepcion and 
Temuco, in the southern region of Chile. 
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In 1970 headed the Maryknoll Social Communication Department 
in New York where his greatest contribution was to found 

ORBIS a publication which is still considered one of the most 
important in the United States concerning Third World issues. 


After the Managua Earthquake in 1973 he created the Fundacion 
pro Desarrollo Comunitaria Integral, FUNDECI, in order to 
help the victims of the earthquake. 
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Afterwards, and living in New York by that time, he became 
one of the founders of Grupo de los 12 (Group of 12), 
conformed by professionals and intellectuals which shared 
democratic and progressive views in favor of the struggle of 
the FSLN, Sandinista National Liberation Front. 


In July 1979 he was appointed Minister of Foreign Affairs, 
staying in the post until 1990, period in which among many 
other important events he had an outstanding participation in 
the peace process of Contadora and Esquipulas. 


In February 2007 he was appointed Counselor to President 
Daniel Ortega Saavedra in the field of International 
Relations and bordering issues with the rank of Minister. 


Some Awards 


Carlos Fonseca Amador Order, highest recognition given by the 
FSLN. 


Julio Cortazar Prize for Peace and Democracy in Latin America 
and the Caribbean, given by the International Relations 
Institute of Argentina in June 1985. 


Lenin For Peace, International Prize given by the Soviet 
Union, June 1987. 


Alfonso Comin por la Paz Prize in 1984 


Doctor Honoris Causa in Engineering, given by the Nicaraguan 
University of Engineers on November 25, 2005. 


Orden al Merito Centroamericano, given by the Central 
American Parliament in May 2006. 


Nora Astorga Distinction, given jointly by la Universidad 
Nacional Autonoma de Nicaragua, UNAN-Managua and the National 
Students Union UNEN, on June 27, 2006 


Jose de Marcoleta Order, given by Nicaragua,s Ministry of 
Foreign Affairs on June 14, 2007. 


Cardinal Miguel Obando Bravo Order, highest award given by la 
Catholic University Redemptoris Mater (UNICA), on August 21, 
2007. 


END D\'ESCOTO C.V. 
TRIVELLI 
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OO RUEHROV 

DE RUEHMU #2009/01 2421930 

ZNY CCCCC ZZH 

O 301930Z AUG 07 

FM AMEMBASSY MANAGUA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 1132 

INFO RUEHMU/WESTERN HEMISPHERIC AFFAIRS DIPL POSTS IMMEDIATE 
RUEHRO/AMEMBASSY ROME IMMEDIATE 0103 

RUEHROV/AMEMBASSY VATICAN IMMEDIATE 

RUMIAAA/CDR USSOUTHCOM MIAMI FL//J2/J3/J5// IMMEDIATE 

RUEAIIA/CIA WASHDC IMMEDIATE 

RUEKJCS/JOINT STAFF WASHINGTON DC IMMEDIATE 
RUCNDT/USMISSION USUN NEW YORK IMMEDIATE 0062 

RHEHNSC/NSC WASHINGTON DC IMMEDIATE 

RHEFDIA/DIA WASHINGTON DC IMMEDIATE","C ONFIDENTIALSECTION 01 OF 04 MANAGUA 0020( 


SIPDIS 
SIPDIS 


DEPT FOR IO/PPC BATLLE 

DEPT ALSO FOR WHA/PPC GONZALEZ, DEACON AND MILLER 
DEPT ALSO FOR WHA/CEN CORNFORTH 

NSC FOR K. MCDONALD 

DEPT FOR CA 

DEPT FOR EAP/J AND S/WCI 

DEPT FOR INR/B 

USUN NEW YORK FOR MCBRIDE 

SOUTHCOM FOR POLAD 


E.O. 12958: DECL: 08/27/2012 

TAGS: PREL, OPDC, PINR, CVIS, UNGA, VT, NU 

SUBJECT: NICARAGUA NOMINATES ANTI-U.S., FORMER AMCIT AS 
GRULAC CANDIDATE FOR 63RD UNGA PRESIDENCY 


REF: VISAS DONKEY FOR D\'ESCOTO BROCKMANN (SENT 
8/15/07 THROUGH CCD) 


Classified By: Ambassador Paul Trivelli for reasons 1.4 (b) & (d). 


1. (C) SUMMARY. Nicaragua plans to nominate former Foreign 
Minister, Miguel DVESCOTO Brockmann, a gratuitously 
anti-U.S., former AMCIT, and former Catholic priest, as the 
GRULAC candidate for President of the 63rd Session of the 
UNGA (2008-2009), Foreign Minister Samuel Santos told us on 
August 24. Based on recent consultations with his other 
GRULAC counterparts, Santos was assured that no other 
candidates were being considered from the region. D\'Escoto 
is well-known for outrageous and gratuitously offensive 

public comments about the U.S. END SUMMARY. 
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UNGA NEEDS A PRESIDENT, WHY NOT A NICARAGUAN? 


2. (C) During an August 24 meeting with the Ambassador, 
Nicaraguan Foreign Minister, Samuel Santos, passed us a 

letter (see text para 9) addressed to the Secretary informing 

that Nicaragua planned to nominate Miguel DVESCOTO Brockmann, 
as the GRULAC candidate for President of the 63rd Session of 
the UNGA (2008-2009). Santos told us that the GRULAC region 
would take its \"turn\" as UNGA president during 2008-2009, per 
the UNVs tradition of regional rotations. He also said that 

during recent consultations with his other GRULAC 
counterparts, Santos was told that no other candidates were 
being considered from the region. 


3. (U) On August 28, an article appeared on page 5 of the 
left-of-center, Nuevo Diario newspaper, one of Managua\'s two 
major dailies. The article reports that \"FM Santos has 
confidently declared that Nicaragua will win the UNGA 
presidency for 2008-2009.\" The article adds that Santos told 
journalists that D\'Escoto\'s candidacy had been formally 
submitted in New York and that no other candidates had been 
announced. Santos added that, he had \"spoken personally with 
each and every ambassador\" from GRULAC member states and that 
\"all of them expressed total support for Nicaragua\'s 
candidate.\" Santos said his next step would be to seek 

backing for D\'Escoto\'s candidacy from the Non-Aligned 
Movement countries during their upcoming meeting in Tehran. 


WHO IS MIGUEL D\'ESCOTO BROCKMANN? 


4. (C) D\'Escoto, who served as Foreign Minister during the 
first Ortega Administration, currently holds a ministerial 

rank as advisor to the President on Border Dispute Issues. 
Although the former Catholic priest (Maryknoll Order) was 
born in Los Angeles, he renounced his U.S. citizenship and 
actually was the beneficiary of property seized from other 
American Citizens by the Sandinista government in the 1980s. 
D\'Escoto appears to harbor deep loathing for the country of 
his birth. He regularly makes critical and outrageous claims 
about U.S. foreign policy. 


A MAN WHO BELIEVES THE TWIN TOWERS ATTACK WAS NO BIG DEAL 


5. (U) Recently, D\'Escoto\'s anti-U.S. public statements 
reached new levels when he dismissed the gravity of the 
September 11th attacks. During an August 13 speech President 
Ortega said that the 3,000 deaths in New York on September 
11th were \"insignificant\" compared to the \"acts of U.S. 
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genocide\" in Hiroshima and Nagasaki that killed 120,000. The 
next morning, during a TV interview, D\'Escoto opined that 
Ortega had been \"very moderate,\" (muy suave) because he had 
only included the number of immediate deaths in Japan, not 

the total number of those who died as a result of \"genocidal\" 
atomic bombs, \"which was five times that number.\" 
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COMMENT 


6. (C) We suspect D\'Escoto\'s UNGA Presidency nomination is 
simply the latest effort by Ortega to challenge us. Since 
taking power in January, Ortega has gone out of his way to 
offend, with DVEscoto frequently and gleefully engaging in 
public one-upsmanship of gratuitously offensive comments. 
Ironically, we have, at the same time. been under constant 
pressure from the government to expedite and issue visas for 
senior advisors and officials, many of whom have serious 
ineligibilities--including D\'Escoto. In Ortega\'s mind, 
D\'Escoto likely embodies the perfect trifecta as a candidate. 
He has legitimate international diplomatic experience as 
former Foreign Minister. His vociferous, anti-U.S. stance 
grants him credibility with hardliners, and like most 
high-level Ortega Administration officials, DVEscoto has 
serious visa ineligibilities. Only weeks ago, D\'Escoto 
requested a visa to travel to the U.S. for medical treatment. 
D\'Escoto initially refused to appear at the Embassy, and 
verbally abused Embassy employees over the phone, using 
excessively vulgar and offensive language. (NOTE: While 
D\'Escoto is currently listed in CLASS as potentially 
ineligible for a U.S. visa because of \"terrorist activities, \" 

the Embassy does not have information on file that would 
support this finding. End note.) 


7. (C) D\'Escoto is among the worst candidates possible for 
63rd UNGA President. Setting aside his poor health and 
grotesquely cavalier attitude toward September 11th, D\'Escoto 
has repeatedly demonstrated disdain and disregard for 
democracy, human rights, and the rule of law. In his personal 
demeanor, he swings erratically from charming to threatening, 
oozing arrogance throughout. We are certain that there are 
more suitable candidates for the 63rd UNGA Presidency from 
within the GRULAC region. The 63rd UNGA is still over one 
year away; however, we believe serious thought should be 
given to encouraging the GRULAC to identify more qualified 
individuals for the position. Given that, in 1981, DVEscoto 
was barred by the Vatican from performing any priestly 
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functions, it may be worthwhile to consult with the Holy See. 


BIO NOTES 


8. (C) D\'Escoto comes from what he described as \"a 
privileged Nicaraguan family with a tradition of rebellion.\" 

Born in Hollywood, CA in 1933, he returning to Nicaragua with 
his family in 1934. By 1951 he had renounced his U.S. 
citizenship. He received B.A. and M.A. degrees from St. 
Mary\'s College of California and holds an M.A. in Journalism 
from Columbia University (1962). In 1981, D\'Escoto defied a 
Vatican order calling upon priests to remove themselves from 
government service and he refused to recognize the authority 
ofthe Vatican. As a result of his defiance, the Vatican 
prohibited D\'Escoto from performing any priestly duties. To 
our knowledge, the prohibition has never been rescinded. 

Even so, in Nicaragua D\'Escoto is still commonly referred to 

a \"Father.\" MFA personnel also address him as \"Father\" and 
Embassy personnel were also instructed to do so when he 
applied for a visa. D\'Escoto speaks Spanish, English, and 
understands some Italian and French. His brother, Francisco, 
was the FSLN Ambassador to the U.K. at least between 1984 and 
1987. 


TEXT OF LETTER TO SECRETARY RICE 


9. (SBU) Following is our unofficial English translation of 
the letter from FM Santos to Secretary Rice. We will pass 
the original to WHA/CEN separately. 
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BEGIN EMBASSY UNOFFICIAL TRANSLATION 


Ministry of Foreign Affairs 
Managua, August 24, 2007 
MRE/VM-DGO/743/08/07 


Dear Madam Secretary: 


With a lot of joy, | want to share with you the decision of 
the Government of Reconciliation and National Unity of 
presenting the candidacy of father Miguel D\'Escoto Brockmann 
MM. as president of the 63rd United Nations General Assembly. 


Father Miguel D\'Escoto was chief of Nicaraguan diplomacy in 
the decade of the 80s, which gave him an extraordinary 
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experience in international themes by actively participating 
in the agreement of nations and in the search of political 
and diplomatic negotiations in the solution of international 
controversies. For this reason and for his human and social 
sensibility, he is a most suitable candidate to preside over 
the General Assembly. 


Your Excellency, Nicaragua grants a particular importance to 
this candidacy and is aware of the responsibility and 
importance that presiding the General Assembly implies. | 
assure you that Miguel D\'Escoto Brockmann will dignifiedly 
represent our countries in such a high position. Attached 
you will find Miguel DVEscoto MM\'s curriculum vitae. 


Waiting that our proposal be considered by your government, | 
reiterate the assurances of my highest consideration. 


(handwritten above the signature) 
A hug 


SI 
Samuel Santos Lopez 


The Honorable 
Condoleezza Rice 
Secretary of State 


SIPDIS 
of the United States of America 


END Embassy Non-Official Translation of Letter 


10. (U) BEGIN D\'ESCOTO C.V. (Translation by Ministry of 
Foreign Affairs) 


Miguel d,Escoto Brockmann, M.M. 


Was born in California in 1933. A year later, June 1934 he 
came to Nicaragua, his parents\' country, only four months 
after the assassination of the national hero Sandino. 


Later, in 1947 he went back to the United States, after 
graduating from high school and studied Civil Engineering. 


In 1953 entered the Maryknoll Missionary Congregation where 
in 1961 was became a priest in New York. 


From 1953 to 1955 studied Philosophy in Glen Ellen, Illinois. 
Later on, from 1957 to 1961 he studied Theology and Pedagogy 
in New York. Further on attended the Journalist School 


Column 3 
(Pulitzer Institute) at the Columbia University, New York, 
where in 1962 he obtained a Master in Sciences. 


In 1963, was send to Chile and funded the Instituto Nacional 
de Accion Poblacional e Investigaciones (INAP) where he 
worked full-time with \"callampas;\" the name given to the 
poorest neighbors Chile. These \"callampas\" were located 
outside Santiago as well as other cities such Concepcion and 
Temuco, in the southern region of Chile. 
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In 1970 headed the Maryknoll Social Communication Department 
in New York where his greatest contribution was to found 

ORBIS a publication which is still considered one of the most 
important in the United States concerning Third World issues. 


After the Managua Earthquake in 1973 he created the Fundacion 
pro Desarrollo Comunitaria Integral, FUNDECI, in order to 
help the victims of the earthquake. 


Afterwards, and living in New York by that time, he became 
one of the founders of Grupo de los 12 (Group of 12), 
conformed by professionals and intellectuals which shared 
democratic and progressive views in favor of the struggle of 
the FSLN, Sandinista National Liberation Front. 


In July 1979 he was appointed Minister of Foreign Affairs, 
staying in the post until 1990, period in which among many 
other important events he had an outstanding participation in 
the peace process of Contadora and Esquipulas. 


In February 2007 he was appointed Counselor to President 
Daniel Ortega Saavedra in the field of International 
Relations and bordering issues with the rank of Minister. 


Some Awards 


Carlos Fonseca Amador Order, highest recognition given by the 
FSLN. 


Julio Cortazar Prize for Peace and Democracy in Latin America 
and the Caribbean, given by the International Relations 
Institute of Argentina in June 1985. 


Lenin For Peace, International Prize given by the Soviet 
Union, June 1987. 


Alfonso Comin por la Paz Prize in 1984 
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Doctor Honoris Causa in Engineering, given by the Nicaraguan 
University of Engineers on November 25, 2005. 


Orden al Merito Centroamericano, given by the Central 
American Parliament in May 2006. 


Nora Astorga Distinction, given jointly by la Universidad 
Nacional Autonoma de Nicaragua, UNAN-Managua and the National 
Students Union UNEN, on June 27, 2006 


Jose de Marcoleta Order, given by Nicaragua,s Ministry of 
Foreign Affairs on June 14, 2007. 


Cardinal Miguel Obando Bravo Order, highest award given by la 
Catholic University Redemptoris Mater (UNICA), on August 21, 
2007. 


END D\'ESCOTO C.V. 
TRIVELLI 
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SIPDIS 
SIPDIS 
AIDAC 


E.O. 12958: N/A 

TAGS: KSCA OTRA CDCC EAID US BB XL 

SUBJECT: COUNTRY CLEARANCE GRANTED FOR CARLTON DUNCAN TO TRAVEL TO 
BARBADOS 


REF: ATD# 4292 


1. Embassy Bridgetown grants country clearance to Carlton Duncan, 
Deputy Chief Operating Officer, OCOO, OD, CDC, HHS, to travel to 
Barbados to facilitate an orientation for the HIV Prevention 

Activity for the Caribbean region, September 05 - September 14, 
2007. 


2. Understand no Embassy assistance is required. If you have any 
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questions, please contact Suzanne Smith, Financial Specialist, 
Caribbean Office, AmEmbassy Bridgetown, Barbados at Tel: 
(246)227-4389 or Fax:(246) 228-8589. 


3. Post\'s resources do not allow us the flexibility to meet and 
assist visitors at the airport. However, Barbadian Customs and 
Immigration are visitor-friendly. The taxi rate from the airport to 
the hotel is approximately BDS$30 (US$15). The exchange rate is 
approximately 2.2 Barbados Dollars for 1 U.S. Dollar. You should 
bring enough U.S. Dollar bills to pay the taxi. U.S. currency, 
traveler\'s checks, and credit cards are routinely and widely 
accepted here. 


4. Entry requirements: A valid U.S. passport is required to enter 
Barbados. No visa is required if your stay is under six months, 
including those travelers arriving with diplomatic or official 

passports. For further information, travelers may contact the 

Embassy of Barbados, 2144 Wyoming Avenue N.W., Washington D.C. 
20008, tel. 1-202-939-9200. 


5. Restrictions: The laws of Barbados, Antigua and Barbuda, St. 
Lucia, Grenada, Dominica, and St. Kitts and Nevis prohibit 
non-military personnel from wearing any articles of camouflage 
clothing. Immigration officers in these countries randomly check 
visitor\'s baggage on arrival at the airport; f items of restriction 
are found, you will be ased to surrender them to the officers. 


6. Departre tax for Barbaos is BDS$60 or USD$30. 


7. ICAS TYD Policy: Each visitor, regardless of length ofstay, 
must bring/forward fiscal data to pay for irect costs of the visit. 
Each agency, organizaion or visiting delegation will be charged 
for the actual costs attributed to its visit. Direct charge costs 
include, but are not limited to: airport transportation and 
expediting; driving services; American and LES overtime (for such 
services as airport expediting, cashier accommodation exchange, 
control room staffing, representational event support); travel and 
per diem costs incurred by post personnel in support of visitor\'s 
field travel; rental of vehicles and other equipment; long distance 
telephone calls; office supplies, procurement/small purchasing; 
departure tax and other airport fees. Post will not provide service 
if fiscal data is not provided for the direct charges. 


For TDYers remaining at post over 30 days, there is a charge for 
ICASS support services. This charge is for the following ICASS 
services: Basic Package, CLO and Health Services. Agencies will 
not be billed until the accumulated invoice cost for TDY support 
exceeds $2,500 for the fiscal year. If your sponsoring agency is 

not signed up for ICASS services at post, please be prepared to sign 
a Memorandum of Understanding for ICASS support services upon 
arrival. The agency should provide post with a written 
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communication, generated by the traveler\'s headquarters, that 
confirms the agency will pay ICASS charges for the TDYer, provides 
the agency ICASS billing code to which the TDY support charges 
should be applied, and authorizes the traveler to sign the ICASS 
invoice generated by the TDY module. Where travel is urgent, the 
TDYer should bring this documentation with him/her to ensure there 
are no interruptions in the provision of service. Post will not 

provide any service to a TDYer staying in excess of thirty days 
without provision of this documentation before day 31 of the TDY.\" 


8. The following is general information pertaining to security and 
health considerations throughout the Eastern Caribbean: 


Security 

In the Eastern Caribbean, foot travel outside of well-established 
tourist areas is not generally recommended, especially at night. Be 
vigilant when using public telephones or ATM machines near roadsides 
or quiet areas. As in many U.S. metropolitan areas, wearing 
expensive jewelry, carrying expensive objects, or carrying large 
amounts of cash should be avoided. Visitors should also safeguard 
valuables while at the beach. While hotels are generally safe, many 
visitors have experienced loss of unattended items. Hotel 
burglaries are not uncommon and all valuables should be locked in 
room safes if possible. 


Health Information 
Throughout the Eastern Caribbean, the most likely threat to a 
visitor\'s health is sunburn. It takes several weeks to become 


accustomed to the heat and humidity. Prolonged exposure to the sun, 
without protection, causes sunburn and may ultimately result in 
sun-damaged skin or even skin cancer. Sunscreens should be used for 
protection. In Barbados, St. Lucia, and St. Vincent the major 

health threat is dengue fever, transmitted by mosquito. Dengue 
cases are most often seen in the summer months. Persons should 
therefore protect themselves with insect repellant. There is also a 
growing number of HIV/AIDS cases reported. The Eastern Caribbean 
enjoys clean and safe drinking water. Only routine boosters for 
immunizations (i.e. tetanus, diphtheria, and oral polio vaccine) are 
required when traveling to this region. Barbados has the best 

medical facilities of all the islands in the region and most of the 
medical specialties have practitioners here. 


HOWARD 
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P 301933Z AUG 07 

FM AMEMBASSY KINGSTON 

TO SECSTATE WASHDC PRIORITY 5272 


SIPDIS 
SIPDIS 
STATE FOR WHA/CAR JOSEPH F. TIGHMAN 


E.O. 12958: N/A 

TAGS: PGOV, PHUM, JM 

SUBJECT: JAMAICA: REQUEST FOR FIVE (5) HUMAN RIGHTS 
VETTINGS FOR US IMET IS SEPTEMBER 10, 2007 


1. Post requests the Department\'s assistance in screening 
the following candidates for OAS/CICAD - NAS funded Internet 
Investigation Technologies and Techniques Training in 
Montegto Bay, September 11-13, 2007, pursuant to the Leahy 
Act and Foreign Assistance Act. Post has no derogatory 
information. 


Below are the names of the nominated candidates: 


Name: SMITH, Joseph Alfred 

Passport No.: A2342059 

Date/Place of Birth: 18 Oct 67, Clarendon, Jamaica 
Occupation: Constable (Police Officer) 
Division: JCF Vetted Unit 

Badge No.: 1039 

Name: GRAYSON, Kirk Alexander 
Passport No.: 2734017 

Date/Place of Birth: 20 Oct 77, St. Catherine, Jamaica 
Occupation: Constable (Police Officer) 
Division: JCF Vetted Unit 

Badge No.: ? 

Name: DENNIS, Everton Martin 

Passport No.: A2126192 

Date/Place of Birth: 14 Jan 61, St. Mary, Jamaica 
Occupation: Constable (Pollice Officer) 
Division: JCF Special Branch 

Badge No.: 1930 

Name: BROWN, Derrick Anthony 
Passport No.: A2164389 


Date/Place of Birth: 19 Dec 63, St. Catherine, Jamaica 
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Occupation: Military Officer 

Division: JDF Intelligence Unit 

Badge No.: 1507 

Name: WILKS, Kemar Maurice 
Date/Place of Birth: 17 Aug 86 

Occupation: Police Constable 

Regulation No.: 12089 

Division: Organized Crime Investigation 
Division/CyberCrime Investigation and Research Unit 
Service No.: 12326 


2. Due to the recent hurricane (DEAN), this vetting request 
will not meet the 10-day stipulation for submissions. We 
sincerely apologize for the delay and appreciate your kind 
assistance. 

HEG 
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SIPDIS 
SIPDIS 


DEPT PLEASE PASS TO IO/T: LAURA LUFTIG; AND EB/TRA/OTP: 
MEGAN WALKLET-TIGHE; AND LAURA FAUX-GABLE AT USICAO MONTREAL 


E.O. 12958: N/A 

TAGS: PREL, BEXP, EAID, EAIR, ICAO, AORC, DR 

SUBJECT: NEW DIRECTOR OF CIVIL AVIATION PLEDGES COOPERATION 
AND SEEKS ASSISTANCE 


REF: A. A. SANTO DOMINGO 1850 
B. B. SECSTATE 115443 


1.(U) The new director of the Dominican Civil Aviation 
Institute (IDAC), Jose Tomas Perez, pledged continued 
cooperation with the U.S. in a courtesy call with EconOff on 
August 30 and requested assistance to upgrade the country\'s 
air safety equipment. Specifically, Tomas agreed to consider 
the U.S. candidate to the ICAO Council in September, and 
although he said that he would have to consult with his team 
prior to a final determination he saw no reason the Dominican 
Republic would not support the U.S. candidate (Ref B). In 
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turn, he requested U.S. support for the Dominican candidate 
to the ICAO council. In addition, Tomas addressed an August 
7 letter from the Charge (Ref A), which expressed concern 
about the safety and financial implications of the prolonged 
breakdown of the Dominican Republic\'s radar system. Tomas 
said that his top priority will be to repair the existing 

radar and said he hoped the situation would be resolved 
within the next month. Pressure has mounted to resolve this 
issue expeditiously since the Dominican Pilots Association 
publicly denounced IDAC\'s failure to resolve the situation 

last week. Finally, Tomas expressed his desire to upgrade 
the radar systems for the Dominican Republic and formally 
requested U.S. assistance for the purchase of a new radar, 
either in the form of a grant or in terms of a financing 
arrangement. Comment: Given the high volume of U.S. air 
carrier traffic to the Dominican Republic, the replacement 

and upgrading of the radar system is clearly in the U.S. 
interest. End Comment. (Note: Tomas is a former Senator and 
a political director of the ruling Dominican Liberation 

Party.) 

BULLEN 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR AF/E, DRL/PHD, PM/RSAT AND L/PM 

E.O. 12958: N/A 

TAGS: MARR, MASS, PREL, RW 

SUBJECT: HUMAN RIGHTS VETTING FOR IMET TRAINING 
1. (U) This is an action request, see paragraph 2. 

2. (SBU) Per Leahy Amendment human rights vetting 
requirements, please screen the following Rwandan Defense 


Force (RDF) personnel scheduled to attend IMET training. 


Last Name First Name Rank DOB Training Date 


Column 3 


KAREGIRE Joseph Maj. 01/16/70 10/24/07 


GAKWAYA Abdul Baasit Lt. 08/09/66 09/17/07 


3. (SBU) Post has discovered no derogatory information on 
the nominees from its own files or reputable sources. 


4. (U) Post point of contact is PolOff Jennifer Orrico. 
ARIETTI 
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FM AMEMBASSY WELLINGTON 

TO RUEHC/SECSTATE WASHDC PRIORITY 4657 
INFO RUEHBY/AMEMBASSY CANBERRA 4944 
RUEHJA/AMEMBASSY JAKARTA 0070 
RUEHML/AMEMBASSY MANILA 0546 
RUEHNE/AMEMBASSY NEW DELHI 0139 
RUEHOT/AMEMBASSY OTTAWA 0295 
RUEHPB/AMEMBASSY PORT MORESBY 0677 
RUEHUL/AMEMBASSY SEOUL 0263 
RUEHSV/AMEMBASSY SUVA 0627 
RUEHKO/AMEMBASSY TOKYO 0648 
RUEHBN/AMCONSUL MELBOURNE 0114 
RUEHBAD/AMCONSUL PERTH 0027 
RUEHDN/AMCONSUL SYDNEY 0573 
RHHMUNA/CDR USPACOM HONOLULU HI 
RHEHAAA/NATIONAL SECURITY COUNCIL WASHDC","C ON FIDENTIAL SECTION 01 OF 03 WELLIN! 


SIPDIS 

SIPDIS 

NSC FOR WILL INBODEN; G FOR PAUL LETTOW; EAP FOR RSP 

E.O. 12958: DECL: 07/30/2017 

TAGS: PGOV, PHUM, NZ, KDEM 

SUBJECT: ASIA DEMOCRACY PARTNERSHIP PITCHED TO NEW ZEALAND 
REF: STATE 56424 

Classified By: Poloff Gary Rex, for reasons 1.4(b) and (d) 

1. (C) SUMMARY: On July 23 and 24, National Security Council 


Senior Director William Inboden and Senior Advisor Paul 
Lettow from the State Department\'s Global Affairs Bureau 


Column 3 

briefed the U.S. proposal for an \"Asia Democracy Partnership\" 
(ADP) (reftel) to the Ministry of Justice (MOJ), the Ministry 

of Foreign Affairs and Trade (MFAT), and with John Hayes, an 
opposition party spokesman for foreign affairs. MFAT and MOJ 
officials posed questions about how the initiative could be 

most practically structured and implemented. MFAT officials 
stated that New Zealand was in complete agreement with the 
goal of ADP and is likely to participate from the beginning, 
though the GNZ has not yet made a decision. At the same 
time, MFAT desires to continue discussions with the USG to 
address \"modalities\" and questions relating to the South 
Pacific. END SUMMARY. 


2. (SBU) Inboden and Lettow provided three separate 
briefings on the concept of ADP: to a roundtable organized by 
MOJ; to a roundtable organized by MFAT; and to MP John Hayes. 
Imboden and Lettow first explained the genesis and purpose 
of ADP, which emerged from the lack of a central resource to 
coordinate and promote democracy programs in the Pacific 
region. They explained that ADP would provide a forum anda 
structure for prioritizing and coordinating such programs 
among donor nations and for receiving requests for assistance 
from nascent and struggling democracies in the area. 
Membership in ADP would be by invitation only. 
Inboden/Lettow described ADP as being demand driven and 
modular, similar to the Tsunami core group, and explained 
that it would not function to raise funds, establish a 

secretariat or implement military or other sanctions. The 


SIPDIS 

next step would be to establish an ADP \"core group\" at the 
upcoming Community of Democracies meeting in Bamako in 
November 2007. That group would invite potential members to 
an organizational and planning meeting in January/February 
2008 at a location to be determined. Inboden and Lettow 
reported that India was supportive of the ADP concept, that 
Indonesian parliamentarians embraced the idea, and that the 
Japanese and Canadian governments also favored the plan. The 
Australian government, they added, is currently studying the 
proposal but is positive about it. 


3. (C) Officials representing MOJ consisted of Gregor Allan 
(Manager, International Law), Boris van Beusekom (Senior 
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Advisor, International Law), Stuart Beresford (Manager, 
Public Law), Malcolm Luey (Manager, Criminal Law), Kelvin 
Ratnam (Senior Advisor, Criminal Law), Chelly Walton 
(Criminal Law Team), and Professor Jim Veitch (Victoria 
University and MOJ Consultant). The MOJ interlocutors 
commented that many small Pacific countries are already 
overburdened with reporting and fora responsibilities, some 
of them duplicative, and it is important to not add to that 
burden. They also stated that ASEAN currently has hundreds 
of committees with plenty of talk and no action. It would be 
counterproductive to undercut existing processes, though the 
proposal should move forward ifthe new process has a 
positive effect, perhaps using the Pacific Island Forum as a 
good model. They also pointed out that some coordination in 
this subject is already occurring within the Asia Development 
Bank, and similar organizations. Adding the word \"Pacific\" to 
the title of ADP was recommended as well, if the organization 
is serious about including the entire region. 
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4. (C) Officials representing MFAT included Carl Worker 
(Director, Americas Division), Elizabeth Halliday 

(Co-director, Americas Division), David Taylor (Director 

North Asia Division) and Rupert Holborow (APEC Directors), 
Tim Melvor (Asia Division), and Rich Woodham (NZAID). They 
raised several issues relating to ADP membership, and asked 
how membership would be determined? Would only states be 
invited? For example, what about Taiwan and Hong Kong? They 
commented that use of the term \"Asia\" in the organization\'s 
title would not seem to cover Australia, New Zealand, the 
Pacific Islands or, for that matter, the U.S. and Canada, and 
suggested the term \"Asia-Pacific\" in the organization title. 
They also commented that a narrow invitation-only membership 
could create problems. For example, Indonesia would 
naturally want to become a member, Malaysia would expect to 
be invited, and China might expect to be involved as well. 

They stated that China\'s response to ADP would be critical, 
and even the use of the term \"democracy\" within the ADP title 
could be problematic for China. Furthermore, they asked how 
ADP would involve the large number of civil society 
organizations which play a significant role in supporting 

good governance within the region? 


5. (C) MFAT representatives also expressed concern about 
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duplication of effort, noting that ASEAN already works to 
address good governance issues among its members. They 
suggested that ADP\'s integration within the ASEAN framework 
would be crucial. Woodham of NZAID stressed the already 
ongoing efforts of the Pacific Island Forum\'s Secretariat 
(PIF) and its initiatives in building democratic institutions 

in Pacific Island countries as possibly being duplicative. 
MFAT officials emphasized that they supported the goals of 
ADP, but that the structure and process raised some 
questions. In the words of one MFAT interlocutor, \"This is a 
mine field. The goal is fine, but the process and details 

will be difficult to work out. The challenge is how to do it 
without creating more problems.\" 


6. (C) Carl Worker, Americas Division Director, stated 

that the GNZ desires to be closely abreast of USG efforts in 
this area, and that MFAT will consult internally on the 
proposal. He said he has every expectation that New Zealand 
will join on. He asked that the U.S. keep New Zealand 
informed as planning for the initial stages of the ADP goes 
forward. 


7. (SBU) Inboden and Lettow responded to comments by MOJ and 
MFAT by emphasizing that the ADP would merely help to 
prioritize and coordinate programs promoting democracy in the 
region, and would operate without a secretariat or formal 
structure that might overlap or encumber the activities of 

other multilateral frameworks. The ADP structure would be 
flexible and action-oriented, with the intent of 

supplementing the efforts of existing organizations, and not 
duplicating them. Participation would also be \"modular\" 
(meaning that participants could opt-in or opt-out of 

particular programs as they desire) and demand driven 
(meaning that ADP activities would be determined largely by 
the expressed needs of nations requesting assistance). NGOs 
and other civil society partners that support democracy 
programs would, of course, be invited to participate in ADP 
efforts. Inboden and Lettow also recommended that the 

initial efforts of ADP should modestly target \"low-hanging 
fruit\" -- that is, easy to accomplish projects such as 

facilitating parliamentary exchanges, or helping to establish 
effective civil/military relations. 


8. (SBU) Regarding the name of the organization and whether 
\\'Pacific\\' should be included in the title, Inboden and 
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Lettow expressed openness to other monikers. In any event, 
they emphasized that the name should not stand in the way of 
going forward and that the USG is willing to consider other 
titles. 


9. (C) John Hayes commented that the concept and goal of ADP 
would obviously receive widespread endorsement. However, 
according to Hayes, the Pacific is already crowded with 

similar regional architectures promoting democracy and good 
governance. Small Pacific nations have limited ability to 
participate in yet another regional forum. He cautioned that 
any such initiative must demonstrate political accountability 
and the capacity to make a significant difference. In order 

to produce gains, Hayes suggested that ADP must have direct 
ministerial-level participation and backing. Inboden and 

Lettow both assured Hayes that the ADP would have full senior 
level support within the NSC and State Department. 


10. (C) on August 17, in a subsequent private conversation 
between Carl Worker and DCM Dave Keegan, Worker stated that 
while the GNZ has not yet made a decision on ADP, he could 
not imagine that NZ would not participate. Although, 
according to Worker, without Indonesia\'s participation it 

will be difficult for other nations to join. He commented 

that the GNZ shares the same objectives with respect to ADP 
and is supportive, but the GNZ still has questions relating 

to \"modalities\" and to the South Pacific, and wants to have 
more constructive discussions on the subject when the USG is 
ready. \"We\'re in much the same space on this as Australia," 
he added. 


11. (U) Senior Advisor Paul Lettow has cleared on this 
message. 
KEEGAN 
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E.O. 12958: DECL: 08/29/2027 
TAGS: PGOV, KDEM, PREL, PA 
SUBJECT: ELECTORAL TRIBUNAL REQUESTS ELECTIONS ASSISTANCE 


Classified By: DCM Michael Fitzpatrick; reasons 1.4 (b) and (d). 


1. (C) ACTION REQUEST: Electoral Tribunal (TSJE) Judges Juan 
Manual Morales, Rafael Dendia, and Alberto Ramirez requested 
elections assistance from the United States during August 23 

- 25 meetings with POL Chief and PolOff. The judges stressed 
the importance of international observers for Paraguay\'s 
primaries in December 2007 and January 2008, as well as 
national elections scheduled for April 20, 2008. They 

indicated they would invite international observers such as 

the OAS, CAPEL, and the European Union, but hoped the 
observers would plan to cover the primaries, several months 
before the general election, and at least one month following 
the election. They also requested technical assistance for 

at least one month to help the tribunal prepare for elections 

and restore its institutional credibility. Finally, the 

judges asked for assistance in engaging civil society in the 
electoral process to ensure greater transparency in 

transmitting election results. Please advise ASAP. END 
ACTION REQUEST. 


2. (C) COMMENT: The TSJE has come under fire for being overly 
politicized, a characteristic of many Paraguayan government 
institutions. With the possibility that the Colorado Party\'s 

60-year rule is now threatened by the political opposition, 

the tribunal needs technical and institutional support. Post 

sees an international elections observation mission, 

technical support, and an active civil society as key to the 
tribunal\'s success, and as key to Paraguay\'s democratic 

stability. END COMMENT. 


Please visit us at  http://www.state.sgov.gov/p/wha/asuncion 
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E.O. 12958: N/A 

TAGS: PREL, SNAR, PREF, PTER, PARM, EAID, ECON, OPDC, CO, MX 
SUBJECT: DEMARCHE DELIVERED TO PRE-BRIEF MEXICO ON UNDER 
SECRETARY BURNS\' MEETING ON COLOMBIA 


SIPDIS 
REF: STATE 119828 


(SBU) Poloff delviered reftel demarche to Landy Edith 

Esquivel Cordero, Secretariat of Foreign Relations (SRE) Head 
of the Department of Colombia, Ecuador and Venezuela. Ms. 
Esquivel did not offer a substantive response, but said she 

had passed the information to Minister Mario Arriola Wong, 
Director General for Latin America and the Caribbean, and 
noted that SRE looks forward to receiving a formal invitation 

to participate in the meeting. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
GARZA 
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SUBJECT: CHAVEZ\' CONSTITUTIONAL CHANGES: STRATEGIC 
DELETIONS AND NEW PRESIDENTIAL POWERS 


REF: CARACAS 001635 
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Classified By: POLITICAL COUNSELOR ROBERT DOWNES, 
REASON 1.4 (D) 


1.(C) Summary. Local constitutional experts are focusing 
public attention on the fact that the language President 
Chavez proposes to delete from the 1999 Constitution is as 
problematic as the new language he proposes to insert. 
Chavez\' constitutional changes would remove language that 
promotes municipal autonomy, government accountability and 
transparency, the political neutrality of the armed forces, 

and the legal protection of private property. In addition, 

local media and NGOs are highlighting the additional powers 
Chavez would obtain through his constitutional revision. 
Historians are also drawing a parallel between Chavez\' 
constitutional package and former Venezuelan strong men who 
used similar processes to become \"constitutional despots.\" 
While Venezuelan opinion-makers are building a strong case 
that Chavez\' constitutional changes are anti-democratic, they 
also concede that most Venezuelans are still uninterested in 
the constitutional debate, a situation that distinctly favors 
Chavez\' electoral machine. End Summary. 


2. (SBU) Well-reasoned criticism of President Chavez\' 
proposals for sweeping constitutional change continues to 
mount in the independent media, academia, and among NGOs. 
Constitutional experts are increasingly focusing attention on 
language the Venezuelan president intends to delete from the 
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1999 Constitution, not just the new language he plans to 
insert (reftel). Chavez\' current package of constitutional 
changes would remove key language that promotes 
accountability and transparency in government, protects the 
armed forces from politicization, devolves power to 
municipalities, and ensures the protection of private 


property. 


3. (SBU) Government Accountability: Chavez proposes to 
transform Article 141 ofthe 1999 Constitution which states 
that public administration is based on \"the principles of 
honesty, participation, speed, efficiency, transparency, 
accountability, and responsibility in the performance of 
public functions.\" Chavez\' proposed new Article 141 simply 
defines public administration as composed of traditional 
public bureaucracies regulated by law and the Bolivarian 
social missions subject to regulations established by the 
Executive Branch. Constitutional experts stress that the 
\"gutting\" of Article 141 would make it more difficult to hold 
corrupt public officials accountable. They also note that 
Chavez\' social missions will now enjoy constitutional status 
without having to become more transparent. 


4. (SBU) Professional Armed Forces: The Venezuelan president 
proposes to delete language from Article 328 that protects 

the professional independence of the armed forces. The 
existing Article 328 begins, \"The National Armed Forces 
constitute an essentially professional institution, without 
political affiliation, organized by the state to guarantee 

the independence and sovereignty of the nation...\" Chavez\' 
proposed new Article 328 would replace that language with the 
following, \"The Bolivarian Armed Forces constitute an 
essentially patriotic, popular, and anti-imperialist body, 
organized by the state to guarantee the independence and 
sovereignty of the nation...\" Legal experts fear that the 
proposed change will remove legal barriers to Chavez 
politicizing the military. 


5. (SBU) Local Government: Chavez continues to promote his 
\"New Geometry of Power\" as giving more power to the people. 
However, constitutional experts argue that Chavez\' proposal 

to transfer powers from autonomous municipalities to 
community councils registered and funded by the presidency 
will concentrate more power in Chavez\' hands at the expense 
of local governments. The existing Article 168 begins \"The 
municipalities constitute the primary political unit of the 

national organization...\" Chavez\' proposed new article would 
retain municipalities, but their role would diminish 

considerably as a result of Chavez\' proposed establishment of 
the sub-municipal \"commune\" as the new primary political unit 
in Venezuela. 
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6. (SBU) Private Property: Chavez emphatically claims that 


CARACAS 00001727 002.2 OF 003 


his changes to the constitution will not jeopardize private 
property (reftel). Article 115 currently states that 

\"Property rights are guaranteed. All have the right to the 

use, possession, enjoyment, and regulation of their 

property.\" However, Chavez\' proposed new Article 115, which 
describes several forms of collective property before turning 

to private property, would define private property simply as 
goods for \"use and consumption\" and \"legitimately acquired\" 
means of production. Constitutional experts believe this 
change more narrowly defines private property, noting that 
there are innumerable categories of private property (e.g. 

art work) that are not strictly for use and consumption. 

They also fear that the Chavez-packed court system could 
interpret the \"legitimately acquired\" language to justify BRV 
expropriations. 


7. (C) Civil society NGO \"Hagamos Democracia!" (partially 
funded by USAID/OTI to carry out watchdog activities related 
to constitutional reform) and the independent media are 
publicizing the fact that Chavez\' proposals to change Article 
236 of the 1999 Constitution would give the Venezuelan 
president more power, including new authority to: 


-- coordinate relations between national public bodies; 
-- name and remove vice-presidents; 

-- create federal provinces, territories and cities; and, 
-- promote military officials of all ranks. 


8. (SBU) In addition, \"Hagamos Democracia\" notes that Chavez\' 
constitutional reforms would allow him to exercise more 
powers exclusively, including the ability to: 


-- manage the national treasury and monetary policy; 
-- conclude contracts in the national interest; 

-- formulate a national plan for development; 

-- grant pardons; and, 

-- convoke national referenda, 


all without having to consult with his cabinet. 
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9. (SBU) Local historians and constitutional experts are also 
highlighting Venezuela\'s long tradition of 
constitution-writing and reforming. Venezuela has had 26 
constitutions since declaring independence from Spain in 
1811. Legal experts note that only five of the 

constitutions, including the 1999 Constitution, represent 
significant changes from the past. They stress that the 
other constitutions merely represent reforms that 
concentrated more power in the hands of the executive and 
solidified \"constitutional dictatorships.\" In addition, they 
frequently draw a parallel between Chavez and Venezuela\'s 
most notorious 20th century caudillo, Juan Vicente Gomez. 
Gomez used the constitution reform process to dominate 
Venezuelan government from 1908 until his death in 1935. 


10. (C) Some of the participants in the Constituent Assembly 
that drafted the 1999 Constitution tell us the Chavez\' 
proposed changes incorporate ideas that Chavez was originally 
unable to get adopted. They note that Chavez at that time 
sought a seven-year presidential term, broader authority to 
reshape local governments, and more power to assert greater 
state control over the economy, but did not then have 
sufficient support to get these ideas codified. Chavez 

himself boasts that now he is in a position to make these 
changes. Constituent Assembly veterans tell us that they 
would expect Chavez to also seek changes at some point to 
constitutional clauses that enshrine Venezuela\'s treaty 
obligations and commitment to international arbitration. 


11. (C) Independent media outlets, legal experts, academics, 
and NGOs are publicizing strong, well-reasoned warnings that 
President Chavez\' proposed constitutional changes concentrate 
too much power in the executive and further undermine 
democracy in Venezuela. What is less apparent is whether the 
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majority of Venezuelans are listening. The opposition 

remains divided on whether to participate in the 

constitutional referendum slated for early December. 
Would-be opinion-makers concede that most Venezuelans still 
perceive the constitutional debate as \"an argument for 
lawyers\" rather than the crossroads between what remains of 
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social democracy in Venezuela and Chavez\' brand of 
authoritarian socialism. Such an informational vacuum favors 
the formidable Chavez electoral machine. It also makes it 
easier for pro-Chavez legislators to make further 
Chavez-approved changes. National Assembly (NA) President 
Cilia Flores has already stated that the NA will have to 

review all the articles of the Constitution, ostensibly to 

make the revised document internally consistent. 
Consequently, the opposition still has a lot of 
attention-grabbing work to do to motivate Venezuelans to 
oppose Chavez\' constitutional changes. 


DUDDY 
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SUBJECT: ECUADOR: PROPOSALS ILLUMINATE KEY ISSUES FOR 
CONSTITUENT ASSEMBLY 


REF: A. QUITO 1655 
B. QUITO 1785 
C. QUITO 1488 
D. QUITO 955 
E. GUAYAQUIL 363 


Classified By: DCM JEFFERSON T. BROWN FOR REASON 1.4 (D) 


SUMMARY 

1. (C) Ecuadorian political parties and civil society groups 
have put forward a variety of proposals for the new 
constitution, which will be drafted by the Constituent 
Assembly to be elected on September 30. Some of the major 
issues Assembly members are likely to address include the 
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extent of state control over natural resources and the 
broader economy, dollarization, social needs, banking and 
labor reforms, and new formulas governing central 
government-provincial power and revenue sharing. They will 
also consider means to depoliticize government oversight 
institutions, democratize politics, and reform the courts. 

The Constituent Assembly\'s greatest challenge will be to 
achieve sufficient consensus behind the new constitution to 
help build respect for the rule of law. 


CONESUP TO ASSEMBLE DRAFT CONSTITUTION 

2. (U) President Correa requested on February 28 that the 
National Council of Higher Education (CONESUP) collect and 
catalogue proposals for the new constitution from individuals 
and political organizations and then draft a proposed 
constitution. CONESUP has made the proposals available on 
its website. It released the first part of its draft 

constitution on August 24. 


3. (SBU) Like the current constitution, the version 

elaborated by the Constituent Assembly will likely be a 
complex document. Rather than sketching a broad framework 
for government institutions like its U.S. counterpart, the 
Ecuadorian constitution traditionally includes numerous 
specific -- and sometimes impractical -- provisions. 


4. (C) How the issues will be addressed in the Constituent 
Assembly will depend on who is elected September 30. Some 
groups, including Correa\'s Acuerdo PAIS movement, have laid 
out in general terms an agenda they would like to address in 
the Constituent Assembly. (Note: Acuerdo PAIS includes the 
groups in Alianza PAIS together with New Country Citizens and 
Democratic Alternative.) Many groups, particularly those of 

the center-right, appear to be focused as much or more on 
blocking certain radical reforms rather than offering their 

own blueprint. A nationwide early August poll by the firm 
Informe Confidencial (shared privately with us) showed 51 
percent favoring candidates that support the Correa 
government and 19 percent favoring candidates that oppose the 
government. Politics in Ecuador are volatile, the 
apportionment rules for seats are very complicated, and polls 
also show most have not decided yet how to vote, so it is too 
early to know how solid Correa\'s ability to control the 
Assembly will be. 


5. (U) A preview of major issues the Assembly will consider 
follows: 


I. DOLLARIZATION 
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6. (C) Dollarization could be a thorny issue in the 
Constituent Assembly. The current constitution names the 
sucre as Ecuador,s official currency. Dollarization is 
popular with most Ecuadorians for the stability that it has 
brought, but some Ecuadorians resent dollarization (mainly 
for nationalistic reasons). In the Informe Confidencial 

poll, 76 percent favored maintaining dollarization and 18 
were opposed. Even Correa and fellow leftists who oppose 
dollarization in the long term have acknowledged its 
short-term practical necessity and popular appeal. It seems 
clear that the president hopes to eventually replace the 
dollar with a national or regional currency. Opposition 
parties (particularly those in Guayaquil) have tried to paint 
Correa as \"anti-dollarization\" and are making this issue one 
of their core campaign themes. 


Il. BANKING CONTROLS 

7. (SBU) After Congress repeatedly rebuffed his proposal to 
substantially increase government control over the banking 
sector, Correa asserted that he would pursue his objectives 
in the Constituent Assembly (REF A). A number of leftist 


members of Congress were sensitive about the impact that 
strong controls would have on microcredit and small financial 
institutions, so joined their colleagues in approving less 
draconian controls. Therefore this issue may not play out 
along left/right lines in the Constituent Assembly, even 
though it appears to be a priority issue for Correa. 


III. ROLE OF THE STATE IN THE ECONOMY 

8. (SBU) Economic reform is likely to be the centerpiece of 
Correa,s plan for the new constitution. His administration 
has publicly stated its goal of creating a thus-far 

ill-defined socialist economic model of \"social inclusion.\" 
They have not clearly articulated how this would be addressed 
by constitutional reform, but may seek provisions to 
strengthen state regulation of major utilities, intervention 

to offset \"market failures,\" promotion of micro-enterprises, 
and a focus on developing the domestic market. Center-right 
delegates, if they were to gain a sizeable share of the 

seats, would be focused on preventing any significant 
redefinition of the state\'s role in the economy. 


IV. NATURAL RESOURCES 

9. (SBU) Leftists envision some form of increased state 
control and greater state share of Ecuador\'s oil and mineral 
resources. In an August interviews, new Energy Minister Galo 
Chiriboga stated that Ecuador would only work with 
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state-owned oil companies like PDVSA or Petrobras. 
Renegotiation of contracts with transnational corporations to 
comply with the new 2006 hydrocarbons reform law, pending 
since the beginning of the administration, is a popular 

topic. Many claim that Ecuadorians should benefit more from 
their natural resources. Center-rightists want to keep the 
status quo, where more efficient private sector 
concessionaires exploit state-owned resources while paying 
royalties. 


V. LABOR REFORM 

10. (SBU) Correa administration officials have indicated 

that they will pursue labor reform in the Constituent 

Assembly rather than through dialogue with organized labor 
and business. The Correa administration has also stated its 
intention to include a constitutional prohibition of 
subcontracting. Ecuador\'s antiquated labor code needs to be 
updated, but previous efforts to bring some sort of consensus 
between employers and employees have floundered. One 
provision in the CONESUP draft would mandate use of mediation 
to resolve labor conflicts. It is not clear what changes the 
Correa administration, labor, or business sector will pursue 

in the Constituent Assembly. 


VI. BALANCE OF POWER AND DECENTRALIZATION 

11. (SBU) Candidates of all stripes are addressing the need 

for a balance of powers between various branches of 
government and between national and local governments. Four 
of the five candidates on an August 1 panel of Assembly 
candidates (Ref B), including government supporters and 
opponents, stressed the importance of avoiding a 

concentration of power. 


12. (SBU) Many sectors of Ecuadorian society consider 
decentralizing the government structure a huge priority. 
Opposition leader and Social Christian Party Guayaquil Mayor 
Jaime Nebot has long championed decentralization, and leaders 
of less wealthy provinces consistently complain about an 

undue focus on Quito and Guayaquil. Local authorities are 
often seen as more effective in delivering services than the 
federal government, but any discussion about decentralization 
will be fraught with tension over how to divvy up funding. 


13. (C) One proposal is to consolidate existing provinces to 
form larger regions. It appears that the government favors 
creating regions of some sort. Former president and 
Patriotic Society Party leader Lucio Gutierrez explained to 
us his proposal for four large regions cutting across the 
country so that each includes coastal, mountainous, and 
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Amazon lowland areas. 


14. (C) Other groups seek guarantees of autonomy for 
indigenous groups. Congressman Ramsses Torres of the 
indigenous Pachakutik movement told us he lacked confidence 
in the government's support for such autonomy. 


Vil. PRESIDENTIAL REELECTION 


15. (C) Ecuador,s current constitution does not allow 
presidential reelection. Since no president in the past ten 
years has finished his term, this has never been challenged 
by any president or political party. There is growing 

support for reelection, although some believe it would be 
appropriate only after at least one intervening term. 
President Correa has been careful not to publicly promote a 
reelection clause, but he clearly supports it and considers 

it illogical that the presidency is the only elected office 
without reelection. Quito Vice Mayor Andres Vallejo of the 
Democratic Left Party told us he considers presidential 
reelection a reasonable arrangement for other countries, but 
not one that should apply in Ecuador. 


VIII. CONGRESS AND POLITICAL PARTIES 

16. (SBU) Another goal of the Constituent Assembly is to 
reform and democratize Ecuador\'s political parties. Most of 
the parties in the current system are led by \"caudillo\" 
strongmen who run the parties like their personal fiefdoms. 
Democracy activists want to democratize internal party 
workings through, for example, a primary system. The major 
established parties have been conspicuously silent on this 
topic. 


17. (SBU) Another popular target for reform in the Assembly 
is Congress, which has a 6% credibility rating. Most 
Ecuadorians support a switch from proportional representation 
to single-member or two-member districts. Under this system, 
representatives would be more directly accountable to their 
constituents. 


IX. COURTS AND REGULATORY BODIES 

18. (SBU) Many Ecuadorians consider other political 
structures dysfunctional as well and want to depoliticize 
government regulatory bodies and courts. Currently, seats in 
these institutions are allocated based on a party,s 
representation in Congress, creating a dangerous conflict of 
interest. Some proposals suggest direct election of such 
officials. Ecuadorian NGO Citizen Participation ExecDir Jose 
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Valencia told us his group recommended dividing the Supreme 
Electoral Tribunal into two bodies, one linked to political 
parties that would administer elections and a separate 
independent body that would investigate campaign violations. 


19. (SBU) Proposals from Ecuadorians of all political 

stripes support reorganizing the judicial system to establish 
a clear court of last resort. Ecuador has several high 

courts, all of which have supreme authority in their 
respective areas. Most propose placing these courts as 
sub-courts under the jurisdiction of either the Supreme Court 
or the Constitutional Tribunal and more clearly defining the 
jurisdiction of each court. Other state institutions may be 
reorganized as well. 


X. FOREIGN TROOPS IN ECUADOR 

20. (SBU) President Correa and other nationalists have 
declared that Ecuador should not allow foreign troops on its 
soil, although he has publicly stated his intention to 

respect the terms of Ecuador,s agreement allowing the U.S. 
military,s presence in its Forward Operating Location in 
Manta until it expires. The No Bases Coalition, made up of 
15 leftist groups, proposed to CONESUP in mid-August the 
following language, \"Ecuador is a territory of peace and, in 
exercise of its sovereignty, will not host foreign military 
bases or foreign troops, and will refrain from signing any 
agreement which implies other forms of foreign military 
presence.\" 


WILL THE ASSEMBLY ALSO LEGISLATE? 

21. (C) Following set-backs this summer with the current 
Congress, which has rejected several Correa legislative 
initiatives, Correa has called for the Constituent Assembly 

to dissolve Congress for corruption and incompetence (Ref C), 
not waiting until new constitution goes into effect. Members 
of Congress are split on the issue. Some groups 

ideologically close to Acuerdo PAIS, such as Pachakutik, 
oppose the dissolution of Congress. Opponents of dissolution 
claim that it would give Correa total control of the 

government (assuming Correa controls the Assembly). 


22. (C) Whether or not the Constituent Assembly actually 
throws out the Congress, the Constituent Assembly could 
create a legislative commission to pass urgent laws (REF D), 
justifying it as part of its complete powers. If so, the 


Constituent Assembly would acquire an even more complicated 
agenda by trying to set the broad policy directions for 
Ecuador while also entering into detailed discussion of 
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drafting legislation. 


COMMENT 

23. (C) The proposed changes to the Ecuadorian constitution 
are a mixed bag that run the gamut from necessary and 
long-overdue to completely unrealistic. Because of the 
specific nature of the document, many Ecuadorians expect the 
new constitution to address a number of problems that laws 
have failed to solve. For this reason, many may be 
disappointed with what the Constituent Assembly achieves. If 
the Assembly is able to draft reforms that depoliticize 
institutions and democratize politics, Ecuador could be 

better positioned to deal with its challenges in a stable, 
democratic fashion. However, successful constitutional 
reform depends on widespread consensus and respect for the 
rule of law, two elements not often on display here. 

JEWELL 
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E.O. 12958: N/A 
TAGS: POL, CASC, MX 
SUBJECT: HONORING THOSE WHO HAVE SERVED IN THE U.S. MILITARY 


1.(SBU) A Defense Attache Office (DAO) team led by Assistant 
Army Attache Cozzens and accompanied by USAF Master Sergeant 
Ramirez notified in person the family, including the Mexican 
national spouse and two children, of a U.S. Army Private 

First Class killed in action last week. The U.S. national of 
Mexican background was mortally wounded in Baghdad, Iraq on 
August 22 by an improvised explosives device (IED) while 
driving an M2A2 Bradley Fighting Vehicle. In a separate 

case, Chief Warrant Officer Four Wiechert attended the 

funeral August 23 in Ojo Caliente for a Mexican national U.S. 
Army soldier killed in a non-combat accident in the U.S. 
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earlier in the week. 


2. (SBU) It is estimated that more than 40 Mexican nationals 

(or military personal listing Mexico as their POB) have been 
killed in action while serving the U.S. military since 

September 11, 2001. DOD estimates that more than 20 of them 
have been granted posthumous U.S. citizenship. The Mission 
views as one of its highest priorities honoring those Mexican 
nationals and those of Mexican descent who have given the 
ultimate sacrifice in service to the United States of America. 


Visit Mexico City\'s Classified Web Site at 
http://www.state.sgov.gov/p/wha/mexicocity and the North American 
Partnership Blog at http://www.intelink.gov/communities/state/nap / 
GARZA 
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SUBJECT: OPPOSITION, OTHERS DEFEND US AID 


REF: A. LA PAZ 2387 
B. LA PAZ 2386 


Classified By: A/DCM Mike Hammer for reasons 1.4 (b) and (d). 


Summary 


1. (U) Following Minister of the Presidency Quintana\'s August 
29 attacks on USAID in which he accused the USG of supporting 
the opposition and told USAID to get in line with government 
policies or leave the country, the opposition, NGOs and 

pundits are defending USAID and criticizing the government 

for the unwarranted attack. The official State Department 
response to the Bolivian government\'s accusations has 
received wide coverage, and many editorials are suggesting 

that the MAS attack on USAID is asmokescreen to cover recent 
domestic problems including civic strikes, rising inflation 

and Venezuelan cash assistance. 


2. (U) Many political commentators and opposition 
politicians have drawn attention to the timing of Minister 
Quintana\'s diatribe, coming as it did only a day after six of 
Bolivia\'s nine departments shut down in strikes against the 
ruling MAS government. The head of the opposition party 
National Unity (UN) Samuel Doria Medina said, \"It\'s an old 
method of (Hugo) Chavez. Every time he has a domestic 
problem, he insults the U.S. government and fights with them. 
It\'s no coincidence that on Tuesday there was a massive 
strike against the government of Evo Morales, and that now 
Quintana comes out to tell lies and hoaxes.\" In the words of 
Carlos Hugo Molina, one of the former government officials 
(under Goni Sanchez de Lozada) listed by Quintana as evidence 
that USAID is financing the \"old way\" and the opposition: 
\"They are trying to scare us...this should be denounced at 
international levels.\" Another USAID contractor, Juan Carlos 
Urenda (a Santa Cruz civic leader) described the MAS 
accusations as an attempt to cast a smokescreen over the 
\"serious problems in this country,\" and opined that this was 
\"another mistake of the government that will do no less than 
deepen the differences and confrontations in the country.\" 


Pay No Attention to the Venezuelan Behind the Curtain 
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3. (C) On August 29, as Minister Quintana criticized USAID\'s 
\"flagrant interference in Bolivian politics\", President 

Morales was handing out Venezuelan checks to mayors in the 
department of La Paz. In the past, President Morales has 
publicly called for European, Japanese and U.S. aid to be 

more like Venezuelan aid, which in practice would mean almost 
no accountability or transparency. In his attack on USAID, 
Minister Quintana praised European aid for being transparent 
and for following Bolivian laws. Although Quintana did not 
directly mention Venezuelan aid, the MAS is clearly 

responding to criticism of the increasing Venezuelan 

influence in the country. The official government news 

source ABI on August 30 ran an article describing how 
President Morales has been handing out \"cooperation checks\" 
from Venezuela and Europe. This attempted conflation of 
Venezuelan and European aid seems to be a MAS attempt to both 
isolate the United States and justify its acceptance of 
increasing Venezuelan involvement in the country. Following 
Quintana\'s presentation, Vice President Garcia Linera 
announced that the Bolivian government will push for a new 
law to control the destination of international aid and will 
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investigate the programs of all international aid in Bolivia. 


4. (U) Many Bolivians are concerned about the more immediate 
and concrete impact that could result from poking a stick at 

the United States. The Bolivian External Trade Institute 

(IBCE) is concerned for the future of ATPDEA, pointing out 

that Bolivia is even now preparing a proposal for the 

extension of ATPDEA trade preferences. IBCE head Gary 
Rodriguez stated, \"We understand that the (Bolivian) 
Government doesn\'t need trade preferences, but the workers do 
need them, as do entrepreneurs who seek to consolidate and 
not lose free access for their exports.\" 


5. (C) More directly, many observers are pointing out that 
Bolivia cannot afford to risk USD120 million in assistance 
from USAID. Few are suggesting that all USAID assistance 
could be lost, but concerns are rife that funding could be 
reduced in the future. While Morales and the MAS may be 
willing to wave goodbye to our assistance, other officials 
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either doubt that Venezuela will step up to completely fill 

the gap or, pragmatically, see a benefit in receiving as much 

aid as possible from various sources. (Comment: At a time 
when Vice President Linera is heading to Washington to, among 
other issues, push for Millennium Challenge aid to Bolivia 

and a continuation of ATPDEA trade benefits, the timing of 

the attacks against the USG seems self-defeating. End 
comment.) 


6. (C) Minister Quintana also announced his \"suspicions of 
U.S. double morality\" in the fight against drugs, questioning 
the U.S. focus on cocaine in Bolivia while claiming that 
marijuana is not part of counternarcotics programs here. 
Quintana said that the Bolivian government is investigating 
NAS assistance and will publish their findings in the 
following weeks. (Comment: It is understandable that a 
government whose president is also the head of the 
coca-growers union would turn its sights on NASVs programs. 
Considering the egregious accusations that the Bolivian 
government has just leveled at USAID, we expect that their 
\investigation\' of NAS will be equally rigorous. End 
comment.) 


Comment 


7. (C) In the wake of Quintana\'s press conference, USAID has 
received an outpouring of support. Many partner NGOs are 
publicly challenging the government\'s accusations, and some 
have requested more information from USAID in order to 
repudiate the MAS stance. Morale in USAID could take a hit, 
particularly among the Bolivian locally-engaged staff, some 

of whom fear that after Quintana\'s threats and insinuations 
about \'traitors\' who \'sell out their country\', they may be 
targeted by the MAS in the future. Their fears are not 
unfounded, considering that Quintana named USAID contractors, 
listed their posts in previous governments, and accused them 
of working against the MAS program of change. To address 
initial concerns and assure employees of USG support, USAID 
held an all-hands staff meeting right after Quintana\'s press 
briefing. The Ambassador will hold a mission wide townhall 
meeting immediately upon his return to La Paz. 
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STATE FOR WHA, WHA/CEN, WHA/PPC, H, AND EB 


E.O. 12958: N/A 

TAGS: BEXP, EAGR, EAID, ECON, EFIS, ETRD, OVIP, PGOV, PREL, 

HO 

SUBJECT: HONDURAS SCENESETTER FOR USDA SECRETARY JOHANNS 


1. (SBU) Summary: As you prepare to visit Tegucigalpa, 
relations between the United States and Honduras are 
generally good. President Zelaya considers himself a friend 
of the United States, and Honduras generally supports U.S. 
positions on major international issues, including the War on 
Terrorism. But Zelaya\'s administration has expressed open 
irritation and defensiveness about the USG\'s increasing focus 
on corruption in Honduras, which may soon affect Honduras 
continued eligibility for Milennium Challenge Account 

funding. Your interlocutors may also raise concerns about 
possible safeguards on Honduran socks, a proposed U.S. tax 
increase on domestic and international tobacco products, 
which would affect exports of Honduran cigars, and 
deportations of Hondurans living illegally in the United 

States. CAFTA entered into force for Honduras in April 2006, 
but Honduras has been slow to implement its CAFTA 
obligations, and exports to the United States were actually 
down slightly in the first year. Meeting U.S. sanitary and 
phytosanitary requirements for agricultural exports and 
improving the Honduran investment climate are major obstacles 
to reaping the benefits of CAFTA. An apparently off-the-cuff 
proposal by the Agriculture Minister earlier this year to ban 
genetically modified crops looks to be dead for the time 
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being. A recent visit by Brazilian President Lula has 
sparked interest in developing biofuels in Honduras. 
President Bush discussed biofuels with Zelaya during their 
last meeting in August 2006. End Summary. 


2. (U) Honduras faces many challenges, including corruption, 
unemployment, high levels of violent crime, a highly skewed 
distribution of income, and a weak judicial system. Witha 

per capita income of approximately USD 1000, Honduras is the 
third poorest country in the Western Hemisphere. Two-thirds 
of Hondurans live in poverty, and average education levels 

are very low. Honduras has the highest rate of HIV/AIDS in 
Central America. The GOH estimates that approximately one 
million Hondurans out of a total population of 7 million live 

in the United States, about 600,000 of whom are undocumented. 
Immigration issues thus rank high on the bilateral agenda. 


3. (SBU) Honduras is a transit country for shipments of 
cocaine flowing north from South America, predominantly by 
sea. U.S. and Honduran counternarcotics police and military 
units actively monitor the transshipment of drugs though the 
country via air, land and sea routes. The GOH cooperates with 
the USG in investigating and interdicting narcotics 

trafficking but faces significant obstacles in funding, a 

weak and corrupt judicial system with heavy caseloads, lack 
of coordination, and inadequate leadership. 


4. (SBU) Honduras is one of the most corrupt countries in the 
Western Hemisphere and was recently ranked 121 out of 163 
countries surveyed by Transparency International. Only 
Ecuador, Haiti, and Venezuela scored lower in the Western 
Hemisphere. U.S. policy and statements against corruption 
have struck a nerve here. The GOH recently passed two 
important laws that should aid in the fight against 

corruption: the Transparency Law will give public access to 
more of the government,s dealings and allow the public to 
obtain information about ministries and agencies; and the new 
Civil Procedure Code will speed up the judicial process and 
allow for public oral arguments in civil courts, which have 
historically been nontransparent. Nonetheless, Honduras\'s 
score on the corruption indicators used to determine 

eligibility for Milennium Challenge Account funding have 
recently worsened, putting in jeopardy more than USD 200 
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million in MCA funding. Corruption is particularly rife in 
the state-owned telecommunications and electricity industries. 


5. (U) Personal security is a serious concern for all 
Hondurans and foreigners residing in Honduras. Violent 
crime, particularly homicides and various gang-related 
crimes, is extremely high. According to official Honduran 
figures, the country has a murder rate of 23.1 per 100,000 
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inhabitants (compared to the average murder-rate worldwide of 
8.8). The police estimate that over half the murders can be 
attributed to youth gangs that claim over 36,000 members in 
Honduras. Public support for forceful government actions 
remains strong. Although the Zelaya administration can claim 
some credit for a small reduction in the number of violent 
deaths in Honduras, the country remains one of the most 
dangerous places in the Western Hemisphere. 


6. (SBU) After more than a year and a half in office, the 
record of accomplishments of President Manuel (Mel) Zelaya, 
with whom you will meet September 6, is mixed. Zelaya was 
elected on a platform of \"Citizen Power\" and the plan of 
achieving a smaller central government with more power at the 
local level. But his first year in office has seen a 
consolidation of power in his hands and those of several 
close advisors. He claims to favor government transparency, 
and signed into law in 2006 a transparency bill to promote 
public access to information. But corruption in Honduras 
remains rampant. While Zelaya considers himself a friend of 
the USG, his personality, administration, and populist 

policies -- as reflected by his proposal to effectively 
nationalize the distribution of petroleum products -- have 
made working with him a challenge. 


7. (SBU) Zelaya sees the integration of Central America as 
the only viable means Honduras has to meet the challenge of 
globalization. In addition to ratifying CAFTA and increasing 
cooperation with neighboring countries, Zelaya intends to 
develop and strengthen relationships with other countries in 
the Western Hemisphere, as well as in Asia and Europe. 
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Honduras, together with its Central American partners, is 
currently negotiating a free trade agreement with the 

European Union. As a consequence, Honduras, a major banana 
producer, has opted not to join the United States and other 
Western Hemisphere countries in a World Trade Organization 
dispute with the EU over the EU\'s banana import policies. 


8. (SBU) Over the past month, Zelaya has become embroiled in 

a power play with the President of the Honduran Congress, 
Roberto Micheletti, who like Zelaya is from the Liberal 

Party. The dispute centers on competing proposals to reform 

the Honduran telecommunications market and to regulate the 
rates on incoming international calls charged by the state 

telecom company Hondutel. Hondutel has become a major source 
of graft and corruption in Honduras. Reforming the telecom 

sector is a CAFTA requirement, but corruption and power 

politics are standing in the way. 


9. (U) After lagging for most of the 1980s and \'90s, the 
Honduran economy has shown steady growth of 4-5 percent over 
the last five years, thanks in large part to roughly USD 3 

billion in external debt forgiveness and huge inflows of 
remittances from Hondurans residing -- legally and illegally 

-- in the United States, which amount to about one-fifth of 
GDP. Inflation has remained moderate at around 6 percent, 
and the exchange rate has been stable. However, creeping 
budgetary pressures in the form of subsidies for fuel and 
electricity and public sector salary demands, in particular 

from teachers, are causing concern about fiscal 

sustainability over the medium term. The GOH has committed 
to applying the resources it has acquired through debt relief 

to poverty alleviation, but execution has been well below 
expectations. 


10. (U) In April 2006, the International Monetary Fund (IMF) 

was unable to certify GOH compliance with its Poverty 
Reduction and Growth Facility (PRGF), based largely on 
concerns about new fiscal policies that loosened fiscal 

discipline and significantly augmented public sector wages. 

The PRGF agreement stalled and eventually expired in February 
2007. At present Honduras has no formal agreement in place 
with the IMF. 


11. (U) The United States is Honduras\' largest trading 
partner, with two-way trade in goods of USD 7 billion in 
2006, and the largest source of foreign direct investment. 
One of the major magnets for foreign investment is the 
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apparel assembly (maquila) sector, which grew dramatically in 
the 1990s and now employs more than 130,000 people. However, 
weak policies and physical and juridical insecurity deter 

many potential investors. FDI in the maquila sector actually 
dropped 10 percent in 2006, despite CAFTA. 


12. (U) On March 3, 2005, the Honduran Congress approved 
CAFTA by an overwhelming margin. The agreement entered into 
force for Honduras on April 1, 2006. In the 12 months 

following entry into force, Honduran exports to the United 

States actually fell slightly compared with the 12 months 

before the agreement went into effect -- to USD 3.71 billion 

from USD 3.76 billion. Although 12 months is too short a 

time on which to judge, many analysts here see this 

lackluster performance in the first year as evidence that 
Honduras needs to undertake serious microeconomic reforms and 
improve its investment climate before it will be able to take 
advantage of the opportunities offered by CAFTA. 


13. (SBU) Zelaya\'s team worked hard to bring CAFTA into 
force, but has done little since then to take advantage of 

the opportunities offered by the agreement. Key reforms in 
energy, telecommunications, and other sectors remain stalled, 
and policies favoring price controls and state intervention 
have weakened the investment climate. The agreement is 
considered to be absolutely vital to the survival of the 

textile and apparel sector in Honduras now that worldwide 
quotas have been eliminated. The agreement\'s agricultural 
chapter liberalizes agricultural trade gradually while 

protecting Honduran farmers from sudden disruptions caused by 
subsidized imports. 


14. (SBU) The recent announcement by the U.S. Committee on 
Implementation of Textile Agreements (CITA) that it was 
initiating proceedings to determine whether to impose 
safeguards in response to a recent surge in imports of socks 
from Honduras has caused a press stir here and may come up in 
your conversations with Honduran officials. Business groups 
claim imposition of a safeguard would cost Honduras thousands 
of jobs and cause investment in the textile and apparel 

sectors to dry up. CITA will be collecting public comments 

on the issue until September 20, after which it will have 60 

days to decide whether a safeguard is warranted. Under 
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CAFTA, Honduras has the right to demand consultations and to 
receive compensation in the form of trade concessions on 
other apparel products. But at this point the GOH is 
challenging the basis for the safeguard and complaining to us 
privately that imposing one would be interpreted in Honduras 
as a betrayal of CAFTA. 


15. (U) Agriculture accounts for about 12 percent of Honduran 
GDP and employs about 35 percent of the workforce. For much 
of the 20th century, bananas accounted for the vast majority 
of exports and the bulk of government revenue. But they now 
amount to just 13 percent of exports. Although there has 
been some diversification of agricultural production in 

recent years into more lucrative cash crops (melons, 
cultivated shrimp, palm oil, oriental vegetables), there 
remains a large population of subsistence farmers with few 
economic opportunities other than illegal immigration to the 
U.S. This is exacerbated by a shift in agricultural policy 

under the Zelaya Administration to one of subsidizing 
non-competitive basic grains production. 


16. (SBU) Earlier this year, apparently without coordination 
within the GOH, Agriculuture Minister Hernandez announced his 
intention to ban genetically modified seeds from Honduras. 

This provoked a popular backlash, which forced Hernandez to 
withdraw the proposal. But Hernandez is reportedly a true 
believer in the evils of GMO crops. 


17. (U) More recently, Honduran trade and agriculture 

interests have sounded an alarm over a proposal in the U.S. 
Congress to raise the tax on tobacco products -- including 
Honduran \"puro\" cigars -- to finance an expansion of 
children\'s health insurance. The bill is currently in 

conference. The Senate version would set the tax on cigars 

at USD 3; the House version at USD 1. The President opposes 
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version would have raised the tax to USD 10, and Honduran 
press are erroneously reporting that as the current proposal. 
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18. (U) In June 2005 Honduras signed a 5-year, USD 215 
million Millennium Challenge Compact. It was one of the 

first countries to sign such a compact. The Compact aims to 
reduce poverty and promote growth by increasing the 
productivity and business skills of farmers who operate small 
and medium-sized farms and by reducing transportation costs 
between production centers and national, regional and global 
markets. The goal of the Compact is to increase Honduras\' 
annual income by an estimated USD 69 million by 2010. 
Hundreds of small/medium farmers have begun receiving 
intensive technical assistance in the production and 
commercialization of high-value agricultural crops. An 
international project manager is reviewing final designs for 
upgrades to the country\'s main highway and working with 
MCA-Honduras to evaluate proposed improvements to secondary 
and tertiary roads. Construction is expected to begin in 

late 2007-early 2008. However, Honduras\'s recent worsening 
score on MCC\'s corruption indicators may result in an imposed 
remediation plan for Honduras to continue receiving 
Millennium Challenge Account funding. 


19. (U) USAID operates a USD 38.8 million program closely 
aligned with the goals of the MCC. Projects seek to increase 
the responsiveness and accountability of public institutions 
and create better models for governance, justice reforms, 
transparency and participation. There is also a concerted 
focus on trade policy and support to Honduras in complying 
with the requirements of CAFTA. USAID strives to bridge 
agricultural production in rural areas with relatively higher 
value processing and marketing enterprises in urban centers. 
An integrated natural resource management program emphasizes 
sustainable land and water-use, biodiversity, and reduced 
disaster vulnerability. The health program aims to improve 
reproductive health, family planning, child survival, 

prevention of HIV/AIDS, and household food security. USAID 
is also working to improve the Honduran education system, 
including through a Centers for Excellence in Teacher 
Training Presidential Initiative and by assisting GOH efforts 
to develop quality education standards, testing, and 
evaluation. 


20. (U) The economic relationship between Honduras and El 
Salvador is growing despite the territorial disputes. The two 
countries are working together to construct a controversial 
hydroelectric dam that will provide power to both countries, 
and with the help of funds from MCC, they are constructing a 
modern road that will allow El Salvador to send its goods to 
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the Honduran ports on the Caribbean. 


21. (SBU) The election of Daniel Ortega in Nicaragua was not 
cause for alarm but only caution on the part ofthe GOH. 
Ortega,s claims that he has changed from the 1980s and that 
he will fully support CAFTA and free trade in the area were 
well-received by the GOH. However, second thoughts are 
arising as Ortega welcomes aid from Cuba, Venezuela, and 
Iran. The GOH is neither embracing nor shunning the Ortega 
administration, but Zelaya was the only Central American 
president to personally participate in the recent anniversary 
ofthe Sandinista revolution. 


22. (SBU) Honduras restored relations with Cuba in 2002 after 

a 40-year break but only recently actively engaged the Cuban 
government. The Honduran Foreign Minister visited Cuba in 
October 2006 to sign agreements of friendship and to commence 
negotiations regarding a maritime boundary. The Cuban Foreign 
Minister returned the favor and visited Honduras in early 

March when he promised more medical and education assistance. 
The first Honduran Ambassador to Cuba in over forty years 

was named in June 2007. Cuba sent doctors to help Honduras 
recover from the devastation of Hurricane Mitch in 1998. 

Since then, Cuba has maintained a brigade of 300 doctors who 
provide medical assistance to the poor. Cuba also donates 
medical supplies and offers scholarships for Honduran medical 
students. 
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23. (SBU) The GOH committed itself to deploying some troops 
to Haiti in support of the UN peacekeeping operations there, 
possibly via the Conference on Central American Armed Forces 
(CFAC), but has yet to do so. Honduras generally supports 
the United States at the UN, including on such issues as 
human rights, human cloning, Cuba and the Middle East. 
Honduras has taken the lead in a number of regional 
initiatives to enhance cooperative security against emerging 
transnational threats. Honduras hosted and participated in a 
joint disaster relief training operation with U.S. military 

forces last year and a series of joint US/Honduran exercises 
(Horizons 06). During New Horizons, the two militaries worked 
together to construct clinics and schools to serve the 
Honduran poor. 
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24. (U) Approximately 575 U.S. service men and women, 12 
civilian DOD employees, and 62 Locally Employed Staff 
(Hondurans) are currently stationed at Honduras, Soto Cano 

Air Base under the command of the Combatant Commander, U.S. 
Southern Command, as Joint Task Force Bravo (JTF-B). JTF-B 
has responsibility for interagency operations and supporting 
contingency operations such as disaster relief, humanitarian 
assistance, search and rescue operations, joint and combined 
training exercises, and counternarcotics operations in the 
assigned geographical area. In 1954, the USG and GOH signed 
a Bilateral Military Assistance Agreement that set forth 

their intention to work closely together to foster peace and 
security in the Western Hemisphere. 


25. (U) Embassy Tegucigalpa is a medium-sized post, employing 
approximately 119 U.S. citizens and 320 Locally Employed 

Staff (mostly Hondurans) among 14 USG agencies. The Peace 
Corps program, with approximately 192 volunteers, is one of 

the world\'s largest. The Mission maintains a Consular Agent 

in Honduras\' second largest city and industrial center, San 
Pedro Sula. 


FORD 
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SUBJECT: SENTENCING OF SOLDIERS IN ARAUCA LABOR CASE 


1. A Bogota court sentenced four Colombian soldiers to 40 
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years each for murdering three union leaders in Saravena, 
Arauca department on August 5, 2004. The court ruling, 
announced August 28, found the soldiers guilty of executing 
labor leaders Jairo Eduardo Prieto Chamucero, Hector Alirio 
Martinez and Leonel Goyeneche Goyeneche and arranging the 
bodies so that they appeared to have been guerrillas killed 

in combat. The individuals sentenced were Sub-Lieutenant 
Juan Pablo Ordonez, and soldiers Jnon Hernandez, Walter 
Loaiza, and Oscar Hernandez of the Eighteenth Mechanized 
Brigade, Second Division. A civilian, Daniel Caballero Rozo, 
who served as guide for the unit, was also convicted and 
sentenced to 40 years. Minister of Defense Juan Manuel 
Santos said the ruling \"ratifies the Government\'s policy that 
actions outside of the law will be condemned, and underscores 
the GOC\'s policy of respect for unionists. \" 


2. The Embassy has repeatedly highlighted the importance of 
resolving the Arauca case in meetings with the Prosecutor 
General\'s Office, the Ministry of Defense, and the 

Presidential Human Rights Program director. The case is also 
one of the 204 priority labor cases being handled by the 
Prosecutor General\'s special sub-unit investigating and 
prosecuting violence against labor unionists. 

Nichols 
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E.O. 12958: N/A 

TAGS: PHUM, PGOV, KJUS, CO 

SUBJECT: COLOMBIA TO EXTEND UN HIGH COMMISSIONER\'S OFFICE 
MANDATE 


1.(SBU) The Government of Colombia (GOC) and the UN High 
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Commission on Human Rights (UNHCHR) have agreed on the 
renewal of the UNHCHR mandate in Colombia through 2010. The 
agreement will be signed during the September 8-9 visit of 

the UN High Commissioner for Human Rights Louise Arbour. 
Juan Pablo Corlazzoli, head of the local UNHCHR office, told 
us UNHCHR is happy with the extension and that his office\'s 
mandate remains essentially unchanged. The accord, which 
extends the mandate through October 30, 2010, explicitly 
recognizes the UNHCHR\'s important observation role, provides 
for increased technical and institutional cooperation, and 

calls for continued dialogue on working methods and 

priorities. 


2. (SBU) GOC Presidential Human Rights Program director 

Carlos Franco confirmed the agreement on the renewal of the 
UNHCHR\'s mandate and said preparations for High Commissioner 
Arbour\'s visit are almost finalized. In addition to meeting 

with President Uribe and other GOC officials, she will meet 

with local diplomats and civil society representatives. Last 

year, the GOC renewed the UNHCHR\'s mandate for one year to 
enable both the GOC and the UNHCHR to review the mandate 
based on the Commission\'s ten years of work in Colombia. 


Nichols 
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E.O. 12958: N/A 

TAGS: EUN, PREL, UNGA/C-3 

SUBJECT: DEMARCHING EU ON HUMAN RIGHTS THEMATIC RESOLUTIONS 


1. This is an action request. Please see paragraphs 4 
through 6. 


SUMMARY 


2. (U) EU members will hold a human rights coordinating 
meeting on September 5. They are expected to discuss plans 


Column 3 

for the UNGA Third Committee and the 6th session ofthe UN 
Human Rights Council (HRC). Department seeks EU support in 
ensuring that the annual report of the HRC is considered by 

the Third Committee before it is sent to the General Assembly 
Plenary. Department is also concerned about EU plans to 
submit a resolution calling for a moratorium on the death 
penalty and EU plans to submit a resolution on religious 
intolerance at the HRC but not at the Third Committee. Posts 
are requested to reach out to host governments prior to the 5 
September COHOM to discuss the objectives below. Posts are 
then requested to follow-up. 


OBJECTIVES 


3. (U) Posts are instructed to pursue the following 
objectives described below. 


4. HRC Report: 


--Express concern over suggestions that the HRC report might 
be transmitted directly to the UN General Assembly Plenary, 
without consideration by the Third Committee. 


-- Indicate that in our view, the HRC report should be only 
transmitted to the UNGA Plenary via the Third Committee where 
it can be examined in detail by those with human rights 
expertise. 


-- Explain that this is a solid precedent established by 

roughly 60 years of ECOSOC reports to the Third Committee 
(including the annual report of the now-defunct Commission on 
Human Rights) 


-- Indicate that for the 75 percent of UN member states that 
are not HRC members, the Third Committee is the only real 
opportunity to review, improve, or correct HRC actions. 
Fairness dictates that all member states have that 
opportunity. 


-- Note that setting a precedent for no Third Committee 
review now could endanger WEOG states, ability in the future 
to counter trends at the HRC that seek to roll back human 
rights. Moreover, the Third Committee is often the forum of 
last resort for many victims of human rights. The use of 

this venue should not be limited by sending HRC reports 
directly to UNGA plenary. 


5. Capital Punishment: 


-- Express agreement with and appreciation for the recent EU 
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statements to the USG about the importance it places on 
avoiding transatlantic squabbles in the UN Third Committee. 


-- Inform them that while we understand and respect the EU,s 
position on the death penalty, we hope EU member countries 
also understand and respect ours and that we can avoid 
conflict on this issue. 


-- Express concern that if the EU presses forward with a 
resolution calling for a universal moratorium on the death 
penalty and stating that the death penalty is in all 
circumstances unlawful and objectionable, the USG will have 
no choice but to actively lobby against it. We cannot 

support a moratorium on the death penalty, as capital 
punishment is, for the most serious offenses, an available 
sanction under the laws of the United States and in many of 
50 States. Explore if it is possible instead for the EU to 

use the resolution to insist on due process and safeguards 
and call on countries without such due process and safeguards 
to consider a moratorium. This 

would address actual violations of international law and the 
most significant human rights problems associated with 
capital punishment (for example, capital punishment in 
China). 


-- Indicate to EU that if there must be a resolution, we 
would certainly support one that does not inaccurately 
suggest that the death penalty is always unlawful or 
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objectionable (i.e., it could criticize such imposition of 

such punishment where it is not carried out pursuant to due 
process of law and the standard safeguards under a 
responsible criminal justice system in connection with 
imposition of the death penalty. 


-- However the EU ultimately decides to proceed, the USG 
appreciates the EU,s commitment to a collegial approach and 
would hope that it would give the US an opportunity to 
informally comment on an EU text before it is tabled to other 
potential non-EU co-sponsors. 


6. Other issues: 


-- Inform EU interlocutors of our appreciation for the EU,s 
willingness to work in the Human Rights Council (HRC) on 
language 

acceptable to all parties on the Rights of the Child 
resolution. Note that the USG understands that the EU will 
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propose the creation of a new Special Representative on 
Violence Against Children. Request that they share the text 
of a proposal on this subject before tabling it so we can 
help them fashion an appropriate mandate. Note, however, 
that if the usual \"omnibus\" Rights of the Child 

resolution text is tabled at the Third Committee, the U.S. 
will very likely call for a vote and vote against it as we 

have done for years. 


-- Express unease about the EU planning to introduce the 
religious intolerance resolution only at HRC. The USG is 
concerned that presentation of this significant resolution 

only at the HRC will create a void in New York which the OIC 
will fill with a resolution on defamation of religion. Note 

that we understand the EU might consider a resolution in New 
York under those circumstances, and 

press the EU to rethink its decision to introduce this text 

only in Geneva. 


REPORTING DEADLINE 


7. (U) Posts should report results of efforts by cable to 
DRL/MLGA Gianni Paz and IO/RHS Amy Ostermeier by September 10. 
RICE 
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E.O. 12958: N/A 
TAGS: ENRG, PREL, EFIN, EAID, EINV, RP 
SUBJECT: Energy Privatization Catapults Forward 


REF: A) MANILA 00170 B) 06 MANILA 01411 C) 04 MANILA 06068 


1. Chances have improved that the Philippine Government will soon 
reach its legally mandated goal of privatizing 70% of its electric 
power generation capacity. Ifthe sales take place as scheduled, 
private ownership will reach 50% by the end of 2007 and the open 
access provisions of Philippine legislation can be implemented. 
Competition can be expected to increase and prices to fall. The 
need to lower government debt and a shortfall in revenue collection 
are helping strengthen the political will necessary for the sales. 

End summary. 


2. The Arroyo administration, bidders, and interested observers 
were crestfallen in February after the fourth failed attempt to sell 

the state transmission company, TransCo. Arroyo then replaced the 
president of the Power Sector Assets and Liabilities Management 
Corporation (PSALM - the entity in charge of the sell-off) with Jose 
Ibazeta, a no-nonsense, U.S. educated MBA with extensive business 
experience, and moved the results-oriented ex-general Angelo Reyes 
from the Department of Environment and Natural Resources to push 
privatization as the Energy Secretary. 


3. In July, Arroyo urged Congress to amend the Electric Power 
Industry Reform Act of 2001 to lower the 70% power asset 

privatization threshold for the implementation of \"open access\" to 
30%. Open access allows consumers using at least 1 MW of energy to 
negotiate their own contracts with power generation companies. For 
several years the privatization level has hovered around 11%, but in 
July U.S. giant AES purchased a 600MW coal-fired plant, boosting the 
privately-owned power assets to 25%. 


4. The President\'s son, newly elected House Energy Committee Chair 
Mikey Arroyo, filed an amendment to the law on August 22, lowering 
the open access threshold from 70% to 30%, a target which could 
easily be met this year. Auctions are scheduled to sell a600MW 
coal-fired plant and two hydroelectric plants with 250MW of capacity 
before year-end. If these additional assets are sold on time, this 

will boost the amount of generation assets privatized to 50%. 

Ibazeta told Econoff he expects the 70% legal threshold will be 
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reached before the Arroyo bill can be passed. 


5. The apparent government commitment to privatization and the 
credibility of Power Sector Assets and Liabilities Management 
Corporation President Jose Ibazeta seem to be attracting more 
corporate interest in the fifth round of bidding on the 25-year 
transmission company (TransCo) concession. In part as a result of 
IbazetaYs Singapore/London/Hong Kong road show in June 2007, nine 
consortia have submitted letters of intent, non-refundable fees, and 
executed confidentiality statements for bidding packets. The 
prequalification deadline is September 21 and the bid submission 

date is December 12. 


6. The Arroyo government is showing increased seriousness about the 
privatization of the power sector. While there will likely be 

further bumps on this road, we expect them to meet the 70% target in 
2008 and implement open access. Together with the state of the art 
wholesale electricity market already implemented in the Philippines, 
this could result ina much more vibrant energy sector with 

increased competition and lower prices - crucial to improving 

Philippine competitiveness. 


7. Post will continue to report on the privatization process of 
generating and transmission assets on a continuing basis on the 
Intellipedia. The Intellipedia pages can be found at: 

www. intelink.sgov.gov/wiki/ Electric_Energy_Sector_Privatization 
_in_the_Philippines and 


www.intelink.sgov/wiki/TransCo_ Privatization. Numerous linking 

pages provide background on the energy sector. Clicking the \"Watch\" 
link at the top of a page will sign users up for notification when 

the page is updated. 
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E.O. 12958: N/A 

TAGS: PREL, PTER, UNSC, KPKO, KPAL, KWBG, SY, LE, IS 

SUBJECT: MONTHLY UNSC MIDEAST DEBATE: CAUTIOUS OPTIMISM FOR 
FALL INTL MEETING 


REF: USUN 685 


1. (U) Summary. During a seven-hour monthly UNSC debate on 
the Middle East on August 29 featuring over 30 speakers, 
UNSCO Michael Williams professed \"guarded optimism\" about 
recent developments in the Arab-Israeli peace process but was 
decidedly downcast about the reality on the ground. Amb 

Wolff led several other delegates in calling for 

establishment of the rule of law in the Palestinian 

territories and in calling for the full implementation of all 

UNSC resolutions, including those on Lebanon. Most 
delegations expressed cautious optimism about the 
U.S.-sponsored international meeting in the fall of 2007, but 
warned that it must register meaningful progress on final 

status issues and be as inclusive as possible. Delegates 

were split on whether to push for Hamas-Fatah reconciliation. 
Israel, Lebanon, and the Palestinian Observer exchanged 
familiar attacks but also evinced hope for the Abbas-Olmert 
dialogue and the upcoming international meeting. Israel took 
exception to Indonesia\'s reference to the \"Isreali invasion 

of Lebanon\" in 2006 and to the Lebanese PR\'s attempt to draw 
an equivalence between abducted IDF soldiers and Lebanese 
prisoners in Israel. Iran and Syria, joined at times by 

Cuba, excoriated Israel for its \"war crimes\" and directly 
criticized the U.S. for supporting Israel in the UNSC. End 
Summary. 


2. (U) The UN Security Council held a monthly debate on the 
Middle East on 29 August 2007. UN Special Coordinator for 
the Middle East Peace Process (UNSCO) Michael Williams 
briefed on the situation in Israel, the Palestinian 

territories, and Lebanon. Following interventions by all 

fifteen Council members, Israel, Palestine, and Lebanon 
delivered statements. Eleven other UN delegations, including 
Syria, Iran, Portugal (as the EU President), Yemen 
(representing the Arab Group), Algeria, Vietnam, Pakistan (on 
behalf of the OIC), Cuba (representing the NAM) and Japan, 
also spoke. At the request of Qatar, this month\'s meeting 
was open to all interested delegations. A summary and full 
transcript of the meeting can be found on the UN website at: 
www.un.org/news/press/docs//2007/sc9108.doc.h tm 
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UNSCO Williams Says Farewell 


3. (U) In his final briefing before leaving his UNSCO post in 
September 2007, Michael Williams professed \"guarded optimism\" 
about recent developments towards peace in the Middle East, 
including the Abbas-Olmert talks, the appointment of Tony 
Blair as Quartet representative, and President Bush\'s call 

for an international meeting in the fall. While welcoming 
discussions between Abbas and Olmert, Williams said the talks 
\"should shift gear to obtain concrete assurances\" on final 
status issues, and expressed hope that the international 
meeting in the fall would feature \"meaningful discussion\" of 
these same issues. Encouraging the \"widest possible 
attendance\" at the international meeting, Williams noted 
Syrian commitments to the Middle East peace process and the 
Arab League peace initiative. Turning briefly to Lebanon, 
Williams reiterated points from the Secretariat\'s August 16 
briefing (reftel). He underscored the SYG\'s support for 
presidential elections in conformity with Lebanon\'s 
constitution, noted modest reductions in Israeli overflights 

but called on the GOI to end the practice altogether, and 
reiterated the UN\'s request to Israel for strike data on its 

use of cluster bombs in Lebanon. 


4. (U) In contrast to his optimism about developments in the 
peace process, Williams was downbeat when describing the 
reality on the ground. Although PA Prime Minister Fayyad had 
registered initial progress instituting much-needed reforms, 
the ongoing split between the West Bank and Gaza remains a 
cause for \"deep concern.\" Williams emphasized that Hamas was 
operating in Gaza outside the rule of law and cited credible 
reports of human rights abuses there. But he said continued 
closure of crossing points into the coastal strip had brought 
the economy there to a near halt. Underscoring the 
\"essential\" need to ease the closures, Williams said UN 
policy in Gaza is to oppose collective punishment, address 
suffering in Gaza as a means to combat extremism, and work 
towards a political reunification of the West Bank and Gaza. 
Turning to security responsibilities of the Palestinians, 
Williams bemoaned continuing rocket fire into Israel and 
smuggling of arms into Gaza. He also decried continuing 
Israeli settlement activity and noted the GOI had taken \"no 
credible action\" to remove settlement outposts. 


U.S. Leads Call to Build PA Institutions 


5. (U) Several delegations joined USUN in calling for 
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increased focus on ensuring the rule of law and security in 
Gaza and the West Bank. Underscoring that the Abbas/Fayyad 
government can be a partner for peace, Amb Wolff noted U.S. 
assistance to the PA to reform its security services, and 
condemned Hamas for its illegal occupation of Gaza and 
provision of safe haven to fellow terrorist organizations 

there. Recalling President Bush\'s July 16 speech, he 
described U.S. plans for an international meeting in the fall 

of 2007 of countries that support a two-state solution, 

reject violence, recognize Israel\'s right to exist, and 

commit to all previous agreements among the parties. He 
welcomed continuing dialogue between the parties, the Quartet 
and Ad Hoc Liaison Committee meetings in New York in 
September, and recommendations from Tony Blair following his 
visit to the region on the economic and institutional agenda 

for the Quartet. Amb Wolff also briefly touched on Lebanon, 
calling for full implementation of UNSCR 1701 and on Syria 
and Iran to honor their commitments under that resolution. 

The new UK PermRep, John Sawers, focused on Blair\'s role in 
building Palestinian institutions and economy. The French 
DPR called on the PA to exercise its authority throughout its 
territory and to \"mercilessly\" combat terrorism. Even the 
Russian DPR called on the PA to uphold its obligations by 
fighting terror. 


Cautious Optimism for Fall 2007 Int\'l Meeting 


6. (U) Most delegations expressed cautious optimism about the 
U.S.-sponsored international meeting in the fall of 2007. 
(Note: Several referred to it as a conference. End Note.) 

Most delegations, however, warned that the meeting must 
register meaningful progress on final status issues between 
the parties and should be as \"inclusive\" in its guest list as 
possible. Qatar said it expected real results from the 

meeting, \"unlike previous ones.\" Russia cautioned that the 
event should \"not relaunch the Middle East Peace Process,\" 
whose terms of reference are already clear, and should 
include Lebanon and Syria. France called for the meeting to 
launch an \"authentic process\" through which the international 
community would give guarantees to secure agreements between 
the parties. Italy said it looked forward to details of the 
conference, but welcomed it as a sign of U.S. commitment to 
the MEPP. Calling on the UNSC to play a \"more active role\" 
in the MEPP, China said it also expects new initiatives from 
the Quartet to advance the peace process. Syria maintained 
that any international conference ought to be clearly defined 
with precise terms of reference and objectives. The event 
would also need to provide the necessary guarantees of 
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respect for international resolutions and the recovery of 
Arab land. 


Hamas-Fatah: Conciliation or Confrontation? 


7. (U) Delegates were split on whether the international 
community ought to shun Hamas for its takeover of Gaza and 
support Fatah wholeheartedly or to encourage rapprochement 
between the two Palestinian groups. While the U.S., UK, 
Portugal (on behalf of the EU), and Peru joined the 
Palestinian delegate in calling for full support for the 
Abbas/Fayyad government, other delegates adopted a more 
cautious tone. Arguing that dialogue between Fatah and Hamas 
is \critical to moving forward," Indonesia warned that 
international support \"should not broaden\" the split between 
the two groups. Russia lamented the \"de facto\" dual 
authority that exists in the Palestinian territories and 
emphasized there could be \"no alternative\" to Palestinian 
unity. Norway, while supporting PM Fayyad\'s efforts to 
normalize the situation on the ground, argued that 
comprehensive and lasting peace \"cannot be achieved through 
isolating a major popular movement.\" Cuba, speaking on 
behalf of the Non-Aligned Movement (NAM), surprised some 
delegates by condemning the \"criminal actions that were 
carried out in the Gaza strip\" and calling for the 

restoration of the situation in Gaza that existed prior to 

recent events. Iran noted Hamas\'s victory in \"free, fair, 

and democratic elections\" to argue that \"efforts by any 
faction in Palestine\" to exclude it are doomed to fail. 


Parties Hopeful Amid Mutual Recrimination 


8. (U) Although they engaged each other in a rancorous 
debate, Israel, Lebanon, and the Palestinian Observer also 
interspersed their interventions with hope for the future 
based on recent developments in the peace process. 
Palestinian Observer Riyad Mansour excoriated Israel for its 
\"continued violations\" of international law through military 
raids, settlement building, and the construction of the 
separation barrier in the occupied Palestinian territories. 
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But he also welcomed the Abbas-Olmert talks, plans for an 
international conference -- which \"could be tranformed to be 
under the auspices of the UN\" -- and the relaunching of the 
Arab Peace Initiative. Lebanese PR Nawaf Salam lambasted 
Israel for its overflights of Lebanon, \"continuing violation 
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of UNSCR 425 through its occupation of the ShebaVa Farms,\" 
and its unwillingness to settle the \"long-standing issue\" of 
Lebanese prisoners detained in Israel. He passionately 
decried Israel\'s refusal to provide cluster bomb strike data 
and announced his government\'s support for efforts to ban 
cluster bombs worldwide. Israeli PR Gillerman praised recent 
talks between Abbas and Olmert and described Israeli efforts 
to bolster the PA, but castigated the continuing terror 

attacks from \"Hamastan.\" He took exception both to 
Indonesia\'s reference to \"Israel\'s invasion of Lebanon,\" 
noting that Hizballah had started the war by abducting two 
Israeli soldiers, and to the Lebanese PR\'s attempt to draw an 
equivalence between the IDF captives and Lebanese prisoners 
in Israel. 


Iran and Syria Strike Discordant Notes 


9. (U) Iran and Syria, joined at times by Cuba in its 

capacity as NAM Chair, delivered speeches starkly at odds 
with the majority of hopeful, forward-looking interventions 
given by other delegates. Iran criticized the \"Israeli war 
machine\" for its ceaseless \"crimes\" against the \"defenseless 
Palestinian people\" and lamented the UNSC\'s failure to 
address these issues because of the \"unqualified support\" 
rendered to Israel by the U.S. Syria leveled similar 
accusations against Israel, and charged that it continues its 
\"terror campaign\" with the support of \"powers that promote 
democracy.\" Syria and Iran both paid particular attention to 
reports of an Israeli nuclear weapons capability. Recalling 

PM Olmert\'s statement to this effect to a German TV station 

in December 2006, Iran called on the UNSC to take \"urgent and 
decisive action\" to pressure this \"state terror\" regime to 
relinquish its nuclear weapons and submit to international 
monitoring. Syria also decried recent IDF manuevers in the 
Golan Heights, testifying to Israel\'s interest in \"provoking 

a new wan" and increasing tensions along the border. 

WOLFF 
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RUEHNG/AMCONSUL NOGALES 1920","UNCLAS NOGALES 000309 


SIPDIS 


Column 3 
SIPDIS 


E.O. 12958: N/A 

TAGS: ELTN, MX, OTRA 

SUBJECT: COUNTRY CLEARANCE FOR DOT/FMCSA, DANIEL MADRIGAL MOJICA AND 
FRANK GUERRERO, SEPTEMBER 5, 2007. 


REF: STATE 00121122 


1. Post welcomes Daniel Madrigal Mojica,Safety Auditor and Frank 
Guerrero, Safety Investigator of the Federal Motor Carrier 

Safety Administration (FMCA), to San Luis Rio Colorado, Sonora, 
Mexico September 5, 2007. The purpose of their visit is to meet 
with Mexican Officials from the Secretariat of Communications 

and Transportation to finalize procedures for the application, 
selection, inspection and operation of Mexican commercial truck 
carriers participating in a pilot project to provide 

cross-border services under NAFTA agreement. 


2. Point of Contact is John W. Dinkelman; Tel: 
01152-631-311-8150; cell phone: 01152-631-302-3271; e-mail: 
dinkelmanJW@state.gov. Post understands no assistance is 
requested. 


3. Please note that post requires a valid cell phone or other 
contact number for travelers while in Mexico. Please email this 
information to DinkelmanJW@state.gov. 


4. The Regional Security Officer (RSO) covering Nogales is 
stationed at the Consulate General in Tijuana. If you have any 
urgent security-related problems or questions, please call the 
Consulate at 011-52-664-622-7400 and ask for the RSO Office. The 
after-hours/weekend extension is 7501. The RSO office is 

available to you 24 hours per day/7 days a week. RSO Juan 
Ramirez cell phone is 01 1-52-664-698-8558. 


5. HEALTH CONCERNS: Mexico does have health concerns. Although 
you are in close proximity to the United States, you should 

still take normal tourist precautions with regard to drinking 

water, eating fresh fruits, vegetables and salads. Please note 

that health insurance is an important consideration. Travelers 

are responsible to ensure that they have adequate health 

coverage while in Mexico. 


6. We encourage you to access further security and health 

related information as well as Post access regulations for the 

region you are visiting at the Mission Mexico intranet homepage: 
http://www.usembassy-mexico.gov/\"http://www.u sembassy-mexico 
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DINKELMAN 


120600 

PP RUEHWEB 

DE RUEHNT #1562 2422357 

ZNR UUUUU ZZH 

P 302357Z AUG 07 

FM AMEMBASSY TASHKENT 

TO RUEHC/SECSTATE WASHDC PRIORITY 8402 
INFO RUEHMT/AMCONSUL MONTREAL 0018 
RUEANHA/FAA WASHDC 

RULSDMK/DEPT OF TRANSPORTATION WASHDC 


SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR SCA/CEN, IO/T, AND EB/TRA/OTP 
MONTREAL FOR USICAO: LAURA FAUX-GABLE 
IO/T FOR LAURA LUFTIG 

EB/TRA/OTP FOR MEGAN WALKLET-TIGHE 


E.O. 12958: N/A 

TAGS: PREL, EAIR, AORG, ICAO, UZ 

SUBJECT: DEMARCHE DELIVERED ON U.S. CANDIDACY FOR ICAO 
COUNCIL 


REF: SECSTATE 115443 
SENSITIVE BUT UNCLASSIFIED -- PLEASE HANDLE ACCORDINGLY. 


(SBU) On August 29, Pol-Econoff delivered reftel information 
to Ismat Faizullaev, the Foreign Ministry\'s Director for U.S. 
Affairs. Fayzullaev said that he in turn would refer the 
information to the appropriate authorities in the Government 
and would let us know of any decision to support our 
candidacy. He also confirmed that Uzbekistan would be 
sending a delegation to the International Civil Aviation 
Organization (ICAO) Assembly, but he did not know who would 
be leading it. Faizullaev said that he would inquire within 

the Government and would try to inform Post. 

HANSON 


120601 

OO RUEHWEB 

DE RUEHMU #2016/01 2430006 
ZNY CCCCC ZZH 

O 310006Z AUG 07 

FM AMEMBASSY MANAGUA 
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TO RUEHC/SECSTATE WASHDC IMMEDIATE 1145 
INFO RUEHZA/WHA CENTRAL AMERICAN COLLECTIVE 
RUEHCV/AMEMBASSY CARACAS 1158 

RHEBAAA/DEPT OF ENERGY WASHINGTON DC 
RUCPDOC/DEPT OF COMMERCE WASHINGTON DC 
RUEATRS/DEPT OF TREASURY WASHINGTON DC 


SIPDIS 
SIPDIS 


DEPT FOR EEB/ESC, EEB/BTA, WHA/EPSC, WHA/CEN 
SAN JOSE FOR CS/JMCCARTHY 
DEPT PLEASE PASS TO USTR AND OPIC 


E.O. 12958: DECL: 08/29/2017 

TAGS: EINV, EPET, ETRD, NU 

SUBJECT: NICARAGUA: GOVERNMENT STILL CONTROLS EXXON FUEL 
DEPOT 


REF: A. MANAGUA 1952 
B. MANAGUA 1789 
C. MANAGUA 640 
D. MANAGUA 788 


Classified By: Ambassador Paul Trivelli, Reason: E.O. 12958 1.4 (b) and 
(d) 


1.(C) Summary: Ten days after the government seized one of 
Esso/Nicaragua\'s fuel depots at the Port of Corinto, it 
refuses to return the facility to Esso without preconditions. 
The government wants Esso to honor third party contracts 
involving the use of the depot; for safety and liability 

reasons, this is anon starter for Exxon. The implementation 
of a \"peace plan\" remains on the table, waiting for Energy 
Minister Rappaccioli to return from Brazil. Theoretically, 
Exxon is willing to purchase fuel from Petronic, the 
state-owned holding company, but will only negotiate a deal 
after the depot is returned. In return, Exxon wants 
government harassment, in the form of tax liens and 
accusations of nonpayment, to stop. While the stalemate 
continues, Petronic controls Esso\'s facility. Petronic has 
already offloaded fuel from one Venezuelan vessel and is 
preparing to do the same with another. We believe that the 
government\'s driving motivation for its treatment of Esso is 
an overwhelming desire to siphon ALBA funding from the sale 
of Venezuelan petroleum to Nicaragua to fund inter alia the 
creation of 17,000 citizens\' councils. End Summary. 


2. (C) As reported in Ref A, the Government of Nicaragua 
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seized one of Esso/Nicaragua\'s fuel storage facilities at the 
Port of Corinto on August 17. The pretext for the seizure 

was a lien for the nonpayment of taxes, placed on the 
property by the Director General of Customs Roberto Zepeda. 
Zepeda charged that Exxon had failed to pay the value added 
tax on imported petroleum product. 


3. (C) The issue first surfaced more than a year ago when the 
government noticed that Exxon had not filed the proper 
paperwork for an exemption from the value added tax. 
Industry insiders tell us that this is fairly common, as 

ships frequently arrive and are offloaded before all the 
paperwork is finished. Instead of seeking an administrative 
solution to an administrative problem, the government 
parlayed a paperwork glitch into something much grander to 
suit its purposes. Customs insists that Esso/Nicaragua owed 
as much as $3 million in unpaid value added tax. 


4. (C) What makes the claim verifiably specious is that 
Nicaraguan law clearly exempts petroleum products from most 
normal taxes, including the value added tax. For this 

reason, no mechanism exists for Exxon to collect value added 
taxes along the supply chain. Instead, the industry 

essentially operates under its own tax regime, centered on 

the energy consumption tax. As the major supplier of refined 
products to Nicaragua, Exxon helps collect this tax from 

other fuel distributors on behalf of the government. 


\"We Pay Our Taxes\" 


5. (C) At no time has Exxon accepted publicly or privately 

that the government\'s charges of tax evasion are correct. 
Exxon spokesmen Alfredo Fernandez-Sivori and Milton Chavez 
have publicly stated Esso/Nicaragua has always paid its taxes 
and is a good corporate citizen, investing in Nicaragua to 
reliably and safely supply fuel to the country and importing 
technology. Indeed, as a high profile foreign investor and a 
major taxpayer, Esso/Nicaragua has long come under regular 
scrutiny by local tax authorities. Former Director General 

for Taxation Roger Arteaga was quoted in the press as having 
said that, in his experience, Esso/Nicaragua was meticulous 
about paying its taxes. 


\"Nd Like a Fuel Depot, Judge\" 


6. (C) As the demandeur, Director General for Customs Zepeda 
has the right to go to a judge in a district where an 
Esso/Nicaragua asset resides and demand that a tax lien be 
placed on it. Zepeda chose an out-of-commission Esso fuel 
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depot called Corinto I. 


7. (C) Nicaraguan law clearly states that custody of a 


property subject to a lien \"will be awarded to the owner of 

the property,\" but this did not stop the Sandinista (FSLN) 

judge from Chinandega, Judge Socorro Toruno, from enlisting 
the assistance of armed local police to forcefully remove 
Esso/Nicaragua personnel from Corinto | and awarding custody 
of the depot to Zepeda. The mission all took place with 
clockwork precision shortly after close of business on 

Friday, August 17. 


8. (C) Zepeda immediately used his ill-gotten authority to 
request Petronic to prepare Esso\'s tanks to receive fuel from 

a Venezuelan vessel that had arrived in port the day before. 
The last Venezuelan vessel to call paid demurrage of 

$400,000, and the GON appeared determined that such a delay 
was not going to happen again. 


Our Friends at Petronic 


9. (C) Petronic is a state-owned holding company whose 
primary responsibility is to oversee a long-term contract 

with Glencore (Swiss) for the supply and distribution of 
petroleum products. In April, two months after Evo Morales 
nationalized Glencore\'s mining assets in Bolivia, the 
Nicaraguan government tried to nullify its ten-year contract 
with Glencore in its eighth year, arguing that the government 
official who signed the contract was not authorized to do so. 
This charge soon devolved into negotiations with Glencore, 
the outcome of which is unclear. However, Glencore is now 
onboard with the idea of receiving Venezuelan product through 
Petronic. 


10. (C) The local IMF Representative informs us that as a 

result of IMF negotiations restricting rapid growth in 

foreign debt, the Sandinista Government will no long siphon 
funds from the purchase of Petroleos de Venezuela (PDVSA) 
products through a discount financing scheme as reported in 

Ref B. Rather, 25% of the proceeds of a sale to Petronic 

will be deposited into a fund supporting a development bank 

and 25% into an ALBA Fund. To make this work, real companies 
with refining or distributive capacity like Exxon have to buy 

the fuel from Petronic. 


Chico and the Man 


11. (C) The President of Petronic is Francisco \"Chico\" Lopez, 
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who despite some reports that he has resigned, apparently 
still functions as the Treasurer of the FSLN, whose 
headquarters serve as President Ortega\'s official residence 
and office. As an accounting master with nimble fingers 
massaging the financial heart of the FSLN, Chico Lopez 
appears to be just the guy Ortega wants to manage his ALBA 
funds. 


12. (C) We note that in a public scandal last April, Amcit 

Armel Gonzalez implicated Chico Lopez and FSLN Director for 
Organization Lenin Cerna in a $4.5 million extortion attempt 
involving a tourism development in the Department of Tola 
(Ref C). Although Gonzalez recorded the conversations on 
audio tape verified by experts, Gonzalez has been accused of 
creating false evidence. 


Hard Day\'s Night 


13. (C) With free run of Corinto | as provided by Judge 

Toruno, Chico Lopez sprung into action. Within hours, local 
contractors showed up to perform welding and other metal work 
on Esso\'s tanks to prepare Corinto | to accept 18,000 barrels 
of Venezuelan diesel, i.e., what remained of Venezuela\'s 
120,000 barrel shipment. The contractors welded all night. 
Reportedly, 40,000 barrels of diesel and 20,000 barrels of 
gasoline were offloaded to a depot managed by Glencore, and 
30,000 barrels of diesel were offloaded to a depot managed by 
the Nicaraguan Port Authority. 


14. (C) While contractors continued to weld, President Ortega 
appointed Minister of Energy Emilio Rappaccioli to act as 
point person for the government in talks with Exxon. 

Business Federation (COSEP) President Erwin Kruger offered 
his good offices to broker a deal, and helped Exxon reps to 
initiate discussions with Rappaccioli on August 21. (Ref D). 


\"What Do You Really Want?\" 


15. (C) Exxon soon discovered that the issue was not unpaid 
taxes. Rappaccioli freely admitted in private conversations 
and then publicly to the press that the government launched 
tax cases against Exxon to pressure the company into 
accepting Venezuelan product ) a bit like the government had 
pressured Glencore into accepting Venezuelan product last 
April. Exxon rep Augustin Fuentes (protect) told us that 
Rappaccioli also broached the possibility of organizing a 
buyout of Exxon\'s refinery. While Rappaccioli had hinted at 
this possibility before, Fuentes paid closer attention this 
time. 
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16. (C) Talks with Rappaccioli continued through the week 
while other parts of the government tried to apply increasing 
pressure on Exxon. At one point, the government filed twelve 
claims of tax evasion within five hours. Exxon reps 
calculated that the government\'s tax claims totaled $57 
million, the approximate book value of Esso/Nicaragua\'s 
refinery located near Managua. 


Misdirection 


17. (C) One of these claims of tax evasion involved the 
supposed nonpayment of corporate income tax over ten years. 
Director General of Taxation Walter Porras publicly stated 
that a company like Exxon should be paying the same income 
tax that everyone else pays. Under its investment agreement 
with the government, however, Exxon pays 25%. The general 
corporate tax rate has since been raised to 30%, but the law 
allows agreed rates to remain valid. At another point, 
Attorney General Estrada questioned whether an investment 
agreement signed by Arnoldo Aleman\'s famously corrupt 
Director General for Taxation Byron Jerez should be honored. 
Exxon reps inform us Jerez did not sign the agreement, which 
dates back to Violeta Chamorro\'s government, not Aleman\'s. 


All The News That Is Fit To Print 


18. (C) Throughout, headlines raged and talk shows chatted 
storms. Minister of Finance Alberto Guevara, Director 
General of Taxes Walter Porras, and an assortment of 
Sandinista party hacks and diputados continued to rant that 
Exxon owed taxes -- all kinds of taxes. Managua Mayor 
Marenco claimed that the city\'s gasoline stations owed 
Managua $90 million for unpaid municipal business licenses 
over the last 10 years -- the case just happens to be pending 
a decision in the Supreme Court. But the propaganda effort 
did not seem to carry much weight with the press. In front 
page headlines, La Prensa called the seizure \"blackmail\" and 
El Nuevo Diario questioned the ramifications of Exxon 
delaying its next shipment of fuel. Through it all, Ortega 
refused to comment much more than to say that that \"the case 
is in the courts.\" Exxon spokesmen kept repeating that the 
assertion that Exxon had failed to pay its taxes was patently 
false. 


19. (C) At an August 23rd signing ceremony for a U.S. Trade 
Development Agency grant to develop a modern ports law, the 
Ambassador emphasized the importance of the rule of law, of 
trade and investment to growth and development, and what the 
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United States is doing to help Nicaragua take advantage of 
CAFTA. He also mentioned how the Exxon case was detracting 
from the image that Nicaragua was a good place to invest. In 
comments to the press after the event, the Ambassador 
stressed the importance of the rule of law, respect for 

private property, and the need for the government to return 
Corinto | to Exxon. He continued to encourage both sides to 
sit down to settle their differences. The Port Authority 

held the signing ceremony at the hotel owned by Foreign 
Minister Samuel Santos and Chief Economic Advisor Bayardo 
Arce, neither of whom bothered to show. Santos was on the 
agenda, but sent his Vice Minister for Development who 
nervously mouthed a few words he had scribbled on a quarter 
piece of paper. 


The Peace Plan 


20. (C) By August 25, it looked as if Rappaccioli and Exxon 


had agreed to an orchestrated exchange of letters in a deal 
that read like an Israeli-Palestinian peace plan. The basics 

of the deal were pretty much the way Exxon had mapped it out 
a week before. 


21. (C) In the first phase, Exxon would regain control of 

Corinto | as the result of the Director General of Taxation 
Zepeda\'s request to Chinandega Judge Toruno to replace Zepeda 
with Esso/Nicaragua\'s Corinto plant supervisor. 


22. (C) In the second phase, Exxon would deliver a letter 
stating its intention to sell/rent the seven small tanks 

located in Corinto |, or to use them to receive Petronic 
product. Exxon also would deliver a letter committing to the 
purchase of 400,000 barrels of crude oil per month from 
Petronic, about 60% of refinery needs. Presumably, Petronic 
would source the oil from PDVSA at market prices and sell it 
to Exxon. Exxon would transport the crude on its own ships, 
something that Exxon had wanted to do all along because PDVSA 
is unreliable. In return, the government would commit to 
jointly reviewing all tax cases that it had thrown at 
Esso/Nicaragua, with a view to resolving any legitimate 
claims and dismissing the rest. 


23. (C) In the third phase, negotiations on the commitments 
that each side had stated in their letters would take place, 

in parallel. Exxon\'s goal is to extract itself from the 
government\'s onerous tax cases and restore a good operating 
environment for its business. The government\'s goal is to 
siphon off ALBA funds from the sale of Venezuelan petroleum. 
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The Conductor Taps His Baton, But No Orchestra 


24. (C) On August 27, Judge Toruno showed up at Corinto with 
an order to reinstate Esso/Nicaragua as the custodian of 
Corinto |. In a cooperative manner, Petronic and 
Esso/Nicaragua inspected the depot to make sure that its 
facilities had not been damaged, and to verify volumes of 
Venezuelan fuel. Exxon reps told us that there had been a 
few diesel spills. Before the transfer could proceed, Toruno 
asserted that the reinstatement of Esso/Nicaragua as 
custodian would be conditioned on Petronic\'s continued 
control of the seven tanks filled with Venezuelan product. 


25. (C) Exxon refused to allow its Esso/Nicaragua Corinto 
supervisor to sign the order. The deal broke down. 
Compounding the situation, Energy Minister Rappaccioli had 
had flown to Brazil on August 26. He was therefore 
unavailable to shepherd implementation of a deal he had 
brokered, leaving Vice Minister Lorena Lanza behind to answer 
the phone. 


26. (C) On August 29, Judge Toruno unilaterally issued a 
revised order transferring custodianship to Esso/Nicaragua, 
but obligating Esso/Nicaragua to honor Petronic operations on 
its property. Exxon again rejected the order and refused to 
take control of Corinto | until all non-Esso personnel had 
vacated the premises. Exxon also refused to take 
responsibility for, or to honor, Petronic contracts that 
involved PetronicYs continued use of Corinto I. Exxon reps 
explained that their refusal is a matter of law, safety, and 
ultimately corporate liability. On August 30, Exxon 
spokesman Milton Chavez stood up at a press conference in 
front of a long list operational requirements that Exxon 
follows for safety and liability reasons, and are presumably 
ignored by the Petronic usurpers. 


27. (C) Exxon continues to pursue a mutually acceptable 
solution with the government while it explores legal 

recourse. Exxon wants to replace the tax lien on Corinto | 

with a bank guaranty; such a guaranty would remove any claim 
that the government may have on Corinto |. On August 29, 
Chavez and others met with Vice President Jaime Morales 
Carazo, who in an impromptu press conference that followed, 
offered some support, saying that he thought that the asset 
should be returned to Esso. 


Exxon\'s Immediate Concern 


28. (C) Of immediate concern to Exxon has been the safety and 
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security of both its fuel depots at the port, Corinto | and 
Corinto Il. Former Esso/Nicaragua General Manager Augustin 


Fuentes explains that these tanks have been in disuse, some 
for considerable time, and are \"not suitable for service\" of 
the kind that Petronic is using them. They require constant 
vigilance, he said. Some of the tanks have been used 
recently to store lubricants, but not fuel. One Corinto | 

tank is larger, capable of storing 30,000 barrels of diesel, 
and still in use. It was in fact full with Exxon product 

when Petronic took management control of Corinto I. 
Moreover, Esso/Nicaragua\'s fire fighting equipment for both 
Corinto | and Il is located in Corinto I. This has caused 
Exxon to halt all operations at Corinto Il for safety reasons. 


At the Break of Dawn 


29. (C) In the early morning ours of August 30, another 
Venezuelan vessel crept into the Port of Corinto with another 
120,000 barrels of fuel. Petronic still controls Corinto | 

and is again preparing to offload Venezuelan fuel. 


Comment 


30. (C) We strongly suspect that the Sandinista rush to 
received Venezuelan fuel is tied to FSLN financing needs, 
inter alia, the creation of 17,000 peoples\' councils, an 
initiative recently launched by President Ortega. Each 
Venezuelan ship offloded by Petronic translates directly into 
$5 million for the GON, given current ALBA financing terms. 
The level of interagency coordination demonstrated by the 
government\'s assault on Exxon and pressure on Glencore 
reflects direction from the highest levels of Government and 
the FSLN, which, in this case, work out of the same office. 
TRIVELLI 


120602 

RR RUEHCHI RUEHDT RUEHHM RUEHNH 

DE RUEHGP #1612/01 2430020 

ZNR UUUUU ZZH 

R 310020Z AUG 07 

FM AMEMBASSY SINGAPORE 

TO RUEHC/SECSTATE WASHDC 3897 

INFO RUCNASE/ASEAN MEMBER COLLECTIVE 
RUEHHK/AMCONSUL HONG KONG 6244 
RUEHGV/USMISSION GENEVA 0852 
RUEAHLC/DEPT OF HOMELAND SECURITY CENTER WASHINGTON DC 
RHMCSUU/DEPT OF ENERGY WASHINGTON DC 
RULSDMK/DEPT OF TRANSPORTATION WASHDC 
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RUCPDOC/DEPT OF COMMERCE WASHDC" "UNCLAS SECTION 01 OF 02 SINGAPORE 001612 


SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958 N/A 
TAGS: PREL, PGOV, PTER, PHSA, ETRD, EWWT, SN 
SUBJECT: GOS LETTER TO DHS REGARDING NEW CARGO SCANNING LEGISLATION 


REF: STATE 119837 


1. (U) Transportation Minister Raymond Lim recently sent the letter 
in paragraph 2 to Secretary Chertoff highlighting Singapore\'s 
concerns about our new cargo scanning legislation. Per State 
119837, we will report other local reactions septel. 


2. (SBU) Begin text of letter: 


MINISTER FOR TRANSPORT 
REPUBLIC OF SINGAPORE 


6 August 2007 


The Honorable Secretary Michael Chertoff 
Department of Homeland Security 
The United States of America 


LEGISLATION REQUIRING 100% SCANNING FOR CONTAINERS 
BOUND FOR THE UNITED STATES 


Dear Mr. Chertoff: 


We have noted with concern the requirement for all containers bound 
for the United States to be pre-scanned at foreign ports from 1 July 
2012, which has been included in the legislation that was recently 
passed in Congress. | am writing to share our serious concerns 
about the significant negative impact that this 100% container 
scanning requirement will have on maritime trade efficiency and 
consumers. 


Feasibility study still in progress 


You would be aware that when Congress passed the SAFE Port Act on 13 
October 2006, the Department of Homeland Security (DHS) was tasked 

to conduct pilots at six foreign ports under the Secure Freight 

Initiative (SFI) to evaluate the feasibility of 100% scanning for 

containers bound for the United States. As a major transshipment 

port and partner of the United States in many key security 
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initiatives, Singapore agreed to participate at the request of DHS 
to assist in evaluating the feasibility of implementing 100% 
container scanning in a transshipment hub. 


With the SFI pilot study only just beginning, the necessary data to 
evaluate the feasibility and viability of 100% scanning is still 
unavailable. The United States and other participating countries 
therefore do not yet have a good appreciation of the full slate of 
issues that could arise, although there is already considerable 
feedback from the ground operators on the negative impact of such a 
regime on global trade and business. This would be detrimental to 
all parties concerned, including the United States. 


Higher cost for shippers and consumers 


Already, we can expect 100% scanning of containers bound for the 
United States to undermine operational efficiencies in ports and for 
shippers. In the absence of data from the SFI pilot study, we will 

not be able to assess the full implications of this regime and 
undertake measures to mitigate its possible disruptions to maritime 
trade. For example, longer container handling time will result in 
longer berth time and shipping charges. This will inevitably 

translate into higher costs for American consumers. In this regard, 
we note that several American and international business and 
industrial groups have also raised similar concerns over this issue. 
Furthermore, the requirement on 100% container scanning could also 
encourage other ports to adopt similar measures for containers bound 
for their countries, including those originating from the United 

States. Such retaliatory measures would have adverse impact on 
international trade. 


Impact on effective risk assessment 


In addition, implementing a 100% scanning regime without the 
requisite technology to undertake an intelligent risk analysis of 

the data collected will in fact undermine efforts to improve 
security. In such circumstances, the surge of data can actually 
degrade our risk assessment ability. This would potentially put us 
in a situation worse off than with the targeted risk-based approach 
which we employ today. 


As the largest container port in the world handling more than 24 
million containers annually, Singapore is fully committed to 
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ensuring security in the global supply chain. Since the United 
States is Singapore\'s 2nd largest trading partner, with total trade 
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amounting to S$90 billion in 2006, the impact of the legislation on 
trade between Singapore and the United States is therefore very 
significant. 


Some of the technical concerns associated with a 100% scanning 
regime are outlined in the attached document. Singapore will 
appreciate the Administration\'s consideration of these points, and 
the subsequent findings of the SFI trial, in assessing the 

feasibility of implementing 100% container scanning requirements at 
the Singapore Port. 


Yours sincerely, 


RAYMOND LIM 
Minister for Transport 
Singapore 


Technical Concerns in Implementing 100% Scanning of Containers Bound 
for the United States: 


1. Current Scanning Technology Inadequate. Existing scanning 
technology does not support the fast and efficient scanning of 
containers. The portal-based system not only creates chokepoints in 
port operations but also increases handling and movement times of 
containers. All these factors will inevitably translate into higher 

port charges for shippers and cargo owners. Ultimately, consumers 
will end up bearing this increased cost of movement through the 
supply chain. 


2. Duplication of Programmes. The US already has several security 
initiatives in operation in many ports around the world, including 

but not limited to the Container Security Initiative (CSI), Megaport 
Radiation Detection Initiative (RDI), Proliferation Security 

Initiative (PSI), and Customs-Trade Partnership Against Terrorism 
(C-TPAT). These measures provide for a layered approach to security 
today. To further mandate an additional blanket measure like 100% 
container scanning will result in duplication of resources for 

marginal gains. 


3. Prohibitive Cost of Implementation. To effectively impose 100% 
scanning in a major port will require a significant number of 
non-intrusive imaging and radiation detection equipment in order to 
minimize the impact to operational efficiency. In a port like 
Singapore with a throughput of more than 24 million containers a 
year, the number of scanners required would be extremely 
prohibitive. The shipping industry will also be hurt by such 
expensive measures. 


4. Lack of Clarity on Funding. The bill does not address the issue 
of funding for 100% scanning. The cost of implementing such a 
programme will be significant and many ports will turn to the US to 
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fund this requirement. 


5. Total Supply Chain Security Approach. A total supply chain 

approach to security -- one where all stakeholders in the supply 

chain play their part to secure the shipment from node to node -- is 

amore viable option. The Authorised Economic Operators (AEO) 
programmes advocated by the World Customs Organisation (WCO) and a 
recognition of each country\'s secure supply chain procedures will 

provide a more effective and robust security approach. This, 

coupled with effective risk-targeting of containers, will serve the 

world trading community better, both in terms of security and 

trade. 


End text of letter. 
SHIELDS 
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PP RUEHWEB 

DE RUEHUL #2634/01 2430106 

ZNR UUUUU ZZH 

P 310106Z AUG 07 

FM AMEMBASSY SEOUL 

TO RUEHC/SECSTATE WASHDC PRIORITY 6321 

INFO RUEHBJ/AMEMBASSY BEIJING PRIORITY 3051 
RUEHGP/AMEMBASSY SINGAPORE PRIORITY 5754 
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TAGS: ETRD, ECON, EAGR, PREL, KS 

SUBJECT: FTA: TRADE MINISTER KIM DISCUSSES BEEF, RICE, AND 
AUTOS WITH CONGRESSMAN POMEROY 


1. (SBU) SUMMARY: On August 29, newly appointed Trade 
Minister Kim Jong-hoon reviewed major KORUS-FTA trade issues 
with Congressman Earl Pomeroy (D-ND) and the Ambassador. TM 
Kim said the FTA remained on track for submission to the 
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National Assembly in early September -- and President Roh was 
strongly pushing for its passage before he departed office in 
February. Stressing Congress was deeply engaged in 
addressing Iraq-related issues, Congressman Pomeroy indicated 
Congress is likely to defer FTA action for some time. 

However, he spotlighted U.S. beef, rice, and autos as key 
concerns that need to be addressed to foster a more receptive 
Congressional climate. TM Kim responded that (1) the bone-in 
beef import protocol would likely be wrapped up in October, 
thereby permitting the full resumption of U.S. beef imports; 

(2) rice, although excluded from the FTA, could be revisited 
once the current WTO rice quota arrangement expired in 2014; 
and (3) the U.S. auto sector\'s objections to the ten-year 
phase-out of the light-truck tariff should be balanced 

against overall U.S. gains from the agreement, the ROKG\'s 
unprecedented steps to meet U.S. demands on auto tax and 
standards issues (including the dilution of emissions 
standards), and the need for U.S. companies to address their 
own internal competitiveness issues. Pomeroy reiterated the 
importance of resolving the U.S. beef issue soon. \"Beef 
needs to move,\" Pomeroy said, not only to enhance Korea\'s 
reputation as a reliable trading partner but to bring down 

high prices for its consumers. END SUMMARY. 


HIS THIRD WEEK IN OFFICE 

2. (SBU) In his third week in the job, Trade Minister (and 
former FTA Chief Negotiator) Kim Jong-hoon welcomed 
Congressman Pomeroy\'s 8/29 visit just as the KORUS-FTA was 
facing its critical \"last hurdle,\" the ratification phase. 
Referring to a Presidential meeting the day before, Kim said 
the ROKG would formally introduce the FTA to the National 
Assembly in early September. He reaffirmed President Roh\'s 
strong commitment to seize every opportunity to pass the 
KORUS-FTA before the end of 2007 and, by the latest, before 
Roh left office in late February. In response, Congressman 
Pomeroy said the USG is currently wrestling with critical 
Iraq-related issues that would likely defer Congressional 
action on the FTA for some time. However, Congress also 
needed a strong ROKG signal that Korea will deal fairly on 
trade issues. He spotlighted beef, rice and autos as major 
issues that need to be fully addressed to foster a more 
favorable climate for Congressional action. 


U.S.BEEF 

3.(SBU) Pomeroy turned first to recent U.S. packing-plant 
mistakes (a total of six boxes out of thousands) that had 

involved bones or bone fragments in their shipments to Korea. 

He noted these mispacks had entailed the unfortunate 
consequence of slowing down the ROKG\'s consideration of a new 
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bone-in import protocol and thus disappointed many American 
(including North Dakotan) farm families who relied on beef 
exports for their livelihood. While acknowledging the 
mispacks should have consequences for the packing plants, 
Pomeroy stressed these mistakes were not life-threatening 
since the OIE had determined on May 22 that U.S. beef was 
safe. As a result, it was critical for the ROKG not to allow 
these mistakes to defer fulfilling their commitment to revise 
the existing beef import protocol. Failure to move soon to 
resume the flow of U.S. bone-in beef into Korea would be 
widely perceived by the American public and Congress as a 
sign that the ROKG would not abide my its trade commitments 
and internationally accepted standards. 


4. (SBU) TM Kim responded that the ROKG stood by President 
Roh\'s March commitment to President Bush to follow the OIE\'s 
rulings and negotiate a new protocol that would allow bone-in 
beef into Korea as soon as possible. He indicated that the 
ROKG was currently canvassing consumer groups as required 
under a eight-step risk-assessment process and remained on 
track to begin negotiatons on a new import protocol after the 
new Agriculture Minister took office September 5. Kim 

admitted the mispacks had fueled public concerns over the 

U.S. commitment to abide by the ROKG\'s import protocol, just 


as the U.S. public had its own perceptions of Korean 

sincerity. However, Kim predicted the new bone-in import 
protocol would be in place by October and U.S. beef shipments 
flowing smoothly thereafter. 


RICE 

5. (SBU) Turning to rice, Pomeroy said this issue had been 

left out of the FTA. This omission had disappointed major 

rice growers in California and worked against the perception 

that the KORUS-FTA was a balanced, comprehensive agreement. 
Kim replied that Korea\'s domestic political climate was 

highly protective of its small, rapidly aging farm population 

(only six percent of its total population, producing only 

three percent of GDP). Widely viewed as deserving 

\"affirmative action," rice farmers had attracted enough 

public support to make the issue untouchable at this time. 
However, Kim indicated that the ROKG would revisit the rice 
issue once the 2004 WTO arrangement on rice quotas expired in 
2014. 


6. (SBU) Congressman Pomeroy pointed to the FTA\'s ten-year 
elimination of light-truck tariffs as being as problematic 
for U.S. constituencies as rice was for Korean ones. He 
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invited Kim\'s comment. Kim replied that U.S. concerns were 
understandable in light of the current imbalance in the 
U.S.-Korea auto trade. However, the tariff needed to be put 
into the broader context of the \"unprecedented\" ROKG 
commitments embodied in the agreement. The ROKG had 
committed to lower its higher auto tariffs, to simplify its 

auto tax codes, and to amend its auto standards (including 

the dilution of emission standards that undercut Korea\'s 

clean environment goals). The ROKG sold these measures to 
its own constituencies based on the premise that all auto 
trade would be encompassed under the FTA. On balance, the 
measures created \"a lot of leeway\" for U.S. auto sales to 
Korea on a fair playing field. Kim added that if Congress 

had any doubt about the ROKG\'s long-term commitment, it 
should take note of the FTA\'s snap-back provision. This 
measure called for restoring previous U.S. tariff levels, in 

the event an accelerated dispute settlement panel found the 
ROKG had set up a new non-tariff trade barrier. 


7. (SBU) In closing, Kim indicated U.S. auto sector concerns 
stemmed largely from their own internal competitiveness 
issues rather than any issues caused by Korea. He 
therefore hoped the U.S. auto sector\'s objections would be 
balanced against overall U.S. gains in the auto provisions 
and other parts of the FTA. 


CONCLUSION 

8. Congressman Pomeroy thanked TM Kim for his assessment and 
closed by underscoring the importance of fully resuming U.S. 

beef imports into Korea soon, so that U.S. agricultural 

interests could focus on the benefits of the FTA. WBeef 

needs to move," he said, not only to enhance Korea\'s 

reputation as a reliable trading partner but to bring down 

high prices for its own consumers. 


9. (U) Congressman Pomeroy reviewed this message. 
VERSHBOW 
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SUBJECT: JAPANESE MORNING PRESS HIGHLIGHTS 08/31/07 
Index: 


1) Top headlines 
2) Editorials 
3) Prime Minister\'s daily schedule 


Anti-Terrorism Special Measures Law: 

4) In interview, Pres. Bush says he hopes to see extension of the 
Anti-Terrorism Special Measures Law allowing MSDF refueling service 
in the Indian Ocean 

5) Statement by Pres. Bush on Japan continuing Indian Ocean service 
reveals USG concern about an unraveling of the anti-terror coalition 


6) MSDF activities would be halted if anti-terro law not extended in 
late Oct. 

7) Democratic Party of Japan (DPJ) planning bill to scrap the 
anti-terror law in the fall extraordinary session of the Diet, 
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submit own bill with alternate contribution 

8) LDP lawmaker Fukaya named chairman of the Lower House special 
committee on terrorism 


Other defense issues: 

9) Abe\'s collective self-defense panel to urge expanded logistical 
support role for Japan 

10) Conciliatory mood dominates visit of China\'s Defense Minister 
Cao to Japan 

11) Missile defense: Defense Ministry considering deploying PAC-3 to 
parks in Tokyo 


Political scene: 

12) Ozawa declares virtual war on the LDP by setting policy goal 
this year of forcing dissolution of the Diet 

13) LDP to attack Ozawa in fall Diet session for his secretary\'s 
involvement in DPJ lawmaker Aoki\'s election violation 

14) Farm minister Endo received improper political contribution from 
a support group 


15) Yomiuri poll: 80 PERCENT of respondents fault Japanese public 
for \"bad public manners\"; 92 PERCENT want moral values taught in 
school 


Civil aviation issue: 

16) Inspections find ANK\'s Boeing-built 737 lacked key washer like 
same model China Airlines passenger plane that blew up in Naha 
17) Confidence in Boeing drops over missing part in new airliners 


Articles: 

1) TOP HEADLINES 

Asahi, Mainichi, Sankei: 

Education Ministry proposes increasing class hours at elementary 
schools for first time in 30 years 

Yomiuri, Tokyo Shimbun: 

Washer on Air Nippon jetliner missing, similar to case of the China 


Airlines plane that exploded at Naha Airport 


Nikkei: 
Nippon Paper, Rengo to integrate cardboard production 


Akahata: 
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LDP subcommittee proposes abolishing present standards to authorize 
A-bomb victims 
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2) EDITORIALS 


Asahi: 

(1) Long-awaited restart of Japan-China defense exchanges 

(2) Nara pregnant woman miscarries in ambulance: Too many loopholes 
in emergency medical service network 


Mainichi: 

(1) Ex-welfare ministry official\'s lack of morality regarding 
accepting cash and goods 

(2) Abduction of South Korea nationals: Blueprint necessary to 
stabilize Afghanistan 


Yomiuri: 

(1) Japan-China defense summit: China should improve military 
transparency 

(2) Runaround of pregnant woman: Improvement in emergency obstetric 
care system urgently needed 


Nikkei: 
(1) Make drastic cut in expanded budget requests 
(2) Interlock FTAs and agriculture reform 


Sankei: 
(1) Japan-China defense summit: Continue frank dialogue 
(2) Runaround of pregnant woman: Doctors forget obligation 


Tokyo Shimbun: 

(1) Runaround of pregnant woman: Women only wanted to give birth 
(2) Visit to Japan by German Chancellor Merkel: Presence of \"new 
EU\" 


Akahata: 
(1) Consumption tax hike a challenge to the public, ignoring public 
will 


3) Prime Minister\'s Official Residence (Kantei) 
Prime Minister\'s schedule, August 30 


NIKKEI (Page 2) (Full) 
August 31, 2007 


09:18 

Cabinet meeting at the Kantei. Met with Internal Affairs Minister 
Masuda, followed by Nippon Keidanren (Japan Business Federation) 
Chairman Mitarai. 


10:30 
Informal discussion meeting on the reconstruction of legal grounds 
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for security. 


13:40 
Met with Cabinet Intelligence Director Mitani. 


14:30 
Met with Chinese Defense Minister Cao Gangchuan and others. 


15:01 
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Met with Vice Foreign Minister Kono. Deputy Chief Cabinet Secretary 
Ando was present. 


15:33 
Handed over a letter of appointment to the new parliamentary 
secretaries. Photo session with them, followed by parliamentary 


SIPDIS 
secretaries\' meeting. 


SIPDIS 


16:01 

Met with Yasuo Kanzaki, special advisor to the Nikko-Citi Group and 
a Japanese member of APEC Business Advisory Council. Foreign 
Ministry Economic Affairs Bureau Director General Otabe was 
present. 


17:11 
Met with Chief and Deputy Chief Cabinet Secretaries Yosano and 
Iwaki. Deputy Chief Cabinet Secretary Ono joined. 


19:32 
Arrived at the official residence. 


4) Bush expresses hope for extension of antiterrorism law in press 
interview 


YOMIURI (Page 1) (Full) 
August 31, 2007 


Ryuichi Otsuka, Washington 


President George W. Bush gave a press interview at the White House 
at noon August 30 (before dawn of August 31, Japan time). In the 
interview, the president expressed his strong hope for an extension 

of Japan\'s Antiterrorism Special Measures Law slated to expire on 
November 1, saying, WI hope (Japan\'s) active influence will be 
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maintained.\" Although Washington has strongly lobbied Tokyo for the 
law\'s extension, this is the first time President Bush has openly 
referred to it. 


President Bush is expected to directly ask Prime Minister Abe for an 
extension in their summit talks scheduled to take place on the 
sidelines of the Asia Pacific Economic Cooperation (APEC) meeting to 
be held in Sydney from September 8. 


President Bush also thanked the Japanese government and people for 
Japan\'s contributions in Afghanistan. This made it clear once again 
that the US government, which gives top priority to the war on 
terrorism, attaches great importance to Japan\'s contributions. 


At the same time, the president indicated that he remembers the 
abduction of Japanese nationals by North Korea to show consideration 
to Japan. 


The interview was given to news companies from five major APEC 
member countries. From Japan, the Yomiuri Shinbun took part in it. 


5) Bush concerned about possible negative impact on solidarity among 
countries participating in antiterrorism war 


YOMIURI (Page 2) (Abridged slightly) 
August 31, 2007 
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Fumi Igarashi, Washington 


President George W. Bush in a press interview on August 30 expressed 
his hope for an extension of Japan\'s Antiterrorism Special Measures 
Law beyond November 1. This stems from a sense of alarm that a 
withdrawal from the Afghan theater by Japan, a staunch US ally, 

might cast a pall not only on Japan-US relations but also on 
international solidarity. 


To the US government, the military operation in Afghanistan, along 
with Iraq, is on the front line of the war on terrorism. To assist 

it, Japan\'s Maritime Self-Defense Force has provided 480,000 
kiloliters of fuel worth about 21.9 billion yen to the naval vessels 

of 11 countries, including the United States and Pakistan. 


In the event Japan withdrew from the Indian Ocean, a US naval vessel 
would be the only one that is technically capable of filling in that 
\"hole.\" That is certain to increase the burden on the US military, 
which is already exhausted from the long antiterrorism war. 
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South Korea, another US ally, has already decided to leave 
Afghanistan before the end of the year. Departures from Afghanistan 
by US allies in succession might dampen the morale of other 
participating countries. 


Michael O\'Hanlon of the Brookings Institution indicated that the war 
in Afghanistan is being widely supported in the United States, 
including the Democrats. He also warned that if Japan leaves the 
Indian Ocean, that could adversely affect US-Japan relations after 
the end of the Bush administration in January 2009. 


6) MSDF activities will be halted if antiterror law is not extended 
in late Oct. 


NIKKEI (Page 2) (Full) 
August 31, 2007 


The Antiterror Special Measures Law is to expire Nov. 1. The 
government needs to get Diet approval by then for its legislative 
measure revising the antiterror law to extend the Maritime 
Self-Defense Force\'s refueling activities in the Indian Ocean. 
Otherwise, the antiterror law will lose its effect at that point. 

This is a common understanding within the government, and it will be 
meaningless to continue Diet deliberations on the legislation. It is 

too late even if the legislation is enacted after seeing the law 

expire. 


The MSDF will have to halt its activities in the Indian Ocean 
because its activities there will lose legal grounds. 


The Cabinet Secretariat, a government office in charge of the 
antiterror law, is now consulting with the Cabinet Legislation 
Bureau on whether the Diet has ever continued to deliberate on a 
similar bill to revise a time-limited law even after its expiry and 
also on legal interpretation over a law that has lost its effect. 
However, the government has not found any good idea. 


7) DPJ mulls repealing antiterror law, poised to rock Abe 
administration 


NIKKEI (Page 2) (Full) 
August 31, 2007 
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The Diet will focus on the advisability of extending the 
Antiterrorism Special Measures Law in its extraordinary session to 
be convened Sept. 10. On this issue, the leading opposition 
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Democratic Party of Japan (Minshuto) has now fleshed out its 
counterproposal. DPJ President Ichiro Ozawa has clarified that his 
party would oppose a government-sponsored bill seeking to extend the 
antiterror law. Meanwhile, the ruling and opposition parties have 
now changed places in the House of Councillors as a result of this 
summer\'s election. Taking this chance, the DPJ is poised to 
undermine the efforts of Prime Minister Shinzo Abe and his 
government by introducing a bill repealing the antiterror law and to 
set forth an alternative plan for Japan\'s international 
contributions. 


Ozawa yesterday met with German Chancellor Merkel. In the meeting, 
Ozawa implied his intention to oppose the idea of extending the 
Antiterrorism Special Measures Law. \"We\'ve yet to deepen our 
discussions,\" Ozawa said. Merkel replied, \"If Japan is going to 
continue its role in the international community, Japan will have to 
hold itself even more responsible.\" However, Ozawa remained 
committed to opposing the antiterror law\'s extension. 


After that, Ozawa met his party\'s female lawmakers. He told them 
that the upcoming extraordinary session of the Diet could become a 
\"major turning point.\" He added: \"We will ask for a public judgment 
in there. Depending on how the Diet session will come out, there may 
be an election for the House of Representatives. So we may have to 
trouble you again. But that\'s the road to grabbing the reins of 
government.\" 


The DPJ has three options in mind. The first conceivable option is 

to vote down the revision bill in the House of Councillors as soon 

as the legislation is sent from the House of Representatives. In 

this case, the legislation will be brought back to the House of 
Representatives, and the DPJ would then overlook the legislation\'s 
passage and enactment. The second conceivable option is to prolong 
Diet deliberations on the revision bill in the House of Councillors 

and wait for the antiterror law to run out. The third one is to 

repeal the antiterror law first and then to let the law expire 

without deliberating on the revision bill. 


In the DPJ, however, there are also deep-seated concerns. One of its 
lawmakers said, \"If we only oppose the law, the people may think we 
are incompetent to take office.\" The DPJ will therefore call on the 
government to disclose information about the Maritime Self-Defense 
Force\'s refueling activities and costs in a Diet budget committee 
meeting before entering into deliberations on the antiterror law. 


If the government\'s response is insufficient or unacceptable, the 
DPJ will immediately bring before the House of Councillors a bill 
repealing the antiterror law. This makes clear the DPu\'s course of 
action unlike the second option in which it chooses to do nothing. 
In this case, the DPJ deems it possible to dodge criticism from the 
ruling parties and the public for prolonging Diet deliberations. 
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The government may come up with substantial information. In this 
case, the DPJ may think it would be disadvantageous for the party to 
remain opposed to the legislation. The DPJ would then vote down the 
legislation in the House of Councillors and may connive against its 
being passed again in the House of Representatives that would make 
it a law. 
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Even in that case, however, the DPJ will come up with its own 
alternative plan to legislate measures for Japan\'s international 
contributions. The DPJ will call for the ruling coalition to 
incorporate its counterproposal in the revision bill. Specifically, 

the DPJ is considering medical and food support under the private 
sector\'s initiative with the government\'s official development 
assistance (ODA) programs in mind. The DPJ will set up a special 
working group under its foreign affairs and defense panel to work 
out a specific plan. 


8) Fukaya informally named chairman of Antiterrorism Special 
Committee 


ASAHI (Page 4) (Full) 
August 31, 2007 


The Liberal Democratic Party (LDP) informally decided yesterday to 
recommend Takashi Fukaya, a Yamasaki faction member and former 
minister of international trade and industry, to be chairman of the 
Lower House Antiterrorism Special Committee, which is expected to 
deliberate a bill revising the Antiterrorism Special Measures Law, 

the main issue at the upcoming extraordinary Diet session. Fukaya, 
now serving in his 9th term in the House of Representatives, served 
as home affairs minister. The LDP has now decided to entrust the 
veteran lawmaker to handle a battle between the ruling and 
opposition camps. 


The LDP will recommend Lower House Steering Committee Chairman 
Ichiro Aisawa, a Tanigaki faction member, to serve as chairman of 

the Lower House Budget Committee, and Takashi Sasagawa, a Tsushima 
faction member, to be Aisawa\'s successor. The LDP intends to 
recommend the members of the Tanigaki and Tsushima factions, which 
are critical of Prime Minister Shinzo Abe\'s management of the 
government. 


Takashi Fukaya, chairman of the Antiterrorism Special Committee: 
Representing the Lower House Tokyo No. 2 electoral district; 
graduated from Waseda University; served in such posts as MITI 
minister, and chairman of the Lower House Committee on State Basic 
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Policy; elected nine times; age 71; belongs to the Yamasaki 
faction. 


Ichiro Aisawa, chairman of the Budget Committee: Representing the 
Lower House Okayama No. 1 constituency; graduated from Keio 
University; served in such posts as foreign minister and chairman of 
the Lower House Steering Committee; elected seven times; age 53; 
belongs to the Tanigaki faction. 


Takashi Sasagawa, chairman of the Lower House Steering Committee: 
Representing the Lower House Gunma No. 2 constituency; left Meiji 
University in mid-course; served in such posts as state minister in 
charge of science and technology affairs and chairman of the Party 
Ethics Committee; elected seven times; age 71; belongs to the 
Tsushima faction. 


SIPDIS 
9) Panel: Expand logistical support 


ASAHI (Page 4) (Full) 
August 31, 2007 


The Council for Rebuilding the Legal Foundation of National 
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Security, a private advisory panel for the prime minister to discuss 
the advisability of exercising the right of collective self-defense, 

met at the prime minister\'s office yesterday, with former Ambassador 
to the United States Shunji Yanai presiding. The government 
currently limits the Self-Defense Forces\' overseas rear support for 
foreign armed forces to \"noncombat areas\" only. \"This kind of 
governmental interpretation is internationally unacceptable and 
unrealistic,\" one of the panel\'s members said. Other panel members 
also suggested the need for the government to expand the scope of 
assistance Japan can provide. 


The government, in its constitutional interpretation, prohibits the 
SDF from using armed force overseas. In addition, the SDF is also 
prohibited from acting in concert with foreign forces using armed 
force. The SDF-currently operating in Iraq and the Indian Ocean 
under special measures laws-is therefore engaged in logistical 
support in \"noncombat areas\" only. 


10) Japan-China defense exchange to be accelerated with 
demonstration of reconciliation but some concerns left to be 


removed 


NIHON KEIZAI (Page 2) (Full) 
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Defense Minister Masahiko Komura and his Chinese counterpart Cao 
Gangchua yesterday met in the Defense Ministry and the two leaders 
agreed to accelerate defense exchange and security dialogue between 
the two countries. The Japan-China defense summit took place after a 
lapse of four years, setting the stage for defense exchange, which 

had been interrupted owing to former Prime Minister Junichiro 
Koizumi\'s visits to Yasukuni Shrine and other issues, to be resumed 
in full swing. On the other hand, however, when it comes to military 
matters, deep-seated distrust in the other side exists in both Japan 
and China, revealing that there are a number of uncertainties about 
future developments. 


In the session, Komura and Cao agreed to set in motion reciprocal 
port calls by vessels from the Maritime Self-Defense Force (MSDF) 
and the Chinese Navy within the year. They also confirmed a plan to 
lay a hotline between defense officials of the two countries in 

order to stem an occurrence of an unexpected contingency in the East 
China Sea. 


Afterwards, Cao paid a courtesy call on Prime Minister Shinzo Abe 

and Foreign Minister Nobutaka Machimura respectively. Abe welcomed 
Cao, telling him, \"I deem it is important to enhance mutual trust 
through defense exchange and security dialogue as part of building a 
strategic, reciprocal relationship.\" Machimura told Cao: \"The 
reshuffled cabinet can be portrayed as a cabinet for enhancing 
friendship between Japan and China.\" 


Both Japan and China have thus projected a conciliatory mood before 
marking the 35th anniversary of the diplomatic normalization between 
the two countries in September, but this series of meetings had also 
some scenes where both sides expressed their concerns about the 
other. 


Machimura made mention of China\'s national defense spending, which 
has continued to increase at the pace of a two-digit percent from 

the previous year for the 19 years in a row and called on China to 

make its defense spending transparent, noting, \"The total amount has 
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been released, but no details have been made clear.\" Machimura also 
asked Cao to explain about the incident of a Chinese nuclear 
submarine\'s intrusion into Japanese territorial waters in 2004 and 
China\'s satellite-destruction test in January of this year, but no 
clear-cut explanation was given by Cao. 


On the contrary, Cao referred to the Taiwan Straits issue and 
checked Japan, noting, \"We are paying attention to the relationship 


Column 3 

between the Japan-US security arrangements and Taiwan.\" China has 
been increasingly alarmed by Japan for its planned missile defense 
system and its moves to strengthen the Japan-US alliance as well as 
cooperation among Japan, the United States, Australia, and India, 
which China calls a \"noose around China.\" 


Major points of agreement in Japan-China defense summit 


? Chinese vessels will make a port call at a Japanese port in 
November or December, while the MSDF\'s vessels will visit China next 
year or later. 

? Defense Minister Komura will travel to China next year. 

? Sub-cabinet-level talks will be held in Beijing at an early date. 

? A hotline between defense officials of the two countries will be 

laid. 

? The Self-Defense Forces (SDF) as an observer will take part in the 
Chinese forcesY military exercises planned for late September in 
Shenyang. 


11) Missile defense: Defense Ministry considering deploying PAC-3 to 
parks in Tokyo 


ASAHI (Page 1) (Abridged slightly) 
August 31, 2007 


The Defense Ministry is considering deploying the Patriot Advanced 
Capability-3 (PAC-3) ground-to-air guided missile, now deployed at 
the Air Self-Defense Force\'s Iruma base in Saitama Prefecture as the 
nation\'s first case as part of ballistic missile defense (BMD), to 

parks in Tokyo, such as Yoyogi Park in Shibuya Ward, in addition to 
SDF garrisons. The ministry intends to conduct drills to move and 
deploy missiles to those places as early as September. 


The PAC-3 is a mobile ground-to-air missile capable of intercepting 

a Japan-bound ballistic missile a dozen or so kilometers off the 
ground. The missile was deployed at the ASDF\'s Iruma base this past 
March to defend the metropolitan area. The PAC-3 has a range of 20 
kilometers. In order to defend nerve centers in Tokyo, such as the 
Kantei (Prime Minister\'s Official Residence) and central government 
ministries and agencies, the PAC-3 unit must be relocated to 
appropriate places in Tokyo. 


The existence of a high-rise buildings and other shade-creating 
structures could reduce the radar\'s capability to track ballistic 

missiles. For this reason, spacious public land is most suitable for 
deployment of the PAC-3. The ministry is earnestly studying 

candidate sites, such as Yoyogi Park and Harumi Wharf in Chuo Ward, 
in addition to the Ground Self-Defense Force\'s Ichigaya garrison in 
Shinjuku Ward and the Nerima garrison in Nerima Ward. 


The ministry is considering conducting drills in September for 
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relocating and deploying missiles to those places from the Nerima 
base. Conducting drills at parks requires authorization from the 

Tokyo metropolitan government that manages them. The ministry plans 
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to seek its cooperation in future talks. 


12) DPJ hardening confrontational stance: Ozawa expresses 
determination to force dissolution of Lower House, maintains 
opposition to Antiterrorism Law 


YOMIURI (Page 4) (Excerpts) 
August 31, 2007 


Democratic Party of Japan (DPJ or Minshuto) head Ozawa yesterday 
expressed his determination to force the government and the ruling 
parties to dissolve the Lower House during the extraordinary Diet 
session to be convened in the fall. His judgment is that having a 
Lower House election while his party still has momentum from its 
victory in the Upper House election would be advantageous. The 
ruling bloc is alert to Ozawa taking a forceful stance in steering 

Diet management. 


According to an opinion poll carried out by the Yomiuri Shimbun on 
Aug. 27-28, the approval rating for the DPJ was 31 PERCENT , about 
equal to that of the Liberal Democratic Party (LDP). 


However, there is concern in the DPJ that if it lets its guard down 
at this juncture, it could allow the government and the ruling camp 
to strengthen their hand, as one senior party member put it. 


Presumably with the aim of boosting the morale of party members, 
Ozawa has set a policy course aiming at an early Lower House 
dissolution and a general election, taking advantage of the 
extraordinary Diet session just ahead. 


A meeting of local assembly members who belong to the LDP was held 
at a Tokyo hotel yesterday evening. Ozawa during the meeting noted, 
VI want to realize decentralization by taking the reins of 

government. Japanese politics, administration and society have 
created a running sore over a long period of time, as can be seen in 

a flurry of administrative scandals and rampant amakudari practices. 
We must fundamentally correct those problems.\" 


Regarding an extension of the Antiterrorism Special Measures Law, 
the focus of highest attention in the extraordinary Diet session, 

the dominant view in the DIP is that it would be able to secure 
support from the public even if it sticks to its opposition to an 
extension with one member saying, \"The public is also skeptical 
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whether an extension is really necessary.\" 


As such, the DPJ plans to exercise an administrative investigation 

in the Upper House, where it has a majority, and demand that the 
government reveal details of the actual operations of Maritime 
Self-Defense Force (MSDF) ships dispatched to the Indian Ocean under 
the Antiterrorism Special Measures Law. 


During a meeting with German Chancellor Merkel yesterday, Ozawa 
criticized the Japanese government for dispatching SDF personnel 
abroad. He noted, \"The major problem about Japan is that the 
dispatch of SDF troops abroad is not based on any principle.\" He is 
determined to continue to strengthen his confrontational stance 
against the government and the ruling parties. 


In contrast, the prevailing view in the government and the ruling 
camp is negative toward early Lower House dissolution and a general 
election because it has only been a short time since the LDP 
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suffered a crushing defeat in the Upper House election. 


13) Difficult problem for DPJ with Ozawa\'s private secretary 
involved with charges of election violation by group supporting 
lawmaker Aoki; LDP to pursue issue in extra session of the Diet 


MAINICHI (Page 5) (Excerpts) 
August 31, 2007 


In connection with an incident of election violation in the July 

Upper House proportional representation race by the camp of 
Democratic Party of Japan (DPJ or Minshuto) member Ai Aoki, charges 
of involvement have been raised against the policy secretary of DPJ 
President Ozawa. This is an unwelcome difficult problem for the DPJ, 
which plans to attack the government and ruling party in the 

upcoming extraordinary Diet session. Concern is spreading in the 
party, with one lawmaker saying, \"The Liberal Democratic Party will 

be all over us like a dog on a bone.\" 


Ozawa\'s office yesterday issued this comment: \"We have received a 
report from the secretary that his activities did not violate 

election rules.\" Aoki\'s office, too, issued a comment on the 

incident: \"There were no election violations as described.\" It is 
working to calm the situation. 


14) Illegal donation provided to Agricultural Minister Endo\'s LDP 
election headquarters from association enjoying government 
subsidies 
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ASAHI (Page 35) (Excerpts) 
August 31, 2007 


It was learned yesterday that the Liberal Democratic Party (LDP) 
Yamagata No. 2 election office headed by Agriculture, Forestry and 
Fisheries Minister Takehiko Endo received a 50,000 yen donation in 
September 2005 when Endo was serving in the House of Representatives 
from the Yamagata Prefecture Livestock Trade Association, an 
independent administrative institution offered subsidies from the 
farm ministry. The Political Funds Control Law prohibits such 
institutions enjoying subsidies from donating money within one year 
after their founding. Endo, admitting that the donation was illegal, 
returned the money to the association and submitted the corrected 
report on political founds to the Yamagata Electoral Management 
Committee. 


According to the political funds report and Endo\'s office, the 
Yamagata No. 2 electoral bureau received the 50,000 yen donation 
from an association official on Sept. 6, 2005, five days before the 
election day for the latest Lower House poll. 


According to the agriculture ministry, the association received 

during the period of between September and December 2004 a notice of 
determination on subsidies -- about 8.36 million yen to commercial 
growers collecting paddy straws and about 9.18 million yen as 

incentive for domestic livestock breeding -- from the Agriculture & 
Livestock Industries Corporation. 


15) Poll: 88 PERCENT feel public manners becoming bad; 92 PERCENT 
in favor of intensive school education on morals 


YOMIURI (Page 38) (Full) 
August 31, 2007 
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The Yomiuri Shimbun conducted a interview-based nationwide survey on 
public manners on Aug. 4-5. Asked about the government\'s policy of 
teaching moral values in schools, the ratio of respondents who 
supported that policy, including those who were more or less 

favorable, reached 92 PERCENT . Only 6 PERCENT were against it. By 
generation, the largest ratio of 95 PERCENT among respondents in 
their 70s and over supported the idea of moral values being taught 

in schools. The ratio of those who supported the government policy 
topped 90 PERCENT in all generations with the exception of 
respondents in their 20s and 50s. 


Pollees who feel that the Japanese public has become ill-mannered 
recently reached 88 PERCENT , if those who replied, \"frequently\" and 
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\"sometimes\" are included. The figure is down 2 points compared with 
the poll conducted in May 2002, in which the same question was 
asked, but it is the same as that marked in the survey carried out 

in January 1998. Respondents who replied, \"frequently,\" increased 9 
points compared with the 1998 poll. 


The number of pollees who feel that Japanese public has become 
ill-mannered still remains high. The poll found that their sense of 
crisis has generated extremely high expectations of moral education 
for children to learn the norms of the society. The government\'s 
Education Revitalization Council has come up with a policy of 
upgrading a class to teach morals to a school subject for moral 
education. 


As reasons for bad public manners (multiple replies were allowed), 
the largest number or 77 PERCENT faulted a lack of home discipline, 
followed by 60 PERCENT , who said, \"Adults do not observe public 
manners,\" and 54 PERCENT , who replied, \"Adults do not scold 

ill- mannered children.\" 


As measures to improve public manners (multiple replies were 
allowed), 67 PERCENT replied, \"Discipline in the home, including 
education on public manners, should be improved.\" 


16) Air Nippon Boeing jet lacks washer for bolt 


ASAHI (Page 1) (Excerpts) 
August 31, 2007 


Following the case of a China Airlines Boeing 737-800 plane that 
exploded at Naha Airport recently, the Ministry of Land, 

Infrastructure and Transport (MLIT) has instructed airline companies 

to make an emergency inspection of the same models. MLIT yesterday 
revealed that a washer for a bolt was discovered missing from one 

Air Nippon Boeing 737-700 jet\'s main wing. The explosion was 
reportedly caused mainly by fuel leak from a fuel tank because a 

bolt fell off and pierced the tank. The missing washer in this Air 

Nippon plane might have caused a similar case. 


17) Airline companies now distrustful of Boeing over the lack of 
washer, seek explanation 


ASAHI (Page 35) (Excerpts) 
August 31, 2007 


Following the recent case of a Boeing jet that exploded at Naha 
Airport, another Boeing jet was also discovered to have lacked a 
washer for a bolt. It was also found that bolts fell off more easily 
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from the new-generation model, which caused the explosion, than the 
old-generation one in terms of design. Having doubts about Boeing 
jets, airline companies might call on Boeing to give an 

explanation. 


\"It was good for us to discover a defect (that may cause an 
accident) during an inspection,\" Air Nippon\'s Maintenance Director 
Seiji Saeki said at a press conference at the Ministry of Land, 
Infrastructure and Transport (MLIT) at 5:30 p.m. yesterday. But 
referring to the existence of the defect, he noted, \"It\'s bad,\" 
adding: \"If it becomes clear that a washer was not attached in the 
production process, we will then make a claim against Boeing and 
call on it to take measures.\" 


DONOVAN 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR SCA/INS, INR, INR/B 
E.O. 12958: N/A 


TAGS: PARM, ENRG, TRGY, ETTC, TSPL, PGOV, EIND, SENV, IN 
SUBJECT: A FOURTH INDUSTRIAL RADIOGRAPHY CAMERA GOES MISSING IN 
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INDIA 


REF: LOWE-KUO EMAILS 


KOLKATA 00000263 001.2 OF 002 


1. (SBU) Summary: On August 27, an industrial radiography 
camera containing radioactive iridium 192 was stolen from Tata 
Steel\'s manufacturing plant in Jamshedpur, Jharkhand, the fourth 
such theft since August 2005. The first camera theft occurred 

on August 14, 2005 from the Industrial Radiography Agency in 
Mumbai. On November 5, 2006, a camera was stolen from the 
premises of Gujarat National Fertilizer Corporation Limited in 
Bharuch, Gujarat. In April 2007, a third industrial camera was 
stolen from Indo-Gulf Fertilizer Ltd. in Jagdishpur, Uttar 

Pradesh. Police have not recovered any of the cameras and have 
been unable to ascertain the motive behind the thefts. Embassy 
will raise our concerns with the GOI and suggests further 

inquiry from Washington offices to their Indian counterparts per 
appropriate channels. End Summary. 


2. (SBU) On the morning of 27 August, Tata Steel officials 
discovered the disappearance of an industrial radiography camera 
which had been stored in a sealed underground pit on the company 
premises. The camera was used to detect wear and tear of plant 
equipment and had been in use as recently as the evening of 
August 25. Biswajit Sarkar, head of the Jamshedpur-based 
General Industrial Inspection Bureau, which owns the camera, 

told Post that the lock on the sealed pit had been broken open 

and the camera removed. However, Sarkar said that only the main 
camera body (containing the iridium 192) was stolen. The 
attachments, including the driving unit used to operate the 

camera via remote control, were left intact in the pit. 

According to Sarkar, the camera is harmful only if the case 
housing the 15 Curie of Iridium-192 is destroyed and the iridium 

is exposed. He said that it would be very difficult to break 

the casing -- the camera is designed to withstand a fall of 60 
meters without breaking. 


3. (SBU) Tata Steel officials registered a First 

Investigation Report (FIR) at the Bistupur police station in 
Jamshedpur. Officials of the Atomic Energy Regulation Board, 
the organization that regulates the usage of radioactive 
isotopes, arrived in Jamshedpur on the evening of August 29. 
They will use survey meters and detection devices that may help 
in locating the stolen camera. 


4. (SBU) A similar theft of an industrial camera occurred 
earlier this year. In the early hours of April 25, an 
industrial radiography camera containing 50 Curie of iridium 192 
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was stolen from the premises of the Indo-Gulf Fertilizer Company 
in Jagdishpur, Uttar Pradesh. Like the Tata incident, thieves 
broke open the seal of the underground pit where the camera was 
stored and made away with the camera and its driving unit. 
Within a day or two, the accessories of the camera were 
recovered from forest areas in the vicinity of the factory, but 

the main body of the camera still has not been recovered. The 
50 Curie iridium 192 in that camera was \"highly activated\" at 

the time of the theft and the radiation emitted would be 2500 mR 
per hour per meter. 


5. (SBU) Head of the northern region chapter of the National 
Association of Non-Destructive Testing Services Organization 
(NANSO) Utpal Ghosh informed Post that these are not the only 
two incidents of missing industrial cameras in recent years. On 
August 14, 2005 a camera owned by the Mumbai-based Industrial 
Radiography Agency, was stolen. Also, on November 5, 2006, a 
camera owned by IIS NDT and Allied Services Private Limited was 
stolen from the premises of Gujarat National Fertilizer 

Corporation Limited in Bharuch, Gujarat. 


6. (SBU) NANSO official Ghosh told Post that his 
organization, which is an association of more than 500 Indian 
companies engaged in non-destructive testing services, is trying 
its best to impress upon GOI authorities the seriousness of 
these incidents. Frustrated and disappointed at the inability 

of Uttar Pradesh police to track down the culprits and recover 
the camera stolen from Indo-Gulf Fertilizers in the April 2007 
case, NANSO has written to the Chairman of the Atomic Energy 
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Regulatory Board and to Speaker of the Lok Sabha Somnath 
Chatterjee about the dangers of exposure to the radioactive 
material and the urgent need to recover the missing cameras. 
Ghosh said that in July, Chatterjee forwarded NANSO\'s letter to 
Minister for Home Affairs Shivraj Patil, urging him to take this 
matter seriously. Minister Patil instructed a Special Task 
Force to work closely with the UP police to recover the stolen 
camera. Ghosh said that his UP police contacts recently told 
him that they were very close to a break through in the case, 
but soon after this the key police investigating personnel were 
transferred. According to Ghosh, this has dealt a severe blow 
to the chances of recovering the camera. 


7. (SBU) Comment: It is unclear whether these four incidents 
are the work of common thieves who have little idea of the 
dangers of exposure to radioactive material or of professionals 
seeking to use the radioactive elements for dirty bombs or other 
explosives. The potential damage caused by exposure to the 
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iridium or by detonation of the material in an explosive is 
significant. Embassy New Delhi will raise our concerns with the 
GOI formally. We further recommend reactivating our Energy 
Department efforts to engage the Indian government in 
radioactive source protection efforts. 


8. (U) This message was coordinated with Embassy New Delhi. 
JARDINE 
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SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, SOCI, RS 
SUBJECT: The \"For A Just Russia\" Party Stages Primary 


1. (SBU) Summary. For a Just Russia (SR) held a series of public 
primaries throughout Russia on August 26 in preparation for the 
December Duma elections. Far from being a well-run, effective 
sampling of voter preferences, the primaries seemed to have been 
slapped together in an effort to keep pace with the rival United 
Russia political party and to provide SR with additional publicity 

on the eve of the official kick-off of the election campaign. End 
summary. 


2. (U) On August 26, the Kremlin-launched party For a Just Russia 
(SR) continued its campaign for the December Duma elections by 
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staging national primaries in 53 subjects of the Russian Federation. 
According to SR Chairman Sergey Mironov, about 383 thousand voters 
had ultimately cast their votes either by internet or at one of the 

683 polling stations open around the country. To date, only 

twenty-six ofthe regions have posted results. 


3. (SBU) Embassy efforts to determine the locations of the primaries 
in Moscow were unsuccessful. Newspaper reports indicated that 
journalists had similar difficulties. (The national daily 

Kommersant reported that of the eighteen planned polling places in 
Voronezh, only three seemed to be open on primary day.) Press 
reports suggested little voter interest in the primaries, and only 
half-hearted attempts by SR activists to induce passers-by to 
participate. 


4. (SBU) Inna Nelyuba, the SR Moscow organization\'s director of the 
Moscow primaries told us -two days before the primary date-- that 
she did not have all the necessary permits and could not say where 
the contests would be held. Information about the location of 

polling places was also not available on the internet. 


5. (SBU) Nelyuba said that the SR primaries were open to all Russian 
citizens who were eligible to vote. A description of each of the 
candidates and his/her biography would be available at the relevant 
polling place and write-ins were allowed. 


6. (U) The Moscow SR branch had arranged for voters to cast their 
ballots via internet. Although the list of candidates was available 

on August 24, by August 27 a mere sixty-five internet votes had been 
cast. Sergey Loktinonov, a party worker and the president of the 
Russian parachutists organization in Moscow, was in first place 
among internet voters, with thirty-three percent of the vote, while 
incumbent Duma deputies were each garnering barely five percent. 
(In the end, Duma Deputy Aleksandr Lebedev won the Moscow race with 
39.5 percent of the vote. Duma Deputy Oksana Dmitrieva won the St. 
Petersburg contest, with 50.5 percent of the 12 thousand, five 
hundred votes cast.) 


7. (SBU) SR Press Secretary Aleksandr Morozov told us that the 
primaries were one in a series of assessments that SR was conducting 
in the process of refining its final party lists. According to 

Morozov, SR had already done four voter surveys and would commission 
a fifth before the national party conference. The surveys and the 

primary results would be used by the party leadership in crafting 

SR\'s final lists, which would be confirmed at the party conference, 

to be held either September 16 or 23. 


8. (SBU) Per Morozov, the regional lists used in the primaries 
featured only local candidates. Excluded were SR heavy hitters, 
whose places on the list would be decided only at the September 
party conference. 
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9. (SBU) The primaries appeared less an attempt to gauge the 
electorate\'s preferences for lists that are, in any event, nearly 
finalized, than an effort by SR to generate publicity before the 
beginning of the official campaign in September. The haste with 
which the August 27 contest was cobbled together (it was announced 
by Chairman Sergey Mironov on only August 17) suggested that the 
primaries were part of an effort to remain at parity with the United 
Russia party, which has been engaged in primaries of its own. 
BURNS 
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SIPDIS 


SENSITIVE 
SIPDIS 


DEPT FOR EAP/MTS, G/AIAG AND OES 

USAID FOR ANE/CLEMENTS AND GH/CARROLL 

DEPT ALSO PASS TO HHS/WSTEIGER/MSTLOUIS AND HHS/NIH 
GENEVA FOR WHO/HOHMAN 


E.O. 12958: N/A 

TAGS: TBIO, AMED, CASC, EAGR, AMGT, PGOV, ID, 

SUBJECT: AVIAN INFLUENZA - DAS MARCIEL MEETS WITH KOMNAS SECRETARY 
KRISNAMURTHI 


1.(SBU) National Committee on Avian Influenza Management and 
Pandemic Alert (KOMNAS) Secretary Bayu Krisnamurthi praised USG 
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contributions towards avian influenza control during an August 28 
meeting with EAP Deputy Assistant Secretary (DAS) Scot Marciel. 
Bayu singled out for praise NAMRU-2\'s, CDC\'s and USAID\'s early 
contributions when NAMRU first identified human cases of avian 
influenza in 2005. 


2. (SBU) Marciel impressed upon Bayu USG avian influenza virus 
sample sharing concerns, stressing Washington\'s concerns about the 
serious risks associated with not sharing samples. He applauded the 
Ministry of Health\'s recent sharing of Bali samples with the Centers 
for Disease Control and emphasized the need for resuming full sample 
sharing rapidly. When asked for his thoughts on resolving the 

sample sharing impasse, Bayu responded that he thought a solution 
was already underway in the \"WHO pipeline\" but that any solution 
would need to address economic aspects including shared vaccine 
development for Indonesia. Bayu also mentioned that he had heard 
that Minister of Health Fadilah Supari might accompany President 
Yudhoyono to the US at the end of September. 


3. (SBU) Comment: Bayu\'s reference to the Minister\'s visit is the 
first time we have heard of her possible travel plans. Our 
crosscheck with the MOH protocol office corroborated that the 
Minister of Health planned to travel to the US for September 19-25. 
The protocol office could not confirm whether she will accompany 
President Yudhoyono to New York but the dates coincide. We are 
checking with other MOH contacts to learn more about this planned 
travel. 


Hume 
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DEPT FOR ISN/CTR, FM, WMDT 
DEPT FOR L/NPV 

DEPT PASS TO T BUREAU SKOCH 
OSD PASS TO JREID 

OSD/GC FOR CALLEN 
DOE/NNSA FOR MMALLIN 

NSC FOR CLEDDY 
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E.O. 12958: N/A 
TAGS: TRGY, KNNP, ENRG, KTIA, ID 


SUBJECT: BEP-US MOU NEGOTIATIONS 


REF: A) State 112668 
B) Marcellin-Rao August 20 Email 


1. (SBU) Summary. On August 21, Desra Percaya, Ministry of Foreign 

Affairs (DEPLU) Director for International Security and Disarmament 

told us that Indonesia is ready to conclude a bilateral Biosecurity 

Engagement Program (BEP) Memorandum of Understanding (MOU). Percaya 
provided us with written comments (Ref B) to USG questions (Ref A). 

The Government of Indonesia (GOI) sees the BEP MOU as a high-level 
umbrella agreement, with side issues, such as a negotiated liability 

clause left to agency-specific implementing agreements. Percaya 

asked about next steps and made clear that the Indonesian team would 

like to wrap up the agreement soon. END SUMMARY. 


2. (SBU) On August 21, the Indonesian DEPLU team of Desra Percaya, 
Andy Rachmianto (Deputy Director for Disarmament) and Adhyanti 
Sardanarini Wirajuda (DEPLU staffer and daughter of Minister of 
Foreign Affairs Nur Hassan Wirajuda) met with Dr. Jason Rao, BEP 
Coordinator (ISN CTR) and embassy officials to discuss the 

Biosecurity Engagement Program MOU. The Indonesian team prepared a 
written response to the questions raised in ref A. Although the 
responses are not detailed, the Indonesians made clear that they see 
the MOU as a \"high-level\" agreement. GOI prefers that side issues 
such as negotiated liability clauses belong in agency-specific 
implementing agreements. 


3. (U) A GOI interagency group generated the counter-draft after two 
long days of BEP MOU discussions. All agencies agreed that separate 
implementing agreements specific to their work should supplement the 
umbrella MOU -- thus the Indonesian counter draft has eliminated 
much of the specific language on liability, and some other 

provisions. 


4. (SBU) The U.S. team made clear that the MOU must address certain 
provisions (such as liability) either directly or by specifying that 
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future implementing arrangements would contain these clauses. The 
Indonesians understood but explained that the Indonesian precedent 
was to move such clauses into implementing agreements. Trying to 
address specific issues in the interagency umbrella MOU, they said, 
would overburden the system here and stall the negotiations. 


5. (SBU) The Indonesian team understands the nature of the work and 
wants this important collaboration. Percaya and Rachmanto cited the 
recent outbreak of the foot and mouth disease in the United Kingdom 
and noted that BEP MOU would help prevent similar lab accidents at 
Indonesian laboratories such as Balitvet. They share our concerns 
about security issues at Balitvet and are eager to address them 
through the MOU. 


6. (SBU) The Indonesian team asked about next steps and made clear 
that they would like to wrap up the agreement very soon. 

Specifically, Adhyanti Wirajuda needs to finalize the agreement 

before her November transfer to the United Nations. We responded 
that the USG would provide a new draft soon after an interagency 
discussion of GOI answers. Percaya noted that if our counter draft 
agreed to move the items in question into implementing agreements, 
the GOI would likely be ready to conclude and sign. 


7. (SBU) Comment. The written GOI response does not capture the 
genuine interest and positive attitude the group had toward 
concluding the agreement. The ease which this agreement has 
progressed so far should be seen in stark contrast to other more 
contentious issues, such as the slower-moving NAMRU-2 agreement and 
stalled WHO negotiations on avian flu strain exchange. We believe 
that DEPLU would particularly like the agreement to conclude soon as 
this would represent a professional achievement for the Foreign 
Minister\'s daughter Adhyanti Wirajuda. We should capitalize on the 
Indonesian\'s willingness to conclude this quickly. This MOU also 

will lay the foundation for an implementing agreement with the 
Ministry of Health that is needed for delivering training and 

support at the National Institute of Health Research and Development 
-- one of our current Embassy priorities. Ambassador Hume is eager 
to sign this agreement in Jakarta as soon as possible. End 
Comment. 
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SIPDIS 


SENSITIVE 
SIPDIS 


E.O. 12958: N/A 
TAGS: PGOV, KDEM, PREL, PHUM, TH 
SUBJECT: GOVERNOR\'S PROMOTION SENDS INTERESTING SIGNALS ABOUT 


REFERENDUM, SONTHI TIES 


1. (SBU) Chiang Mai Governor Vichai Srikwan\'s recent promotion 
to head an important election administration body has caught 
many observers by surprise. Some of Vichai\'s Interior Ministry 
colleagues are reportedly grumbling that he is a bit junior for 

the job. They, and the press, attribute his promotion to the 

ties he developed with Council for National Security (CNS) 
chairman General Sonthi during Vichai\'s earlier stint as 
Governor of Lopburi, where Sonthi spent most of his army career. 
Vichai\'s appointment belies speculation that senior officials 

in provinces that rejected the draft constitution in the August 

19 referendum - such as Chiang Mai -- would be demoted. End 
Summary. 


2. (SBU) On August 28 the Interior Ministry (MOI) announced a 
surprise promotion for Chiang Mai Governor Vichai Srikwan. 
Effective October 1, he will be Director General of the 
Provincial Administration Department (PAD). Vichai was widely 
expected to be promoted during this fall's reshuffle of senior 
Interior portfolios (five other appointments were announced the 
same day), but into a less influential position as Deputy 
Permanent Secretary. 


3. (SBU) Instead, Vichai will head a body that plays an 
important administrative role in the supervision of national 
elections. Specifically, the PAD will assist the national 
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Election Commission by providing polling equipment and 
dispatching officials to help administer the election. Sources 
say the PAD is also instrumental in local officials\' efforts to 
mobilize voters. 


4. (SBU) According to a Deputy Governor in neighboring 
Lamphun, some MOI insiders are grumbling over Vichai\'s surprise 
promotion. They feel he is a relative novice, with the Chiang 

Mai governorship having been his only previous \"big\" job - 
whereas past PAD directors had typically previously held deputy 
permanent secretary jobs. These insiders, and some press 
reports, assert that Vichai was boosted into his new job by his 

past connection to CNS Chairman Sonthi. Vichai recently served 
as Governor in Lopburi, home of the Royal Thai Army\'s Special 
Forces and the place where Sonthi has spent the bulk of his army 
career. Moreover, Vichai was reportedly more than compliant 
when Sonthi deployed the Special Forces from Lopburi to Bangkok 
to spearhead last September\'s military coup that toppled the 
Thaksin government. 


5. (SBU) Chiang Mai province voted against the CNS-backed draft 
constitution by a margin of 55% to 42% during the August 19 
referendum - an ironic result for the man tapped for a position 
of importance during the December parliamentary elections. 
Vichai\'s promotion thus belies speculation that senior officials 
in areas that rejected the draft would be demoted or otherwise 
punished. The publicly discussed possibility of Sonthi running 
for a parliamentary seat in Lopburi could be a factor in the 
surprise appointment. Vichai\'s promotion might be intended to 
solidify his loyalty to the CNS leader and in turn fuel his 
willingness to deploy - for Sonthi\'s benefit - whatever network 
Vichai retains in Lopburi. 


MORROW 
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SUBJECT: ISRAEL MEDIA REACTION 


1. Mideast 
2. Iran 


3. Turkey 


Leading media reported that three Palestinian children from one 
family were killed in a strike against rocket launchers in the 

northern Gaza Strip. The media quoted the IDF as saying that it 
\"wishes to express sorrow for the use of teenagers in terror 
attacks.\" Media quoted a relative of the children as saying: \"We 
are victims of the occupation and victims of the misbehavior of some 
of the fighters, who are randomly choosing our area to target 
Israel.\" The media quoted Hamas as saying that the attack reaffirms 
Israel\'s aggressive intentions and its disinterest in reaching an 
understanding with the Palestinians. It called on PA Chairman 
[President] Mahmoud Abbas to stop meeting with PM Ehud Olmert. 
HaVaretz reported that chief Palestinian negotiator Saeb Erekat 
condemned the killing of the children, predicting that violence 

would breed more violence. 


HaVaretz reported that a new plan by the US security coordinator in 
the territories, Lt. Gen. Keith Dayton, calls for the deployment of 
five new Palestinian battalions throughout the West Bank. The 
newspaper quoted political sources in Jerusalem as saying on 
Wednesday that the plan, whose aim is to bolster Chairman Abbas, 
requires the approval of Israel if arms and equipment are to be 
transferred to the new forces. The plan, which is still in its 

early development, is likely to call for the staged creation of the 
force, with relatively small units undergoing the necessary 

training. 


Maariv cited Israel\'s belief that Russia has greatly contributed to 
tensions between Israel and Syria over the past few weeks. 
According to the newspaper, Russia passed on to Syria inaccurate 
information about Israel\'s intention to start a war. Maariv 
reported that Israel is unable to find an explanation for Russia\'s 
move, except for the fact that it is Syria\'s main arms supplier. 
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The Jerusalem Post quoted senior Israeli defense officials as saying 
on Wednesday that, contrary to various news reports, the IDF had not 
reduced its level of forces on the Golan Heights. However, The 
Jerusalem Post noted that \"certain messages\" had been received by 
both Israel and Syria indicating that neither was interested in 

going to war. 


The Jerusalem Post reported that Chairman Abbas has appointed a 
special adviser on Jerusalem affairs -- Adnan Husseini, the former 
director-general of the Waqf department in Jerusalem. Husseini was 
quoted as saying in an interview with The Jerusalem Post that one of 
his first tasks would be to persuade Israel to reopen Palestinian 
institutions in the city that were closed down by Israel over the 

past seven years. One of these institutions, Orient House, served 
as the unofficial headquarters of the PLO in Jerusalem. 


Maariv reported that on Wednesday Strategic Affairs Minister and 
Yisrael Beiteinu party leader Avigdor Lieberman informed PM Olmert 
that he was empowering Israel Hasson, a Knesset member from his 
party and a former deputy director of the Shin Bet, to supervise the 
negotiations with senior Palestinian officials. Likud Chairman 
Binyamin Netanyahu confirmed on IDF Radio on Wednesday a report 
published on Friday by The Jerusalem Post that he was interested in 
recruiting Lieberman to run on a joint list for the next Knesset. 


Israel Radio reported that Michael Williams, the UN envoy for the 
Middle East process, has asked Hizbullah to provide signs of life 

from the two IDF soldiers it abducted last year. The Jerusalem Post 
cited Lebanese news reports that Hizbullah is setting up an 

independent wireless phone network throughout southern Lebanon and 
in Beirut. Israel Radio quoted a senior Lebanese official as saying 

that this represents a blow to Lebanese sovereignty. 


Makor Rishon-Hatzofe reported that over the past few weeks the 
Israeli defense establishment has significantly slowed down the 
construction of the security fence along the Green Line for 

financial reasons. The Jerusalem Post reported that on Wednesday 
the High Court of Justice rejected conflicting petitions against the 
security barrier proposed by the IDF to protect the Alfei Menashe 
settlement, located in the northern West Bank just four kilometers 
east of the Green Line. 


Makor Rishon-Hatzofe reported that the Shas party is considering 
quitting the government, following PM Olmert\'s intention to sign an 
agreement of principles with Chairman Abbas. The newspaper reported 
that the Yisrael Beiteinu party is also opposed to the diplomatic 

moves but cited its belief that no agreement will be signed. 


Leading media quoted President Bush as saying on Wednesday at the 
Annual Convention of the American Legion in Reno: \"Iran\'s active 
pursuit of technology that could lead to nuclear weapons threatens 
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to put a region already known for instability and violence under the 
shadow of a nuclear holocaust.\" 


The Jerusalem Post reported that Kadima and Likud politicians 
reacted negatively to Defense Minister and Labor Party Chairman Ehud 
Barak\'s call on Tuesday for general elections in 2008. 


The media reported that on Sunday the IDF will award commendations 
to soldiers who served in the Second Lebanon War. Major media ran 
features about some casualties and heroes of the war. Israel Radio 
reported that Saloum Don, an Israeli Arab who was wounded in a 
Katyusha rocket attack on his home in Haifa, passed away on 
Wednesday. 


Makor Rishon-Hatzofe quoted the London-based Ash-Sharq Al-Awsat as 
saying on Wednesday that Chairman Abbas has agreed to solve the 
crisis between Fatah and Hamas. 


The Jerusalem Post reported that a group of Israeli law professors 
has submitted a brief to the US Supreme Court on behalf of prisoners 
who have been held at the Guantanamo Bay naval prison for several 
years without access to courts or lawyers. The authors of the brief 
explain the Israeli system for guaranteeing the rights of security 
suspects without sacrificing national security. Two of the 

signatories told The Jerusalem Post about this on Wednesday. 


HaVaretz reported that the UN High Commissioner for Refugees told 
the Israeli Foreign Ministry that the 48 infiltrators Israel sent 

back about 10 days ago will not be returned to Sudan. The newspaper 
reported that the Foreign Ministry has embarked upon a worldwide PR 
campaign, mainly in the US, saying that Israel has done a lot for 
Darfur refugees but that it must take its own security 

considerations into account. 


The Jerusalem Post and Makor Rishon-Hatzofe reported that a cabinet 
subcommittee has unanimously recommended ending a visa requirement 
for Russian visitors to Israel, a step that could lead to millions 

of dollars in additional annual revenue for the country\'s tourism 

industry. The Jerusalem Post quoted Tourism Ministry sookesman 
Amatzia Bar-Moshe as saying that FM Tzipi Livni might pursue a 

parallel modification that would cancel the visa requirement for 

Israelis visiting Russia. 


Oslo Accords architect Uri Savir wrote in the independent, 
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left-leaning HaVaretz: \"The [Israeli-Palestinian] accord will 
eventually be signed -- even if it is called the Pardes Hanna accord 
[after an insignificant Israeli town], it will still be Oslo.\" 


Middle East affairs commentator Dr. Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in the mass-circulation, pluralist 

Yediot Aharonot: \"The next time the Syrians accuse us, as they 
always do, of not wanting peace ... we should stand up and announce 
in the clearest way possible a declared change in policy: No, with 

this Syrian regime we do not want any peace.\" 


Block Quotes: 


I. \"Still the Only Solution\" 


Oslo Accords architect Uri Savir wrote in the independent, 

left-leaning HaVaretz (8/30): \"Without political compromises, this 
country would have been torn to pieces by terrible bloodshed -- just 
as happened in Yugoslavia. The Oslo Accords should have gradually 
led to this country\'s partition into two nations to prevent the 

creation of a binational state, by gradually transferring civilian 

powers to the Palestinians and freeing Israel from the burdens of 
occupation.... Like any compromise agreement, this is no ideal 
accord. However, it grants the Palestinians a diplomatic horizon of 
freedom and allows Israel to continue to exist as a national, Jewish 
state that will also bring security to the region.... | know every 

word in those accords and can attest to the fact that both sides 

have violated them countless times; the harshest blow the agreements 
suffered was the result of Jewish terror -- the Rabin assassination. 
Further problems were Arafat\'s failure to establish a proper, 
non-corrupt regime; the failure of the Palestinians to fight the 

terrorist organizations ... Israel\'s failure to fight transgressors 

of the law against settlements; and so forth.... However, it should 

be remembered that this is about weaknesses in the implementation of 
a just and correct agreement, of a historic decision that is most 
crucial to those who hope for the continuation of the existence of a 
Jewish, national, and democratic state.... The accord will 

eventually be signed -- even if it is called the Pardes Hanna accord 
[after an insignificant Israeli town], it will still be Oslo.\" 


Il. \"To Sing a Different Song\" 


Middle East affairs commentator Dr. Guy Bechor, a lecturer at the 
Interdisciplinary Center, wrote in the mass-circulation, pluralist 

Yediot Aharonot (8/30): \"The next time the Syrians accuse us, as 
they always do, of not wanting peace, instead of stammering we 
should stand up and announce in the clearest way possible a declared 
change in policy: No, with this Syrian regime we do not want any 
peace. We want no relations with the tyranny of the Alawite 

minority, and certainly not peace. Syria is an important country 
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and a central neighbor. Once it is democratic, it will understand 

the meaning of peace and will concede its demand for territories, 
behind which lie no peaceful intentions. Then we will have peaceful 
relations with tnem. But with the regime that is responsible for 

the brutal murder of tens of thousands of Syrians in the 1982 events 
at Hama, the murder of the Tadmor prison inmates, the murder of 
dozens of Lebanese politicians and leaders, harsh incitement over 
many years against Israel and the Jews, and the people in Damascus 
who are responsible for the murder of the Lebanese prime minister 
and are soon to be indicted -- with those people we want no 
relations.... From the Syrians\' point of view, such a new Israeli 
position would be a source of embarrassment, since if they try to 
cast it as Israeli intransigence they will be turning the spotlight 

on the list of their crimes and failures. Here is a paradox for 

you: When we claim that we want peace, the senior officials of the 
Alawite regime attack us; when we simply say that we don\'t want 
peace with them, theyQll relent. And another comment: Syria does 
not have relations of peace with any Arab country. At best 
Damascus\ relations with the Arab states, and certainly with its 
neighbors, are somewhere between hostility and reciprocal loathing. 
Syria\'s relations are somewhere between hostile and cold with 
Lebanon, Jordan, Turkey, Iraq, Egypt, Saudi Arabia, the Palestinian 
Authority, and so forth. So what about Israel? Are we beginning to 
understand just how absurd our belief was?\" 


The independent, left-leaning HaVaretz editorialized: \"Sarkozy has 
shown that he recognizes the seriousness of the Iranian threat and 
is willing to stand up to it, and is not trying to pass on the 

problem to Israel\'s doorstep.\" 


Block Quotes: 


\"A Realist at the Elysee Palace\" 


The independent, left-leaning HaVaretz editorialized (8/30): \"For 
Israelis, the most important part of Sarkozy\'s [inaugural 

diplomatic] address was his statement that Iran\'s nuclear program is 
the central problem on the international agenda today.... Sarkozy\'s 
assessment is similar to the view of Prime Minister Enud Olmert and 
his colleagues in the Israeli leadership, who have made similar 
statements and have presented the Iranian bomb as an international 
problem that requires an urgent diplomatic solution. Sarkozy has 
shown that he recognizes the seriousness of the Iranian threat and 
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is willing to stand up to it, and is not trying to pass on the 

problem to Israel\'s doorstep.... It is too early to tell how his 
approach will shape relations with Israel. It should not be 

expected that France will withdraw its traditional objections to the 
occupation and Israel\'s actions in the territories, but it is 

possible that France will not appear at the head of the line of its 
critics, as in the past. Regarding the US, Sarkozy has stuck to the 
adamant opposition of his predecessor regarding the war in Iraq, and 
has called for a timetable for an American withdrawal. This way, he 
has kept his distance from the views of President George W. Bush. 
Sarkozy\'s statements about Iran and Iraq, and his criticism of 
Russia and China, leave no doubt: He considers France under his 
leadership a leading player on the international scene. This will 
certainly find expression in the Middle East as well.\" 


The conservative, independent Jerusalem Post editorialized: \"What is 
required in facing down those who would commit genocide ... is an 
alliance of all enlightened nations, taking concerted action to 

thwart such ambitions long before they are implemented. Striving 

for a better future, however, also requires acknowledging and 
internalizing the crimes of the past.\" 


Block Quotes: 


\"Facing Up to the Past\" 


The conservative, independent Jerusalem Post editorialized (8/30): 
\"While Israel is acutely and understandably sensitive to its 
relationship with the current Turkish government, a key ally, the 
Jewish state, which rightly protests Holocaust denial wherever it 
occurs, cannot possibly be complicit in the denial of genocide 
elsewhere.... To denounce the Armenian Genocide is not to denounce 
Turkey and its current government: It did not perpetrate these 

killings. But its responsibilities are those of a successor 

government, and must not be ducked. Our global tragedy is that what 
the former Canadian justice minister has described as a \'genocide in 
the making\' is being perpetrated, right now, in Darfur, in an era of 
globalized communication where no nation can claim to be unaware of 
what is unfolding. And the next potential tragedy is developing 

before our eyes as well, similarly unobstructed by the international 
community. President Mahmoud Ahmadinejad and the Iranian regime 
openly call for Israel\'s destruction and are seeking the means to 
achieve it -- in open breach of the UNVs post-World War II VNever 
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Again\' convention.... What is required in facing down those who 
would commit genocide, of course, is an alliance of all enlightened 
nations, taking concerted action to thwart such ambitions long 
before they are implemented. Striving for a better future, however, 
also requires acknowledging and internalizing the crimes of the 
past.\" 


JONES 
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SUBJECT: LEBANON: CENTCOM COMMANDER VISITS WITH LEBANESE 
DEFENSE LEADERSHIP 


Classified By: Ambassador Jeffrey D. Feltman for Reasons: Section 1.4 
(b) and (d). 


SUMMARY 


1.(S) Admiral William J. Fallon, Commander United States 
Central Command met with Lebanese Armed Forces Commander 
Lieutenant General Michel Sleiman and Deputy Prime Minister 
and Minister of Defense Elias Murr on 8/29 in Beirut, Lebanon 

at the Ministry of Defense. During these introductory 

meetings, Admiral Fallon and Gen Sleiman discussed recent 
fighting against terrorists in the Nahr Al Bared 

refugee camp. Admiral Fallon and Minister Murr discussed 
strategic leadership decisions, the role of Syria and Iran in 
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Lebanon, as well as the role of USG military assistance for 
the Lebanese Armed Forces. Outcomes from the meetings 
include a suggestion by Admiral Fallon that U.S. 
shoulder-fired 

penetrating weapons and armored bulldozers might be helpful 
inthe Nahr Al Bared fight, an After Action Review should 

take place after combat operations end, and that Lebanon 
seeks to establish a strategic partnership with the United 
States. 


MILITARY HONORS, TACTICAL UPDATE AND 
MILITARY ASSISTANCE WITH THE LAF COMMANDER 


2. (S) Upon arrival at the Lebanese Armed Forces (LAF) 
Headquarters, Admiral Fallon and Ambassador Feltman were 
greeted by the LAF Commander LTG Michel Sleiman. Full 
military honors were rendered in the LAF\'s Military Square. 
This square has not been used in over 50 years for foreign 
military dignitaries and was opened in honor of Admiral 
Fallon\'s visit. Post cannot help but surmise that Sleiman 
was trying to garner as much press as possible to bolster his 
bid to be the next Lebanese President. (In an aside to the 
Ambassador, an upbeat Deputy PM and Defense Minister Murr 
commented that, had he thought two years ago about a 
Lebanese-U.S. military ceremony at MOD, he would have 
immediately dismissed the idea as \"beyond belief.\") 


3. (S) Sleiman and Admiral Fallon spoke at length about the 
tactical situation in Nahr Al Bared with Sleiman inviting the 
Admiral over to his desk to review his tactical maps. 

Admiral Fallon commented that times are changing now 
vis-a-vis ammunition and equipment support for the LAF and 
that the 

relationship seems to be heading back to the level it was at 
in the early 1980s. Admiral Fallon remarked that he had 
never seen such a quick, positive change in assistance for 
any country in his area of responsibility. 


4. (S) Admiral Fallon and Gen Sleiman also discussed the 
fusion of military assistance with tactical employment on the 
ground. Gen Sleiman specifically reiterated an urgent request 
for SMAW-D Bunker Busters to finish the fight against Fatah 
Al Islam in Nahr Al Bared. Admiral Fallon told 

Gen Sleiman that he would move immediately to make these 
weapons available, as well as assist him with armored 
bulldozers. Sleiman was also generous in his praise of US 
military assistance to the LAF and handed the Ambassador an 
official letter of appreciation. 


WELCOME BACK TO LEBANON 
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THANK YOU FOR ASSISTANCE 


5. (S) Admiral Fallon received an extremely warm welcome from 
MinDef Murr. Quietly holding a somewhat private discussion 
about their time in Lebanon as pilots in the 1980s, the 

MinDef and Admiral Fallon immediately passed to frank and 
open discussions. Murr thanked Admiral Fallon for his 
friendship, 

the \"huge\" assistance that the USG has provided to the LAF, 
as well as the good relations between his officers and US 
military officers stationed in Lebanon. Murr noted that USG 
military assistance to Lebanon had faced political difficulty 

in the last fifteen years, but that he was glad to see that 

the partnership has changed in all aspects of the 

relationship. Based on this personal relationship, 
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Murr told Admiral Fallon that he hoped to see the security 
assistance relationship develop into an even more important 
strategic partnership. 


DECISION TO ATTACK 
NAHR AL BARED WAS DIFFICULT 


6. (S) Minister Murr was not bashful about taking credit for 
ordering the attack on Nahr Al Bared. Indeed, he told 
Admiral Fallon that he had taken this decision without the 
consent of the Cabinet. Murr stated that he was in a 
lose-lose situation at the time and had to attack. He felt 
that if he had done nothing, the Army would have 
disintegrated after Fatah Al Islam murdered 30 soldiers. On 
the other hand, he felt that if he attacked, he might lose 
soldiers to political defection due to their religious 
affiliation. Murr assessed that he had a 70 percent chance 
of winning in Nahr Al Bared, so he took it, making the 
decision to invade the camp without the political consent of 
the Cabinet. Murr characterizes this decision as an action 
of self-defense in order to save the Army. 


7. (S) Murr recounted the many warnings given to him before 
the battle in Nahr Al Bared that Al Qaeda would threaten his 
children. With bravado, Murr explained that he was proud to 
face this danger as it was a win-win situation for Lebanon. 
Murr said that he has not been surprised by the level of 
foreign terrorism in Lebanon, especially Al Qaeda, because he 
got his \"first smell of Al Qaeda in Lebanon\" 

when he was the Minister of Interior in 2000. Murr seems 
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pleased that the terrorists are concentrated in the refugee 
camps because he can kill capture them all in one place. 


THE NEW LEBANESE ARMY AND 
ITS NEW PARTNERSHIP WITH THE US 


8. (S) Minister Murr, normally soft-spoken, was very vocal in 
his admiration of the \"New Lebanese Army.\" Murr said that 
the LAF is a new Army that is only two years old, the time 
when the Syrian Army left Lebanon. This new Army has had the 
benefit of US Army training that has paid off greatly. In 

fact, just prior to Nahr Al Bared, a US training team was 

able to work with Lebanese Special 

Operations Forces. These forces put that training directly 

to use in the fight against Fatah Al Islam in the Nahr Al 

Bared refugee camp. Indeed, Minister Murr thinks his Ranger 
Regiment will be the best trained Ranger Regiment in the 
Middle East at the conclusion of Nahr Al Bared. 


9. (S) Assessing the future, Murr does not see any 
possibility that the LAF would have any conflict with its 
neighbors in the next ten years. Murr stated that his war 
will be against terrorism. The LAF have already paid a heavy 
price in blood, but this fight will continue. Even so, Murr 
is happy with the level of training programmed for the LAF 
extolling, \"This is a new beginning for us. We are paying 
with our lives, but we feel we are backed by the most 
powerful Army in the world and that we are not alone.\" 
Admiral Fallon replied, \"That is a good feeling for you to 
have. You are not alone.\" 


POLITICAL STABILITY AND UNIFIL 
WILL THE ARMY STAND, OR CRACK? 


10. (S) Murr discussed an 8/28 meeting with MG Graziano, the 
UNIFIL Commander in south Lebanon. Graziano is concerned 
about LAF actions if no President is elected or if two 
governments are declared. Murr related that he told Graziano 
that Lebanon would respect the international resolutions no 
matter what happens in the country. In this manner, the LAF 
will ensure that there are no problems either in south 

Lebanon or northern Israel no matter what happens between 
Syria and Israel or the United States and Iran. 


11. (S) Stressing the need for cooperation between the LAF 

and UNIFIL, Murr emphasized that cooperation is needed to 

avoid Blue Line problems. To this end, Murr has ordered the 
UNIFIL Commander and the LAF Commander to begin training and 
patrolling together in south Lebanon. The purpose of this 
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training is to show the Israeli Defense Forces and Hezbollah 
that UNIFIL is not only a peacekeeping force, but a force for 
the protection of Lebanon. 


COURTING SYRIA AND IRAN 
HEZBOLLAH ARMED FOR OFFENSE AND DEFENSE 


12. (S) Murr explained to Admiral Fallon that current Cabinet 
decrees allow Hezbollah to operate outside of the UNIFIL 
mandate area without any repercussions. Clearly unhappy with 
this, Murr stated that Hezbollah is \"10 times more prepared 
than a year ago\" when they seized Israeli captives and 
precipitated a war with Israel. 


13. (S) Murr offered an interesting assessment of Hezbollah\'s 
courtship that we had not heard before. 

Specifically, Syria sees Hezbollah as a defensive bulwark 
against Israel. As such, the majority of military supplies 

and preparations that Syria supplies to Hezbollah are 
defensive in nature, designed to help repel an Israeli 

attack. Meanwhile, the Iranians see Hezbollah as an 
offensive weapon and are training and equipping Hezbollah for 
offensive operations against Israel using Katusha rockets, 
long range rockets, etc. Thus, Hezbollah profits from both 
sides to develop a comprehensive military 

strategy and disposition vis--vis Israel while enjoying the 
safety of the mountain valleys of the BekaVa region. 


REGION REACTIONS TO US 
ACTION AGAINST IRAN 


14. (S) While Murr feels that Syria is primarily ina 
defensive mode at this time, he feels they would 
immediately be forced into action against Israel if there is 
any US action against Iran. Murr expects that Syria would 
begin this aggression without much hesitancy on the part of 
Bashar Al-Asad. According to Murr, Bashar has had an 
inferiority complex since his was a child. \"What can you 
expect, he was promoted from civilian to five star general in 
one day?\" Murr says that Bashar believes that all Arab 
leaders must start at least one war before they can be 
accepted as real Arab leaders. These are the 

calculations of a period gone by, but they are still the 
calculations of Bashar. 
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15. (S) Murr says that he has indications and warnings that 
\"something\" will happen in the not so distant future. The 
non-specific nature of the comment leads us to believe that 
Murr may just be hedging his bets as are many politicians in 
Lebanon right now. Even so, Murr was adamant that if 

the US strikes Iran, Hezbollah and Syria will react. 


PREVIOUS QUESTIONS BY SECRETARY GATES 
VINDICATED BY ACTION ON THE GROUND 


16. (S) As with most of our Lebanese hosts, they like to 
remind guests of their travels to Washington. Minister Murr 
told Admiral Fallon about Secretary Gates\' questionsabout the 
LAF when he visited in April 2007. Murr said that Secretary 
Gates was justified in having his doubts about the LAF and 
what they would, or would not, do if called in to service. 
Murr thinks the LAF has answered some of these 

questions for Secretary Gates and for Secretary Rice. 
Indeed, Murr feels that the LAF\'s efforts have the hallmarks 
of acts that benefit the entire world. Murr stressed that 

one can train and plan, \"but the real test is what you do on 
the ground.\" 


LOOKING FORWARD 
AN AFTER ACTION REVIEW 


17. (S) Minister Murr stressed the need to assess how the LAF 
has done in Nahr Al Bared. The Minister feels that perhaps 
there are some things the LAF could have done better and 
these issues need to be discussed. Minister Murr also 
believes that there are possibly some lessons that the US 
Forces could learn from this fight in order to be more 
successful in Iraq. Minister Murr reaffirmed his strong 
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commitment for a lessons learned exercise (i.e. After Action 
Review) after the completion of combat 

operations in Nahr Al Bared. Admiral Fallon echoed the 
Minister\'s belief in the need for solid assessments and 
pledged to support the LAF in this process. 


18. (S) Admiral Fallon has reviewed this cable. 
FELTMAN 
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SUMMARY 


1. (S) Admiral William J. Fallon, Commander United States 
Central Command met with Lebanese Prime Minister Siniora 
on 8/29 in Beirut, Lebanon. During this introductory 
meeting, ADM Fallon and PM Siniora discussed recent 
fighting against terrorists in the Nahr Al Bared refugee 
camp, Palestinian issues, the role of Syria and Iran in 
Lebanon, as well as the role of USG military assistance for 
the Lebanese Armed Forces. Primary conclusions from the 
meeting are that Presidential elections in Lebanon are the 
most important issue facing the country and that the USG 
will not trade away Lebanese sovereignty. End summary. 


WELCOME TO BEIRUT 
YOU\'VE BEEN GONE SO LONG 


2. (S) PM Siniora warmly welcomed Admiral Fallon and 
Ambassador Feltman to his office in the Grand Serail, 

opening his remarks with comments of appreciation and thanks 
for USG assistance to the Lebanese Armed Forces 
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(LAF), especially during the recent period encompassing the 
Nahr Al Bared campaign. Siniora, in a reference to the 

level of US military assistance in the early 1980s, told AMB 
Fallon that his visit was important because \"you have 

been gone so long.\" ADM Fallon is the first four-star flag 
officer to visit Lebanon since the Commandant of the Marine 
Corps visited after the bombing of the Marine Barracks in 
1983. 


3. (S) ADM Fallon delighted his interlocutors with stories of 
his time as a Midshipman in Lebanon aboard the USS 
AMERICA in 1966 and his subsequent missions in Lebanon in 
1983. These tangible ties to the Lebanese people resonated 
strongly among our Lebanese hosts throughout the day, 
especially with the military officers who remembered these 
times with great nostalgia. 


THE ARMY ENJOYS NATIONAL SUPPORT 
WE ARE VERY PROUD OF THEM 


4. (S) Recalling his visit to Washington, DC last year, 
Siniora recounted his discussion with President Bush about 
the necessity to strengthen the LAF. While other Lebanese at 
the time may have disagreed with his vision about the 
importance of the Army and its degree of reliability, Siniora 
feels that Nahr Al Bared has served as the litmus 

test for support of the Army by the Lebanese people. While 
it is unfortunate that Lebanon finds itself embroiled in 

this war, Siniora seeks to turn this \"unfortunate event\" into 
an opportunity for greater national unity and 

stability throughout Lebanon. 


5. (S) Siniora briefly outlined the numerous stresses his 
government and the nation have suffered since taking office 
two years ago, specifically citing the attempted 
assassination of Deputy Prime Minister and Minister of 
Defense Elias Murr, as well as the constant pressure being 
applied by the Iranians and the Syrians. 


6. (S) The main point of this exchange, according to Siniora, 
is that ADM Fallon should understand that the Army 

is supported by the people and the government. For this 
reason, his government was able to take an \"important and 
courageous stand\" that resonates in every aspect of the 
country. This national support of the Army is not only 
important in Lebanon, but also throughout the region. 


DRAWING THE RIGHT CONCLUSIONS 
NAHR AL BARED MUST BE REBUILT 


Column 3 


7. (S) Siniora\'s first conclusion was that Nahr Al Bared must 
be re-built. There was no mention of \"tawteen\" (i.e., 
\"naturalization\" or permanent settlement of Palestinians in 
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Lebanon, a long-standing Lebanese fear) or any of political 
difficulties surrounding such an operation. Siniora is 
confident that all of the Palestinians will return to the 

camp and that the Lebanese government will control the 
camp. The second conclusion is that the Army must remain 
united at all costs. 


ONE MAIN PROBLEM IN LEBANON 
IT LEADS TO ALL THE OTHER PROBLEMS 


8. (S) Prime Minister Siniora related a complex and nuanced 
weave of Palestinian issues in the context of a Lebanese 
fabric. In a matter of fact manner, Siniora explained how 
Lebanon has suffered for many years, both directly and 
indirectly, because of this issue that resonates in so many 
other parts of the Arab world. At one point, Siniora 
exclaimed that many countries attempt to cash in their 
\"vouchers\" of support for the Palestinians at the expense 
of Lebanon. 


9. (S) ADM Fallon said that the issue of Palestine is one of 
the topics he hears about often, and sometimes as an 
excuse. In response, Siniora deadpanned \"Indeed, it is used 
to avoid addressing issues, it consumes many efforts, 
prevents democracy, leads to coup d\'etats, undemocratic 
behavior and a feeling of desperation.\" In Siniora\'s 
analysis, the issue of Palestine has pushed people to find 
refuge in \"twisted religion.\" Even so, Siniora insisted 

that the issue of the Palestinians in Lebanon must be 
addressed because Lebanon is part of the Arab world. 


SHEBA\'A FARMS 
A BLEEDING WOUND FROM SYRIA 


10. (S) After recounting several foreign military campaigns 

in Lebanon, primarily focused on the various Israeli 
invasions, Siniora dusted off his standard message about the 
\"bleeding wound\" of ShebaVa farms that the Syrians have 
inflicted on Lebanon. In his calculation, Siniora sees the 
issue of ShebaVa is one that the Syrians have kept 

alive to use with the excuse of \"unfinished business.\" If 
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this were resolved, Iran and Hizbullah would no longer have 
a reason to Cause so many problems in Lebanon. 


HASSAN NASRALLAH AND IRAN 
ARE THEY ONE IN THE SAME? 


11. (S) Responding to ADM Fallon\'s inquiry about the role of 
Iran in Lebanon, Siniora stated the Nasrallah was 

Iran\'s representative in Lebanon. Siniora then spent time 
explaining the evolution of Hizbullah from the Shia 
welcoming Israeli troops in 1982 with flowers to Hizballah\'s 
current hostile stance towards Israel which led 

to war in July 2006. Siniora also reminded us that Mohamed 
Khatami once said \"Hizbullah is 100% an Iranian Party.\" 
The message was Clear, there is no equivocation on the part 
of Siniora as to his view of Hizbullah and Iranian 

collusion inside Lebanon. 


THE SYRIAN REGIME 
IT'S ALL ABOUT THEM 


12. (S) Siniora explained his vision of Syria\'s strategic 
priorities. First and foremost, the Syrian regime is 

worried about its own survival. Second, it wants to maintain 
its influence in Lebanon. Third, it wants to try 

to regain the Golan Heights. 


13. (S) Lebanon continues to be a captive of foreign regimes. 
Iran and Syria continue to use Lebanon as a 

battleground. Stressing the need for firmness with Syria, 
Siniora also expressed a desire to see concrete results and 
solutions with the Syrians. Noting that Syria cannot be 
\"wiped off the map,\" Siniora told us that ignoring and 
isolating Syria is not the solution either. In fact, it is 

as if we have placed a \"cat in the corner.\" Eventually 

that cat is going to become a nuisance to us. Lebanon is 
forced by its geography to have good relations with Syria, 
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but these relations should be based on mutual respect. \"We 
should not he a headache for them, nor them for us.\" 


THE WAY FORWARD WITH SYRIA 
NO SACRIFICE OF LEBANON 


14. (S) Even though Syria is a dishonest regime, Siniora told 
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ADM Fallon that the US and Europe most show Syria that 
they are ready to engage with the regime if Syria is willing 

to help. In Siniora\'s mind, the only way this can 

happen is if the Syrians make an \"advanced payment\" before 
any dialogue begins. He hears them say many things, but he 
does not see much action on their part. 


15. (S) ADM Fallon told PM Siniora that he holds no illusions 
about Syria and that they will be a player in the 

process. He emphasized that he thinks Syria\'s influence in 
Lebanon and elsewhere goes beyond what is appropriate. 
Leaning forward and drawing attention to the importance of 
his next statement, ADM Fallon told PM Siniora, \"We will 
not make a deal with Syria at the expense of Lebanon. Your 
country is light years ahead of how we see Syria." 
Expressing appreciation, the Prime Minister responded to this 
point saying, \"we don\'t want Lebanon on the table for 
trading.\" 


NUMBER ONE PRIORITY FOR LEBANON 
PRESIDENTIAL ELECTIONS 


16. (S) The Prime Minister stressed that the election of a 
Lebanese President is central to the continuation of a 
democratic system and the acceptance of moderate and 
democratic principles. \"Lebanon as a model of co-existence 
is no longer only important for Lebanon, it is also important 
for the region, the Arab world, the Islamic 

world.\" 


17. (S) Adamantly, Siniora told ADM Fallon that there 
absolutely should be no change to the Lebanese constitution 
before the elections. He said that Syria used to do this all 
the time. Rejecting this idea, the Prime Minister said 

that Lebanon would become just like other Arab regimes if it 
accepted Syria\'s attempts to \"clone Lebanon using the 
Syrian model.\" Indeed, Siniora feels that his government 
must safeguard the sovereignty of Lebanon and not allow it 
to become a battleground in the region. The consequences of 
losing Lebanon will be to enflame other countries in the 
region. \"We need to put out fires here, not add to them.\" 


WE WANT A UNIFYING PRESIDENT 
BUT NOT A MILITARY PRESIDENT 


18. (S) Siniora also sees the elections as a catalyst for 
change in other parts of the country as well. The Prime 
Minister sees these elections as a way for the state to 
further extend the State\'s control over its people and 
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lands; however, this must be done with a President that is 
committed to all of Lebanon who is not a threat to Syria. 
After exclamations from his advisor Mohammed Chattah about 
the Prime Minister being a threat to Syria, the Prime 
Minister simply reiterated his previous assessment of Syria 
saying, \"Yes, yes. The Syrians want everything.\" Siniora 
continued to outline his strategic vision for the Presidency 
saying that he wants to see the State take full 

control of Lebanon. \"I\'m not talking about a Middle Eastern 
democracy; | want to fulfill the Western idea of 

democracy.\" 


19. (S) After Nahr Al Bared, there is nothing that can 
guarantee the Lebanese people other than a proper state 
with an Army that is not politicized. In an obvious 

reference to Gen Michel Sleiman, the LAF Commander, the 
Prime Minister said that the State should not attract Army 
officers to become political. 


CONTROL OF BORDERS, UNIFIL, AND 
CLOSING COMMENTS ON COOPERATION 
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20. (S) ADM Fallon asked the PM about his view of border 
control, especially with regards to the re-supply of 
Hizbullah. The Prime Minister flatly responded that border 
control will not be possible without the support and 
cooperation of Syria. At this time, the PM assesses that the 
Syrians are not cooperating, nor are they in the mood 

to cooperate. Instead, the best alternative is the current 
Arab-Islamic force that is being proposed for the border. 
This is not to diminish the importance of the German Northern 
Border Pilot Project, but that project is a 

different matter that is an example inside of Lebanon for the 
degree of cooperation it promotes among the security 
agencies. 


20. (S) Expressing satisfaction with UNIFIL, Siniora does not 
think that the UNIFIL mandate will expand. In fact, 

the Syrians rejected a call for UNIFIL to extend its 

operation out to the eastern Lebanese border with Syria. 


21. (S) The meeting closed with a warm atmosphere and good 
rapport. The PM related personal stories of his time with 

the late Rafiq Hariri when they were childhood friends. It 

is evident that Siniora hopes to live up to the goals and 
aspirations of the former Prime Minister. After a brief gift 
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exchange, Siniora reminded ADM Fallon that \"nothing 

succeeds like success. We are making progress; we have made 
progress; we are succeeding.\" 


22. Admiral Fallon has reviewed this cable. 
FELTMAN 
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1. Embassy Manila remains well-prepared and coordinated with local 
authorities to respond to the upcoming typhoon season, which runs 
through December. Typically, about 12 typhoons strike the 
Philippines each year. Mission systems passed a major test on 
September 29, 2006 when Typhoon Millenyo, the worst typhoon to hit 
Manila in ten years, brought down power lines, trees and shanties 
with its 200 mph winds. 


2. Philippine national and local authorities have long experience 

with disasters and considerable capacity to respond to them, despite 
limited resources. The Philippine Defense Department\'s National 
Defense Coordinating Council, (NDCC) is the coordinating agency for 
natural/man-made disaster monitoring, reporting, and recovery in the 
Philippines. U.S. Mission personnel have close working 

relationships with NDCC enabling us to be in real-time contact on 
analysis of disasters and requests for assistance. In 2006 
USAID/OFDA provided nearly $837,000 in assistance in response to 
three declared disasters, two for typhoons and one for mudslides. 


3. Mission agencies and sections work as a team with the following 
responsibilities under Chief of Mission leadership: 


A. An Economic officer tracks and prepares front channel reports 
on major typhoons in the Philippines. These reports analyze typhoon 
impact on population centers, infrastructure, and the overall 
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economy while reporting U.S. assistance, clean-up, and consular 
assistance to affected Amcits. 


B. The Joint U.S. Military Assistance Group-Philippines 
(JUSMAG-P) maintains liaison with key Philippine Government entities 
responsible for monitoring and assimilating information relevant to 
natural disasters. Entities include the National Disaster 
Coordinating Council (NDCC), Philippine Atmospheric, Geophysical & 
Astronomical Services Administration (PAGASA), and the Philippine 
Institute of Volcano and Seismology (PHIVOLCS). JUSMAG assessed 
possible U.S. military support during the three most recent typhoons 
entering the northern part of Luzon although no assistance has been 
requested this year. In addition to maintaining liaison with Host 
Nation government and military agencies, JUSMAG-P maintains 
communication and reporting with the U.S. Pacific Command (USPACOM) 
Headquarters to coordinate U.S. military assistance for disaster 
relief, when requested by the Government of the Philippines. 
JUSMAG-P remains prepared to stand up its internal support 
operations within an hour of notification and/or anticipation of a 
crisis and act as the USPACOM forward. They are likewise poised to 
deploy LNOs to forward air/sea hubs to affected areas and embed U.S. 
military advisors with Armed Forces of the Philippines units in 
support of a disaster. 


C. USAID/Philippines, in coordination with the Office of U.S. 
Foreign Disaster Assistance in Bangkok, monitors the effects of 
typhoons, floods, and other natural disasters to help determine when 
U.S. humanitarian assistance is warranted. USAID has relationships 
with the Philippine National Red Cross and other local and 
international NGOs for management of relief supplies and livelinood 
recovery through partners, when needed. 


D. Embassy Management Section\'s GSO prepares emergency 
support, including emergency lights, water containers, first aid 
kits, gloves, masks and emergency repair supplies. GSO further 
provides central laundry, water, refrigerator and freezer capacity 
for employees in need, and reserves hotel rooms for displaced USDH. 
The Mission\'s locally employed staff receives support as well in the 
form of water containers, employee association loans, and supplies 
for emergency residential repair, in addition to emergency 
dormitory, laundry and kitchen access on both compounds, with 
bedding and utensils. Emergency kits (bedding, water, tools, first 
aid kits, mobile medical supplies) are stored on both Embassy 
compounds for staff in distress and who must stay overnight in an 
emergency while the Facility Maintenance section maintains 
round-the-clock crews to handle emergencies. 


E. Regional Security Office (RSO) responds to life-safety 
concerns of Mission employees and works to ensure the security of 
Mission facilities and residences and readies a large guard force 
for bad weather. RSO works closely with the Marine Security Guard 
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Detachment for radio messaging and ensures that host country 
emergency equipment is available for evacuation or clean-up of 
Embassy facilities. 


F. Finally, the Information Management Section (IMO) manages 
an extensive text messaging, telephone tree and neighborhood warden 
communication system, the backbone of crisis communications. 


4. Post is scheduled for an FSI Crisis Management Exercise next 
month and will continue to refine preparations in hopes that, like 
carrying an umbrella on a sunny day, we\'ll forestall the worst by 
being prepared. 
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SUBJECT: U.S.-CHINA ECONOMIC AND SECURITY REVIEW COMMISSION 
ENCOUNTERS DIVERGING TAIWAN VIEWS ON CROSS-STRAIT SECURITY 


(U) THIS DOCUMENT IS SENSITIVE BUT UNCLASSIFIED. IT SHOULD 
NOT BE DISSEMINATED OUTSIDE U.S. GOVERNMENT CHANNELS OR IN 
ANY PUBLIC FORUM WITHOUT THE WRITTEN CONCURRENCE OF THE 
ORIGINATOR. IT SHOULD NOT BE POSTED ON THE INTERNET. 


1. (SBU) Summary: Vice Premier Chiou I-jen told the 
U.S.-China Economic and Security Review Commission delegation 
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that the cross-Strait military balance is increasingly 

favoring China. President Chen understands that U.S.-Taiwan 
military cooperation is essential to Taiwan\'s defense, Chiou 
added, and is working to increase military spending to 3 
percent of GDP. Taiwan cannot stop its manufacturers from 
moving to China, Chiou stated. Instead, Taiwan must preserve 
and increase its advantage in tech- and service-intensive 
industries. President Chen will spend the last months of his 
presidency promoting WdemocratizationW and \"Taiwan identity.\" 
Chiou predicted that hosting the Olympics will \"seriously 
challenge\" Beijing\'s ability to control domestic dissent. 
National Security Council Secretary-General Mark Chen 
complained that China continues to obstruct Taiwan 
participation in international organizations, and wondered 
\"how long\" Taiwan could withstand a PRC attack. 


2. (SBU) DPP advisers to presidential candidate Frank Hsieh 
predicted a DPP victory if voter turnout next March is high, 

and asserted that KMT candidate Ma Ying-jeou is too 
\"pro-China\" for most Taiwan voters\' liking. Ma told the 
delegation that as president, he would resume dialogue with 
China to seek a peace agreement, expanded economic and 
cultural links, and an accord on Taiwan\'s international 

\"living space.\" Ma stated he would not sacrifice U.S.-Taiwan 
military cooperation to appease PRC demands. Mainland 
Affairs Council Chairman Chen Ming-tong dismissed Ma 
Ying-jeou\'s proposed peace agreement as a \"campaign 
stratagem\" that Beijing will not take seriously. Vice 

Foreign Minister Katherine Chang emphasized the importance of 
close ties between the U.S., Taiwan, and Japan. Defense 
Minister Lee Tian-yu stated Taiwan is committed to 
maintaining its self-defense capability. The delegation also 
was briefed on Taiwan\'s defense communications capabilities. 
Taiwan\'s counterterrorism coordinator told the delegation 

that Taiwan does not perceive a significant domestic 

terrorist threat. End summary. 


Vice Premier Chiou on PRC Military Build-Up, Taiwan Identity 


3. (SBU) Vice Premier Chiou I-jen covered a broad range of 
topics in his very congenial meeting with the U.S.-China 
Economic and Security Review Commission (USCC) delegation. 
Pointing to the growing PRC military build-up, he said the 
trend was obviously getting worse. President Chen, he said, 
fully understands the challenge and is working to increase 
the defense budget to 3 percent of GDP. Chiou stressed the 
importance of U.S.-Taiwan military-to-military cooperation 
and said that bilateral cooperation had greatly increased and 
Taiwan was learning from the U.S. side in doctrine and 
military reforms. In response to a question from Vice 
Chairman Blumenthal about whether Taiwan people trust the 
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U.S., the Vice Premier replied that in some ways people 

\"trust the U.S. too much.\" He said that the U.S. was the one 
country that had helped Taiwan develop its democracy, economy 
and security. Taiwan counts too much on U.S. help, he said, 
and noted that there had been a tremendous impact in Taiwan 
when President Bush \"criticized President Chen a little\" at 

the end of 2003. 


4. (SBU) Vice Chairman Blumenthal asked Chiou what President 
Chen\'s legacy would be, and what his priorities were in the 

last seven months of his administration. Chiou said Chen had 
promoted democratization and strengthened the public\'s sense 
of Taiwan identity. Defining democratization rather broadly, 
Chiou claimed that free speech in Taiwan was \"freer\" than in 

the U.S., thanks to legal protections put in place during 

Chen\'s administration. He also claimed that Chen would leave 
behind a neutral military, wholly disconnected from any 

political party. 


5. (SBU) Chiou told the delegation that the rising sense of 
\"Taiwanese identity\" is one of President ChenWs lasting 
contributions to Taiwan society. According to Chiou, in 2000 
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only 20 percent of those polled identified themselves as 
\"Taiwanese,\" whereas in recent polls, Chiou continued, more 
than 60 percent identify themselves as \"Taiwanese,\" thanks to 
Chen administration initiatives. Chiou expressed the hope 

that this number will continue to increase, and that someday 
soon 70-80 percent of the public will call themselves 
\"Taiwanese.\" Chiou acknowledged that the \"identity\" issue 
has become more complicated. In the past, if someone 
considered himself to be \"Taiwanese,\" he was almost certainly 
a supporter of Taiwan independence. This is no longer the 
case, Chiou continued, as identity and independence have 
become de-linked. Chiou worries that older DPP leaders fail 

to see this trend, and that Chinese and U.S. experts don\'t 

see it either. On the other hand, Chiou continued, because 
ethnicity (Mainland-born vs. Taiwan-born) and identity 

(Chinese vs. Taiwanese) are no longer tied so closely 

together, Taiwan\'s increasing number of immigrants will not 
necessarily deter a rising sense of Taiwan identity, though 
some may have trouble assimilating. 


Olympics Will Challenge China\'s Stability 
6. (SBU) Chiou predicted that hosting the Olympics will 


\"seriously challenge\" China\'s ability to maintain control. 
Dissidents, foreign pressure groups, Tibetan separatists, and 
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the Falun Gong, among others, will press Beijing for 
concessions. If Beijing cracks down before or during the 
games, Chiou continued, international criticism will be 
intense. But, if CCP leaders give in to domestic demands, it 
will be difficult to change direction once the games are 

over. Chiou noted that the number of protests in China has 
increased in recent years. Some of the protests have been 
large and violent, but because they had no centralized 
leadership, none of them has posed a serious threat to CCP 
control. If Beijing loosens its grip in advance of the games, 
however, it could provide an opportunity for dissident groups 
to increase both their organization and effectiveness. 


NSC\'s Mark Chen on UN Referendum, China Threat 


7. (SBU) National Security Council (NSC) Secretary-General 
Mark Chen told the delegation that Taiwan\'s UN bid had served 
to catapult Taiwan into the international media after years 

of being ignored. The ruling DPP\'s proposed referendum to 
join the UN under the name \"Taiwan,\" he explained, was in 
response to Taiwan public opinion polls consistently showing 
72-77 percent of Taiwan people support joining the UN as 
Taiwan. Even the opposition KMT, he noted, had \"surprisingly 
enough\" followed the ruling party\'s lead and proposed its own 
UN referendum in order to attract votes in upcoming 

legislative and presidential elections. Chen then launched 

into a long complaint over China\'s efforts to isolate Taiwan 

by preventing its participation in international 

organizations and over China\'s military build-up, notably its 
increase over the past seven years from some 200 missiles to 
around 1,000 missiles aimed at Taiwan. In response to a 
query from the delegation, Chen stated the cross-Strait 

military balance has shifted in favor of China, but he 

\"honestly did not know how long Taiwan could hold out\" in the 
face of a PRC military assault on Taiwan. Finally, Chen told 
the USCC delegation that China\'s rise \"is not peaceful\" and 
that \"Taiwan is Taiwan, China is China, and will never 
succumb to PRC pressure to unify with China.\" 


DPP: KMT Hobbled by \"Pro-China Stance 


8. (SBU) The USCC delegation met with DPP presidential 
candidate Frank Hsieh\'s Policy Director Kenneth S. Lin and 
International Affairs Director Bikhim Hsiao on August 22 to 
discuss election strategy and campaign platforms. Lin told 

the delegation that the DPP is confident that if there is a 

high voter turnout Hsieh will be able to defeat KMT candidate 
Ma Ying-jeou. The Hsieh campaign will push institutional 
reforms, social welfare, and Taiwan identity issues as major 
election themes. Lin said the 2008 race would in essence be 

a choice between a pro-Taiwan DPP candidate and a pro-China 
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KMT candidate. Although either candidate as president would 
face the same constraints in dealing with China, Lin 

suggested that the KMT\'s \"pro-China\" leanings undermine Ma\'s 
electoral chances because voters do not trust him and suspect 
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he would be too accommodating to the PRC and \"cave under 
pressure.\" 


9. (U) Bikhim Hsiao argued that in terms of foreign policy 

the KMT is \"moving closer\" to positions advocated by the DPP 
because of the election. For example, she said the KMT has 
shifted away from its traditional \"one China\" policy and is 
supporting Taiwan\'s UN bid and the signing of free trade 
agreements with other countries. Nevertheless, Hsiao 
suggested that the KMT was moving away from supporting a 
\"natural\" Taiwan-U.S. relationship by questioning the need 
for purchasing advanced weapons systems from the U.S. and 
arguing that if a better relationship is forged with China 

then Taiwan would not have to spend so much on its defense. 
Hsiao suggested that China\'s interference in the upcoming 
elections could be significant because most media outlets on 
Taiwan are very critical of the DPP administration, have 
financial problems, and are suspected of receiving funding 
from Beijing. China also has the ability to pressure Taiwan 
businessmen invested in the mainland to withhold public and 
financial support for the DPP, Hsiao added. 


KMT\'S Ma Ying-jeou: Beijing Will Act Reasonably 


10. (SBU) KMT presidential candidate Ma Ying-jeou told the 
USCC delegation that, if elected, he will resume dialogue 

with the PRC under the \"One China, Different Interpretations\" 
framework, in order to secure a long-term peace agreement, to 
expand cross-Strait economic and cultural links, and to 
preserve Taiwan\'s \"international living space.\" Under his 
leadership, Ma continued, Taiwan will not pursue de jure 
independence; therefore, Taiwan will no longer be a \"flash 
point\" for conflict between the U.S. and China. Ma explained 
that a peace agreement would be conditioned on Beijing\'s 
removal of all missiles aimed at Taiwan. A commissioner 
asked Ma whether he would be willing to decrease U.S.-Taiwan 
defense cooperation if the PRC demanded it in exchange for 
removing the missiles, or other concessions. Peace 
discussions with China would not be allowed to adversely 
affect U.S.-Taiwan defense cooperation. Taiwan must maintain 
a credible deterrent to PRC aggression, he added, which it 
cannot do without close U.S. support. How likely is it, one 

of the Commissioners asked, that China might stir up 
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nationalist sentiment against Taiwan in order to distract 
attention from a domestic political crisis? Ma replied that, 

as long as Taiwan is not pursuing de jure independence, 
Beijing would not be able to use Taiwan for that purpose. 
China wants peace across the Strait, he continued, because it 
wants peace with the U.S. Peace in the region will enable 
Beijing to concentrate on resolving its domestic economic and 
political crises. 


Mainland Affairs Council: KMT Peace Treaty a Non-Starter 


11. (SBU) In response to Commissioners\' questions about Ma\'s 
proposal for a peace treaty with China, MAC Chairman Chen 
Ming-tong dismissed the concept as a campaign stratagem that 
would not be taken seriously by Beijing. Chen added that the 
relationship between China, Taiwan and the U.S. is really a 
matter of global political balance, and not simply about the 
relationship across the Strait. Responding to Commission 
Chairman Bartholomew\'s question about the legacy of Chen 
Shui-bian\'s presidency, Chen stated that re-unification with 

the mainland was no longer the only political option for 

Taiwan. Regarding the 2008 presidential election, Chen said 
that if Ma Ying-jeou is elected, Beijing will pressure him to 
accept the \"1992 Consensus\" (\"One China, Different 
Interpretations\"). In Chen\'s view, Beijing interprets the 

1992 Consensus to mean both sides can agree to disagree about 
the future resolution of the relationship between Taiwan and 
China, while China continues to push for acceptance of the 

one China principle. Chen said he believes Hu Jintao has 
consolidated his power in Beijing, but still must manage the 
hawkish elements within the CCP leadership who might push to 
resolve the cross-Strait question by force. 


Vice Foreign Minister Chang: China Won\'t Ease Pressure 


12. (SBU) VFM Chang emphasized to the US-China Commission 
delegation that China continues to try to squeeze Taiwan\'s 
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international \"space\" and to block Taiwan\'s participation in 
international organizations, such as the World Health 
Organization. In response, Vice Chairman Blumenthal inquired 
about Taiwan\'s preparations to deal with a major health 

crisis, such as avian influenza or SARS. VFM Chang explained 
that Taiwan maintains working-level contacts with disease 
control agencies in other countries in the region, but 

because of China\'s objection is denied access to WHO 
technical meetings. Regarding Taiwan\'s security, 
Commissioner Feidler inquired whether China\'s anti-satellite 
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missile test affects Taiwan. Chang urged the USG to play 

close attention to the threat of potential disruption of 
communication channels between the US and Taiwan. She also 
emphasized the close ties between Taiwan and Japan, as well 
as Taiwan\'s active cultivation of relationships with its 

Central American allies. 


Minister of National Defense: Taiwan Only Seeking Space to 
Survive 


13. (SBU) Minister of Defense Lee Tian-yu highlighted the 
transparency of Taiwan in dealing with the US on defense 
matters, and said he hoped the US can separate politics from 
military issues in the US-Taiwan defense dialogue. Lee 
emphasized that the threat from China lies not only in its 
military expansion but also in its economic growth. Whereas 
China has a strategic plan for the Asia Pacific region, 

Taiwan is only seeking space for survival. He noted that in 
previous war games scenarios, Taiwan estimated it could cause 
attrition of 18 percent of China\'s military forces. Lee 

expressed his concern that China not underestimate Taiwan\'s 
resolve, as any military conflict would be costly to China in 
terms of number of casualties. He noted that China\'s opening 
to the rest of the world is considered by some conservative 
members of the Chinese leadership to create unwelcome popular 
demand for political change. Lee encouraged the US to allow 
more students and visitors from China to travel to the US to 

see for themselves what a democratic society is like and thus 
increase the demand for political reform in China. 


14. (SBU) The delegation visited the Joint Operations 
Command Center (JOCC) and were briefed by JOCC commander MG 
Chao and saw a demonstration of the Po Sheng command and 
control system purchased from the US. The delegation also 
toured the operations and intelligence staff sections of the 
JOCC. The Commissioners asked about the interoperability of 
US and Taiwan forces in the event the US should take military 
action in defense of Taiwan, and were told that due to 
equipment non-compatibility and lack of US cryptologic 
material, US and Taiwan forces do not have interoperability. 
This is a matter of US policy and not lack of desire by the 
Taiwan military to obtain the necessary equipment. 


Counter-Terrorism Director Kuo: No Significant Terrorist 
Threat 


15. (SBU) The Chief Coordinator of the Counterterrorism 
Office within the Executive Yuan, Dr. Kuo Lin-wu told the 
delegation that Taiwan does not perceive a significant 
terrorist threat domestically, although its ability to share 
intelligence is limited. Taiwan\'s ability to respond to a 
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terrorist attack is untested, as it has never experienced a 

real attack, but the primary concerns are about possible 
attacks by China on infrastructure and computer and 
information systems. Taiwan\'s focus has been on detection of 
materials that could be used in a terrorist attack, and has 
cooperated closely with the US and Japan on this as well as 
on export control systems. Money laundering continues to be 
an issue Taiwan is working to address. Unlike the US 
approach to homeland security, Taiwan is not consolidating 
agencies, but focusing on enhancing coordination between 
agencies. Dr. Kuo stated that Taiwan needs assistance in 
information capacity building. 


16. (U) This cable was cleared by USCC Chairman Bartholomew. 
WANG 
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E.O. 12958: DECL: 08/31/2017 

TAGS: PGOV, PREL, PHUM, KDEM, KCOR, AJ 

SUBJECT: FARHAD AND RAFIG ALIYEV ATTEMPT TO DISMISS THEIR 
LAWYERS; JUDGE RULES \"NO\" 


REF: A. BAKU 664 
B. BAKU 1071 


Classified By: POL/ECON CHIEF JOAN POLASCHIK PER 1.4(B,D) 


1. (C) In an August 28 trial session, former Minister of 
Economic Development Farhad Aliyev and his brother, former 
AzPetrol Head Rafig Aliyev, announced their intention to 
dismiss their defense attorneys. According to the Aliyev 
brothers, the courts\' actions have made it impossible for 
their defense team to adequately defend them, by giving the 
lawyers insufficient time to review necessary documents and 
by generally being uncooperative. Elton Guliyev, Farhad\'s 
lead defense attorney, has voiced similar complaints with 
Emboffs since the pre-trial detention period (ref a). Judge 
Hafiz Pashayev ruled against the dismissal, stating that the 
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brothers had been \"pressured\" into making such a decision. 
Pashayev\'s ruling comes after Farhad Aliyev complained that 
law enforcement officials pressured witnesses into giving 
certain testimonies (ref b). Farhad and Rafig Aliyev stand 
trial with 17 others on charges of corruption and 
embezzlement. 


2. (SBU) Since our last update (ref b), the trial, which 

began May 15, has progressed fairly routinely. On August 28, 
the former Minister stated that the media has violated his 

right to presumption of innocence by covering the trial 
proceedings as if he had \"already been convicted.\" He blames 
the court\'s decision to allow cameras to film only 
three-minute segments of the proceedings as the cause of the 
biased coverage. WI know | have touched on certain people\'s 
interests,\" Aliyev said, \"especially monopolies and 
corruption, but the court has to decide to what extent the 
media can interfere with the verdict.\" The prosecutor 
responded, stating that \"journalists do not behave 
professionally,\" and said that the opposition papers only 
cover the defense\'s side of the story. Pashayev interrupted 
Isakhan Ashurov, one of Aliyev\'s defense attorneys, when he 
tried to respond, and then interrupted Rafig Aliyev, stating 
\"This is a trial, not a discussion.\" He concluded by stating 
\"We (the judges) don\'t watch TV; it doesn\'t affect our 
opinions.\" 


3. (C) On August 29, the prosecution concluded the 
presentation of its case, and the defense will begin its 
rebuttal on September 3. According to Ashurov, the delay is 
due to a request from the defense attorneys - and from Rafig 
Aliyev - for more time to review case materials before 
calling their witnesses to the stand. Separately, Ashurov 
said that Farhad Aliyev\'s family has still not been permitted 
to visit Aliyev in detention. We will continue to monitor 

the trial and report on developments, and engage the GOAJ 
regarding Aliyev\'s family\'s visitation rights. 

DERSE 
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DEPARTMENT FOR AF AND AF/E 
LONDON, PARIS, ROME FOR AFRICA WATCHER 
CJTF-HOA AND USCENTCOM FOR POLAD 


E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, PBTS, MOPS, KPKO, ET, ER 

SUBJECT: ETHIOPIA: U/SYG PASCOE REPORTS ISAIAS AND MELES 
OPEN TO WORKING LEVEL BORDER TALKS 


Classified By: POLITICAL OFFICER TED HARKEMA. REASON: 1.4 (D). 


1. (C) SUMMARY. Under Secretary General for Political 
Affairs Lynn B. Pascoe, accompanied by Acting Special 
Representative of the Secretary General for the United 
Nations Mission in Ethiopia and Eritrea (UNMEE) Ambassador 
Azouz Ennifar, informed Ambassador and poloffs on August 29 
That both Eritrean President Isaias and Ethiopian Prime 
Minister Meles expressed willingness to engage in working 
level border talks in separate Aug. 28 and 29 meetings. 

Isaias was ambivalent on the EEBC decision to demarcate the 
border by coordinates in November, but he expressed support 
for the continued presence of UNMEE in Eritrea. Isaias also 
supported the notion of an open border after final 

demarcation and normalization between the two countries. 
Nevertheless, Pascoe warned the Ambassador that Ethiopia\'s 
continued opposition to the November demarcation could lead 
them into a dangerous position that would threaten renewed 
conflict. END SUMMARY. 


2. (C) On August 29 Under Secretary General for Political 
Affairs Lynn B. Pascoe briefed Ambassador and poloffs on his 
August 28 meeting with Eritrean President Isaias in Asmara 
and briefly discussed his meeting with Ethiopian Prime 
Minister Meles earlier that morning. 


3. (C) Both Meles and Isaias reacted favorably to Pascoe\'s 
inquiry whether they would be open to working level border 
talks with each other. Isaias replied that talks would not 

be a problem and suggested that Yemane Gebreab represent 
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Eritrea. Pascoe declined to discuss his conversation with 
Meles in detail, but revealed that Meles expressed that talks 
were possible. Pascoe, who was considering hosting the 
event, said he would pursue the possibility of talks with 
Yemane first, and if he received a favorable response, he 
would then approach Ethiopian Deputy Foreign Minister Tekeda. 
Meles also suggested Ethiopia\'s Ambassador in Brussels, 
Berhane Gebrechristol, former Ambassador to the US and 
founding member of the Tigray People\'s Liberation Front 
(TPLF). Meles admitted \"no one really cares about Badme, 
rather it was a symbol of how you prove you are in the right.\" 


4. (C) On the border Pascoe stated that Isaias was ambivalent 
toward the decision by the Eritrea Ethiopia Boundary 
Commission (EEBC) to finalize the border demarcation in 
November. On the one hand, Isaias welcomed the finality of 
the border decision, but was concerned that if the EEBC was 
dissolved afterward there would be no mechanism to ensure the 
decision was implemented. Ennifar added that Eritrea would 
welcome the dismissal of the EEBC commissioners, but not the 
commission itself. 


5. (C) Isaias appeared favorable towards the continued 
presence of UNMEE, recognizing the need for UNMEE to assist 
with border demarcation, according to Pascoe. Ennifar was 
unsure whether this meant Asmara would lift the helicopter 

ban, but Pascoe said surveyors would be allowed into Eritrea 

to demarcate on the ground and opined that Isaias would allow 
UNMEE to operate as it needed to support demarcation. 


6. (C) When asked about the problem of divided villages, 
Isaias replied that it was a non-issue. He declared once 
relations were normalized the border should open to allow the 
free movement of people. Pascoe relayed that Isaias was 
against simultaneous talks with Ethiopia concerning the 
border and normalization of relations and insisted the border 
must come first, but Isaias thought normalization would not 
be an issue once the border had been finally demarcated. 
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7. (C) Pascoe warned Ethiopia\'s continued insistence that the 
November demarcation not take place could back them into a 
corner, force them to take drastic action, \"and walk this off 

the cliff.\" He said Tekeda is going to New York to warn the 
international community the EEBC\'s actions will lead to war, 
but noted that the sentiment in New York overwhelmingly views 
Ethiopia as the greater impediment to a final resolution of 

the border impasse due to its refusal to take action to 
demonstrate its professed acceptance of the final and binding 
boundary delimitation decision. Because of this concern, 
Pascoe urged the United States to make every effort to 
dissuade Meles from taking such a hard stance on the November 
demarcation. 


8. (C) COMMENT: The possibility of working level talks 
between Eritrea and Ethiopia represents a tiny ray of hope 
that any approaching cliffs can be avoided. The history of 
the two countries relationship over the last decade suggests 
moving to direct talks will be exceedingly difficult and 

would almost certainly have to take place out of public view. 
Isaias\' warm welcome to the Under Secretary General and 
apparent favorable view of UNMEE, a change from his recent 
posture, may indicate he is prepared to accept UNMEE\'s 
continued presence in Eritrea for now. Ethiopia\'s August 15 
order to expel six of Norway\'s nine diplomats in Ethiopia, 
however, suggests that Washington may have to review its 
strategy in how best to harness international partners to 
press the parties to remain engaged in addressing this issue. 
END COMMENT. 

YAMAMOTO 


120617 

PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #4051 2430546 

ZNR UUUUU ZZH 

P 310546Z AUG 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7131 
RUEKJCS/SECDEF WASHDC PRIORITY 

RUCPDOC/USDOC WASHDC PRIORITY 

RUEATRS/DEPT OF TREASURY WASHINGTON DC PRIORITY 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA PRIORITY 
RHHMUNA/HQ USPACOM HONOLULU HI PRIORITY 
RHHMHBA/COMPACFLT PEARL HARBOR HI//N541// PRIORITY 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// PRIORITY 
RUHBANB/OKINAWA FLD OFC US FORCES JAPAN CP BUTLER JA PRIORITY 
RUALSFJ/COMUSJAPAN YOKOTA AB JA PRIORITY 


Column 3 

INFO RUEHFK/AMCONSUL FUKUOKA 2922 
RUEHNH/AMCONSUL NAHA 5349 
RUEHNAG/AMCONSUL NAGOYA 1917 
RUEHKSO/AMCONSUL SAPPORO 3669 
RUEHOK/AMCONSUL OSAKA KOBE 6548 
RUEHBJ/AMEMBASSY BEIJING 8747 
RUEHMO/AMEMBASSY MOSCOW 1865 
RUEHUL/AMEMBASSY SEOUL 4805 
RUCNDT/USMISSION USUN NEW YORK 5723 
RHEHAAA/NSC WASHDC","UNCLAS TOKYO 004051 


SIPDIS 
SIPDIS 


STATE FOR I/RF, PA/PR/FPCM, IIP/G/EA, EAP/PD, R/MR, 
EAP/J, EAP/P, PM; 

USTR FOR PUBLIC AFFAIRS OFFICE; 
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E.O. 12958: N/A 

TAGS: OIIP, KMDR, KPAO, JA 

SUBJECT: TOKYO MEDIA REACTION - JAPAN-CHINA DEFENSE 
DIALOGUE 


LEAD STORIES: Yomiuri gave front-page play to an 
interview with President Bush, during which he 
reportedly expressed hope for an extension of Japan\'s 
Antiterrorism Special Measures Law. 


1. \"China Needs to Increase Military Transparency\" The 
top-circulation, moderate Yomiuri editorialized (8/31): 
\"Although progress was made on defense exchanges 
between Japan and China during the meeting this week 
between the Japanese and Chinese defense ministers, the 
bilateral talks failed to dispel concern over China\'s 
military buildup... Japanese Defense Minister Komura 
urged his counterpart to disclose information about 
Beijing\'s plans for its military buildup and force 
deployments. However, the Chinese defense chief did not 
give aclear answer and only said that his nation is 
making efforts to increase transparency. China\'s 

defense spending has shown double-digit increases for 
each of the last 19 years. In addition, its real 

spending is believed to be two or three times greater 

than the reported amount. Although China conducted a 
test in January in which it destroyed an orbiting 
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satellite with a missile, it has yet to disclose 

details of that test... It is natural for Japan and 

other members of the international community to be 
concerned about China\'s military moves... It is 
critical for China to increase transparency about its 
military in order to maintain stable relations with 
other countries.\" 


DONOVAN 
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E.O. 12958: N/A 
TAGS: ETRD, ECON, JA, ZO, EAGR 
SUBJECT: The Japan Economic Scope--August 30, 2007 


1. (U) This cable contains the Japan Economic Scope from August 
30, 2007. 


2.(SBU) Table of Contents 


Political Moves 

3. Abe Reshuffles Cabinet 

4. New Appointees and Postal Privatization 

5. ACCJ T&L Committee Meets with CPRR on Aviation Policy 
Money Matters 

6. Minimum Wage Non-Compliance 6.4 Percent 

7. MHLW Survey: Japan\'s Income Disparities Widened to Record 
Level 

8. FDI: American Investment Firm to Finance Construction of 
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Hokkaido\'s Largest Distribution Center 

9. Japan\'s First PFI Port Project under SZSR a Failure in 
Kitakyushu 

Agriculture and Trade 

10. Japan\'s New WTO Tandem from Same Faction 

11. Stay the Course on Agriculture Reform? 

12. Another Food Safety Scandal Rocks Hokkaido 

13. Japan-EU FTA on Horizon? 

14. Beef on Back Burner 

Cars 

15. Nissan Kyushu Expects to Return to 400,000-Car Production in 
JFY2007 

16. Japan\'s First Privatized H-IIA Launch Vehicle Set for Launch 
17. NTSB Chairman Visits Tokyo 

Security Updates 

18. U.S.-Japan Bilateral Talks on Cyber-Security 

19. Japan Customs Focuses on Illicit Guns and Drugs 

20. Japanese Immigrations to Implement Fingerprint Scanning on 
Nov. 20 

21. Japan Works on Pilot Program for Radiological Screening at 
Yokohama 

Japan\'s Foreign Relations 

22. Update on Western Japan-Korea Ties 

23. Japan - India Model Coal Plant Progressing 

Sports 

24.Tokyo Heat Strains Electricity Grid but Nothing More Important 
than High School Baseball 


Prime Minister Abe reshuffled his cabinet August 27, bringing in 
veteran lawmakers and party heavyweights. The reshuffle 
immediately improved Abe\'s support rate, though that rate 

continues to trail in the non-support rate in most polls. 

Business leaders and commentators have praised the new cabinet\'s 
stability and expertise while lamenting that it promises few new 
directions or bold policy proposals. 


Key appointees include Chief Cabinet Secretary Kaoru Yosano, 
Foreign Minister Nobutaka Machimura, Finance Minister Fukushiro 
Nukaga, Minister of Health, Labor, and Welfare Yoichi Masuzoe, 
Agriculture Minister Takehiko Endo, and Minister of Internal 

Affairs and Communications Hiroya Masuda. Minister of Economy, 
Trade, and Industry Amari, Transportation Minister Fuyushiba, and 
Economic and Fiscal Policy Minister Ota retained their portfolios. 
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Further reporting can be found in Tokyo 3968 (overall assessment), 
3970 (biographies), 4013 (business reaction), and 4044 (polling 
bounce). (ECON: Marc Dillard) 


4. (SBU) New Appointees and Postal Privatization 


Subsequent to Prime Minister Abe\'s August 27 cabinet reshuffle, 
four former \"postal rebels,\" who opposed former Prime Minister 
Koizumi\'s 2005 postal privatization bills, were appointed as 
senior vice ministers. Some press reports have speculated that 
the Abe cabinet\'s reform credibility will be set back by these 
appointments. 


Responding in the press, Chief Cabinet Secretary Yosano said 
\"(the problems associated with) postal privatization seem to be 
something that happened a long time ago. Postal privatization is 
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fully embedded as a prescribed course, and should not affect 
personnel appointments.\" 


We note that former Iwate governor and Postal Services 
Privatization Committee member Hiroya Masuda was appointed 
Minister of Internal Affairs and Communications, where he will 
wield direct influence on the privatization process. Masuda\'s 
appointment has been taken as a positive sign in the business 
community, and we will be watching what, if any, conflict arises 
between Masuda and the \"postal rebels. \" 


The four \"postal rebels\" are: Hiroshi Moriyama, Senior Vice- 
Minister (SVM) for Finance; Masahiro Imamura, SVM for Agriculture, 
Forestry and Fisheries; Yoshio Nakagawa, SVM for the Cabinet 
Office; and Hiromi lwanaga, SVM for Agriculture, Forestry and 
Fisheries. (ECON: Ai Kaneko/Marc Dillard) 


5. (SBU) ACCJ T&L Committee Meets with CPRR on Aviation Policy 


The ACCJ\'s Transportation and Logistics (T&L) Committee testified 
before the Council for the Promotion for Regulatory Reform (CPRR) 
on aviation matters in early August. 


U.S. airlines expressed their concerns about Haneda 
internationalization. They found the committee members to be 
focused on passenger carriers and unaware of the issues 
surrounding cargo carrier operations. 


The ACCJ reports it was worrisome that the CPRR remained fixed on 
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pursuing a slot auction idea as a way to allocate slots at 
Japanese airports. That the foreign airlines were allowed to 
testify was a small victory for transparency as they were not 
given the opportunity to do so in front of several Kantei and 

MLIT aviation policy panels examining aviation reform this spring. 


The ACCJ plans to continue its efforts to educate the academic 
and private sector specialists on the CPRR and that populate 
other government policy committees. (ECON: Josh Handler) 


Over six percent of businesses nationwide violate minimum wage 
laws, according to an investigation conducted by the Ministry of 
Health, Labor and Welfare (MHLW), the results of which were 
released on August 22. 


Violations were particularly high in the following industries: 
clothes and fabric goods, manufacturing, dry cleaners, food 
manufacturing, restaurants, barbers and hairdressers, and taxis. 


Officials at MHLW\'s Labor Standards Bureau told us the number of 
investigations done this year has already doubled that of last 

year, and that the non-compliance rate has declined slightly 

(from 6.8 percent). MHLW officials told us they are determined 

to strengthen education efforts along with the investigations. 

The minimum wage remains a sensitive political topic and will 

likely be revisited during the fall Diet session. (ECON: Ai 
Kaneko/Marc Dillard) 


7. (U) MHLW Survey: Japan\'s Income Disparities Widened to Record 


Long-awaited survey results on Japan\'s household income 
disparities showed that initial, pre-redistribution household 
inequality widened to a record level in 2005, as measured by the 
Gini coefficient, due mainly to the aging population. 


The Survey on the Redistribution of Income, conducted every three 
years by the Ministry of Health, Labor and Welfare (MHLW) and 
released on August 24, provides the Gini coefficient for both 

initial income of households, and their \"redistributed income\" 
which reflects household income levels after taking accounts of 
taxes and social security payments/receipts. 
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Although the pre-redistribution income inequality is widening, 
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after inter-generational transfers and income redistribution the 
Gini coefficient remains unchanged from the 1990s. (FINATT: 
Shuya Sakurai) 


8. (U) FDI: American Investment Firm to Finance Construction of 
Hokkaido\'s Largest Distribution Center 


In early August, Chicago-based LaSalle Investment Management 
(LSIM) announced it will invest five billion yen ($42 million) 
toward the construction of a multi-use distribution center in 
Hokkaido. 


Slated to open in 2008 at an industrial park in the Sapporo 
suburb of Ebetsu, the facility will be Hokkaido\'s largest 
distribution center. With 300 employees, it will have the 
capacity to service local food, pharmaceutical and cosmetic 
companies as well as government offices in need of document 
storage. 


The Hokkaido distribution center will be the fifth distribution 

center LSIM has financed in Japan. It also marks the second major 
investment in Hokkaido for LSIM following the American-style 
outlet mall \"Rera\" near the New Chitose Airport. 


Due to cheaper land and lower labor costs, Hokkaido has lagged 
behind the rest of Japan in developing a consolidated logistical 
system for local companies. However, LSIM sees a business 
opportunity as locally operating companies are forced to decrease 
logistical costs in the peaked-out consumption goods market due 
to the ever-decreasing population. (Sapporo: lan Hillman/Yumi 
Baba) 


9. (SBU) Japan\'s First PFI Port Project under SZSR a Failure in 
Kitakyushu 


Hibiki Container Terminal (HCT), Kitakyushu City\'s 100 billion 
yen ($860 million) project under the GOJ\'s Special Zones for 
Structural Reform (SZSR) initiative looks like it may have turned 
into another expensive public works white elephant. 


Kitakyushu City recently announced that it would buy all terminal 
facilities owned by Singapore\'s PSA International-led consortium 
for four billion yen ($34 million) in October 2007. The city 

plans to contract PSA to continue the maintenance work at the 
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terminal for the remainder of this FY for 500 million yen ($4.3 
million). 


Kitakyushu\'s hub port project was one of the original projects 
that inspired the GOJ\'s SZSR initiative and was the first 
Japanese port project to use PFI (private finance initiative) 
teamed up with a foreign port operator. However, the project has 
barely stayed afloat since its April 2005 inception. 


While PSA will remain the leading shareholder in the consortium, 
post contacts said that the firm\'s representatives left 

Kitakyushu over a year ago and speculated that PSA would 
eventually end its involvement with the project. For detailed 
information on HCT, please see the attached. (Fukuoka: Yuko 
Nagatomo/Jim Crow) 


Japan\'s cabinet reshuffle does not figure to shake up its WTO 
team. Trade Minister Akira Amari remains in place while Japan\'s 
new Agriculture Minister, Takehiko Endo, is cut from the same 
policy mold as previous Agriculture Ministers. 


Japan\'s current posture in the Doha Round, most observers agree, 
will likely remain familiar -- official professions of support for 

the round complemented by insistence that a deal on agriculture 

not be too ambitious. 


According to press reports, PM Abe had enormous difficulty in 
identifying somebody to move over to the Agriculture Ministry 
(MAFF). MAFF\'s two previous ministers were undone by financial 
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scandal, with Toshikatsu Matsuoka\'s tenure ending in suicide in 
late May. 


Endo, 68, is a crusty veteran familiar with agriculture affairs, 
including a stint as MAFF\'s senior vice minister. He reportedly 
enjoys the support of the LDP agriculture caucus in the Diet. 

A senior official at the Trade Ministry (METI) involved in the 
Doha talks told us he was optimistic that Endo would do well in 
his new job. Endo comes from the same political faction in the 
LDP as Amari. 
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Junior to Amari in length of service in the Diet -- eight terms 
versus six -- Endo figures to work well with the Trade Minister. 
Separately, aMAFF official confirmed to us that Endo would not 
be traveling to the APEC Senior Leaders meetings in Australia. 
(ECON: Nicholas Hill) 


11. (SBU) Stay the Course on Agriculture Reform? 


Will the new Agriculture Minister do an about face on necessary 
reforms in the farm sector after PM Abe and his government 
suffered a drubbing in last month\'s elections in the rural parts 
of Japan? 


The ruling coalition\'s hold on single-seat constituencies in 

rural areas plunged from 29 to six in the Upper House. Takehiko 
Endo, the new Agriculture Minister, has been an outspoken voice 
for a long time underscoring the urgency of helping these 
depressed regions. 


At his inaugural press conference, however, which began before 
midnight on August 27 and continued into the early morning, Endo 
said in essence that the government must stay the course on 
agriculture reform. 


When asked about the opposition Democratic Party of Japan\'s 
criticism of the government\'s policy of focusing direct payments 
on bigger farms, Endo said existing policies were consistent with 
the need to restructure the farm sector. 


The DPJVs proposals, he said, to give payments to all farmers 
effectively would derail structural reforms, stimulate production, 
go against WTO principles, and disadvantage Japan in the Doha 
talks. 


Endo added that such broad subsidies would be an increased burden 
on Japanese taxpayers. There was a serious income divide, he said, 
between rural and urban areas, but revitalizing these areas would 

not only come out of policies to help farmers. 


The complete transcript of Endo\'s press conference (in Japanese) 
appears on MAFF\'s website. (ECON: Nicholas Hill/Ryoko Nakano) 


12. (U) Another Food Safety Scandal Rocks Hokkaido 


In a mid-August news conference, Sapporo-based confectionary 
giant Ishiya Company publicly admitted to several food safety 
violations. Infractions included intentionally extending 

expiration dates for an additional 1-2 months on its popular 
Shiroi Koibito (White Sweetheart) white chocolate cookies over a 
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ten-year period and failing to disclose the recent discovery of 
dangerous bacteria in some of the company\'s cake and ice cream 
products. 


The scandal received nationwide coverage because the Shiroi 

Koibito cookie, with more that 7 billon yen ($60 million) in 

sales annually, was one of the most popular souvenirs for 

tourists visiting Hokkaido. Furthermore, the Ishiya Co. is well 

known as the number one sponsor of the Sapporo-based professional 
soccer team Consadore Sapporo. 


Concerned about Hokkaido\'s reputation, government officials 
scrambled to implement damage control. Public health inspectors 
are scouring Ishiya\'s manufacturing facilities. They are expected 

to announce several punitive measures against the company by the 
end of the month. 


This marks the second food safety scandal for Hokkaido this 
summer following the revelations in June that the Meat Hope Co. 
had deliberately mislabeled meat products. (Sapporo: lan 
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Hillman/Yumi Baba) 


13. (SBU) Japan-EU FTA on Horizon? 


The Japan-EU Business Dialogue Roundtable will convene next month 
to lay the ground work for a Japan-EU FTA negotiation, according 
to a front page story in the August 29 Asahi Shimbun. 


A contact at the European Commission office in Tokyo told us 
August 30 that the European and Japanese business communities 
have driven this process so far and there have been no government 
to government discussions as of yet. 


Korea\'s aggressive FTA strategy has contributed to a renewed 
sense of urgency in Japan\'s business community to engage the 
Europeans in talks. 


As the Scope has reported previously, an FTA with the United 
States is not as important a priority to Japan\'s business 
community because U.S. tariffs and other barriers are already 
very low. 


In contrast, Japanese business leaders became very concerned when 
Korea set its sights on signing a free trade agreement with the 
EU. 
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Barriers to the European market are formidable and, if Korea 
signs a deal, Japanese business -- in contrast to the perception 
about a U.S.-Korea deal -- would be disadvantaged. 


Echoing this sentiment, Trade Minister Amari told reporters this 
week that free trade agreements with the United States and 
European Union were \"inevitable\" for Japan, and noted that any 
deal that Korea works out with the EU would hurt Japanese exports. 


Japan\'s Agriculture Ministry has viewed with suspicion 
negotiating a bilateral agreement with the European Union. 


When asked, however, by reporters this week about the Business 
Dialogue Roundtable study group to be formed, new Agriculture 
Minister Endo said such a deal would have some positive effects 
in some sectors. He added that he would have to consider the 
merits of any deal in a broader context. 


According to the Asahi story, the study group aims to have a 
proposal ready in time for the G-8 Summit in Hokkaido, when the 
EU and Japan can take it up in a bilateral. (ECON: Nicholas 
Hill) 


14. (SBU) Beef on Back Burner 


Authorities at the Agriculture and Health Ministries have 
accepted USDA\'s offer to participate in joint unannounced audits 
of U.S. slaughter houses beginning September 17. This fulfills 
an earlier commitment by USDA and will have little bearing on 
Japan\'s current age restrictions on U.S. cattle. 


Meanwhile, with new Agriculture Minister Endo arriving on the job 
this week, there has been very little movement on the beef issue. 


When cornered on the subject during his inaugural press 
conference on August 27, Endo said he planned to defer to the 
experts on his staff. 


Endo is from Yonezawa in Yamagata Prefecture, famous for its 
Japanese-style wagyuu beef. As Vice Agriculture Minister in 2001, 
Endo took the lead in introducing blanket testing of beef. 


Although a scientifically ineffective measure for identifying the 
existence of BSE-causing prions, blanket testing was an 
enormously effective measure politically in deflecting public 
criticism from authorities for their mishandling of Japan\'s 
domestic BSE problem. (ECON: Nicholas Hill) 


CARS 
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15. (U) Nissan Kyushu Expects to Return to 400,000-Car 
Production in JFY2007 
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On August 22, Nissan Motor\'s Kyushu Plant (Fukuoka), the firm\'s 
largest and most advanced domestic production base, held a \"line- 
off\" ceremony for its second-generation X-Trail sport utility 

vehicle (SUV) -- the plant\'s first new model in three years. 

At the press conference, Plant Manager Kenzo Kawase announced 
plans to introduce three other new models in 2007, including the 
\"Rogue\" SUV geared for the North American market. Kawase 
projected that as new models come on line, production should rise 
to over 400,000 units in the fiscal year compared to 350,000 

units in 2006, rebounding after three consecutive years of 

decline. 


In the spring of 2009, Nissan Shatai Kyushu, a group company of 
Nissan Motor, will begin operations at its new production 

facility located inside the Nissan Kyushu Plant site and take 

over the assembly of models from other Nissan plants in Kanagawa 
Prefecture and Canton, Mississippi. 


The total production capacity at the Kyushu plant is expected to 
increase to 650,000 units per annum from the current 530,000 
units a year. With Daihatsu\'s second plant due to be operational 
late this year, Kyushu\'s car manufacturing capacity by Nissan, 
Toyota, and Daihatsu combined will reach 1.54 million by 2009. 
(Fukuoka: Yuko Nagatomo/Jim Crow) 


16. (U) Japan\'s First Privatized H-IIA Launch Vehicle Set for 
Launch 


On April 1, 2007, the Government of Japan awarded a contract to 
Mitsubishi Heavy Industries (MHI) for full development and launch 
of Japan\'s H-IIA space launch vehicle system. 


Previously, the Japan Aerospace Exploration Agency (JAXA) had 
been responsible for H-IIA program management, including research 
and development, launch operations, and management of the MHI 
development contract. JAXA is now responsible for basic launch 
vehicle research and development, including development of the H- 
IIB series, as well as reliability improvement and safety 

monitoring of the H-IIA system. 
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The intent of this privatization effort is to reduce launch costs 
and increase H-IIA launch service competitiveness on the 
international market. The current H-IIA launch cost is about 10- 
12 billion yen ($88-105 million USD). 


In recent press coverage, JAXA stated that H-IIA development has 
reached a stage of maturity where it can be transferred to the 
private sector. 


MHI has not publicly released its target cost reductions but 

press reports indicate costs should be reduced to approximately 8 
billion yen ($69 million USD) to be internationally competitive. 

The first MHI-managed H-IIA launch (H-IIA F13) is scheduled to 
launch JAXA\'s Kaguya (SELENE) lunar satellite mission from 
Tanegashima Space Center on September 13. For the first time, 
the MHI logo will appear above the JAXA logo on the H-IIA vehicle. 
(NASA: Justin Tilman/Sumiko Mito) 


17. (SBU) NTSB Chairman Visits Tokyo 


National Traffic Safety Board (NTSB) Chairman Mark Rosenker had 
informative courtesy calls with his counterparts in the Ministry 

of Land, Infrastructure and Transport\'s (MLIT) Aircraft and 

Railway Accidents Investigation Commission (ARAIC) and Japan 
Marine Accident Inquiry Agency (JMAIA) as well as MLIT 
Transportation Affairs Vice Minister Ken Haruta on August 24. 


Both sides took away some useful perspectives on how their 
respective organizations approach accident investigations. 
Rosenker had an extensive impromptu discussion on aviation safety 
matters with ARAIC sparked by a video viewing of the China 
Airlines fire in Naha, Okinawa, and NTSB\'s well-respected 
programs on outreach to the families\' of accident victims, which 
was particularly interesting to the ARAIC. 


JMAIA thanked the chairman for help on the U.S.-sub-Japanese 
tanker collision. ARAIC has 54 people and JMAIA 227 though there 
are plans to merge the two organizations. VM Haruta expressed 
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his appreciation for the NTSBVs help on accident investigations 
and hosting Japanese accident investigators for training at 
NTSB\'s academy. In all three meetings, there were strong 
expressions for continued close cooperation. 


Rosenker had planned to be in Japan a week and visit Toyota, 
Honda and Nissan\'s R&D facilities to learn about the cutting edge 
automotive active safety measures being developed here, before 


Column 3 
going onto a conference in Singapore. 


Rosenker\'s visit was cut short after the President asked for a 
briefing in Minneapolis on the bridge accident in mid-week, but 
Rosenker plans to return to Japan next year to look into the auto 
safety technologies. (ECON: Josh Handler) 


With the number and sophistication of internet malware attacks 
increasing dramatically, with the global cyber-crime industry now 
valued at $100 billion annually, surpassing the drug trade, US 
and Japanese officials and experts met on 28-29 August for two 
days of bilateral talks on cyber-security. 


These talks were the third such US-Japan bilateral meeting on the 
subject, but the first time the two sides have met since 2005. 

Both sides brought multi-agency and joint public-private sector 
delegations, and engaged in two days of intensive information 
exchange. 


Each side described its governance structures and procedures for 
cyber-security, including policy and planning, operational 
responses, and coordination with the private sector and other 
partners. They shared assessments of current threats and 
vulnerabilities, and discussed information security trends and 
technology. They examined the cyber-attack against Estonia 
earlier this year. (ECON: Scott Smith/Kaoru Nakata) 


19. (SBU) Japan Customs Focuses on Illicit Guns and Drugs 


Highly public fatal shootings including the Nagasaki Mayor Itcho 
Ito in April and a riot police officer in Aichi Prefecture in May 
have put new pressure on Japanese Customs officials. 


In a meeting at the Ministry of Finance on Aug. 28, officials 
explained that Japan\'s security concerns differ from the US focus 
on international terrorism. Local political pressure has 

required customs officials and leadership at customs to put more 
emphasis on gun control. 


Despite the fact that in the past five years, Japanese customs 
have confiscated an average of less than 10 weapons a year, the 
public and the politicians are demanding renewed efforts to keep 
guns out of Japan. 
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Earlier this month law enforcement officials arrested four 
Chinese attempted to smuggle drugs into Osaka. Officials 
explained that the predominately Chinese trade in amphetamines 
and synthetic drugs dominates their efforts. (ECON: Charlie 
Crouch) 


20. (SBU) Japanese Immigrations to Implement Fingerprint 
Scanning on Nov. 20 


Members of the American Chamber of Commerce in Japan 
Transportation Committee met with Immigrations officials in Japan 
to learn about the fingerprinting requirements which will take 
effect November 20. According to ACCJ members, Japanese 
Immigration changed its earlier indication that the law would 
allow crew members and re-entry permit holders to move through 
smoothly. All crew members will be fingerprinted and all re- 
entry permit holders will be required to cue with all foreigners. 
\"To protect Japan from terrorists,\" Immigrations officials said, 

all fingerprints will be compared against a database of known 
terrorists. Officials said they do not intend to employ any 
additional personnel. They have a self-ascribed goal that no 
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customer should wait more than 20 minutes to process through 
immigrations. 


However, ACCJ members said that recently the wait had been as 
long as 50 minutes. (ECON: Charlie Crouch) 


21. (SBU) Japan Works on Pilot Program for Radiological 
Screening at Yokohama 


Ministry of Foreign Affairs official told us that they asked the 

GOJ to modify the budget for next fiscal year to include funding 
for the purchase of radiological screening equipment. Japan would 
like to participate in the U.S. proposed screening for 

radioactive materials. On August 3, President Bush signed into 
law the 9/11 Bill (H.R. 1) requiring that 100 percent of all 

inbound U.S. containers be scanned for radioactive content no 
later than July 1, 2012. 


In addition to buying radiological equipment, the MOFA official 

said Japan is also concerned about the construction, preparations 
and planning required before the equipment can be installed. 

Some members of the exporting community have voiced concern to 
Japanese ministries about the viability of screening 100 percent 
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of shipped goods without considerable reduction in the movement 
of the supply chain. 


A major ocean-going cargo shipping firm\'s chief executive for 
North East Asia said as private citizen, I\'m glad. He said it 
will be difficult and will take time to determine exactly how the 
port scanning program will work. He pointed out that the US 
clearly wouldn\'t stop its own inbound trade. In the post 9/11 
world, he views the program as a necessity. (ECON: Charlie 
Crouch) 


Last year the number of South Korean passengers outnumbered 
Japanese ones on the high-speed ferry between Busan and Hakata 
Port in Fukuoka, making Fukuoka Japan\'s gateway to Asia according 
to a recent Nikkei article. Some 240,000 people enter Japan 

through Fukuoka port each year, making it the busiest harbor in 
Japan. 


South Korean visitors are having an economic impact, filling 

hotel rooms, freely spending at local department stores and using 
Fukuoka as a base to visit other tourist destinations in Kyushu. 
Fukuoka is also trying to deepen ties with Asian companies. 

At a Tokyo conference in late June on Japan-Korea relations, 

former governor of Tottori Prefecture Yoshihiro Katayama spoke 
movingly of his efforts during his tenure to encourage people-to- 
people exchanges between Tottori and South Korea and partner with 
regional Korean governments and legislatures. 


He noted Japanese people were unaware that the two countries 
enjoyed good relations for some 200 years from the 1600s to 1800s 
during which 12 Korean royal missions visited Japan to solidify 

ties. He felt this history could be a helpful guide to the 

future of the relationship. 


Kazuyuki Matsubara, President of Taishuu Shipping Company on 
Tsushima Island and Chair of \"Enchiren,\" an organization of 
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Japanese towns with historical ties to royal missions from Korea, 
enthusiastically outlined the island\'s historical role as a 

bridge between Korea and Japan and its role in supporting these 
missions. 


When Korean President Roh Tae Woo visited Japan in 1990, 
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Matsubara said, he talked about Amenomori Hoshu, an 18th century 
scholar and advisor to the lords of Tsushima, who helped further 
Korean-Japan relations in his speech to the Diet. This renewed 
interest in Tsushima about the island\'s unique position in 

supporting the Korean missions. This year is the 400th 

anniversary of the first mission, and Matsubara said his group 

was working actively with other cities on the missions\' route 

through western Japan to Tokyo to arrange commemorative 
celebrations. (ECON: Josh Handler) 
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23. (U) Japan - India Model Coal Plant Progressing 


Japan and India continue to make good progress toward the joint 
development of a model power plant using clean coal technologies 
and expect to begin construction next year, a Trade Ministry 
(METI) official told us. 


India\'s coal contains 40 to 50 percent ash content causing 
excessive pollution. The model plant, which will cost about $13 
million, will use technology to extract much of this ash content 
to reduce polluting emissions. 


The relatively low cost of the project is due to the fact that it 

is meant to be a model only and will have little commercial use. 
The two governments have not yet determined where the plant will 
be located, but it will likely be in the eastern part of India. 
According to METI, the model coal plant is one of twenty the GOJ 
has developed around the world, including 15 plants in China. 


Unlike the Indian plant, however, the Chinese plants were 100 
percent financed by the GOJ through its \"Green Aid Plan.\" Going 
forward, Japan intends to require that the Chinese government 
finance 50 percent of all future projects. 


While seeing the necessity in helping China reduce its carbon 
emissions through encouraging the use of clean coal technology, 
the METI official lamented the fact that the Japanese-provided 
technologies tended to be \"absorbed\" by the Chinese and therefore 
provided limited ongoing business opportunities for Japanese 
companies. (ECON: Sally Behrhorst/Eriko Marks) 


24. (U) Tokyo Heat Strains Electricity Grid but Nothing More 
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Important than High School Baseball 


August in Japan this year has been unusually hot and humid with 
an attendant spike in demand for electric power. Late August in 
Japan also means the annual National High School Baseball 
tournament, probably the most revered sporting event in the 
country. 


This year, the tournamentVs final was set for August 22 and 
featured underdog Saga Kita High School of Saga Prefecture, a 
rare public school contender making its first appearance at the 
fabled grounds of Kansai\'s Koshien Stadium, against long-time 
powerhouse Koryo High of Hiroshima. 


As the day of the big game dawned, Tokyo Electric Power Co. 
executives were already on edge. The summer\'s long heat wave was 
straining the utility\'s power grid that was already under 

pressure since a July 16 earthquake shut down the Kashiwazaki- 
Kariwa nuclear power plant. (See JES Volume 3 Issue #29 -- July 

26, 2007). 


By 7 a.m. temperatures in downtown Tokyo were already above 85 
degrees. Power demand was starting to surge. By 11:30 a.m., 

total demand on TEPCO\'s system surpassed 60 million kilowatts and 
the utility was down to its last 1.6 percent of supply capacity. 
Executive Vice President Takashi Fujimoto decided to take 
emergency measures, asking 23 major industrial to cut back 
consumption between 1 p.m. and 5 p.m. in accordance with their 
supply contracts, and reactivating the Shiobara hydroelectric 

power plant in Tochigi Prefecture. 


Shortly before noon, TEPCO briefed the Ministry of Economy, Trade 
and Industry on the situation and the ministry held an urgent 

press conference asking people to cut back on power use. In 
buildings across the country, lights were turned off and air 
conditioner settings raised to 85 degrees. 


The Saga-Koryo game began at 1 p.m. and shortly after 2 p.m. 
total electricity demand spiked at 61.47 kilowatts. But once the 
game ended just after 3 p.m., total demand fell sharply and 

failed to reach hit TEPCO\'s revised forecast of 61.5 million 
kilowatts. A crisis averted, TEPCO top brass breathed an audible 
sigh of relief. 
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And at Koshien? Well, Saga Kita, on the back of a five-run 
eighth inning including a grand-slam home run, came from behind 
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to beat Koryo, 5-4. (ECON: David DiGiovanna) 


25. (U) This SENSITIVE BUT UNCLASSIFIED e-newsletter from U.S. 
Embassy Tokyo\'s Economic Section, with contributions from the 
consulates, is for internal USG use only. Please do not forward 

in whole or in part outside of the government. The Scope is 

edited this week by Charlie Crouch (CrouchCA@state.gov) and Joy 
Progar (ProgarJ@state.gov). 


26. (U) Please visit the Tokyo Econ Intranet webpage for back 
issues of the Scope. Apologies, this option is only available to 
State users. Please contact Joy Progar if you are from a 
different agency and are interested in a back issue. 
DONOVAN 
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PLEASE PASS TO EEB/ESC/TFS/JJALLORINA AND TREASURY PLEASE 
PASS TO AMIT JEAN-PAUL DUVIVIER. 


E.O. 12958: DECL: 08/30/2017 

TAGS: KTFN, EFIN, PREL, PTER, JA 

SUBJECT: JAPAN,S RESPONSE TO TERRORIST FINANCE: SAUDI FIVE 
PRE-NOTIFICATION 


REF: SECSTATE 121245 
Classified By: A/DCM W. MICHAEL MESERVE FOR REASONS 1.4 (b) and (d). 


1. (S) Embassy Tokyo Political Officer and Deputy 
Financial Attache conveyed reftel demarche on August 30 to 
Ministry of Foreign Affairs International Counterterrorism 
Cooperation Division official Miyako Ishimura and Ministry of 
Finance Legal Office Deputy Division Chief Shunichi 
Fukushima. Sharing information on terrorist finance 
designations is particularly important for the Government of 
Japan since it is not a member of the United Nations Security 
Council, and Japan appreciates United States efforts to 
pre-notify, Ishimura noted. Both counterparts thanked 
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Embassy officers for the information and agreed on the need 
for continued cooperation. 

DONOVAN 
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E.O. 12958: N/A 
TAGS: ENRG, EPET, PGOV, PREL, ECON, MA 
SUBJECT: ENERGY, THE FOUNDATION FOR DEVELOPMENT 


1. (SBU) SUMMARY: Energy Minister Ramiaramanana is pursuing 
multiple partnerships to revitalize the state electric utility 

company. He explained to the Ambassador August 30 his ambitious 
plans to improve electricity supply in major coastal cities and in 
Antananarivo. The Minister is also keen to seek opportunities in 
several alternative energy technologies. END SUMMARY. 


2. (SBU) In a cordial first meeting with the Ambassador, Minister of 
Energy Patrick Ramiaramanana spoke enthusiastically about retooling 
the state electric and water utility, JIRAMA, so that it may be the 
foundation for the Madagascar Action Plan (MAP) for economic 
development. The Minister reported that a new power station began 
operation August 29 in the northern city of Diego Suarez, a region 
with chronic brown-outs. He said this is the first new power 

station construction since independence in 1960. 


3. (SBU) Minister Ramiaramanana said the GOM has procured three new 
generators from the U.S. company Cummins for the tourist area of 

Nosy Be. He continued that power systems in Mahajunga, Tamatave, 
and Tulear were being refurbished and reinforced to meet demand in 
these key coastal cities. In the southern city of Fort Dauphin, the 

Minister noted that the Rio Tinto / AMM mining concession includes a 
provision for the company to provide power to the city. For the 

capital, Antananarivo, the Minister reported that economic growth 
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and power demand had outstripped supply in recent years. He said 
the Ministry will bring an additional 40 megawatts online in 2008. 


4. (SBU) Noting that in his previous position as Mayor of 
Antananarivo he served as Chairman of the Board of JIRAMA (a 
position he said he still occupies), Ramiaramanana expressed great 
pride in putting the state utility on track. He said the GOM is 

pursuing Independent Power Provider (IPP) arrangements with various 
partners to sell power to JIRAMA, phasing out the costly system in 
which the utility rented equipment from suppliers. The Minister 
confirmed his intention to maintain JIRAMA as a public company and 
has no plan to privatize JIRAMA. \"It is a question of national 

pride,\" he said. 


5. (SBU) Moving to rural electrification, Minister Ramiaramanana 

seeks 40 small scale power generators to provide electricity to 
Madagascar\'s second-tier cities. He also elaborated a plan, once 

the above mentioned supply improvements are completed, to shift more 
production towards alternative energy like wind, solar, and hydro. 
Ramiaramanana, a chemist by training, also mentioned biofuel 
opportunities in jatropha, sharing his plan to establish a research 

center in Madagascar to be a world leader in this renewable energy 
source. 


6. (SBU) COMMENT: Inadequate power supply, load shedding, and 
JIRAMA\'s historically poor performance have all been obstacles to 
both economic growth and attracting investment to Madagascar. The 
Minister\'s positive assessment and the emergence of some early 
success stories (though admittedly only short-term fixes) give 
reason to hope that these obstacles gradually are being overcome. 
Additionally, his emphasis on small-scale IPPs -- rather than 

seeking a massive overhaul or privatization of JIRAMA -- offers a 
range of opportunities for relatively small investors. At the same 
time, the power problem remains urgent and much is on the line, not 
least the Minister\'s own future in the cabinet. Although JIRAMA and 
the Minister are also responsible for water supply (another urgent 
challenge), this topic did not surface in this meeting. 
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E.O. 12958: DECL: 08/30/2017 

TAGS: PGOV, PHUM, RS 

SUBJECT: NEW LEGAL TROUBLES AROUND FORMER RUSSIAN-CHECHEN 
FRIENDSHIP SOCIETY 


REF: A. MOSCOW 4114 
B. MOSCOW 0276 
Classified By: PolCouns Alice G. Wells for reasons 1.4(b and d). 


1.(C) SUMMARY: Regional officials in Nizhniy Novgorod are 
conducting investigations of organizations affiliated with 
Stanislav Dmitrievskiy, the head of the banned 
Russian-Chechen Friendship Society (RCFS), including the 
seizure of computers from the Nizhniy Novgorod Foundation to 
Support Tolerance, the independent local paper Novaya Gazeta, 
and the Nizhniy Novgorod NGO Human Rights Alliance. These 
actions follow legal action to place new restrictions on 
Dmitrievskiy\'s parole, following his involvement in the April 
\"Dissenters\' March,\" which took place without an 
administrative permit (reftel). Dmitrievskiy publicly 

decried the investigations as yet another example of the 

local government\'s pressure on him and others affiliated with 
the \"Other Russia\" opposition movement. In Moscow, Embassy 
raised Dmitrievskiy\'s case with Russian Deputy Ombudsman for 
Human Rights Georgiy Kunadze, who said that his staff was 
aware of the case, including the new restrictions on 
Dmitrievskiy\'s parole, but would follow established practice 

and would not get involved without an explicit request from 
Dmitrievskiy. END SUMMARY 


2. (SBU) On the evening of August 29, officers from the 
Ministry of Internal Affairs\' (MVD) regional bureau raided 

the offices of the Nizhniy Novgorod Foundation to Support 
Tolerance, a local human rights organization headed by 
Dmitrievskiy\'s close comrade, Oksana Chelysheva. 
(Dmitrievskiy and Chelysheva founded the organization in 2006 
as a Russian-registered entity as they prepared to move the 
headquarters of the Russian-Chechen Friendship Society to 
Finland.) Initially, the MVD officers asked for 

Dmitrievskiy, mistakenly believing him to be the 
organization\'s director, but then announced that they would 
conduct a complete review of the organization\'s financial and 
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administrative records. The investigation uncovered 

allegedly unlicensed software on the Foundation\'s computers, 
which the inspectors took away for further scrutiny. Local 
employees, however, negotiated an arrangement to copy the 
information on the hard drives before turning the computers 
over to the inspectors. Chelysheva claims that the Fund had 
licenses for all the software, but had lost the documentation 
during frequent moves over the past year. 


3. (SBU) On August 30, the regional authorities investigated 
the local offices of the newspaper Novaya Gazeta and seized 
their computers. Chief Editor Zakhar Prilepin told us that 

the paper is \"not rich\" and that the computers were the 
personal property of the users. In contrast to the actions 

at the Foundation to Support Tolerance, workers at the paper 
were unable to copy their data before the computers were 
removed -- effectively shutting down operations. Both 
Dmitrievskiy and Chelysheva have published articles in the 
paper, which takes a sharply critical approach to the 

regional and federal government. Prilepin, a member of the 
Eduard Limonov\'s banned National Bolshevik Party, has been 
active in the \"Other Russia\" opposition movement and helped 
to organize the April \"Dissenters March\" in Nizhniy Novgorod. 


4. (SBU) Also on August 30, local officials carried out a 
similar investigation of financial, business, and 

administrative practices at the Nizhniy Novgorod NGO Human 
Rights Alliance. According to Chelysheva, the staff at the 
Human Rights Alliance provided the investigators with 
evidence that the computers in use were not the property of 
the organization, forcing the police to seek a new court 

order to confiscate them. Staff members claim that the police 
have conducted four other investigations of the NGO over the 
past week. 


5. (SBU) Chelysheva reported that the authorities were also 
investigating the Nizhniy Novgorod Center to Support Migrants 
and have directed the center\'s director, Almaz Choloyan, to 
remain in the city. The investigation involves accusations 

that Choloyan illegally using a stolen or counterfeit 

Ukrainian border stamp on an immigrant\'s passport -- charges 
that Choloyan denies. Investigators have searched Choloyan\'s 
apartment and office, confiscating materials including the 
passports of several immigrants. According to Chelysheva, 
FSB officers questioned Choloyan for several hours and asked 
about her relations to Dmitrievskiy. 


Human Rights Ombudsman Observing from the Sidelines 
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6. (SBU) Before news of this week\'s investigations was made 
public, the Deputy Ombudsman for Human Rights Grigoriy 
Kunadze told Embassy that he was aware of Dmitrievskiy\'s case 
and the legal process to impose new restrictions on his 

parole. He noted that the Ombudsman\'s office had considered 
making a statement, but decided against such a move, 
primarily because Dmitrievskiy had not asked to have the case 
reviewed. (The Ombudsman\'s office generally requires a 
request from alleged victims before acting.) He later mused 
that some activists purposely do not appeal to the Ombudsman 
office because they prefer to play the role of victim -- 

perhaps an indirect reference to Dmitrievskiy. 


7. (SBU) Dmitrievskiy and Chelysheva now face the challenges 
of finding computers to revive the Foundation\'s work; 
formulating their appeal to the MVD against what they see as 

a violation of legal procedures; and waiting for what they 

expect to be further legal action. Dmitrievskiy expects more 
pressure as the December 2 Duma elections approach, with the 
Nizhniy Novgorod Governor taking additional steps to 
undermine the \"Other Russia\" opposition movement in his 
region. Prilepin\'s Novaya Gazeta also faces the challenge of 
buying computers and restoring operations, without the 

benefit of the broader support that Dmitrievskiy and 

Chelsyeva enjoy in Russia and abroad. Chelysheva also told us 
that because the RCFS is now headquartered in Helsinki, she 
and Dmitrievskiy enjoy good, supportive relations with the 
Finish government, which could help to bring international 
attention to their situation. 


8. (C) Comment: We have not seen similar campaigns to 
target organizations linked to the \"Other Russia\" opposition 
movement in other regions, suggesting that these 
investigations are independent actions by the regional elite 

to silence what they may see as a particularly \"problematic\" 
local adversary -- Dmitrievskiy and his allies. By seizing 

the computers of Novaya Gazeta and the Foundation to Support 
Tolerance, the regional officials effectively triangulated 
Dmitrievskiy. If these tactics are successful in neutralizing 

the opposition over the longer term, we may well see them 
deployed by other regional elites. Past practice suggests, 
however, that the local authorities may ultimately relent 
somewhat, now that they have served warning with these raids 
on the eve of the official election campaign. 
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E.O. 12958: DECL: 08/30/2017 
TAGS: PREL, KREC, ASEC, ER 
SUBJECT: LONG-AWAITED MEETING WITH MFA YIELDS LITTLE 


Classified By: CDA Jennifer A. McIntyre, for reasons 1.4 (b) 
and (d). 


1. (C) Summary: In the absence of a direct response from 
the Government of the State of Eritrea (GSE) regarding the 
August 10 notification to close their consulate in Oakland, 
California, Charge d\'Affaires requested a meeting with 
representatives of the Ministry of Foreign Affairs (MFA) to 
discuss U.S.-Eritrean relations. During the August 24 
meeting with MFA acting Americas Director Elsa Haile, Charge 
emphasized the importance of reopening a dialogue; in 
particular encouraging the MFA to address the Embassy\'s 
still-unresolved bilateral problems which resulted in the 
Oakland closure, and to discuss Eritrea\'s activities 

vis-a-vis Somalia in view of A/S Jendayi Frazier\'s August 17 
statement regarding the possibility of Eritrea being added to 
the State Sponsors of Terrorism List. Haile sidestepped the 
bilateral issues by directing Charge to raise them with the 
MFA\'s Protocol Division. She commented that the GSE\'s 
primary foreign policy was resolving the border dispute with 
Ethiopia. Somalia was a \"side issue\" and the U.S. has been 
using Somalia as a pretext for derailing discussion on the 
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border. Not unexpectedly, the meeting produced no positive 
forward momentum. Haile staunchly maintained the position 
that the bilateral decisions were not within the America\'s 
division purview and policy discussions could only be 
addressed at more senior government levels. End Summary. 


2. (C) On August 24, Charge d\'Affaires and Poloff (notetaker) 
met with Elsa Haile, MFA Director of the Multilateral and UN 
Organizations Division (and currently acting Director for the 
Americas), Tiagese Kiflezge, desk officer for the Americas 
(notetaker) and Biniam Berhe Tewolde, also of the 
Multilateral and UN Division (notetaker). Charge opened the 
meeting by expressing her deep concern over the state of 
bilateral relations and emphasized the critical need to renew 
dialogue on both operational and policy issues to halt this 
downward spiral. On operational issues, she noted that the 
Embassy\'s inability for over a year to engage the GSE in 
discussions on lifting overwhelming operational restrictions 
had finally resulted in the reciprocal measure of ordering 

the closure of Oakland. Charge provided details of the many 
GSE-imposed restrictions and their impact on U.S. Embassy 
operations to include: inability of diplomats to travel 

outside of Asmara; interference with the diplomatic pouch; 
refusal of official visas for U.S. temporary duty (TDY) 

staff; delays in registering personal vehicles of U.S. 
Embassy personnel; and the MFA\'s refusals to grant meetings 
with GSE officials. The Charge requested the MFA set up a 
forum for discussion and eventual resolution of these 

critical issues, noting that the continuation of these 
restrictions would eventually restrict U.S. Embassy 
operations to such an extent that we may be unable to 
continue operations in Asmara. She concluded by urging a 
joint proactive approach to addressing these problems, adding 
that reciprocal restrictions which have been levied on the 
operations of the Eritrean Embassy in Washington could be 
quickly lifted if we were permitted to operate freely and in 
accordance with international norms. 


3. (C) Moving to policy issues, Charge expressed her concern 
about the absence of any direct and open dialogue to date on 
Somalia. She referred to A/S Frazier\'s August 17 statements 
concerning the possibility of Eritrea being included on the 
State Sponsors of Terrorism List and the UN monitoring 
group\'s report detailing delivery of Eritrean material 

support to violent groups in Somalia. She emphasized that a 
placement of Eritrea on the State Sponsors List ill-served 
both countries, noting that countries that have been placed 
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on the list in the past (like Libya and Sudan) have found it 
very difficult to have the designation lifted. Charge urged 

the MFA to propose to the appropriate GSE office to open a 
discussion on our respective governments\ positions in 
Somalia. Such discussion would not have to occur in Asmara, 
but could be addressed through other avenues, such as the 
Eritrean Embassy and State Department officials in 
Washington. She added that our Embassy would be happy to 
meet, or facilitate meetings with, any designated GSE 

official on this topic. 
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4. (C) Elsa Haile thanked Charge for the briefing and noted 
that as she was not completely familiar with all of our 
bilateral issues, she would not be able to respond to all of 
the points raised during this meeting. Regarding the 
operational problems mentioned by Charge, she stated that 
with the exception of the travel restrictions, all GSE 

actions responded to U.S. actions against Eritrea. Tiagese 
Kiflezge joined in, asserting that the GSE\'s refusals to 
issue official TDY visas was in response to U.S. Embassy 
Asmara\'s denial of visas to members of the People\'s Front for 
Democracy and Justice (PFDJ) traveling on diplomatic 
passports during 2003-2006. Although pressed for more 
details, Kiflezge provided none. (Note: Post presumes 
Kiflezge was referring to the numerous cultural groups who 
have applied in previous years to travel to the U.S. for 
Eritrean cultural festivals. While sponsored by the PFDJ, 
these individuals are assuredly not diplomats nor diplomatic 
passport holders. Many of these individuals have proven to 
be unqualified visa applicants. End Note.) 


5. (C) Per the other GSE restrictions, Kiflezge cryptically 
commented that the Eritrean restrictions on the diplomatic 
pouch \"had nothing to do with our consular services and 
closure.\" The travel restrictions, continued Haile, were in 
place because of national security concerns and applied 
equally to all diplomats. She noted that the U.S. has not 
taken reciprocal action against Pakistan which also has 
travel restrictions based on security concerns. Charge 
explained that while the U.S. Mission notifies the Pakistani 
government in advance of the travel of our personnel, we are 
not denied permission to travel through most of the country, 
as in Eritrea. She added that our Embassy security personnel 
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were eager to cooperate with police and security personnel, 
noting that our new Regional Security Officer had been 
seeking, unsuccessfully to date, meetings with the Police 
Commissioner and other security professionals. Haile did not 
acknowledge Charge\'s invitation to work collaboratively with 
the Embassy on security issues, only repeating that the 

travel restrictions were a matter of national security. 


6. (C) Wrapping up the discussion on operational problems, 

Haile told Charge that these issues fall under the purview 

of the Office of Protocol, and directed the Charge to raise 

these issues with them. Haile commented that the Eritrean 
Embassy in Washington D.C. should be accorded the same access 
to the Department. Charge assured her that our Department 
officials would be happy to grant any requests for meetings 

by the Eritrean Embassy. In the end, Haile did acknowledge 

that the GSE views our operational difficulties as \"an 

outcome of policy.\" 


7. (C) Turning to Somalia, Haile stated that Eritrean support 
for the Council for Islamic Courts did not constitute support 
for terrorists against American interests, but rather was an 
effort to ensure security in the region. Biniam Tewolde 

added that Eritrea is itself a victim of terrorism, 

commenting that the GSE does not admit into Eritrea any 
individuals named on the UN terrorism lists. Haile asserted 
that the allegations in the UN monitoring report were untrue. 
She stated, \"We are not harboring terrorists. Since day one 
we have made it clear what we stand for. You know Eritrea is 
not sponsoring or harboring terrorists. Our priority is the 
border issue; we don\'t accept anything that is a side issue.\" 
The Charge acknowledged having read the President\'s denials 
of the UN allegations in official media statements. If the 

UN charges were false, Charge reasoned, the GSE had even more 
reason to support an open dialogue with the U.S. Charge 
cautioned that while the GSE might view Somalia as a \"side 
issue\", the U.S. certainly does not and failure to address 

this impasse could have a very adverse, long-term impact on 
our relationship. Haile did not address Charge\'s proposal 

for further dialogue, stating that the MFA could not discuss 
Somalia policy which had to occur at a higher level. 
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8. (C) Reverting to a favorite GSE subject for grievance, 
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Haile repeated the oft-heard tale of John Foster Dulles\' 
position during the 1952 referendum, commenting that the U.S. 
never wanted Eritrea to exist. However, she added, \"even 
though we have that in our mind, we are working for the best 
for the U.S.\" She further said she has never been instructed 
to work against the United States ) rather, her instructions 
have been to work together with the U.S. Adding that Eritrea 
is small but a sovereign nation, she closed the meeting on 
the rhetorical question, \"Why does the U.S. create 
unnecessary disagreements ?\" 


9. (C) In our first official meeting with the MFA since the 
Oakland closure announcement, Post had hoped for a more 
productive discussion about the perceived steps and missteps 
that brought our governments to the present state of affairs. 
Even a heated disagreement would have been welcome. Instead 
our MFA interlocutors offered little in the way of 

discussion, avoiding our openings to address both Oakland and 
the State Sponsors of Terrorism List. Nor did they express 

any interest in further discussion. Our Americas Department 
interlocutors have clearly passed the buck to Protocol, and 
recused themselves from any responsibility in the 
decision-making process. While we have requested a follow-on 
meeting with the Protocol Department to discuss the 
operational issues, we have little hope this meeting will 

produce anything new as our interlocutors will be the same 
individuals who have not addressed these problems over the 
course of the last year. 


10. (C) Post is not surprised, but nonetheless disappointed, 
to find that the MFA\'s go-to person for International 
Organizations, the UN and the Americas finds herself too 
junior to discuss core GSE policies, and views Somalia as a 
minor issue in shaping Eritrea\'s future. While the meeting 
yielded little in the way of productive information or 

forward momentum in resolving any of our bilateral problems, 
it did demonstrate again that the true power, influence and 
decision-making for the GSE\'s foreign policy lies outside the 
MFA. End Comment. 
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E.O. 12598: N/A 
TAGS: EAIR, ECIN, EFIN, ECON, GV 
SUBJECT: NEW AIRPORT IN THE WINGS FOR GUINEA? 


1. (SBU) On August 29, Econoff met with Chief of the Air 
Transportation Division at the Guinean Ministry of Transportation, 

Sekou Oumar Thiam. M. Thaim confided that the Government has 
identified a site for a new international airport in Guinea. The 

location is south of Conakry, near Forecariah, on the road to Sierra 
Leone. He said that due to lack of available funds, and other 

competing government priorities, the project does not have a start 

date. However, he expressed hope that the new consensus government 
would soon recognize the value of a new airport for the promotion of 
tourism and trade and get the project started. 
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E.O. 12958: DECL: 08/31/2017 

TAGS: PGOV, KISL, PINR, ID 

SUBJECT: NATIONALIST PDI-P PARTY TRIES TO STRENGTHEN ITS 
ISLAMIC CREDENTIALS 


REF: JAKARTA 002374 
Classified By: POL/C Joseph Legend Novak, Reasons 1.4 (b,d). 


Summary 


1. (C) The Indonesian Democratic Party-Struggle (PDI-P) 
party\'s nascent Islamic wing, Baitul (House) Muslimin (HM), 
is just getting off the ground. PDI-P, led by former 

president Megawati Soekarnoputri, is putting a lot of effort 
into building up the group. The grouping, which is closely 
linked with her husband, was clearly formed to boost PDI-P\'s 
Islamic credentials and its prospects in the 2009 national 
elections. Many doubt that it will be effective in drawing 
support to PDI-P, however. End Summary. 


2. (C) The PDI-P-linked HM is still getting off the ground. 

During its first national meeting held on August 25 in 

Jakarta, HM leaders agreed to combat radical Islam by 

promoting pluralism, moderate Islam, and Indonesian 

nationalism by using the country\'s nationalist Pancasila 

doctrine. Representatives from Muhammadiyah, Nahdlatul Ulama 
(NU), and the Muslim Students Organization (HMI) attended. 
(Note: NU and Muhammadiyah are Indonesia,s two largest 
mass-Muslim organizations with a combined 65 million 

followers.) 


3. (C) Former president Megawati earlier this month 
announced a new line-up of heavy-hitting advisors for HM. 
Its key officials include: 


-- Syafii Maarif, former Muhammadiyah Chairman; 

-- Saig Agil Siradj, NU executive chairman; 

-- Faisal Basri, economist and former Secretary General of 
the National Mandate Party (PAN); 

-- Mohammad Sobari, former editor-in-chief of Antara, 
Indonesia\'s official news agency; 

-- Maj. General (Ret.) Cholid Ghozali, former head of the 
small Reform Star Party (PBR); and, 

-- Maj. General (Ret.) Adang Ruchanyanta, a longtime PDI-P 
insider. 


Column 3 


4. (C) Other individuals associated with the party, though 

not official members, include: noted moderate Islamic scholar 
Azyumardi Azra; ultranationalist former Army Commander 
Ryamizard Ryacudu; Lt. General (Ret.) Suaidi Marassabesy; 
and, Judicial Commission head Busyro Mugodas. 


5. (C) HM insiders say that for now they are operating out of 
PDI-P\'s headquarters, though by the end of 2008 they hope to 
have their own offices in villages across Indonesia. South 
Sumatra, South Sulawesi, and West Java will be among the 
first branch offices HM sets up, contacts told poloff. 

(Note: PDI-P, along with Golkar, is one of the few Indonesian 
parties that can truly claim a national presence.) HM also 
eventually plans to open international offices, including in 

the U.S. and Saudi Arabia, to cater to Indonesians living 
abroad and to promote inter- and intra-faith dialogue. 


6. (C) Contacts describe MegawatiWs husband, Taufik Kiemas, 
as the driving force behind HM. While Megawati attended some 
of the initial meetings between PDI-P leaders and their 
counterparts in Muhammadiyah and NU, Taufik did most of the 
talking, according to Gunawan Hidayat, the chairman of 
Muhammadiyah Youth. HM chairman Hamka Haq told poloff that 
the wing\'s name, which translates to \"home for nationalist 
Muslims,\" was drawn from a speech Taufik once delivered. 
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From the outset, Taufik clearly sought to draw NU and 
Muhammadiyah cadre into this new organization even before its 
official launch in March 2007: as early as December 2006, 

for example, Taufik used a meeting with NU head Hasyim Muzadi 
and Rozy Munir, head of NU\'s international relations board, 

to call upon NU members to join HM once the wing was formed. 


7. (C) Not surprisingly, other rival Islamic leaders with 
political aspirations view HM as little more than a political 
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prop for PDI-P. Former presidential candidate Amien Rais on 
August 14 told poloff that he expects HM will only pay lip 
service to Islamic issues and that he does not view itasa 
political threat to his National Mandate Party (PAN). Rozy 
Munir of the NU on August 15 told Pol/C that he does not 
think many NU members will heed the call to join HM. Munir 
doubted HM would help PDI-P\'s chances in the 2009 national 
elections. (FYI: Munir is slated to be Indonesia,s new 
Ambassador to Qatar.) 


8. (C) If HM develops as its leaders hope, it could provide 

an additional counterweight to the conservative voices that 

in recent years have dominated Indonesian Islamic discourse. 
Nevertheless, the wing\'s political affiliation with a 

well-known nationalist/secularist party may undermine its 
effectiveness, according to contacts. The inclusion of 
respected apolitical figures like Syafii Maarif does give new 
weight to HM\'s Islamic credentials. That said, it may not be 
enough to overcome traditional stereotypes about PDI-P as a 
secular party too closely linked with Christian and Chinese 
Indonesians. 
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E.O. 12958: N/A 

TAGS: EAID, PGOV, PHUM, PREF, PINS,CE 

SUBJECT: SRI LANKA - DCHA/FFP MONITORING REPORT ON WORLD FOOD 
PROGRAM (WFP) PROTRACTED RELIEF OPERATION 


1. (U) Summary: From July 7 - 13, 2007, USAID/DCHA Food for Peace 

Asia Team Leader (FFP/TL) Matthew Nims and USAID/DCHA Food for Peace 
Officer Katey Schein (FFP/O) visited Sri Lanka to monitor the WFP 

Protracted Relief and Recovery Operation (PRRO) which receives U.S. 

Title Il Emergency Assistance. During the visit, FFP/TL and FFP/O 

visited multiple sites and discussed future funding contribution 

possibilities with the mission and WFP. 


2. (U) FFP/TL and FFP/O traveled with WFP and USAID Sri Lanka staff 
to Trincomalee and Batticaloa to: monitor internally displaced 
persons (IDP) and recent returnee general food distributions; meet 
with local government officials; visit WFP warehouse and 

distribution centers; observe returnee arrival process; speak with 
maternal child health beneficiaries; observe school feeding 

activities; and discuss the current humanitarian situation with UN 

and INGOs. In Colombo, the team met with representatives from the 
Ministry of Nation Building, Estate Infrastructure and Development 
(NBEID) in Colombo to discuss food security and the WFP operation. 
End Summary 


3. (U) Background: WFP implements a PRRO in Sri Lanka that has 
provided assistance to over 1 million persons since 2005. The PRRO 
includes the following components: vulnerable group feeding, food 

for work, mother child nutrition and food for education. 
USAID/DCHA/FFP contributed 5 million USD to the WFP PRRO in May 
2007. The in-kind donation of lentils, vegetables oil and wheat 

flour will arrive in country in August. FFP is in the process of 

making a second contribution to the WFP operation. 
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4. (U) The team traveled with WFP to an IDP center to observe food 
distributions to populations affected by the ongoing civil conflict. 

The camp manager is doing an impressive job coordinating the 
assistance from various NGOs and government offices. Reports were 
very well maintained. The camp was well organized into volunteer 
groups where the members of the camp would organize various 
activities, i.e., sports for children. 


5. (U) The team visited the Trincomalee WFP regional distribution 
center. As the major wheat processing plant for Sri Lanka is 

located in the port of Trincomalee, WFP uses Trinco as a base from 
which to distribute the wheat flour to the operations throughout Sri 

Lanka. Most of the time, the processes and procedures WFP has 
developed with the Government of Sri Lanka (GSL) enable smooth 
transportation of commodities throughout the country, despite the 
numerous military checkpoints. However, WFP and the GSL are working 
to further improve the systems in place. 


6. (U) The team observed a returnee arrival process in 
Eachchilampattai Division as IDPs who had left Vaharai in Batticaloa 
were returning via ferry and going through the identification 

process. Part of this process included a distribution of a two week 
ration of food aid from the GSL per person in the household. After 
the two weeks, WFP will provide further rations for the returned 
families for a time period still to be determined. 


7. (SBU) The team met with local Muslim fishermen whose livelihoods 
have been severely affected by the conflict. The men described the 
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negative impact of the restrictions on the times and locations they 
are permitted to fish. Further, members of the Karuna paramilitary 
group have been engaging in extortion of businesses and control of 
the fish markets. 


8. (U) The team spoke with IDPs who were receiving WFP food aid and 
staying in local churches. The majority of the IDPs were women and 
elders as most of the young men and children had left the area 
temporarily to live with families in other districts. Some 

expressed concerns that the fighting would resume and force them to 
leave again; others were looking forward to returning home. All had 
received sufficient commodities from the recent WFP distribution. 


Column 3 


9. (U) The team visited a World Vision (WV) general distribution 
facility. WV was coordinating well with WFP and the GSL in filling 
gaps in food aid distributions and ensuring the needs of the 
beneficiaries were being met. 


10. (U) The team visited two large IDP camps that have been in 
operation for months and witnessed the distribution of flour, 
vegetable oil, sugar and lentils. The operation was running very 
efficiently. 


11. (U) The team visited and spoke to representatives from a 
community that had recently returned. They were satisfied with the 
food commodities, but expressed significant concerns regarding 
safety and the lack of livelihood opportunities given the numerous 
land mines that prevented planting of crops. 


12. (U) The team co-hosted a dinner with INGOs and UN agencies that 
are operating in Batticoloa. FFP found it very informative to hear 

what other activities were ongoing and to understand how the 
international community works together and assists each other. 


13. (U) The team visited a principal WFP warehouse and watched 
commodities being loaded into trucks for delivery. The warehouse was 
well maintained and sanitary. WFP had taken sufficient precautions 
to ensure the drivers were protected while in the district. 


14. (U) The team visited a maternal child nutrition center and the 

end use distribution of commodities for pregnant and lactating 
mothers and young children in a local co-op. The co-op also stocked 
additional, basic household commodities. 


15. (U) The team witnessed a school feeding distribution of rice and 
dahl for both the local children attending the traditional school 
and to IDP children who were attending a temporary school. 


16. (U) On July 12, 2007, FFP, USAID mission and WFP attended a 
meeting in Colombo with representatives from the MNBEID. The main 
issues raised were as follows: 


(a) (U) Food aid should never be used as a political tool; 
transparency and accountability must be maintained through proper 
monitoring and reporting; and WFP must have continuous access to 
beneficiaries. The donors hold WFP accountable, but as the 
implementing agent, MNBEID must help WFP meet these standards. 


(b) (U) Collaboration between WFP and the government at a local 
level is good but there is room for improvement. In Trincomalee, it 
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was reported that food had been delayed, distributed in insufficient 
rations and sometimes used in incorrect ways. Dispatch levels here 
could be much higher if collaboration is strengthened, including 
through enhanced logistics and transport. GSL representatives 
explained the government is taking several measures to improve 
program implementation, including the adoption of new guidelines on 
good governance, transparency and accountability. 


(c) (U) WFP operations must increasingly focus on emergencies. 
Resources from USAID/FFP will be earmarked for the emergency 
component of the PRRO and not development activities in areas not 
affected by the conflict. 


(d) (U) Logistics collaboration needs to be strengthened - WFP is 
the lead United Nations agency for logistics and the government 
should draw on its expertise and experience. This can include joint 
approval of dispatch plans, guidelines on running of warehouses, 
etc. This is a priority for USAID; forthcoming large contributions 

of wheat, oil and lentils from USAID/FFP will put strain on an 
already stretched system, furthering the need to increase the 
logistical capacity of WFP. 


7. (U) Conclusion: FFP is supportive of the WFP operation in Sri 

Lanka and recommends a future FFP contribution to the PRRO in FY07 
to address the acute needs of the conflict affected persons in Sri 
Lanka. 

BLAKE 
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E.O. 12958: N/A 

TAGS: PREL, PGOV, ETRD, ECON, CG, CT 

SUBJECT: CENTRAL AFRICAN PRESIDENT VISITS DRC, PROMISES TO 
REOPEN BORDER 


1. (U) Central African Republic (CAR) President Francois 

Bozize promised to reopen the DRC-CAR border during an August 
23-24 visitto Kinshasa. The 24-hour visit, which included a 
one-hour meeting between Bozize and President Joseph Kabila, 
focused on DRC-CAR cooperation and the reopening of the 
border. Bozize characterized the two countries as having 

\"not a single cloud in our relations.\" 


2. (U) The border between CAR and DRC was closed in 2002 
after rebel forces of Jean-Pierre Bemba\'s Movement for the 
Liberation of the Congo (MLC) \"intervened\" during Bozize\'s 
rebellion against then-president of CAR Ange-Felix Patasse. 
The CAR subsequently asked the International Criminal Court 
(ICC) to investigate Bemba,s forces, which it alleged 
committed numerous atrocities. 


3. (U) Bozize said he had been waiting for the Congolese 
army (FARDC) to establish a presence in the area before 
reopening the border. (Note: The FARDC 10th Integrated 
Brigade is headquartered in Gemena, Equateur Province, the 
nearest major town to the border crossing at Zongo. End 
note.) 


4. (U) In response to a question raised at the press 
conference before his departure, Bozize said the CAR had not 
withdrawn its ICC complaint against Bemba. Bozize explained 
that the ICC,s failure to look into the complaint thus far 

was due to the \"long time\" needed by the ICC to gather all 
the proof it needs to proceed. 


5. (U) Comment: The CAR President is the latest high-level 
guest from neighboring countries to visit Kinshasa. Although 
DRG,s relations with the CAR are not as problematic as with 

its eastern neighbors, Kabila undoubtedly has no objection to 
Bozize keeping the heat on Bemba, who finished second in last 
year\'s presidential elections. Opening the border to 

legalized trade with the DRC may help stimulate economic 
activity that benefits people on both sides of the frontier. 

End comment. 

BROCK 
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E.O. 12958: DECL: AFTER KOREAN UNIFICATION 

TAGS: PREL, MARR, KS, KN 

SUBJECT: ROKG INTERNAL WRANGLING OVER NLL, A NORTH-SOUTH 
SUMMIT ITEM? 


Classified By: AA/DCM Joseph Y. Yun, Reasons 1.4 (b,d). 


1. (C/NF) SUMMARY. How the October 2-4 North-South summit 
should deal with the Northern Limit Line (NLL) is a major 
preoccupation for the South Korean government and the press. 
The issue is significant because the North has steadfastly 
refused to discuss a laundry list of military-to-military 

issues with the South until the NLL is resolved. Minister of 
Unification (MOU) Lee Jae-Joung\'s August 10 comment that the 
ROK could \"reconsider\" the NLL drew harsh criticism from more 
conservative arms of the government, particularly the ROK 
military, which lost several service members who were 

defending the line in past skirmishes with North Korea (9 
wounded in 1999 and 6 killed in 2002). National Intelligence 
Service (NIS) chief Kim Man-bok quickly rebutted Minister Lee 
by saying the NLL is a matter of ROK sovereignty. Defense 
Minister Kim Jang-soo meanwhile publicly urged that the issue 
be left out of the summit and that the DPRK side could raise 

it if it agreed to hold a meeting of the two defense 

ministers. Foreign Minister Song Min-soon dismissed the 
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media speculation during his August 20 meeting with the 
Ambassador, indicating the NLL would not be discussed 
substantively at the summit. But exactly how President Roh 
will respond in the likely event of Kim Jong-il raising the 
issue is far less clear. END SUMMARY. 


2. (C/NF) The July 1953 Armistice Agreement between the 
United Nations Command (UNC) and the North Korea People\'s 
Army (KPA) established the Military Demarcation Line (MDL) 
along the land border between the two Koreas. The Armistice 
did not similarly address the line at sea. In the East Sea, 

the NLL was established by extending the MDL out across the 
water north of the 38th parallel; this demarcation has not 

been contested by the North. In the West Sea, however, the 
NLL begins at the old Hwanghae-Kyonggi provincial border 
(commonly referred to as Line A-B) and most of the islands 
north and west of this line were ceded to the North, with the 
exception being five northwest island groups that remained 
under UNC control. The North has never disputed UNC control 
of these islands but has argued for control of the waters 
surrounding these islands. 


3. (C/NF) The NLL ostensibly served as a maritime control 
line, facilitated security of the 5 northwest island groups 

and provided a buffer between the opposing forces. 

Ironically, initially the NLL offered protection to the North 
because when the Armistice was signed the South held both 
banks of the Han River. Although the DPRK does not admit it, 
the North had tacitly recognized the NLL when it subsequently 
signed the 1992 Agreement on Reconciliation, Nonaggression, 
and Exchanges and Cooperation between South and North Korea 
(also known as the 1992 Basic Agreement), which specified 
that the two Koreas will respect \"the areas that each side 

has exercised jurisdiction over until the present time.\" 

Despite this formal understanding, North Korea maintains that 
the UNC\'s unilateral establishment of the NLL was not in 
accordance with international maritime law. Currently, 
maritime traffic traversing over the NLL does not, in of 

itself, represent an armistice violation. 


4. (C/NF) The NLL in the West Sea has been the source of 
controversy ever since, as each crabbing season fishermen vie 
for the best fishing grounds, frequently resulting in 

Northern fishing vessels and their accompanying DPRK patrol 
boats traversing the NLL. In 1999, North and South Korean 
naval forces clashed in the West Sea, resulting in the 
estimated loss of 30 North Korean sailors and one North 
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Korean patrol boat. In 2002, North and South Korean navies 
fought again in this region, resulting in six ROK sailors 

killed. Since the 2002 incident, the North and South have 
held six rounds of General Officer (GO) talks to ease 


tensions in the West Sea and pursue confidence building 
measures, but each round of talks has ground to a halt over 

the NLL impasse. Recognizing the sensitivity of the NLL, the 

two sides reached a 2004 agreement to establish a 
communications \"hotline\" for dealing with future NLL 

disputes, but that agreement was never implemented. The 
DPRK\'s demand to redraw the NLL to establish a common fishery 
area up to 10 kilometers south of the NLL without offering to 

share any fishing grounds to the north of it, has prevented 

any progress to resolve the issue. 


5. (C/NF) Nevertheless, in the weeks since the North-South 
summit was announced, there has been intense speculation from 
the ROK media and debate within the ROKG about whether, and 
how, the NLL would be addressed in the upcoming summit. The 
fierce internal debate centers on the nature of the NLL, 

spurred by MOU Minister Lee Jae-joung\'s comments calling for 
&reconsideration8 of the NLL. At the National Assembly on 
August 10, Minister Lee said that the NLL was demarcated as a 
\"security concept to prevent armed conflict,\" and \"not as a 
territorial concept,\" a description that many perceived to 

imply that the ROKG would offer to renegotiate the NLL at the 
upcoming Summit. NIS Chief Kim Man-bok immediately 
countered, saying that the NLL was of course a \"territorial 
concept\" and a matter of ROK sovereignty. Defense Minister 
Kim reiterated the long-held MND position that the NLL should 
be discussed only at ministerial-level talks and called for 

the North to abide by the 1992 Basic Agreement. 


6. (C/NF) The GNP\'s party spokeswoman said, \"Concession to 
North Korea over the NLL is tantamount to an act of 

treachery,\" comparing it to giving up Dokdo island, the 

subject of a long-term territorial (and emotional) dispute 

with Japan. Since disagreement over the NLL issue erupted 

into the open, there has been some effort on the part of the 
ROKG to smooth over the signs of friction. This included 

Blue House Spokesman Chun Ho-Sun,s public statement that 
despite appearances to the contrary, the comments by Minister 
Lee and NIS Chief Kim somehow did not offer different 
interpretations of the ROKG position on the NLL. ROKG 

officials from MOFAT, Blue House, and MND have, however, now 
begun to speak in common terms, emphasizing that \"the NLL has 


Column 3 

served as an actual maritime borderline to prevent a 
North-South armed clash since the Korean War\" and calling on 
the North to accept the current NLL and implement the 1992 
Basic Agreement. However, MND officials continue to insist 
that the topic not be raised at the summit until there is 

sufficient consensus within the ROKG. 


7. (C/NF) In an August 20 meeting with the Ambassador, 
Foreign Minister Song Min-soon dismissed media speculation 
that the NLL would be discussed substantively at the summit. 
He said that Minister Lee\'s statement that the ROK should 
reexamine the 2002 naval clash near the NLL to see if the 
South was at fault had no credibility. The ROKG had made 
clear many times to the DPRK that the NLL issue could be 
discussed only in connection with implementation of the 1992 
Basic Agreement, Song said. For that reason, the ROKG would 
continue to push for Defense Minister talks about the Basic 
Agreement. As a final comment on the issue, Song said the 
issues of land and sea needed to be dealt with together. 


8. (C/NF) With the 2002 naval clash, during which six South 
Korean sailors died, still fresh in the minds of many 

military leaders, conservatives have been quick to paint 
Minister Lee\'s comments as an example of how the Roh 
Administration cannot be trusted on matters of national 


security. It is thus unlikely the Roh administration will 

risk further damaging the presidential aspirations of 

progressive candidates by throwing more fuel on this fire. 

Our interlocutors from MOFAT and MND have also expressed 
their strong desire to keep the issue off the summit agenda. 

Still, it is doubtful whether this is more than wishful 

thinking, because Kim Jong-il will not want to pass up the 
opportunity to urge President Roh to somehow accommodate the 
DPRK request to redraw the line. This is most probably why 
MOU Minister Lee made his forthcoming public comments. 


9. (C/NF) How President Roh responds to such a request from 
Kim Jong-il is largely unknown. If the previous North-South 
summit in 2000 is any guide, the two leaders will have 

several long sessions, almost all of it off the record. Each 

side will convey their priorities, which they will take back 

as homework, to be revealed slowly over time in various 
venues. Therefore, our best guess is that there will be a 
summit discussion on NLL, but that a public breakthrough is 
highly unlikely, as that simply will not be acceptable to the 
South Korean public. The best outcome for both sides is to 
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put down a marker asking the defense minister to look into or 
even resolve the issue, which is similar to the current 
position of the ROK, but still meets the DPRK\'s objective of 
ultimately redrawing the line. 

VERSHBOW 
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1. (SBU) Summary. White House Council on Environmental Quality (CEQ) 
Chairman James Connaughton and U.S. Senior Climate Negotiator Harlan 
Watson discussed energy security and climate change strategy with 
senior Government of Indonesia (GOl) officials, NGOs and donors 

during a series of meetings on August 15-16 in Jakarta. All 

interlocutors appreciated the high-level visit and hoped that the 

U.S. would play an active role to make the December Conference of 
Parties 13 (COP 13) in Bali a success. The GOI and the U.S. agreed 

on the importance of using the September 27-28 Major Economies 
Conference in Washington to focus on a sectoral approach to 

improving energy security and reducing greenhouse gases. The GOI 
stressed the need to dovetail the Major Economies Conference process 
into COP 13. NGOs and donors urged strong USG attention to 
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incentives such as carbon trading to help preserve Indonesia\'s 

rainforests. GOI officials also briefed Connaughton on their biofuel 
development plans. During a meeting on August 15, United Nations 
Framework Convention for Climate Change (UNFCCC) Executive Secretary 
Yvo De Boer and Connaughton and Watson compared their planning 
assumptions and concerns for COP 13. End Summary. 


2. (U) Throughout the visit, Chairman Connaughton outlined the U.S. 
approach to the Major Economies Process. He noted that the September 
27-28 conference is the first in a series of (likely five) meetings 
pursuant to the President\'s May 31 initiative for a new 

international framework for climate change. The objective for the 
September meeting is to seek agreement on the process by which the 
major economies would agree on a post 2012 framework. The U.S. is 
asking that countries send delegations who can address the 
environmental, energy security and economic aspects of climate 
change. The U.S. delegation, which will be led by Chairman 
Connaughton, will include Under Secretary Dobriansky and senior 
representatives from the Department of Energy and Treasury. 


3. (U) Chairman Connaughton said that countries invited to the 
meeting would prepare reports on their domestic policy and energy 
situations that would likely include binding commitments at the 
national level - a potentially more effective approach than binding 
but unenforceable multilateral outcomes. Based on a review of the 
respective country portfolios, the delegations would identify the 
highest priority sectors for action plans. For example, coal, 
transportation, and land use/forestry are the three most important 
sectors affecting climate change. COP 13 in Bali should also focus 
on discussions within these priority sectors. 


4. (U) Connaughton explained that Indonesia is at the center of the 
climate change debate and a key international player that also 
happens to be host to COP 13. Indonesia is both a petroleum producer 
and consumer, has extensive forests and coral reef assets, possesses 
expanding biofuel and agricultural sectors, and is a major 

developing economy. Connaughton echoed this theme during press 
events with Tempo (Indonesia\'s leading weekly magazine), Metro TV, 
Associated Press and Suara Pembaruan (an Indonesian newspaper). 


5. (SBU) GOI Presidential Advisor Dino Djalal told Connaughton that 
the President Susilo Bambang Yudhoyono (SBY) had received President 
Bush\'s invitation for the Major Economies Meeting. The GOI supports 
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the process and is preparing its official response to the 

invitation. Indonesia must balance its economic development with 
environmental concerns and has particular interest in expanding 
biofuels, protecting coral reefs and seeking financial mechanisms 
(such as carbon trading) to protect rainforests. Djalal also 

presented Connaughton with a letter from President SBY to President 
Bush concerning the impact of climate change on coral reefs. The 
letter seeks U.S. support for a new multilateral partnership called 

the Coral Triangle Initiative (CTI). President SBY hopes to discuss 
the CTI at APEC in September and raise it formally at COP 13. Djalal 
also noted that he plans to accompany President SBY to the September 
24 climate change meeting, a side event of the 62nd UN General 
Assembly. 


6. (SBU) Connaughton reported that President Bush supports inclusion 
of coral reefs within the climate change agenda and that the U.S. 
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will be including such protection under the Tropical Forest 
Conservation Act. The U.S. also recognizes that forestry and land 
use are an important part of the sustainable development and climate 
change agenda and require careful attention. However, the global 
impact of current carbon trading mechanisms such as the Clean 
Development Mechanism (CDM) contains perverse incentives for 
entrepreneurs to increase emissions in exchange for CDM 
compensation. 


7. (SBU) During a meeting with senior Ministry of Environment (MOE) 
officials, Minister Rachmat Witoelar thanked Connaughton for U.S. 
leadership on convening the major economies on climate change. 
Witoelar will chair COP 13 and Emil Salim, Presidential Advisor on 
Environment, will lead the GOI delegation. Witoelar reported that 

the GOI is now formulating a national plan of action on climate 
change but will adjust the Indonesian plan in the context of other 
national action plans. Witoelar stressed the importance of staying 

in close communication on all climate change issues and dovetailing 
the Major Economies Process into COP 13 in order to make both 
successful. Witoelar also stressed coral reef and marine 
conservation issues. Connaughton offered to send to MOE information 
about U.S. marine habitat and fish stock restoration programs. 


8. (SBU) Connaughton also solicited the views of Ministry of 

Forestry officials on how the U.S. could assist Indonesia on illegal 
logging and sustainable forest management. The officials appreciated 
U.S. assistance to date, and expressed optimism that these issues 
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would be an important part of the COP 13 discussions. 


9. (SBU) During a dinner discussion with key GOI officials, Emil 
Salim emphasized the importance of identifying indicators of success 
for the COP 13 so that the meetings can be planned accordingly. 
Salim also stressed the need for addressing deforestation and 
sustainable forestry and stressed the urgency of addressing climate 
change immediately; he claimed that 2,000 Indonesians islands will 
likely be submerged within 20 years as a result of global warming. 


10. (SBU) During meetings with NGO and donor representatives, 
participants highlighted the challenge in Indonesia of addressing 
climate change adaptation (including disaster preparedness) and 
deforestation. One NGO representative explained that the GOI has 
begun to focus more on adaptation, adding that, for example, the 
Ministry of Agriculture has assigned a team to assess the 
agriculture industry\'s technical capabilities to deal with the 

effects of climate change. Donors referred to other challenges, 
including a lack of statistics on climate change. Donors added that 
climate change adaptation and disaster preparedness are key focus 
areas and proposed that the international community develop a 
private-public partnership to finance disaster insurance for 
developing countries, with premiums set based on each country\'s 
disaster preparedness level. 


11. (SBU) Participants uniformly saw value in carbon funds for 
preventing deforestation, pointing to a lack of incentives for 

forest conservation. They noted, however, that questions about 
forest land ownership and to whom these funds would be paid 
currently limit their feasibility. Meeting participants agreed that 

most timber is harvested for products other than fuel but noted that 
increasing demand for biofuel development has led to an increase in 
deforestation to clear space for oil-palm plantations. 


12. (SBU) Both NGOs and donors emphasized the importance of 
balancing energy needs and biofuel development with environmental 
concerns. Donor representatives noted that the GOI is trying to 
address growing energy demand by investing in both new coal plants 
and biofuel development, and requires more international assistance 
to combat deforestation and address energy demand. They noted the 
potential for Indonesia to develop nuclear energy and adopt clean 
coal technology. Both the World Bank and Asian Development Bank 
(ADB) representatives noted that the two institutions do not 

consider nuclear energy projects, but are starting to consider clean 
coal projects based on increasing member country requests to 
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research the economic and environmental impacts of clean coal. 


13. (U) Indonesia is pursuing policies to increase production of 
biodiesel to 20 percent of total consumption by 2025. According to 
members of the Indonesian National Biofuel Development Team (NBDT), 
this is part of an overall plan to increase biofuel use to 22.26 

million KL -- or 5 percent of Indonesia\'s total energy mix -- by 

2025. NBDT Chief Executive Alhilal Hamdi dismissed concerns about 
the environmental impact of oil-palm plantation development, arguing 
that total acreage under cultivation is relatively small and growth 

will be in already non-forested areas. He said that Indonesia and 
Malaysia are working to create a certification standard for 

sustainable oil-palm production, and that they are considering a 
public relations campaign later this year to address the negative 
publicity about oil-palm. Hamdi highlighted interest in developing 
genetically modified jatropha seed as a biofuel source, and welcomed 
U.S. cooperation in this effort. Connaughton affirmed the importance 
of establishing standards and setting the right blends of 
transportation fuel to ensure the long-term success of biofuel 


policy. 


14. (SBU) At a side meeting on August 15, UNFCCC Executive Secretary 
Yvo De Boer briefed Connaughton on his consultations with various 
parties concerning COP 13. De Boer noted that GOI preparations are 
proceeding well, and that the GOI is also enthusiastic about hosting 

a trade ministers meeting at COP 13, in addition to the planned 
finance ministers meeting. They both concurred that a new climate 
change agreement should consider options besides the CDM, and that 
all parties need to move away from the notion that cap and trade 
mechanisms are the only available tools. Connaughton also cautioned 
against further complicating COP 13 discussions by bringing in trade 
issues. 


15. (SBU) Connaughton described to De Boer how the September Major 
Economies conference would tie into COP 13. De Boer responded that 
President Bush\'s climate change initiative was \"significant\" and 

showed U.S. leadership. He conveyed that the Secretary General has 

not yet decided whether the UNFCCC, U.N. Environmental Programme, or 
Department of Economic and Social Affairs will represent the U.N. at 

the conference. Connaughton and De Boer agreed on the importance of 
clearly linking the September conference to the UNFCCC, in order to 


Column 3 

overcome the suspicion that the September conference and follow-on 
events are separate from the UNFCCC process. Connaughton solicited 
advice on how best to portray the conference, and De Boer suggested 
using the Secretary General\'s phrase of \"advance negotiations\" 
(rather than \"launch\") to allay suspicions that this will be a deal 
between the U.S. and its industrialized-country peers. 


16. (SBU) Appreciating the U.S. focus on national commitments under 
the Major Economies Process, De Boer asked that the U.S. clearly 
highlight the links to adaptation, mitigation, technology and 

finance in order to assuage the concerns of developing countries. He 
noted that the Secretary General\'s high-level meeting on climate 
change on September 24 will focus on these four areas. De Boer and 
Connaughton emphasized the importance of being flexible and keeping 
all options open, and promised to consult closely in the run up to 

the September conference and Bali. 


HUME 
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STATE FOR ISN/RA (RICHARD NEPHEW) 


E.O. 12958: N/A 

TAGS: MNUC, PARM, KNNP, IR, LG 

SUBJECT: LATVIA TO ATTEND OPEN-ENDED TECHNICAL SEMINAR ON 
UNSCR 1737 IMPLEMENTATION 


REF: STATE 119645 


1. (SBU) PolEconOff delivered reftel points August 28 to Inga 
Marcinkevica, Head of the Export Control and Strategic Goods 
Division at the MFA. Marcinkevica responded August 30 that 

the GOL is very interested in the September 26 Open-Ended 
Technical Seminar on UNSCR 1737 Implementation that will take 
place in Vienna. She stated that Girts Krumins, Deputy Head 
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of Strategic Goods Export Control Division at the MFA, will 
represent the GOL at the seminar. 

SELDOWITZ 
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E.O. 12958: DECL: 08/23/2017 

TAGS: SNAR, PINS, PREL, PGOV, ML 

SUBJECT: TUAREGS AND ARABS CLASH OVER DRUGS AND CASH IN 
NORTHERN MALI 


Classified By: POLITICAL OFFICER GLENN FEDZER FOR REASONS 
1.4 (B) and (D) 


1.(C) Sources in Kidal reported to us that a two vehicle 

convoy carrying cocaine under the protection of Kidal-based 
smuggler Hama Moussa was reportedly stopped in Mauritania 
sometime between 13-15 August near the Mauritanian village of 
Arikchach (actual location and/or spelling unknown) by 
Berabich under the direction of Ibrahim Handa and \"Lahsoune\". 
After removing the cocaine as a \"transit tax\" for passing 
through Berabich territory, the drivers and vehicles were 
allowed to continue to Kidal. Moussa and the drivers of the 
vehicles are ethnic Tuaregs from northeastern Mali, while 
Handa and Lahsoune (no further name given) are from the 
ethnically Arab Berabich clan of Northern Mali. 


2.(C) The cocaine was supposedly in transit from Morocco 

(where it had been shipped by air from South America) to 

Egypt or the Sudan, where smugglers would take possession of 

the cocaine for onward shipment to Europe or the Gulf States. 
Following the seizure, Moussa immediately began taking steps 

to recover the cocaine by force. Violence was averted when 

Moussa and Commandant Ould Bou Lamana, an ethnic Berabich and 
officer in the Malian DGSE (Director General for State 

Security), negotiated a cash settlement of 30 million 
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Algerian Dinars (a little under 450,000 dollars) in exchange 
for return ofthe cocaine and as an advanced tax on future 
trips. 


3.(C) The names of Moussa and Lamana have surfaced in other 
sensitive reporting, consistent with their roles in the drama 
described above. Commandant (Major-equivalent) Lamana has 
fed information to criminal and terrorist organizations in 

the past, and his exact role within State Security remains a 
mystery: a member of President Toure\'s staff was even 
overheard August 28 complaining about Lamana\'s involvement in 
a cell phone conversation with DGSE Director General Colonel 
Mamy Coulibaly. While the exact details of the complaint 

were unclear, it appeared Coulibaly was actively interceding 

with the Presidency to protect Lamana. The Kidal rumor mill 

at the source of this information inevitably loses or alters 

some of the facts in the retelling, but such reports are 

often surprisingly reliable, if not always completely 

accurate, and provide an intriguing if incomplete window into 

the drug trafficking and smuggling throughout the ungoverned 
regions of Northern Mali. 

McCulley 
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E.O. 12958: DECL: 08/23/2017 

TAGS: SNAR, PINS, PREL, PGOV, ML 

SUBJECT: TUAREGS AND ARABS CLASH OVER DRUGS AND CASH IN 
NORTHERN MALI 


Classified By: POLITICAL OFFICER GLENN FEDZER FOR REASONS 
1.4 (B) and (D) 


1.(C) Sources in Kidal reported to us that a two vehicle 
convoy carrying cocaine under the protection of Kidal-based 
smuggler Hama Moussa was reportedly stopped in Mauritania 
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sometime between 13-15 August near the Mauritanian village of 
Arikchach (actual location and/or spelling unknown) by 

Berabich under the direction of Ibrahim Handa and \"Lahsoune\". 
After removing the cocaine as a \"transit tax\" for passing 
through Berabich territory, the drivers and vehicles were 

allowed to continue to Kidal. Moussa and the drivers of the 
vehicles are ethnic Tuaregs from northeastern Mali, while 
Handa and Lahsoune (no further name given) are from the 
ethnically Arab Berabich clan of Northern Mali. 


2.(C) The cocaine was supposedly in transit from Morocco 
(where it had been shipped by air from South America) to 

Egypt or the Sudan, where smugglers would take possession of 
the cocaine for onward shipment to Europe or the Gulf States. 
Following the seizure, Moussa immediately began taking steps 
to recover the cocaine by force. Violence was averted when 
Moussa and Commandant Ould Bou Lamana, an ethnic Berabich and 
officer in the Malian DGSE (Director General for State 
Security), negotiated a cash settlement of 30 million 

Algerian Dinars (a little under 450,000 dollars) in exchange 

for return of the cocaine and as an advanced tax on future 

trips. 


3. (C) The names of Moussa and Lamana have surfaced in other 
sensitive reporting, consistent with their roles in the drama 
described above. Commandant (Major-equivalent) Lamana has 
fed information to criminal and terrorist organizations in 

the past, and his exact role within State Security remains a 
mystery: a member of President Toure\'s staff was even 
overheard August 28 complaining about Lamana\'s involvement in 
a cell phone conversation with DGSE Director General Colonel 
Mamy Coulibaly. While the exact details of the complaint 

were unclear, it appeared Coulibaly was actively interceding 

with the Presidency to protect Lamana. The Kidal rumor mill 

at the source of this information inevitably loses or alters 

some of the facts in the retelling, but such reports are 

often surprisingly reliable, if not always completely 

accurate, and provide an intriguing if incomplete window into 

the drug trafficking and smuggling throughout the ungoverned 
regions of Northern Mali. 

McCulley 
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DEPT. FOR EAP, EAP/MTS, EAP/MLS, DRL/PHD 
DOJ FOR FBI 


E.O. 12958: DECL: 08/31/2017 
TAGS: PGOV, PHUM, PINS, KJUS, ID 
SUBJECT: MUNIR: PROSECUTORS CONTINUE TO PRESSS HARD 


REF: A) JAKARTA 2111 B) JAKARTA 1223 
Classified By: Pol/C Joseph Legend Novak, Reasons 1.4 (B,D). 


1. (C) Summary: In an August 29 hearing, prosecutors in the 
case of murdered human rights activist Munir presented 
testimony to refute a key witness who had recanted his 
statement to police. A forensic expert also confirmed the 

time that police say the alleged murderer, Pollycarpus, 
poisoned Munir. These witnesses appear to have strengthened 
the case for the Supreme Court to retry Pollycarpus. End 
Summary. 


Poking Holes in a Recantation 

2. (SBU) In an August 29 hearing attended by poloff, the 
Attorney General\'s Office cross-examined a key witness in the 
Munir murder, Ongen Latuihamalo (known as Ongen). In earlier 
testimony, Ongen had recanted his statement to police that he 
was with Munir and Pollycarpus in Singapore at the time 

police allege Pollycarpus poisoned Munir on September 7, 2004 
(ref A). During cross examination in Central Jakarta Court, 
Ongen claimed that police investigator Brig. Gen. Mathius 
Salempang had pressured him into making his original 
statement by threatening to make him a suspect in the case. 
Ongen also said he was forced to remain in police custody for 
the duration of his questioning and denied that police had 

held him under voluntary witness protection. 


3. (SBU) Prosecutors called two police investigators to 
refute Pollycarpus\' recantation. Salempang said Ongen had 
requested that the police place him in protective custody and 
that his lawyer, Oshak Sihotang, also presented a written 
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request for protective custody. Ongen decided to testify and 
had his attorney with him during almost all the interrogation 
sessions, Salempang asserted. Finally, Salempang testified 
that Ongen and his attorney both signed Ongen\'s statement, 
affirming that it was given voluntarily. 


4. (SBU) An officer who was present at all of the 

interrogations, Senior Commander Pambudi Pamungkas, confirmed 
that Ongen\'s statement was made without coercion. He also 
confirmed the presence of an attorney. 


5. (C) Reviewing Ongen\'s testimony, human rights lawyer Usman 
Hamid, who is representing Munir\'s widow Suciwati in seeking 
justice, told poloff that police had told him that they 

originally had strong evidence implicating Ongen in the 

murder. However, because police had only one other witness 
who saw Munir with Pollycarpus, police needed Ongen as a 
witness instead, Hamid surmised. A \"Tempo\" newspaper 
reporter covering the trial also told poloff that his police 

sources told him that Ongen is a suspect and that Ongen was 

an undercover National Intelligence Agency (BIN) agent. 


Forensic Expert Testifies 

6. (SBU) A forensic toxicologist, | Made Agus Genggeng 
Wirasuta, also testified at the hearing. According to his 
analysis of the arsenic toxicology report, Munir\'s level of 
arsenic poisoning would have killed him between eight and 
nine hours after being poisoned. This evidence is key to 
proving that Munir was poisoned while transiting in 
Singapore. Still, Wirasuta has no expertise in arsenic 
poisoning so a more authoritative forensic expert will be 
needed if the case goes to the Supreme Court. Police could 
fly in either the Dutch forensic scientist who did the 
autopsy in Holland or the private American expert who 
examined Munir\'s arsenic level at a Seattle lab, Hamid told 
poloff. 


Prosecutors get High Marks 

7. (C) The next hearing is scheduled for September 12. The 
defense will have a chance then to counter the prosecution\'s 
case. After the defense rests, the court will decide whether 

to hand the case to the Supreme Court to retry Pollycarpus. 

At this point, human rights activists are giving the 

prosecution very high marks. The latest hearing appears to 
have strengthened the case for a retrial of Pollycarpus. 

(Note: Pollycarpus was released on December 25, 2007, after 
the Supreme Court acquitted him of murder charges, having 
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served time for the lesser charge of document falsification.) 
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STATE PASS USTR FOR CUTLER, BEEMAN, NEUFFER 
GENEVA ALSO FOR USTR 

NSC FOR TONG 

COMMERCE FOR 4410/MAC/OJ/NMELCHER 

PARIS FOR USOECD 


E.O. 12958: DECL: 08/31/2027 
TAGS: ECON, ECIN, PREL, ETRD, JA 
SUBJECT: METIS \"ASIAN OECD\" HAS FUNDING...BUT LITTLE ELSE 


Classified By: Charge d\'Affaires, a.i., Joseph R. Donovan. 
Reason: 1.4 (b,d) 


1. (C) Summary: The research institute initially 
conceived as part of Japan\'s \"ASEAN Plus Six" proposal 
for regional economic integration will be, at least at 

the beginning, a small, independent entity with no 

direct ties to any organization or model for regional 
architecture, according to an official of Japan\'s 
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Ministry of Economy, Trade, and Industry (METI) deeply 
involved in the initiative. METI, however, has left 

the decisions on location and staffing of the 

institute to the ASEAN Secretariat and is concerned 
about resolving these questions before the current 
Japanese funding for the initiative disappears at the 

end of March 2008. The METI official noted movement 
on an academic study of the \"ASEAN Plus Six\" proposal 
itself has been slow. On a related matter, the 

official indicated Japan\'s demand for special rules of 
origin for sensitive items remains the key area 

blocking the conclusion of a Japan-ASEAN free trade 
agreement. End summary. 


\"Asian OECD\" To Be Small, Independent Body 


2. (C) None of the details for the Economic Research 
Institute for ASEAN and East Asia (ERIA) -- the 
facility Japan proposed as part of its concept of a 
\"Closer Economic Partnership in East Asia\" (CEPEA) 
comprised of Japan, ASEAN, South Korea, China, 
Australia, New Zealand, and India -- have been worked 
out, according to METI Asia and Pacific Division 
Director Tetsuya Watanabe. Meeting with econoff 
August 30, Watanabe noted METI has JPY one billion 
(about USD 8.7 million at the current exchange rate) 
in its FY2007 budget for ERIA that needs to be spent 
by the March 31 end of the Japanese fiscal year. 
Consequently, it is important ERIA be established as 
soon as possible. At present, to take advantage of 
the available funding, METI is financing some initial 
research activities on a \"networking basis\" under the 
ERIA label through the Institute of Developing 
Economies of the Japan External Trade Organization 
(JETRO). 


3. (C) The decision on where to locate the ERIA has 
been left to the ASEAN Secretariat. Candidates for 

the institute\'s site have narrowed to Thailand, 

Malaysia, and Indonesia, with the decision to be 
announced at the East Asian Summit (EAS) meeting in 
November. Watanabe has been personally working with 
ASEAN Secretary General Ong Keng Yong on ERIA\'s 
creation. To begin with, Watanabe said, the ERIA -- 
characterized in the press as the precursor of a 

possible \"Asian OECD\" -- would likely consist of no 
more than 5-10 researchers with an equivalent number 
of staff. The head should be an eminent figure from 

one of the ASEAN states, although some Japanese might 
become ERIA staff members, Watanabe indicated. He 


Column 3 
hinted staffing the institute, also an ASEAN function, 
could prove problematic. 


4. (C) The ASEAN Secretariat, Watanabe explained, 
had long been looking to establish a policy research 
institute like ERIA to support ASEAN!\'s internal 

efforts at economic integration. As a result, the 
Secretariat had been eager to embrace that element of 


SIPDIS 

former Minister Nikai\'s regional integration proposal. 
Nevertheless, Watanabe emphasized, ERIA is intended to 
be a free-standing entity without direct ties to any 

other organization or institution. Watanabe 

acknowledged Japan would like the EAS to \"welcome\" the 
ERIA\'s creation but was not seeking any formal 
\"endorsement\" of the institute by the EAS or to attach 

it somehow to the EAS process. He stressed Japan is 
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working hard to dissociate ERIA from any particular 
proposal for a new regional economic architecture. 
Watanabe added that ERIA did not conflict with APEC. 
In fact, additional Japanese funds for the APEC 
Secretariat promised by METI Senior APEC Official 
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Nobuhiko Sasaki were actually coming from the money 
earmarked for ERIA -- a point, Watanabe stressed, the 
Japanese were not looking to advertise. 


CEPEA \"Track Two\" Study Slow Off the Mark 


5. (C) As for the CEPEA concept itself, the 
multinational academic study financed by Japan to 
examine the possibility of realizing an \"ASEAN Plus 
Six\" economic community has been slow to organize, 
Watanabe confessed. Although the study group had held 
two meetings, the most recent in August, the first 
session had been devoted purely to \"brainstorming\" 
while the second had only generated a list of topics 

for research. Watanabe acknowledged that the Japan- 
ASEAN August 25 joint statement had expressed 
\"expectations\" that the study would be completed by 
summer 2008, but he was not optimistic the study group 
could meet that timetable because no research has yet 
taken place. 
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6. (C) The study group itself contains several 
researchers who had taken part in the feasibility 
study for an ASEAN Plus Three economic community, 
which China has sponsored and which had been the 
trigger for the Japanese \"ASEAN Plus Six\" 
counterproposal in 2006. Notably, Keio University 
Professor Shujiro Urata, Chinese Academy of Social 
Sciences Asia-Pacific Institute Director Zhang Yunlin, 
and Korea Institute of International Economic Policy 
Lee Chang Jae -- all of whom were members of the 
earlier study group -- are participants in the CEPEA 
exercise. This is unavoidable, Watanabe indicated, 
because the pool of experts on this issue is 
exceedingly small. He noted that (ironically) Korea\'s 
Lee is also working on the ostensibly competing \"phase 
two\" study of the ASEAN Plus Three report. 


Rules of Origin Focus of FTA Negotiations with ASEAN 


7. (C) Watanabe cited rules of origin (ROO) as the 

main area of contention in the ongoing negotiations 

for an \"economic partnership agreement\" between Japan 
and ASEAN. Once the parties had reached agreement on 
the modalities for tariff reductions in the spring, a 
particularly tough set of negotiations with ASEAN had 
followed over the summer to establish the items the 
agreement would actually cover. Now those lists were 
complete, but contentious issues on rules of origin 
remain. In particular, Watanabe noted, Japan wants to 
put in place strict rules of origin for goods it deems 
\"sensitive,\" primarily agriculture products. (Note: 

The Japan-ASEAN joint statement released following the 
August 25 Economic Ministers\' meeting in Manila 
specifically states both sides \"expeditiously will 

proceed on the work of the text, including ROO\" in 

order to conclude their agreement by November 2007. 
End note.) The next session of the ROO working group, 
Watanabe said, takes place in Singapore in early 
September. 


8. (C) Although Watanabe confirmed the Japan-ASEAN 
agreement would be comprehensive in that it would 
include chapters on issues apart from trade in goods, 
such as services, investment, and intellectual 

property rights, he indicated those sections would 
contain little substance. The final text would simply 

call on both sides to endeavor to liberalize in these 
areas. Japan\'s individual bilateral agreements with 
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the major ASEAN economies -- all of which either are 
in effect or are pending final ratification -- will 

form the real basis for liberalization on non-trade 
issues, Watanabe stated. 


Comment: Still Not Much \"There\" There 


9. (C) Before becoming director of METI\'s Asia and 
Pacific Division in July, Watanabe was one of the 
creators of the ERIA proposal, having been tasked by 
former METI Minister Toshihiro Nikai in late 2005 to 
draft the outline for the CEPEA. Although METI 
successfully secured a substantial chunk of money for 
this fiscal year to fund the ERIA, it appears, not 
surprisingly, that establishing an actual institute, 

with ASEAN in the driver\'s seat, is proving more 
complicated than anticipated. It is uncertain, once a 
site for the institute is named, whether it will 

function as anything more than a conduit for money to 
flow to other, more established regional research 
entities like the Institute of Developing Economies -- 
a METI affiliate. 

DONOVAN 
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E.O. 12958: DECL: 08/31/2017 
TAGS: KS, MARR, PARM, PREL 


Column 3 
SUBJECT: ROK TO CONDUCT UAV HAESEONG-II FLIGHT TEST (S) 


Classified By: A/POL Brian D. McFeeters, Reasons 1.4 (b,d). 


(S) On August 30, Poloff received the following notification 
of a ROK Haeseong-Il UAV flight test Lee Hong-yup of the 
North America Division Ill, ROK Ministry of Foreign Affairs 
and Trade. 


BEGIN TEXT: 


In accordance with the ROK\'s New Missile Guidelines adopted 
on January 17, 2001, the ROKG would like to provide the USG 
with the planned date and location of the initial flight test 

and the information of the UAV as follows: 


(a) Name of the UAV: Haesong-Il 
(b) Planned flight-test date and place: Sep 13, 2007 at 
Anheung Proving Ground 
(c) Information of the UAV: 
1) Empty mass: approx. 1,000 kg 
2) Mass at start of cruise phase: approx. 1,280 kg 
3) Fuel Mass (usable fuel): approx. 270 kg 
4) Engine specific fuel consumption: approx. 0.8 
lom/lbf/hr at sea level static 
5) Engine Thrust: approx. 800 Ibf at sea level 
static 


END TEXT. 
VERSHBOW 
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E.O. 12958: N/A 

TAGS: MARR, MASS, PARM, PREL, PTER, RP 

SUBJECT: REQUEST FOR PM/WRA FUNDING FOR WEAPONS DESTRUCTION 
PROGRAM IN THE PHILIPPINES 


REF: A. 06MANILA3852 
B. EMAIL FROM PM/WRA MARK ADAMS 8/23/07 


1. This cable contains an action request for PM/WRA. See 
para 4. 


2. The Small Arms and Light Weapons destruction program was 
designed to reduce and remove the armed threat posed by 
terrorists, insurgents, and criminals. The program is 

currently undertaking demilitarization, decommissioning, and 
destruction of 32,726 captured and surrendered weapons stored 
in Philippine military warehouses. However, many more 
weapons remain to be destroyed, including not only those 
stored by the military but also those held by the national 

police. Joint U.S. Military Assistance Group - Philippines 
(JUSMAG-P) representatives continue to work with Philippine 
military officials and a local contractor to ensure that all 
weapons are destroyed and disposed of properly. 


3. Post received $150,000 for the program in FY06 and hopes 
to secure additional funding to expand the program in FYO8. 
Expansion of the program would allow post to address ordnance 
disposal, including outdated U.S. ordnance now stored near 
Corregidor Island, and would help eradicate several potential 
threats posed by improvised explosive devices throughout the 
Philippines. 


4. Action request: Post requests $300,000 in FY08 funding 
from the Office of Weapons Removal and Abatement for the 
continuation and expansion of the Small Arms and Light 
Weapons destruction program in the Philippines. Please 
advise if such funding is available for this purpose. 


KENNEY 


120636 

PP RUEHFK RUEHKSO RUEHNAG RUEHNH 

DE RUEHKO #4056/01 2430751 

ZNR UUUUU ZZH 

P 310751Z AUG 07 

FM AMEMBASSY TOKYO 

TO RUEHC/SECSTATE WASHDC PRIORITY 7148 
INFO RUEKJCS/SECDEF WASHDC PRIORITY 


Column 3 

RHEHAAA/THE WHITE HOUSE WASHINGTON DC PRIORITY 
RUEAWJA/USDOJ WASHDC PRIORITY 
RULSDMK/USDOT WASHDC PRIORITY 
RUCPDOC/USDOC WASHDC PRIORITY 
RUEAIIA/CIA WASHDC PRIORITY 

RUEKJCS/JOINT STAFF WASHDC//J5// 
RHHMUNA/HQ USPACOM HONOLULU HI 
RHHMHBA/COMPACFLT PEARL HARBOR HI 
RHMFIUU/HQ PACAF HICKAM AFB HI//CC/PA// 
RUALSFJ/COMUSJAPAN YOKOTA AB JA//J5/JO21// 
RUYNAAC/COMNAVFORJAPAN YOKOSUKA JA 
RUAYJAA/CTF 72 

RUEHNH/AMCONSUL NAHA 5362 
RUEHFK/AMCONSUL FUKUOKA 2935 
RUEHOK/AMCONSUL OSAKA KOBE 6561 
RUEHNAG/AMCONSUL NAGOYA 1930 
RUEHKSO/AMCONSUL SAPPORO 3672 
RUEHBJ/AMEMBASSY BEIJING 8748 
RUEHUL/AMEMBASSY SEOUL 4806 
RUCNDT/USMISSION USUN NEW YORK 5727","UNCLAS SECTION 01 OF 11 TOKYO 004056 


SIPDIS 
SIPDIS 


DEPT FOR E, P, EB, EAP/J, EAP/P, EAP/PD, PA; 

WHITE HOUSE/NSC/NEC; JUSTICE FOR STU CHEMTOB IN ANTI-TRUST DIVISION; 
TREASURY/OASIA/IMI/JAPAN; DEPT PASS USTR/PUBLIC AFFAIRS OFFICE; 

SECDEF FOR JCS-J-5/JAPAN, 

DASD/ISA/EAPR/JAPAN; DEPT PASS ELECTRONICALLY TO USDA 

FAS/ITP FOR SCHROETER; PACOM HONOLULU FOR PUBLIC DIPLOMACY ADVISOR; 
CINCPAC FLT/PA/ COMNAVFORJAPAN/PA. 


E.O. 12958: N/A 
TAGS: OIIP, KMDR, KPAO, PGOV, PINR, ECON, ELAB, JA 


SUBJECT: DAILY SUMMARY OF JAPANESE PRESS 08/31/07 


Index: 


(1) Interview with key cabinet ministers: Foreign Minister Nobutaka 
Machimura says becoming impatient would play into North Korean 
hands 


(2) Interview with Finance Minister Fukushiro Nukaga: Reviews 
previous policy from the public\'s viewpoint 


(3) Interview with Agricultural Minister Takehiko Endo 


Column 3 
(4) Agriculture Minister Endo intends to \"stay on\" in executive 
posts of three aid associations over political donations 


(5) Panel to produce proposals on collective defense in November; 
Some in ruling bloc reluctant to change government\'s interpretation 
of Constitution 


(6) Can Prime Minister Abe buoy up administration? First chapter in 
battle over Antiterrorism Law at extra Diet session 


(7) Facts about civilian control (Section 4): Thinking of SDF as 
Japan\'s new garrison-SDF in transformation (Part 5): 
Guidelines-Alliance bolstered behind tragedy 


(8) Estimated budget requests on table: Upper House election result 
likely to affect budget compilation; Requests center on five key 
items 
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(1) Interview with key cabinet ministers: Foreign Minister Nobutaka 
Machimura says becoming impatient would play into North Korean 
hands 


YOMIURI (Page 2) (Full) 
August 30, 2007 


-- What is your prospect for the upcoming second round of the 
Japan-North Korea working group on diplomatic normalization slated 
for Sept. 5? 


Machimura: The previous one was not fruitful. | expect the upcoming 
one to produce some results, since we had to some degree a 
preparatory meeting. Because North Koreans are skilful negotiators, 
it would be good if we took a step or even a half step forward in 

the talks. 


-- How do you define \"progress\" on the abduction issue? 


Machimura: There is little point in defining it. The moment we 
declare \"Japan\'s definition is this or that,\" we\'ll give the other 
side an excuse to argue against us. It\'s important to be ambiguous 
in the realm of diplomacy. 


-- The United States is impatient to achieve results. We are worried 
that the abduction issue may be left behind. 


Machimura: It will not easy to bring about a complete abandonment of 
their nuclear programs. They apparently are linking the possession 
of nuclear weapons directly to the survival of their state. | think 
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it is strange to believe that the nuclear issue will be resolved at 
an early date, and it will be difficult to resolve the abduction 
issue. If we become impatient, we could come to play into North 
Korea\'s hands. 


-- Do you intend to offer aid to North Korea, which has suffered 
from a flood? If you decide to do so, how do you explain about the 
relationship between aid and the basic principle of \"no aid without 
any progress on the abduction issue\"? 


Machimura: | don\'t think it is a good idea to link everything to the 
abduction issue. It was a natural disaster. Even in the past we have 
provided (aid) to that country, regardless of its principles and its 
social system. We are discussing how to help it. 


-- How about providing fuel oil? 


Machimura: The abduction issue is a matter of national concern. | 
think it is difficult to provide fuel oil (to North Korea) at a time 

when there is no (progress) (on the abduction issue). We will make a 
decision while carefully examining what results the upcoming 
Japan-North Korea working group (in the six-party talks) will 
produce. 


-- On the question of extending the Antiterrorism Special Measures 
Law, do you think the ruling bloc should be flexible enough to 
respond to discussion with the major opposition Democratic Party of 
Japan (DPJ or Minshuto) on revising the law? 


Machimura: The DPJ is a responsible opposition party in the Upper 
House, where it can get things done. Given this, | think it should 

not stick with the same attitude it had previously. At the time of 

the Gulf war, Ichiro Ozawa, now president of the DPJ, was the 
strongest advocate of the need for Japan to make a direct 
contribution at a time when other countries were doing the same. | 
expect him to come up with a responsible answer. The DPJ, too, is 
supposedly thinking that they need to take some kind of anti-terror 
measures. | believe both of us can reach a rational conclusion if we 
discuss what to do in order to achieve a common goal. Aside from the 
case where the DPJ may try to drive the ruling parties into 
dissolving the Lower House for a snap election, if both of us think 
about how to deal with the situation as a responsible member of the 
international community, | believe we can find an answer. 


-- Regarding the reform of the United Nations Security Council 
(UNSC), do you intend to consider a provisional reform plan like 
establishing a rule for reelection of the permanent UNSC member 
nations? 


Column 3 


Machimura: My concern is that if Japan declares at this point in 
time that it supports a mild reform plan, the move for reforming the 
UNSC would stop. 


(2) Interview with Finance Minister Fukushiro Nukaga: Reviews 
previous policy from the public\'s viewpoint 


ASAHI (Page 4) (Full) 
August 31, 2007 


-- The government has declared it would begin this fall discussion 
of a drastic reform of the tax system, including the consumption 
tax. 
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Nukaga: We\'ve promised the nation to increase the government\'s share 
of contributions to the basic pension within fiscal 2009. It is 

important to review the tax system, including the consumption tax, 

in order to secure a stable source of revenue for the pension 

programs. However, if the opposition bloc opposes our reform bill, 

no law will be enacted. | think it is important for the ruling 

parties to pull the major opposition Democratic Party of Japan (DPJ) 

into discussion. | want to give a detailed explanation to every 

party. 


-- The DPJ opposes a consumption tax hike. Do you think the DPJ will 
respond to your call for discussion? 


Nukaga: Winning a landslide victory in the recent Upper House 
election, the DPJ has now become a responsible party. | think the 
DPJ finds itself in a phase different from where it was before. In a 
matured democratic society, the ruling and opposition parties can 
discuss a safety net for the society and security issues. Now is a 
good opportunity to raise the level of politics. 


-- Former Finance Minister Omi was positive abut cutting the 
corporate tax in order to help firms increase their 
competitiveness. 


Nukaga: Big companies have growth potential, but small companies and 
local economies have been in an impoverished condition. How to 


revitalize them is an immediate task | am facing. 


-- What do you think should be changed in the previous fiscal 
management? 


Nukaga: We\'ve adhered to the structural reform line so as to enhance 
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the economy\'s vigor. This must be retained, but at the same time we 
need to review the previous policy from the public\'s viewpoint. 


-- Immediately after the Upper House election, some in the ruling 
Liberal Democratic Party (LDP) insisted that Prime Minister Abe 
should resign. How do you support the prime minister from inside the 
cabinet? 


Nukaga: It\'s incorrect to think that | assumed the post of finance 
minister to back Mr. Abe. | accepted the post in the belief that 
politicians are responsible for willingly dealing with how to 

maintain Japan\'s international competitiveness and such problems as 
what to do about the ever-increasing social insurance burden. The 
LDP suffered a stinging defeat in the recent Upper House election, 
but it is my belief that revitalizing the LDP, which for many years 

has played an important part in post-war politics, would benefit the 
nation. 


-- The top leader of the Development Bank of Japan, that of the 

Japan Bank for International Cooperation, and that of the National 

Life Finance Cooperation are all to serve out at the end of 

September. Do you choose the new top leaders from the private sector 
or from among former bureaucrats? 


Nukaga: Their jobs are important. | must install in those posts good 
persons in terms of their capabilities and insight. I\'ll appoint the 
right person for the right job. 


(3) Interview with Agricultural Minister Takehiko Endo 
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-- What is your view on conditions for importing US beef? 


\"The US sets as a criterion that the age of the cattle can be (up 

to) 30 months. What is important is to take technical steps to 
prevent specified risk materials (SRM) from being included in beef 
shipments. This is not a matter settled through 
government-to-government talks. We must carefully check whether 
appropriate technical measures are being taken.\" 


-- New multilateral trade liberalization talks (Doha Round) at the 
World Trade Organizations will move into full swing in September. 
What is your view on that? 


\"The proposal made by Agricultural Committee Chairman Crawford 
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Falconer, (to pave the way for future discussion,) is worthy of 
appreciation to a certain extent. However, the contents such as the 
number of important products in the agricultural area are harsh. We 
need to collect more information, but at present, | think it would 

be acceptable, provided that some revisions are made.\" 


-- The Democratic Party of Japan (DPJ or Minshuto), the number one 
party in the Upper House following the election, plans to introduce 
during the extraordinary Diet session a bill creating an income 
compensation system for individual farmers. 


\"We must deal with that issue, based on the reality that the 
opposition now controls the Upper House. However, | wonder whether 
such a proposal can gain the understanding of the public, since it 
would require an enormous amount of funding resources. We must be 
careful because if we earmark a budget to compensate farmers\' 
income, we would be criticized for scattering about pork-barrel 
largesse. 


-- What is your view on the possibility of revising the subsidy 
system applied to each crop type? 


\"There appears to be misunderstanding among farmers regarding 
requirements for becoming eligible for subsidies. Though | am not 
especially thinking of revising such requirements, | want to 
simplify the complicated procedures." 


(4) Agriculture Minister Endo intends to \"stay on\" in executive 
posts of three aid associations over political donations 


ASAHI ONLINE NEWS (Full) 
August 31, 2007, 12:06 p.m. 


In response to the case of the ruling Liberal Democratic Party\'s 
(LDP) Yamagata Chapter\'s 2nd Constituency Branch Office having 
received political donations from a subsidy-granting organization, 
Agriculture Minister Endo explained at a press briefing this 
morning: \"I intended to examine every item of expenditures, 
including the office expenses, but there was a mistake,\" 
apologizing: \"I offer my sincere apology for having caused trouble 
and worried you.\" 


It was the Yamagata Prefectural Livestock Industries Union that had 
contributed money to the LDP\'s local chapter. This union was granted 
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Agriculture & Livestock Industries Corporation, an independent 
administrative agency under the supervision of the Agriculture 
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Ministry, in 2004, the year before the union contributed to the 
local chapter. 


When asked about three agricultural aid associations, such as the 
National Agricultural Insurance Association (NAIA), in which he 
serves as an executive officer, Endo said he did not receive any pay 
from them. Endo intends to stay in an executive post. This means 
that he will concurrently continue to serve as the top officer of 

the Agriculture Ministry, the supervisory body of those aid 
associations. 


Endo served as director of the NAIA, chief director of the Yamagata 
Prefectural Agricultural Insurance Association, and chief director 

of the Okitama Agricultural Insurance Association, and received a 
total of 6.38 million annually as a pay from them. Reportedly, Endo 
will entrust the authority with the prefectural association\'s chief 
director to the deputy chief director and the authority with the 
Okitama association\'s chief director to the deputy chief director 
while he is in office as agriculture minister. 


(5) Panel to produce proposals on collective defense in November; 
Some in ruling bloc reluctant to change government\'s interpretation 
of Constitution 


YOMIURI (Page 2) (Abridged) 
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The government\'s Council for Rebuilding the Legal Foundation for 
National Defense, chaired by former Ambassador to the United States 
Shunji Yanai, yesterday basically finished discussion on four 
scenarios presented by Prime Minister Shinzo Abe. The council plans 
to finalize its views on remaining moot points in order to come up 

with a set of proposals in November urging the government to change 
its constitutional interpretation prohibiting exercising the right 

to collective self-defense to open the door for collective defense. 

But given Prime Minister Abe\'s weakening grip on his administration 
following the ruling camp\'s crushing defeat in the July House of 
Councillors election and deeply-seated cautious views in the camp, 
many observers are skeptical about the feasibility of the panel\'s 
proposals. 


The panel yesterday discussed how the Self-Defense Forces should 
take part in international peace-building operations. The Cabinet 
Legislation Bureau\'s (CLB) interpretation of the Constitution 
regarding logistic support, such as the SDF\'s transport, supply and 
medical services to foreign forces engaged in UN peacekeeping 
operations, is that any act that is regarded as fully integrated 

with military actions might be a violation of the Constitution. In 

the meeting, many called for a review of the CLB\'s interpretation, 
saying it is blocking Japan\'s peace-building activities. 
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From this May through June, the council discussed two scenarios: 
whether the SDF can counterattack when a US warship is attacked on 
the high seas, and whether Japan can intercept a ballistic missile 

that might be headed for the United States. The discussion led to 

the conclusion to urge the prime minister to change the government\'s 
interpretation in a way allowing the SDF to take appropriate actions 

in those two situations. Yanai in a Yomiuri interview yesterday 
indicated that the council is largely tilted toward a review of the 
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government\'s interpretation. 


After the council meeting, Yanai pointed out the following for 
further discussion: (1) matters closely associated with each other, 
such as the use of weapons and logistical support, (2) guidelines 
for altering the interpretation, and (3) why some acts are defined 
as violations of the Constitution. 


Whether Prime Minister Abe will actually decide to change the 
interpretation after receiving the proposals remains to be seen. Now 
that the Upper House is controlled by the opposition, there is no 
prospect for related bills, such as a bill to revise the SDF Law, to 
clear the Diet. New Komeito Secretary General Kazuo Kitagawa has 
also voiced his party\'s opposition to changing the government\'s 
interpretation of the right to collective self-defense. Pessimism is 
simmering in the LDP, as seen in former cabinet minister\'s comment: 
\"The proposals would probably be put aside indefinitely.\" 


Asked by a reporter last night about the political situation 
difficult to put the council proposals into shape, Abe simply said: 
\"Discussion is still underway. | would like to see the council 
deepen its discussion.\" 


(6) Can Prime Minister Abe buoy up administration? First chapter in 
battle over Antiterrorism Law at extra Diet session 
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Democratic Party of Japan (DPJ) President Ichiro Ozawa blasted out 
at the government of Prime Minister Shinzo Abe in a meeting 
yesterday of the party\'s female lawmakers at the Grand Prince Hotel 
in Kioicho, Tokyo. Ozawa stated: 


\"In Japan, the Diet consists of the House of Representatives and the 
House of Councillors, which are of equal rank, called bicameralism. 
(Shinzo Abe) has stayed in the premiership even after the ruling 
coalition became a minority in the Upper House. | think this is 
because he does not understand the spirit of the parliamentary 
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system.\" 


He then stressed his determination to force the prime minister to 
dissolve the Lower House at the extraordinary Diet session to be 
convened on Sept. 10. Some in the DPJ have taken an icy view on the 
reshuffled Abe cabinet, with Deputy President Naoto Kan saying, 
\"(Abe) puts priority to lasting his cabinet longer. He was able to 
contain calls for leaving office by giving cabinet posts to veteran 
lawmakers from various factions in the LDP.\" 


Some other DPJ members also have said that the party should pay 
attention to the appointments of Toshihiro Nikai, a former aide to 
Ozawa, as chairman of the General Council and Tadamori Oshima, an 
experienced negotiator, as chairman of the Diet Affairs Committee. 


A senor DPJ member, who has close ties with Ozawa, predicts that the 
LDP will rattle the DPJ by using the \"Nikai-Oshima combination.\" 


In order to counter the new LDP leadership, Ozawa will reshuffle the 
executive lineup today. While maintaining the triumvirate with Kan 

and Secretary General Yukio Hatoyama, Ozawa intends to pick veteran 
lawmakers as chairman of the Policy Research Committee and chairman 
of the Diet Affairs Committee. 
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Ozawa also has started strengthening the solidarity of opposition 
parties. He told Hatoyama at a Japanese restaurant in Tokyo on the 
night of Aug. 20: 


\"In democratic society, numbers have power. | would like to form a 
parliamentary group along with the People\'s New Party, New Party 
Nippon, and independent lawmakers to grab a majority in the Upper 
House.\" 


The DPJ parliamentary group has 112 members, ten short of the 122, 
which is the majority of the Upper House seats. If it can secure the 
majority, adding four People\'s New Party seats, one New Party Nippon 
seat, and independent seats to its 112, it will be able to pass 

bills through the Upper House, without asking the Japanese Communist 
Party for cooperation. When the DPJ submits first to the Upper House 
a bill to ban the use of pension premium payments for other purposes 
than pension benefits, it will be easy for the party to apply 

pressure on the ruling coalition. 


Ozawa has continued feeling out the possibility of forming a 
loose-knit alliance with the People\'s New Party and New Party 
Nippon, thinking that he must not fail to form a joint parliamentary 
group. 
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How the DPJ will response to an extension of the Antiterrorism 
Special Measures Law, which expires in November is the first test 
for the government and ruling camp. 


The Antiterrorism Law has been extended three times. The DPJ opposed 
it each time in the past. If it opposes it again at the upcoming 

extra Diet session, chances are that Maritime Self-Defense Force 

troops, which have refueled US and other nations\' vessels in the 

Indian Ocean, will be forced to withdraw. 


In her meeting with Ozawa, German Chancellor Angela Merkel stated: 
\"Japan should bear heavier responsibility for dealing with 

international terrorism.\" Ozawa, however, remained unchanged, citing 
that his party has no choice but to oppose the law\'s extension since 
the MSDF dispatch based on the Antiterrorism Law is not backed by a 
clear UN resolution. 


Ahead of the extra Diet session, in which a fierce battle is 
expected to occur due to the trading of places between the ruling 
and opposition camps, there appears in the capital district of 
Nagatacho an idea of forming a grand alliance. Some hope for 
\"partial alliance\" on each policy. 


Although the government and ruling coalition have taken a positive 
stance toward consultations on correcting the bill to revise the 
Antiterrorism Law, some ruling camp lawmakers think that it would be 
difficult to get the legislation through the Diet as long as Ozawa 
changes his opposition to the law\'s extension. 


One month has passed since the LDP suffered a humiliating defeat in 
the Upper House election. The real ability of the Abe administration 
and the DPJ will be tested from now on. 


(7) Facts about civilian control (Section 4): Thinking of SDF as 
Japan\'s new garrison-SDF in transformation (Part 5): 
Guidelines-Alliance bolstered behind tragedy 
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The ground was fearfully quiet. 

On Oct. 21, 1995, there was a rally in a seaside park of Ginowan 
City, Okinawa Prefecture, with the participation of local residents. 


In the park, there were as many as 85,000 people coming out to 
participate in the rally. They were sharing their wrath and sorrow 
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for the incident of US servicemen\'s rape of a local schoolgirl. On 

the platform was Okinawa Gov. Masahide Ota, whose shirt sleeves were 
rolled up. \"I feel really sorry that | could do nothing to protect 

the dignity of a small child.\" With this, Ota expressed his regret. 

A local high school girl, representing the young, made an appeal. 

\"Let me please ask to get back our island that is peaceful with no 
military troops-and with no tragedies-into our hands,\" she said. 

There were also some people who were moved to tears. 


The rally ended after resolving on antibase efforts, such as 
strengthening discipline for US military personnel, revising the 
Japan-US Status of Forces Agreement (SOFA), and reducing the 
footprint of the US military presence on Okinawa. The following 
month, Japan and the United States set up an intergovernmental 
working group, which is called the \"Special Action Committee on 
Facilities and Areas in Okinawa\" or \"SACO\" for short, to discuss 
steps for realigning and scaling down the US military presence on 
Okinawa. 


\"Touched off by that incident, Japan and the United States will 
review their relations.\" Okinawa had such an expectation. However, 
the island prefecture\'s population was let down. In April of the 
following year, Tokyo and Washington announced a joint bilateral 
declaration on security to expand the scope of bilateral military 
cooperation from the Far East to the Asia-Pacific region. At the 
same time, the Japanese and US governments entered into an 
arrangement called the Japan-US Acquisition and Service-Crossing 
Agreement (ACSA) for US forces and the Self-Defense Forces to 
provide each other with supplies and labor. Consequently, Japan and 
the United States have bolstered their military alliance further. 


In fact, officials from Japan and the United States were reviewing 
the two countries\' relations in private. The move had nothing to do 
with the rape incident. 


In early September 1995, the Japanese and US officials met in a 
conference room of the Foreign Ministry, which is located in Tokyo\'s 
downtown area of Kasumigaseki-the center of Japan\'s bureaucracy with 
most government offices located. Meeting there in the Foreign 
Ministry\'s conference room were North American Affairs Bureau 
Director General Masaki Orita and US Assistant Secretary of Defense 
Joseph Nye. It was two months before US President Clinton\'s 
postponed visit to Japan. Orita and Nye were thrashing out the 
wording of a document titled \"The Japan-U.S. Joint Declaration on 
Security: Alliance for the 21st Century,\" which was to be released 

on the occasion of Clinton\'s visit to Japan. 


The joint declaration suggested the need for Japan and the United 
States to revise their guidelines on bilateral defense cooperation, 
and the document reconfirmed the bilateral security arrangement. 


Column 3 
In those days, North Korea was allegedly developing nuclear weapons. 
Triggered by that nuclear crisis, Tokyo and Washington decided to 
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review the defense cooperation guidelines. In March 1993, North 
Korea, which was pushing ahead with its nuclear development, 
declared its intent to break away from the Nuclear Nonproliferation 
Treaty (NPT). Time and again, Washington consulted with Tokyo on 
what the SDF could do to back up US forces in the event of 
emergencies on the Korean Peninsula. 


The United States came up with a total of nearly 2,000 requests, 

such as minesweeping, underway replenishment for US naval vessels, 
and medevac or search and rescue operations for wounded soldiers. 
Tokyo, however, turned down all those requests in its answer to 
Washington. The United States, riled by Japan\'s rejection of the 
requests, demanded a review of the defense cooperation guidelines so 
that Japan could back up US forces during emergencies in the 
periphery of Japan. 


Orita recalls: \"In the event of emergencies on the Korean Peninsula, 
Japan cannot be allowed to do nothing. We needed to review the 
guidelines, and | thought it was a matter of concern to Japan\'s 
national security.\" 


Gov. Ota was aware that Tokyo and Washington were about to review 
the guidelines. He had known the move from an American\'s essay. In 
the Vietnam War days, Okinawa was a frontline base for Gls. It came 
across his mind that local workers were engaged in disposing of dead 
bodies sent from the battlefield. 


Ota noted: \"Japan and the United States are going to cooperate in 
the event of emergencies near Japan. If that is the case, there may 
be a situation like the Vietnam War.\" 


All eyes were on Okinawa over its base issues. The Japanese and US 
governments worked behind the scenes on reviewing the bilateral 
defense cooperation guidelines. \"It\'s important to work on base 
issues,\" says a former senior official of the Foreign Ministry. 

\"But,\" he went on, \"we couldn\'t make light of the security 
arrangement.\" 


On April 17, 1996, President Clinton and Prime Minister Ryutaro 
Hashimoto inked the Japan-US Joint Declaration on Security at the 
State Guesthouse, also known as the Akasaka Palace, in Tokyo\'s 
Motoakasaka. The declaration specified that the two leaders have 
agreed to begin the work of reviewing the defense cooperation 
guidelines. The Okinawa schoolgirl rape incident changed nothing in 
bilateral relations. It was the day Japan and the United States made 
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the first step to integrate the SDF and US forces. 


(This is the last of a five-part series written by Shigeru Handa, a 
senior writer, Hidehiro Honda, Political Section, and Takashi 
Nakayama, Yokohama.) 


(8) Estimated budget requests on table: Upper House election result 
likely to affect budget compilation; Requests center on five key 
items 
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Budget request estimates for fiscal 2008 are now on the table with 
the closing day on August 31. Following the crushing defeat of the 
ruling bloc in the July Upper House election, voices calling for a 
boosting to budgets to secure people\'s peace of mind and to be 
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distributed to regional districts are gaining ground. Government 
agencies\' calls for boosts to their budgets are growing stronger. 
Since there is a possibility of the Democratic Party of Japan (DPJ 
or Minshuto), which has become the top party in the Upper House, 
submitting a set of budget-related bills, the compilation of the 
fiscal 2008 budget will likely be turbulent. 


Prime Minister Abe in early August, right after the devastating 

defeat of the LDP, ordered the Finance Ministry to make regional 
revitalization, strengthening growth potential, education reform and 
environment-centered programs key points in compiling the budget. 
The LDP and the New Komeito also requested the addition of national 
safety and peace of mind, increasing the number of key items to 

five. Many government agencies have filed budget requests in line 
with those five key policy items. 


The Ministry of Health, Labor and Welfare (MHLW) will focus on peace 
of mind in the national life. It has requested 76.5 billion yen, up 

18 PERCENT from the initial budget for fiscal 2007, as a budget for 
establishing a better medical-service system. Of that amount, 16 
billion yen would be allocated to alleviating the shortage of 

doctors. The MHLW has also called for establishment of a subsidy 
system for transporting patients who have to go to hospitals in 
distant locations due to the integration of hospitals. Its plan also 
includes the deployment of medical helicopters to enable doctors to 
provide patients in remote areas with medical treatment. MHLW 
Minister Masuzoe underscored, \"In some municipalities expectant 
mothers have to go to neighboring towns to give birth. The shortage 
of doctors is a major problem stemming from the social structure.\" 
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The Ministry of Land, Transport and Infrastructure (MLIT) is trying 
to find a means of survival in regional revitalization, such as 
revitalizing downtown areas and additional subsidies for community 
renovation. In a framework for requests for the enforcement of key 
items, the MLIT has requested a total of about 110 billion yen for 
the consolidation of basic road systems and Haneda Airport, noting 
that such efforts will lead to strengthened international 
competitiveness and regional revitalization. 


However, some government agencies are not satisfied. That is because 
even though their frameworks for requests have been expanded, making 
requests would end up in vain without an increase in fiscal 

resources, as one Official in charge of budget requests noted. 


A Finance Ministry official noted, \"The request framework is 
absolutely for the sake of making requests only. We will not augment 
fiscal resources. We will settle the amounts requested within the 
scope of the budgetary request guidelines, such as a3 PERCENT cut 
in public works.\" However, the government agencies\' side is 
determined to demand an increase in fiscal resources in order to 
prevent their requests from being settled within the framework, as a 
senior MEXT ministry official put it. The battle between the Finance 
Ministry and other government agencies will likely drag on until the 
end of the year. 


There are other signs of friction over the fiscal 2008 budget, 
including the moves of the DPJ, which has taken a leap forward with 
the Upper House election. 


The DPJ included the introduction of a monthly child allowance worth 
26,000 yen per child and an income guarantee system for individual 
farmers. Both proposals require budgetary measures. Chances are that 
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the DPJ may submit budget-related bills to the regular Diet session 
to be convened in January next year. 


Some Finance Ministry officials take the view that if the ruling and 
opposition parties cannot reach a consensus on the DPJ proposals by 
year\'s end, when the draft budget is finalized, it would cause major 
trouble, including the possibility of revising the budget bill, as 

one senior Finance Ministry official put it. 


DONOVAN 
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SIPDIS 
SIPDIS 


DEPT FOR NEA/ELA RANA, EUR/ERA GIAUQUE, AND DRL/NESCA 
BARGHOUT 


E.O. 12958: DECL: 08/30/2017 
TAGS: PHUM, PREL, KDEM, EUN, SY, JA 
SUBJECT: DEMARCHE DELIVERED ON RIAD SEIF TRAVEL BAN 


REF: STATE 119436 


Classified By: Acting Deputy Chief of Mission W. Michael Meserve for re 
asons 1.4(B) AND (D) 


1.(C) Embassy Tokyo Political Officer delivered reftel 
demarche and a copy of Department\'s statement on Riad Seif to 
MOFA First Middle East Division Syria officer Hitoshi 

Ishizuka, who replied that the Japanese Embassy in Damascus 
is in the process of checking the details of Seif\'s case and 

that there are internal discussions under way at MOFA about 
how or whether to react. Ishizuka stated MOFA will give 

Seif\'s situation careful consideration based on the 

information received from its embassy. 
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SIPDIS 
SIPDIS 
STATE FOR SCA/CEN, EUR/RPM/OSCE, EEB, DRL 


E.O. 12958: DECL: 08/30/2017 

TAGS: PREL, PGOV, PHUM, EPET, ECON, TX 

SUBJECT: TURKMENISTAN OFFICIALS TELL HELSINKI COMMISSION 
STAFFDEL GOVERNMENT WANTS TO CHANGE, ASKS FOR PATIENCE 


REF: A. ASHGABAT 852 
B. ASHGABAT 897 
Classified By: Charge Richard E. Hoagland for reasons 1.4(B) and (D). 


1. (C) SUMMARY: During an August 12-15 visit, a delegation 
of Helsinki Committee staffers saw evidence that Turkmenistan 
is beginning a slow and uneven, but undeniable, process of 
transition. In probably their best meeting, Turkmenistan\'s 
Deputy Foreign Minister Wepa Hajiyev offered a compelling 
argument that, while progress will be gradual, the leadership 
wants change and, to that end, is reviewing operations 
government-wide. He said the Turkmenistan government is 
working in a step-by-step fashion to create permanent, 
practical results. END SUMMARY. 


2. (U) Helsinki Commission permanent staff members Shelly 
Heald Han and Kyle Parker visited Turkmenistan August 12-15 

to explore President Berdimuhamedow\'s progress in promoting 
political and economic reform since February and to promote 
greater transparency in handling hydrocarbon 

revenue. They met with Deputy Foreign Minister Wepa Hajiyev, 
Chairman of the Mejlis (Parliament) Committee on the 

Protection of Human Rights and Freedoms Juma Jumaev, Deputy 
Minister of Oil and Gas Bayramgeldy Nedirov, Deputy Minister 


Column 3 

of Economy and Finance Gurbanmyrat Gurbanmyradov, Justice 
Ministry Legal Assistance Department Head Gurbanniyazova and 
Registration Office Chief Serdar Valiyev, Deputy Chairman of 

the Council on Religious Affairs Nurmuhammet Gurbanov, and 
Director of the State Agency for Management and Use of 
Hydrocarbon Resources Bayrammyrat Myradov. Han and Parker 
also met separately with OSCE Human Dimension officer 
Benjamin Moreau and European Bank for Reconstruction and 
Development representative Tony Myron. 


TRADITIONAL THINKING STILL ABOUNDS 


3. (SBU) Some of the delegation,s meetings showed that 
traditional thinking still abounds. At the Justice Ministry, 
Gurbanniyazova went to great length explaining the process 
for registering religious groups and NGOs, but, when 
questioned, insisted that no religious groups have had their 
registration applications rejected. Instead, applications 
judged as not complying with the regulations have been 
returned for reworking. However, she emphasized, the 
Ministry of Justice is always available to offer advice on 
what was needed to have the application finally approved. 
That said, she added, a previous denial of registration does 
not prohibit groups from reapplying, and groups, once they 
register grants or funding received from overseas, are free 
to use those funds. 


4. (SBU) Similarly, at the Ministry of Oil and Gas, Deputy 
Minister Nedirov stressed that Turkmenistan needs alternative 
ways of exporting its hydrocarbons, its Caspian fields are 
open to foreign companies, and Turkmenistan is using its 
hydrocarbon revenues to better the life of the people. When 
Han explained the principles of the Extractive Industries 
Transparency Initiative (EITI), however, Nedirov flatly 

denied that there is any corruption in management of 
hydrocarbons revenue. All revenue goes to the government, he 
claimed, and Turkmenistan\'s system of administering those 
funds is \"absolutely transparent.\" 


5. (SBU) At the Ministry of Economy and Finance, Deputy 
Minister Gurbanmyradov stressed what the government is doing 
with its hydrocarbon revenue. It is seeking to extend 

electric lines to Afghanistan and Pakistan, as well as 

building the Atamyrat electric line; diversifying 

Turkmenistan\'s economy; and building or renovating 
Turkmenistan\'s railroads, highways and factories, with the 
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goal of creating new jobs. Gurbanmyradov highlighted the new 
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plans for establishing a free economic zone (FEZ) and glitzy 
resort in Turkmenbashy City\'s Avaza district as an example of 
how Turkmenistan is seeking to attract foreign investment. 

He stressed that, although foreign companies may not own 

land, the government is seeking to offer long-term leases and 
eliminate land taxes in the FEZ. However, Gurbanmyradov 
ducked a question from Parker on Turkmenistan\'s unemployment 
rate. 


.. AMID EVIDENCE OF A FRESH APPROACH AT THE MFA 


6. (C) Some of the delegation\'s meetings stood out as 
examples of a genuine effort to connect with and respond to 
the staffers. For example, Deputy Foreign Minister Hajiyev 
offered a detailed list of the very real improvements that 

the government already has made in its first seven months 
under President Berdimuhamedov. 


-- Education. In addition to other changes, the leadership 

is paying special attention to attracting foreign teachers to 
Turkmenistan, and to using students who have returned from 
overseas programs. 


-- Access to Information. There is a new emphasis on 
publicizing all meetings and conferences with the goal of 
keeping the people better informed on what is happening. 
And, while the program to broaden public access to the 
Internet is still in the beginning stages, Turkmenistan is 
working to improve this sector. 


-- Human Rights. The government is working with 

international organizations to improve Turkmenistan\'s 
humanitarian sector. To that end, the government is 

reviewing freedom-of-movement issues and is allowing citizens 
to travel, established a commission for reviewing complaints 
against law enforcement bodies that led to the pardoning of 

11 prisoners, and is working on a list of religious freedom 
initiatives that will be initiated with the visit of the UN 

Special Rapporteur on Freedom of Religion. 


-- Legislative Revisions. The government is seeking to 
improve some of its legislation, and welcomes suggestions to 
that end. 


\"We are working in a step-by-step fashion to create 
permanent, practical results,\" Hajiyev said. However, he 
stressed, it is necessary when in a boat to make small, 
careful movements to reach the shore, or else the boat will 
capsize and fail to reach its goal. He urged the staffers to 
be patient and to \"consult with us\" before rushing to 
judgment. 
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7. (C) When Han raised concerns that some individuals were 
still having problems being able to depart Turkmenistan, 
Hajiyev stressed that the \"current situation\" on freedom of 
movement is quite different from that of a year ago. Only 
those individuals who may have committed crimes were being 
kept from traveling because they could do further harm to the 
country. \"The fact that we are not using the same framework 
for all individuals is significant,\" Hajiyev said. The 
government solved a range of movement-related questions 
several months ago, and had reversed a previous decision 
prohibiting travel to whole categories of individuals. And, 

a thorough review is being carried out of all institutions\' 
policies on a variety of questions, including freedom of 
movement. Hajiyev welcomed the delegation to raise specific 
cases if there were still problems. Noting that there are 

many possible explanations for government policies, he urged 
the delegation members to \"consult with us\" before making 
judgments. Han expressed the hope that changes would 
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continue in a positive direction. 
GAS AND OIL: NEW WAYS OF DOING BUSINESS 


8. (C) At the State Agency on Use and Management of 
Hydrocarbon Resources, Executive Director Myradov 
unexpectedly appeared at the meeting, and said that his 
agency is new and dedicated to working with foreign 
hydrocarbon companies to establish production sharing 
agreements (PSAs). He noted that all PSA bids were closely 
vetted not only by his agency, but also by a special 
inter-agency commission that \"forces us to justify our 
recommendations.\" He welcomed any training that the United 
States or any other country is willing to offer. Stating 

that a Trans-Caspian pipeline (TCP) is still on the table, he 
nonetheless criticized the U.S. response as disappointingly 
slow and insufficient. 


9. (C) COMMENT: The fact that the Ministry of Foreign 
Affairs opened its doors wide to the delegation, 
notwithstanding past Helsinki Commission criticisms, and 
granted it every meeting it had requested demonstrates a 
genuine effort to change the way Turkmenistan does business. 
While it is clear that some agencies are further in the 
\"renovation\" process than others, we are encouraged by a 
statement by Hajiyev that the effort to renovate goes well 
beyond just the Foreign Ministry. We hope that the glimpses 
of new thinking that the delegation saw will spread and 
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believe that a constructive, cooperative approach offers the 
best chance of achieving these goals. END COMMENT. 
HOAGLAND 
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SUBJECT: HOSTAGES AND RAMIFICATIONS ARE COMING HOME TO KOREA 


Classified By: AMB. AAEXANDER VERSHBOW. REASONS 1.4 (b/d). 
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1. (S) SUMMARY: On August 30, all of the remaining Korean 
hostages held by their Taliban captors in Afghanistan were 
turned over to the International Committee ofthe Red 
Crescent in Ghazni. Out of the 23 Koreans kidnapped by the 
Taliban, two were killed, two were released on August 13, and 
the remaining 19 will now head home in the coming days. 
According to the acting ROK foreign minister, the ROKG 
agreement with the Taliban on hostage release included only 
two conditions: 1) that Korea withdraw its remaining 

military personnel from Afghanistan by the end of the year, 
and; (2) that the ROKG prohibit missionary activities by 
Korean citizens in Afghanistan. ROKG officials deny that a 
ransom was paid, a claim which most Koreans are skeptical 
about. Beyond the Taliban, the Korean public places the 
biggest blame on the church that sent the missionaries to 
Afghanistan in the first place. They have expressed a 

mixture of resignation and disappointment at the USG 
response, but do not blame the United States. The Korean 
media have given President Roh credit for the way in which he 
has handled the crisis, but many are also criticizing him for 
breaking with international principles about negotiating with 
terrorists. While most consider the outcome the best 
possible result under the circumstances, they worry that 
Korean citizens are now more likely to be targeted by others. 
Meanwhile, Korea\'s image as a promoter of missionary zeal 
and its stated commitment to fighting the global war on 

terror have both been called into question. With four months 
left in the ROK presidential election campaign, the Roh 
Administration is hoping that its resolution of the crisis 

will benefit the more liberal candidates, but owing to these 
serious concerns, the accolades are more likely to be 
short-lived. Implications for the United States include an 
apparent end to ROK military support in Afghanistan, which 
was planned in any case. It is also too early to gauge the 
fallout for the ROK deployment in Iraq, which too will 
conclude at the end of this year without another mandate from 
the National Assembly. END SUMMARY. 


2. (SBU) After 43 days of being held by their Taliban 

captors, the remaining 19 Korean missionaries have now been 
turned over to the International Committee of the Red 

Crescent in Ghazni and, with U.S. and ISAF assistance, 
transported to safety in Kabul. Previously, the Taliban had 
killed two of the male hostages and released two of the 

females unharmed. After an August 28 agreement was reached 
with South Korean government negotiators, the Taliban let an 
additional 12 hostages go on August 29. On August 30, the 


Column 3 

remaining seven were then set free. They arrived at the 
U.S.-led Ghazni Provincial Reconstruction Team headquarters 
that evening. All of the former hostages have been screened 
for health concerns by Korean medical personnel. According 
to our contacts at the Ministry of Foreign and Affairs and 
Trade, none of the released hostages appeared to have any 
specific medical problems, aside from being generally 
weakened by their ordeal. The ROKG has made arrangements to 
return the 21 surviving missionaries to Korea on a commercial 
airliner via Dubai on August 31. The bodies of the two slain 
males had previously been returned to Seoul for burial. 


3. (S) On August 28, following a series of four 

face-to-face meetings led by ROK National Intelligence 
Service chief Kim Man-bok, Korean and Taliban negotiators 
reached an agreement for the release of all remaining 19 
hostages. That evening, ROK Blue House spokesman Cheon 
Ho-seon announced that the agreement was for the release of 
all the hostages \"in return for the pullout of Korean troops 
within this year and a pledge to stop sending Christian 
missionaries to the country.\" Cheon noted that ROK President 
Roh Moo-hyun had been briefed on the agreement and had 
instructed ROKG officials to do their best to ensure that all 

the hostages are released and returned home safely. Cheon 
also expressed gratitude to the Afghan government, 
multinational troops stationed in Afghanistan, and 

international organizations for their support. The Blue 

House did not mention or thank the U.S. Government. 


4. (C) On August 29, Deputy Foreign Minister Shim Yoon-joe 
assured the Ambassador that the only conditions the ROKG had 
agreed to for the release of the hostages were: 


-- (1) Korea would withdraw its remaining military personnel 
from Afghanistan by the end of the year, as had already been 
decided before the hostage crisis; and 


-- (2) The ROKG would prohibit missionary activities by 


Korean citizens in Afghanistan, a step that had already been 
taken immediately after the hostages were captured. 


5. (U) All the major ROK television stations interrupted 
their regularly scheduled programming for the live 
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broadcasting of the August 28 Blue House statement, and for 
the next three days the on-going resolution of the hostage 
situation continued to dominate all media outlets. The 
moderate Hankook Ilbo and the left-leaning Hankyoreh Shinmun 
reported that the Defense Ministry, in a move to comply with 
the first item in the agreement, was preparing to expedite 

its withdrawal of Korean troops from Afghanistan by the end 
of this year. On August 29, a senior member of the ROK Joint 
Chiefs of Staff was quoted as saying that Seoul would notify 
allied nations of its pullout plans next week. 


6. (U) After initial expressions of joy and relief over the 

release of the hostages, media commentators began questioning 
how the ROK had handled the situation, and what additional 
concessions may have been included in the deal. Responding 
to criticism that the ROK has broken with international 
principles about negotiating with terrorists, Hankyoreh 

Shinmun quoted a ROKG official as saying that direct 
negotiations had been an inevitable choice, and that the U.S. 
understood the need for such talks after two of the hostages 
were killed. The right-of-center JoongAng llbo gave credit 

to U.S. \"behind the scenes\" support for making a \"great 
contribution to resolving the hostage crisis.\" Both JoongAng 
Ilbo and Hankook Ilbo gave prominent play to quotes from an 
official with the ROK Embassy in Washington who said the U.S. 
had supported ROKG negotiating efforts, while publicly 
observing its principle of making no concessions to 

terrorists. The JoongAng Ilbo singled out CIA Director 

Michael Hayden (who had previously served with U.S. Forces 
Korea) as providing behind-the-scenes U.S. support for the 
ROK\'s solution to the crisis. 


7. (U) Polling of an on-line panel of 101 
university-educated Koreans who follow international and 
political news indicated that aside from the Taliban, the 
majority of Koreans blamed the church that had sent the 
missionaries to Afghanistan in the first place. A majority 
also expressed resignation or disappointment at the U.S. 
response, rather than anti-Americanism, and generally felt 
the South Korean government had done as well as it could 
under the circumstances. 


8. (S) The safe return of the hostages to Korea is an 

obvious victory for President Roh. Other winners include 
National Intelligence Service chief Kim Man-bok, who led the 
negotiation, and MOFAT officials who fronted the ROKG effort. 
At that same time, however, by choosing to negotiate with the 
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Taliban, the South Korean Government has made a bed in which 
it now must lie. For the following reasons, the accolades 

being showered upon the Blue House are being tempered with a 
good deal of criticism. 


Was Ransom Paid? 


9. (S) ROK officials have denied that the deal they struck 
with the Taliban included the payment of ransom. When asked 
about it, the Blue House spokesman replied that he could not 
reveal the \"concrete processes\" of the negotiation, but that 
\"feasible options\" were proposed by the ROKG negotiators. 
The ROK media remain skeptical and have pressed the 
government for more details of the agreement. If it is 
revealed that the ROK government did, in fact, pay a ransom 
for the hostages\' release, it is likely to fuel criticism of 

the ROKG that their handling of the situation was in 
contravention of accepted international norms for dealing 
with terrorists. 


ROK Actions Have Damaged Its Reputation in the World 


10. (S) With four months left in the ROK presidential 

election campaign, the Roh Administration is hoping that its 
successful resolution of the hostage crisis will somehow 
benefit the more liberal candidates. If the comments of 
leading members of both the ruling and opposition parties are 
a guide, this hope may be in vain. The opposition GNP has 
been critical of Roh\'s decision to negotiate with the 

terrorists, while at a dinner the Ambassador hosted on August 
28 for CODEL Watson, even some ruling party members joined in 
that criticism. Many Korean conservatives and nationalists 
will also bemoan the fact that South Korea has gone soft, 
arguing that under past conservative governments the ROK 
would have dealt with the situation more forcefully and in 
better coordination with its trusted American ally. 


11. (S) Outside of the political debate, Korean security 

experts have expressed serious, and probably well-placed 
concern, that Korean citizens will now be seen as \"walking 
ATMs\" for others throughout the world seeking to make money 
by kidnapping them. Those soberly assessing the ROK deal 
with the Taliban must also be concerned that the Taliban will 
only be encouraged (and perhaps now better financed) to make 


other innocent civilians suffer for their extremist cause. 
Other commentators have pointed out that by electing to 
negotiate with terrorists, the ROK has severely damaged its 
reputation in the world, for it has broken with an important 
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well-established and principled policy of the international 
community. 


12. (S) Since the hostage crisis began, South Korean society 
as a whole has also been closely examining and questioning 
its image as a country known for its missionary zeal. The 
ROK has a great many Christian missionaries and politically 
powerful churches that will not respond well to the ROK 
Governmenti\'s decision to ban their members from going to 
Afghanistan. While they may lie low for a while, they will 

no doubt forcefully argue that the government cannot dictate 
to religious workers where they may go in the world to 
proselytize. 


13. (S) The most immediate and important implication for the 
United States is that ROK military support for Operation 
Enduring Freedom appears to be coming to an end. This 
harrowing experience for the ROKG also will not make its 
upcoming decision on whether to extend its military dispatch 
to Iraq any easier. 


Waning Support For Operation Enduring Freedom 


14. (S) In the wake of the hostage crisis, no one in the 

ROK Government is likely to oppose the ROKG decision to 
withdraw its troops from Afghanistan by the end of the year, 

if not sooner. That decision appears to be irreversible. 
Second, while MOFAT has been quick to assure us they will 
still give every consideration to the plan of replacing their 
military medical and engineering units in Bagram and Parawan 
with commensurate civilian personnel, that too is now likely 

to be a far more difficult domestic political sell. 


A Poor Example in the Global War on Terror 


15. (S) Finally, President Roh\'s decision to strike a deal 

with the Taliban, even if no ransom was paid or other 

troubling concessions made, clearly undermines South Korea\'s 
credibility in the eyes of the world as a reliable partner in 

the global war on terror. Nothing that Korea has done should 
be interpreted as lessening in any way the desire of the 
average Korean citizen, or average government official, to 

see terrorism eradicated from the face of the earth. But in 

the wake of its decision to make a deal with terrorists, the 

ROK must now live with the fact that its actions have spoken 
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louder than its words. 


16. (S) EMBASSY COMMENT: In domestic political terms, the 
safe return of the 21 hostages is a clear net plus for the 

Roh Administration. The fact that this did not become an 
anti-U.S. issue in Korea, and the helpful spin about U.S. 
assistance in the mainstream media, indicates that we too 
have fared well. In that sense, this outcome does appear to 
have been the best result that could have been achieved under 
the circumstances. Nonetheless, it is troubling that our 

ally was so unwilling to attempt to rescue its citizens or 
retaliate against the Taliban, but was willing to lobby for 

the release of terrorist prisoners and perhaps even pay 
ransom to terrorists. There are some early indications the 
ROK may now be looking to \"make it up to the U.S.\" by giving 
favorable consideration to extending its presence in Iraq for 
another year. After allowing for a few days during which the 
hostages are returned to Korea, we will certainly explore 

that possibility. At the end of the day, while we recognize 

that President Roh had very tough choices to make, his 
credibility as a partner in the global war on terror has been 
undermined. END COMMENT. 

VERSHBOW 
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E.O. 12958: N/A 

TAGS: PHUM, SOCI, PREL, PGOV, VM 

SUBJECT: SENTENCES REDUCED AT DISSIDENT LE NGUYEN SANG\'S APPEALS 
TRIAL 


REF: A) HCMC 514 B) HCMC 805 AND PREVIOUS 


1. (SBU) Summary: On August 17, the Ho Chi Minh City People\'s 
Court reduced jail sentences for three People\'s Democratic Party 
(PDP) dissidents, although it continued to find them guilty of 
violation of Article 88 of the GVN criminal code, 
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\"propagandizing against the State.\" The decision, which is 
applicable to three jailed PDP members even though only Le 
Nguyen Sang appealed, is unusual and may indicate a sensitivity 
to recent international pressure and media attention that is 
causing prosecutors to think twice about sentences that could be 
construed as overly harsh in \"today\'s Vietnam.\" In contrast to 
Sang\'s May 10 trial, only close family members, a few HCMC land 
rights protesters and two members of the local press appeared 
outside the courtroom. The noticeable lack of attendance by 
other PDP dissidents illustrates to what extent HCMC political 
dissidents and the human rights movement in general have gone 
underground in recent months. End summary. 


JAIL TERMS CUT BY SIX MONTHS 

2. (SBU) On August 17, Poloff attempted to attend the appeals 

trial of Dr. Le Nguyen Sang, the PDP dissident who was arrested 

in mid-August 2006 along with fellow members Nguyen Bac Truyen, 
and Huynh Nguyen Dao. All three were charged with 
\"propagandizing against the State\" and sentenced to five, four 

and three years of imprisonment and two years of probation 
respectively by the HCMC People\'s Court on May 10, 2007(Ref. A). 
As in the original trial, a formal request for CG and PolOff to 

attend the appeal was denied by the GVN. 


3. (SBU) After a lengthy seven hour trial, the court continued 

to find Sang, Truyen and Dao all guilty of \"propagandizing 

against the State,\" but reduced Sang\'s sentence from 5 to 4 

years of imprisonment, Truyen\'s from 4 years to 3 years and 6 
months, and Dao\'s from 3 years to 2 years and 6 months of 
imprisonment. Their respective two-year probation terms 

remained unchanged. Sang\'s brother told ConGen that the court 
cited \"recommendations from the Supreme People\'s Procuracy (the 
Vietnamese equivalent of the prosecutor\'s office)\" and \"on-going 
changes in the country\" as reasons for the sentence reductions. 


3. (SBU) Sang\'s brother and one of his two defense lawyers, Mr. 
Dang Xuan Dung, were present inside the courtroom and told us 
Sang articulately defended himself during the appeal trial. 
Pleading not guilty, Sang told the court that he was only 
exercising his right to freedom of peaceful expression in 
accordance with Article 69 of the Vietnamese Constitution and 
the International Covenant on Civil and Political Rights, which 
the GVN has ratified. Sang\'s brother told us that Sang\'s 
vociferous self-defense was \"so fearless\" that the judge had to 
silence him many times during the trial. 


SMALL SHOW OF SUPPORT OUTSIDE THE COURT 


4. (SBU) Although PolOff was denied access to the courtroom 
despite a formal request made to the HCMC External Relations 
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Office, Poloff was present when Sang was escorted into the 
courthouse by a dozen security guards and police. Sang appeared 
to be in good health and spirits, smiling and waving to family 
members on his way into the building. In contrast to the large 
crowd of press, PDP dissidents and other supporters that 
gathered outside the court for Sang\'s May 10 trial, ConGen 
learned that only Sang\'s close family members, two 
GVN-sanctioned reporters and three key participants in the 
recent HCMC lands rights protests (Ref. B) were present outside 
the court on August 17. 


5. (SBU) Comment: We note that HCMC prosecutors cited \"changes 
in the country\" as part of the rationale for reducing these 

three dissidents\' sentences, though those \"changes\" were not 
specified and the sentence reductions were slight. It is 

possible GVN prosecutors are beginning to think twice about 
imposing sentences that could be interpreted as overly harsh in 
\"today\'s Vietnam.\" It may also reflect GVN\'s response to 
increasing pressure and attention it has received on human 
rights issues from international media, the USG and other 
like-minded governments over the past six months. On the other 
hand, the noticeable lack of attendance by other PDP dissidents 
illustrates to what extent HCMC-area political dissidents have 
gone underground in recent months. It remains to be seen 
whether these sentence reductions signal an easing of the GVN 
crackdown on dissidents. End comment. 


6. (U) This cable was coordinated with Embassy Hanoi. 
FAIRFAX 
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STATE FOR EAP/CM AND EB/IFD/OIA 
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MANILA AND LONDON FOR USEDS TO ADB, EBRD 


E.O. 12958: N/A 

TAGS: ELTN, ETRD, PREL, PGOV, MG 

SUBJECT: Meeting with Mongolian Deputy Minister of Trade and 
Industry Sodbaatar 


Reftel: Ulaanbaatar 0478; Ulaanbaatar 0483 
SENSITIVE BUT UNCLASSIFIED - NOT FOR INTERNET DISTRIBUTION 


1. (SBU) SUMMARY. Mongolia\'s Vice Minister for Industry and Trade, 
Sodbaatar, met with DCM on August 24 to discuss a number of issues, 
including cooperation on the U.S.-Mongolia trade relationship 

through the Trade and Investment Framework Agreement (TIFA) process, 
which the GOM hopes will lead quickly to a Free Trade Agreement. 
Other issues discussed included Ministry of Industry and Trade (MIT) 
participation in the proposed Fall 07 presidential summit in 
Washington; Mongolian progress in using the General System of 
Preferences (GSP); and the GOM\'s recent virtual \"expropriatory\" 
revocation of 34 exploration licenses owned by owned by 18 firms. 
END SUMMARY. 


Advancing the TIFA Process 


2. (SBU) DCM and Commoff met with Vice Minister (VM) Sodbaatar on 
August 24 to review the current trade relationship and plan for fall 

and early-winter events related to the TIFA process. Following on 
promises made by both governments to regularly measure progress on 
TIFA commitments, the DCM proposed early fall -- perhaps October, 
pending USTR approval) -- for a mid-year review of commitments made 
at the 2007 TIFA meeting. The USTR would lead USG agencies via 
digital videoconference (DVC) or some other method to assess 
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progress on the 07 TIFA agenda with GOM counterparts. The TIFA DVC 
would include a detailed discussion of the Transparency Agreement 
proposed by the USTR, which fulfils a US commitment made during the 
07 TIFA to deepen bilateral trade relations. In addition, the TIFA 

DVC would address ongoing commercial disputes, especially those 
related to mining in Mongolia. 


3. (SBU) VM Sodbaatar responded positively to the mid-term review 
concept. He said MIT would readily participate in either a DVC or, 

if conditions permit, a meeting with USTR representatives in Beijing 

in September, if appropriate. Sodbaatar volunteered that he 

approves of USG proposals for DVCs, etc., because they regularize 
the TIFA process for the GOM and might lead to the FTA that Mongolia 
desires. 


4. (SBU) The VM said Mongolia wants a Transparency Agreement with 
the United States because the GOM sees such a pact as a fundamental 
stepping stone to a FTA. He added that, regardless of its link to 

an FTA, such an agreement would be key to expanding bilateral trade 
cooperation. The VM concluded his TIFA comments by reiterating the 
GOM\'s view that TIFA meetings should be the means to a FTA. He said 
the GOM expects that the USG will make positive statements about 
concluding a FTA with Mongolia during the Presidential summit. 


MIT participation in Washington summit 


5. (SBU) The DCM asked the VM whether the MIT plans to participate 
in the proposed fall 2007 presidential summit in Washington. The VM 
said the MIT would participate at a ministerial level, but that no 
decision has yet been made on whether the minister or the VM would 
go. At the summit, Sodbaatar added, the MIT would meet with USTR 
and other trade-related USG officials, as well as American investors 
interested in Mongolia. The MIT sees the summit as a good 
opportunity to improve Mongolia\'s profile as a destination for 

foreign direct investment from the US, which MIT believes is 

lacking. 
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General System of Preferences 


6. (SBU) CommOff detailed recent progress on GSP, paying particular 
attention to Mongolia\'s GSP go-ahead for two categories of 
molybdenum. However, CommOff tempered the positive message by 
relaying a USTR statement that future Mongolian GSP petitions must 
follow all required guidelines for submissions or risk being 

rejected. Sodbaatar expressed pleasure that Mongolian molybdenum 
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was to be listed as a GSP-eligible product and committed to 
following all requested procedures for GSP submissions. 


Mining license revocations 


8. (SBU) The DCM also expressed USG concern over the GOM\'s recent 
virtual \"expropriatory\" revocation of 34 exploration licenses owned 
by owned by 18 firms (reftels). The VM denied that licenses had 
been revoked, claiming that firms misunderstood the written 
communication from the GOM. He said the companies would need to 
conform to the new mining law as soon as possible or risk losing 

their licenses. He also blamed firms for being slow to follow 
Mongolia\'s new mining law. Sodbaatar promised to formally inform 
all affected firms of the GOM\'s decision, to give them sufficient 

time to change their licenses. (Note: MIT has not yet honored 
commitments made at the August 24 meeting. Apparently, a formal 
letter has been written but not disseminated. Consulted daily, MIT 
promises to issue a formal renouncement of the revocation during the 
week of September 1. End note.) 


Minton 
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TAGS: ETRD, ECON, PGOV, CH 

SUBJECT: CHINAYS NEW PRODUCT SAFETY REGULATIONS DELAY EXPORTS OF 
U.S. MANUFACTURER 


REF: BEIJING 5271 
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(U) This document is sensitive but unclassified. Please protect 
accordingly. Not for release outside U.S. government channels. Not 
for internet publication. 


1. (SBU) Summary: A U.S. manufacturer in Guangzhou contacted ConGen 
Guangzhou after exports to the United States were delayed at the 

port due to new inspection requirements. After an initially 

haphazard approach, the Chinese inspectors focused on ensuring the 
quality and safety of the raw materials used by the manufacturer. 

The shipments were released after one week, but the firm was 

informed of new ongoing documentation and inspection requirements. 

The owner of the firm expects additional new requirements will 

follow. End summary. 


2. (SBU) On August 20, 2007, Charles Hubbs, the U.S. owner of 
Guangzhou Fortunique Limited, contacted post after the firm\'s 

exports were delayed by Chinese inspectors implementing new product 
safety regulations. Fortunique is an OEM manufacturer of medical 
devices, such as surgical gowns and drapes. It exports US$10-12 
million to the United States every year, shipping approximately 30 

to 40 containers per month. The firm\'s major U.S. customers include 
Cardinal Health, Medline Industries and DeRoyal. Fortunique employs 
more than 600 workers at its factory in Panyu District, Guangzhou. 


New Inspection Requirements 


3. (SBU) Referred by the American Chamber of Commerce in South 
China, Hubbs contacted ConGen Guangzhou because a container of 
medical devices made by Fortunique for export to the United States 
had been delayed at the port by Chinese inspection officials. In a 
meeting with congenoffs on August 21, Hubbs explained that officials 
from the Panyu Entry-Exit Inspection Quarantine Bureau (PEIQB), a 
subordinate unit of the General Administration for Quality 
Supervision, Inspection and Quarantine (AQSIQ), notified Fortunique 
that it would be subjected to new inspections under product safety 
regulations issued on July 26, 2007 (reftel). Hubbs said his firm 

had not been informed of any new inspection requirements until the 
container was stopped. 


4. (SBU) In addition to inspecting the export products, the PEIQB 
officials also planned to review the firm\'s procedures for safety 

and quality assurance. They requested voluminous documentation from 
Fortunique that included all of its U.S. Food and Drug 

Administration (USFDA) registration documentation, client 
specifications, and safety-related documentation provided by 
Fortunique\'s suppliers of raw materials. Hubbs told us his staff 

was up most of the night preparing the documentation. 


Lack of Standards or Expertise 
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5. (SBU) PEIQB\'s apparent lack of any standards for assessing the 
safety ofthe medical products was particularly troubling to Hubbs. 

He explained that the officials at first wanted Fortunique to help 

them develop standards. One official told Hubbs that he should be 
manufacturing some products in a cleanroom environment. Hubbs 
argued that this was completely unnecessary to meet USFDA standards. 
He described the inspectors\' initial approach as haphazard, noting 

that they focused on any product labeled \"surgical\" regardless of 

how it was used. 


Focus on Raw Materials 


6. (SBU) Hubbs told us that after the local inspectors conferred 
with officials from Beijing, their review focused on the safety of 

raw materials. He said they asked Fortunique to provide additional 
documentation from all of its suppliers on the quality of raw 
materials. Hubbs speculated that such requirements would force 
firms like his to buy more raw materials from large firms, which 
might be better able to provide thorough documentation. 


A Week Lost and More Requirements 


7. (SBU) After Fortunique staff prepared the documentation and held 
a series of meetings with inspection officials, the firm\'s export 
shipments were released for shipment on August 24 after more than a 
week\'s delay. According to Hubbs, Fortunique was able to meet the 
inspectors\' requirements to resume exports but must prepare more 
data on the raw materials it uses. In addition, inspection 

officials will begin a new program of regular inspections of his 
factory\'s facilities. 
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No History of Problems 


8. (SBU) Fortunique would welcome consistent standards established 
by Chinese food and drug authorities in coordination with USFDA. 
Hubbs said such standards would have a much stronger impact on his 
competitors in China. He expressed confidence that Fortunique\'s 
record on quality and safety would withstand scrutiny under 
international industry standards. According to Hubbs, Fortunique is 
registered with USFDA to produce class 1 and 2 medical devices and 
its customers are some of the biggest medical device suppliers in 

the United States. He declared that Fortunique is ready to provide 


Column 3 
Chinese agencies with assurances from clients that its products meet 
their specifications and comply with USFDA regulations. 


More to Come? 


9. (SBU) Hubbs believes that this was only the first hurdle for 

firms like his. Once Chinese officials have further addressed the 
safety of raw materials, he expects them to focus on other issues 
related to product design and specifications. He said his 
experience had been a \"good wake-up call,\" and other U.S. firms 
should prepare for similar experiences. The inspection officials 

told him that the Chinese government\'s primary focus in product 
safety efforts was Guangdong for now. Hubbs speculated that 
inspection agencies would experiment with new procedures here and 
then apply them to other parts of China. As he put it, they will 
\"throw a lot of mud\" at firms here, then take \"whatever sticks\" and 
apply it nationally. 


JACOBSEN 
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STATE FOR EAP 


E.O. 12958: N/A 
TAGS: PGOV, KCOR, PINR, RP 
SUBJECT: PREPARING FOR THE ESTRADA VERDICT 


1. (SBU) Summary: Former President Estrada\'s long-running 
corruption trial may soon be over. The anti-graft court 

could hand down its verdict on the charges of plunder and 
perjury at any time within the next few weeks. While the 

verdict in the case -- combined with the arrest in the 

Netherlands on murder charges of communist leader Joma Sison 
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and the resurrection of the \"Hello Garci\" vote-rigging 
scandal -- could create some political unrest, it comes at a 
time when the Arroyo Administration enjoys relative political 
strength and stability. A not-guilty verdict, however, could 
be seen as a victory for the opposition and could resurrect 
questions over the legitimacy of Arroyo\'s presidency. In any 
case, the police and military are preparing for any possible 
unrest, including putting on alert 6,000 police and military 
forces. End Summary. 


2. (U) Former President Joseph Estrada was ousted from power 
in January 2001, after an unsuccessful impeachment trial and 
weeks of popular demonstrations protesting his alleged 
corruption. The Supreme Court ruled that Estrada had 
effectively resigned from his post when he abandoned the 
Presidential Palace in the face of the \"People Power\" 
demonstrations. With the Presidency vacant, then-Vice 
President Gloria Macapagal Arroyo succeeded Estrada as 
president. In April 2001, the Department of Justice levied 
criminal charges against Estrada for plunder for allegedly 
accepting millions of dollars in bribe money from illegal 
gambling operations, diverting millions of dollars of excise 
taxes to his personal accounts, depositing his proceeds into 
alias name bank accounts, and profiting in commissions from 
stock manipulation. The Department of Justice separately 
charged Estrada with perjury for failing to disclose a number 
of businesses in a 1998 statement of assets, which all 
government officials are required to file annually. 


3. (U) Estrada was immediately arrested, but due to failing 
health, the court allowed Estrada to be placed under house 
arrest from April 2001 to the present. The two cases against 
him have dragged in the Sandiganbayan (the anti-graft court) 
for more than six years. According to Sandiganbayan 
executive clerk Theresa Pabulayan, both the plunder and 
perjury cases were submitted to the three-judge panel for 
resolution in mid-June of this year, following closing 
arguments. If the court adheres to the prescribed 90-day 
period to issue a decision, the verdict could be handed down 
within two weeks. While the verdict could be handed down at 
any time, Pabulayan noted that the court could extend the 
90-day period because of the complexity of the case. 


Column 3 

4. (SBU) While the Philippines has enjoyed relative 

political stability the last two years, a guilty verdict 

could spark some unrest. Estrada \"supporters,\" most of whom 
are mobilized for a fee, could again take to the streets, as 
they did during the violent May 2001 siege of Malacanang. In 
addition, the political left, incensed by the recent arrest 

of Communist Party founding chairman Joma Sison in the 
Netherlands, could exploit the issue to retaliate, providing 
bodies to increase and agitate the crowd. However, it is 
more likely that a guilty verdict would be calmly accepted by 
the general public who - perceiving a certain independence 
and fairness in the court - would welcome the closure of this 
six-year distraction. 


5. (SBU) Conversely, a not-guilty verdict could be seen as a 
victory for the opposition and could pose political problems 
for President Arroyo. Estrada supporters would likely ramp 
up their destabilization efforts against Arroyo and resurrect 
questions over the legitimacy of her presidency. A 

not-guilty verdict would also rankle civil society groups, 
anti-corruption advocates, and some members of the middle 
class, who could peacefully take to the streets and express 
their indignation over the verdict, the precedent it sets, 

and its implied message that the rich and powerful are above 
the law. 


6. (U) Estrada, now 70, has denied knowledge of any 
opposition destabilization plans, stressing he has been 
detained and isolated. Appealing for calm among his 
supporters, he declared that he would be cleared \"based on 
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the merits\" of the case and would leave his fate \"in the 
hands of God and in the hands of the people." 


7. (U) Meanwhile, there have been unconfirmed reports that 
the opposition -- following Philippine conventional wisdom 

that any successful attempt to destabilize the government 
requires the support of the military -- is actively 

recruiting members of the military into their ranks. To 

counter these rumors, National Capital Region Command Chief 
Gen. Ben Dolorfino maintained that the military \"remains 

solid behind the chain of command\" and that destabilizers 
would fail in luring soldiers to engage in military 
\"adventurism.\" For his part, Presidential Management Staff 
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chief Cerge Remonde said the administration is \"firmly in 
control -- it has faced all sorts of crisis and will prevail.\" 


8. (U) Amid these rumors, opposition Senator Panfilo Lacson 
has initiated the reopening of the investigation of alleged 
vote rigging involved in President Arroyo\'s tainted 2004 
election victory, a move to sustain the opposition\'s 
anti-Arroyo propaganda as well as give Lacson some media 
mileage for his presidential bid in 2010. However, the 
opposition itself appears divided, with Senator Gregorio 
Honasan, a retired military colonel who faced rebellion 
charges after allegedly leading coup attempts against 
Presidents Aquino and Arroyo, breaking with Lacson and others 
on this issue. Honasan continues to command significant 
respect and following in military circles and his break with 
the opposition will likely send a signal to other officers. 


9. (U) Whatever the outcome of the court decision, the Armed 
Forces of the Philippines (AFP) and the Philippine National 
Police (PNP) believe the decision will likely be divisive and 
lead to demonstrations, whether by Estrada supporters if the 
Sandiganbayan finds him guilty, or by civil society and 
anti-corruption advocates should the Sandiganbayan find him 
not guilty. To prepare for the verdict, the AFP and PNP have 
developed a plan to place some 6,000 policemen and military 
troops at strategic locations, including the Sandiganbayan 

and Malacanang, on the day the decision is handed down. 


10. (SBU) While the verdict in the Estrada case -- combined 
with the arrest of Sison and the resurrection of the \"Hello 
Garci\" vote-rigging scandal -- could create some political 
unrest, it comes at a time when the Arroyo Administration 
enjoys relative political strength and stability and the 
economy is humming along at a healthy pace, making it 
improbable that the verdict will have much of an impact on 
the Administration. Moreover, President Arroyo continues to 
maintain the support of the military leadership -- both 
through the Administration\'s strong commitment to the 
Philippine Defense Reform Program and support of military 
operations, and her personal commitment to the troops (she 
has visited wounded soldiers several times) -- further 
ensuring stability. Estrada\'s corruption case has dragged on 
for more than six years, during which his political influence 
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has waned, making it difficult to build support. In any 
event, the military and police, which are following these 
events closely, appear to have learned a hard lesson from 
past popular demonstrations and are well prepared to avert 
violent demonstrations. 
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1. (SBU) Summary: Shanghai\'s consumer price index increased 2.7 
percent in July as food prices here joined prices nationwide in 

rising (Ref A). According to Standard Chartered\'s Stephen 

Green, food-price inflation was starting to \"hurt\" low-income 
earners such as migrants and pensioners. A non-scientific 

survey conducted by the Consulate confirmed these findings. The 
Shanghai municipal government has responded by raising the 
minimum wage 12 percent as well as increasing pensions. But 
CLSA\'s Andy Rothman cautioned against reading too much into the 
long-term significance of food-price inflation on China\'s urban 
dwellers saying that there has been a great deal of 

\"over-hyping\" this story in the press. End Summary. 


2. (U) According to figures released by the Shanghai Statistics 
Bureau (SSB), in August, Shanghai\'s July consumer price index 
(CPI) increased by 2.7 percent. Shanghai\'s CPI is made up of 
eight basic categories. Of these, five (food, rent, tobacco and 
alcohol products, clothing, and white goods and home maintenance 
costs) increased 9.3 percent, 3.7 percent, 0.2 percent, 1.4 

percent and 2.8 percent, respectively. The remaining three 

factors, medical and health products, transportation and 
telecommunication, and entertainment and education dropped 1.2 
percent, 3.2 percent and 2.9 percent respectively. 


3. (U) The SSB report noted that pork prices in July rose 11.4 
percent from June, and 53.5 percent higher in July 2007 than 
they were in July 2006. The SSB attributed this increase to 
tight local pork supply, having to purchase large amounts of 
pork from geographically more distant regions and the resulting 
high death rate of the pigs during transportation caused by high 
temperatures. 


4. (U) According to the same SSB report, the prices of beef, 
poultry and lamb increased 3.7 percent, 2.8 percent and 1.2 
percent, respectively, from June 2007 to July 2007. Vegetable 
prices increased 9.2 percent from June to July and were 20.7 
percent higher in July 2007 than in July 2006. The report said 
these price rises were due to \"bad weather in July.\" 


5. (U) Cooking oil prices increased 36 percent compared to July 
2006. Egg prices had increased 32.5 percent in the past year, 

but had actually dropped 0.7 percent from June 2007 prices. 

Fruit prices had been dropping since March 2007 and dropped 12.4 
percent from June 2007 prices as more locally- and 
regionally-produced fruit became available. 
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6. (SBU) Standard Chartered Senior Economist Stephen Green told 
Econoff on August 22 that inflation in China is a global concern 

and the recent increases in food prices here have received \"lots 

of attention around the world.\" Analysts attempting to 

understand inflation in China, however, are severely hampered by 
the lack of real data on price increases. There is no common 
basket of goods that have been evaluated over time, he said. 

Meat prices have risen by 50 percent in the past year and 

non-meat prices have been growing at 5 percent year on year 

since 2002. Salaries in Shanghai have more than kept pace with 
inflation, he said, since wages have averaged 15 percent per 

year growth over the past 10 years. This means that the 

majority of urban residents \"are really a lot better off.\" 
Nevertheless, low-income urban households such as pensioners and 
newly-arrived migrants have not seen the same real wage 
increases. Since these groups spend more than 35 percent of 

their income on food, \"inflation is starting to hurt them,\" he 
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said. 


7. (SBU) CLSA China Macro Strategist Andy Rothman, in a separate 
meeting on August 22, observed that restaurants in Shanghai have 
raised prices for meat dishes and international fast food chains 

such as McDonalds and KFC have \"quietly\" raised some meal prices 
by 10 percent. 


8. (SBU) Despite these increases, Rothman opined that \"there has 
been a great deal of over-hyping the food inflation story.\" His 
research indicates that despite increases in food prices, 

non-food related CPI only rose by about 1 percent in the first 

half of 2007. Food price increases have not affected the 

average urban resident and he did not foresee any change in the 
near future. 


9. (SBU) Shanghai Social Security and Labor (SSLB) Bureau Policy 
and Regulation Section Chief Dai Jianping told Econ Assistant on 
August 31, that the SSLB was planning on raising Shanghai\'s 
minimum wage from RMB 750 (USD 99) to RMB 840 (USD 111) on 
September 1. Dai said that this 12 percent increase was due to 

a number of factors including inflation. Dai said Shanghai has 
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been adjusting its minimum wage yearly since it was established 
in the 1990s. 


10. (SBU) Dai said that the SSLB would raise retirees\' pensions 

on September 1, as well. Retired government workers would see a 
monthly increase of RMB 55 (USD 7.29) and retired state-owned 
enterprise workers pensions\' would rise by RMB 100 (USD 13.26) 
per month. The difference in pension-hikes between the retired 
bureaucrats and workers was based on a recent central government 
notice to close the very large pension gap between the two 

groups. The current average bureaucrat-worker pension gap in 
Shanghai is RMB 1000 (USD 132) per month. 


11. (U) The Consulate canteen recently raised the price of its 

lunch service from 7 RMB to 10 RMB (USD 0.93 to USD 1.33). This 
price includes a green vegetable, a tofu-based side, a serving 

of meat, and a bowl of rice. According to the canteen cook, 

over the past year, the price of meat has increased around 30-40 
percent, egg prices have increased around 10 percent, and the 
prices of vegetables, fish and poultry have increased 5-10 

percent. 


12. (SBU) Comment: Statistics alone, especially those published 
in China, often tell less than half of the story. In an attempt 

to gauge the impact of food price inflation in Shanghai, we 
spoke with a number of individuals. Some of their situations 

are reported below. Shanghai is one of China\'s wealthiest 
cities and, as Andy Rothman stated above, inflation does not 
seem to be affecting the \"average\" urban dweller. But Shanghai 
is home to an estimated six million migrant workers. Surviving 
on marginal wages, and needing to pay rent for shelter, while 
sending money back to the countryside, inflation is felt 

strongest by the migrants on whose manual labor Shanghai\'s 
prosperity rests. Shanghai\'s growing retired population who 
depend on pensions are also hit hard by increased food prices. 
End comment. 


13. (U) A married couple in their 30\'s from Anhui Province has 
lived in Shanghai for about five years. They have one child, 
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who lives in Anhui Province with his grandparents. They hope 
that next year he will be able to move to Shanghai to attend a 
school that accepts the children of migrant workers (Ref B). 

Their combined monthly income is USD 464. (Note: All figures 
originally in RMB were converted to USD at the late August 2007 
value of USD 1 = RMB 7.54. End note.) They pay USD 66 in rent 
and an additional USD 66 in utilities and cooking gas. They 
complained about the increased food prices and have coped by 
decreasing their meat consumption. 


14. (U) A married migrant worker in her 30s from Anhui Province 
has been living apart from her husband and son for the past 
seven years. Her son is 18 and about to start college. She 
attributes his success at passing the college entrance exam to 
her ability to support tutors and other tuition fees. She makes 
USD 305 per month plus an extra month\'s salary at Chinese New 
Years. She and a room mate pay USD 33 apiece per month for a 
shared single room with a sink and a toilet. They share cooking 
facilities with other tenants in the building. Food costs her 

USD 40 per month for what she describes as the \"lowest quality 
food.\" Increased food prices mean that she is eating almost no 
meat and more rice. 


15. (U) A retired married Shanghai couple in their 70s who own 
their residence have a total monthly income of USD 425. This 
does not include any cash from their children. They spend about 
USD 200 per month on food and an additional USD 66 on utilities. 
They both are in good health and \"spend very little on medical 
expenses.\" The couple agreed that they were little affected or 
worried by inflation. 


16. (U) A Shanghai-native janitor in a Western office building 

earns USD 397 per month and has a combined family income of USD 
663 per month. They own their apartment. This three-person 

family spends about USD 265 on their monthly food bill. She and 

her husband have a high school-aged son and pay USD 640 per year 
in tuition. She said that higher food prices did not affect 

their standard of living. 
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17. (U) A Shanghai-native clerk at a convenience store in her 
early-20s earns Shanghai\'s minimum wage of USD 105 per month. 
She is married to another Shanghai native and lives at his 

parents\' home. In addition to not charging for rent, his 

parents also pay for their food. As such, food inflation had 

not affected her, but she noted that her migrant colleagues who 
had to pay for their own food and rent on the same salary as her 
were very affected by the increased costs. 


18. (U) A cab driver in his late 50s earns USD 475 per month. 
He was very angry about increased food prices since he and his 
wife spend more than 80 percent of his income on food and 
utilities. As a result of increased meat prices, his family has 

cut back on pork consumption -- only using a little bit \"for 
flavor.\" 


19. (U) A single Shanghai-native white collar worker in her 
mid-twenties earns about USD 600 per month. She lives at home 
with her parents who, with her salary, have a combined monthly 
income of USD 1325. Their home is owned and paid for. She 
helps to pay for the monthly USD 265 food and utilities bill. 
Increases in food prices had not affected her family\'s eating 
habits, but she noted that increased clothes prices had led her 

to buy fewer clothes. 

JARRETT 
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TAGS: EAGR, ECON, PGOV, LH, HT26 

SUBJECT: CAP IMPROVES LIVES OF LITHUANIAN FARMERS BUT NOT 
WITHOUT CHALLENGES 


1. Begin summary: Statistics about the Common Agricultural 
Policy (CAP) are readily available; however it is difficult 

to determine its direct impact on Lithuanian farmers with 
numbers alone. We recently visited several farms to get an 
understanding of the CAP,s effects in Lithuania. CAP funds 
are positively changing the look and operation of Lithuanian 
farms. At the same time, there are several downsides to 
applying for and receiving the funds available. End summary. 


Background 


2. Little is known about the direct impact CAP payments have 
on the average Lithuanian farmer. In a June 22nd meeting 
with Laimonas Ciakas, Director of the EU Affairs and 
International Relations Department of the Ministry of 
Agriculture, Ciakas noted that Lithuanian farmers receive aid 
in one of three ways: through direct payments, market 
regulation, and rural development funds. From 2004 to 2006 
Lithuanian farmers received over 1.6 billion Euros from the 
EU and other aid programs. According to Ciakas, this funding 
will increase dramatically. At the time of Lithuania,s 
accession to the EU, Lithuanian farmers started receiving 
only twenty-five percent the amount of direct payments that 
farmers from the EU-15 received. The payments Lithuanian 
farmers currently receive are up to forty percent of the 

EU-15 amount. The amount of direct payments will 
theoretically equal the level of the older EU members by 2013. 


Benefits of the CAP 


3. The CAP has improved the quality of life for Lithuanian 
farmers. With rural development funds, old Soviet-era 
structures are being renovated or replaced in favor of newer, 
more modern buildings. Farms are expanding their operations 
and modernizing the equipment they use including irrigation 
and anti-frost systems for crops, more efficient milking 
methods at dairy farms, and new tractors. One farmer we 
observed who receives CAP funding had enough disposable 
income to expand and renovate his residence. Another farmer 
commented that the recent direct payments were enough to 
purchase a new and much-needed automobile. A third farmer 
can now afford to put the direct payments aside, with the 
intent of using them to help his children pursue higher 
education. 
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4. Expansion of markets and elimination of certain tariffs 
associated with EU entry have also benefited Lithuanian 
farmers. They are now able to import more efficient 
equipment and cheaper seeds for agriculture for much lower 
costs. Lithuanian farmers now have access to more markets 
for their berries, fruits, vegetables and poultry than before 
accession. This availability of new markets provides 
justification for the farmers to expand and improve the 
efficiency of their farms, using CAP funds. 


5. Lithuanians have found that there are a variety of ways to 
receive additional direct payments under the CAP. Because of 
the EUYs emphasis on environmental conservation, organic 
farming is becoming especially popular. One organic farmer 
receives an annual payment of approximately 2600 Euros for 
keeping his nineteen hectare farm annually certified as 
organic. Another receives sixty percent more money in direct 
payments than the average Lithuanian farmer because he is 
under the age of forty. Training funded by the EU is another 
financial benefit. 


Challenges associated with cap use in Lithuania 


6. Farm modernization thanks to EU funding is not taking 

place without some challenges. One of our interlocutors, 
whose company recently received CAP funds, noted that 
restrictions are placed on the use of the money. Farmers are 
required to purchase new equipment, rather than used. They 
must also buy the equipment from fellow EU members. This 
blueberry farmer stated that it would have been cheaper for 

his company to buy used equipment or imported equipment from 
outside the EU rather than accepting the CAP aid, which 
equaled only fifteen percent of the total cost. 

Unfortunately, his company was committed to the aid before he 
realized this fact. We heard similar complaints by other 
farmers who had to purchase the latest technology in order to 
receive CAP funds. 


7. One of the largest problems faced by small farmers seeking 
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CAP subsidies is the paperwork process. One told us, \"I 
don,t know how a person without a college education could do 
the paperwork.\" This same individual helped her neighbors 
fill out their direct payment paperwork for the last couple 

of years. However she had to discontinue this help because 
of the excessive amount of time required to complete the CAP 
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benefit application forms. After the forms are complete, it 

is not uncommon to receive numerous rejections before final 
approval. Accounting discrepancies tended to be the most 
common problem with the rejected paperwork, according to the 
farmers we interviewed. 


8. One Lithuanian farmer informed us that it is no longer 
worth trying to raise cows for meat because it can now be 
imported so much cheaper from other places, specifically 
Poland, as a result of the open market policies of CAP. The 
same farmer mentioned that he has noticed more competition 
for dairy products from farms in Latvia. Another farmer said 
that his company, known for offering a variety of flowering 
plants, has been completely forced out of the rose business 
by competitors from other EU countries who send their 
products into Lithuania. 


9. Multiple farmers noted that it was hard to find aid and 

advice from government sources. One poultry farmer we spoke 
to claimed that the favoritism and politics within the GOL 
affected the ability to use CAP allocated funds within the 
designated time. Inspections are also a challenge. Several 
farmers noted that inspectors showed up at inopportune times 
without prior notice for inspections and interviews, and then 
required the farmers to be available at that specific time. 

One farmer commented that even though farmers can now get 
more aid than previously available, it was negated by the 

fact that manufacturing companies have taken advantage of the 
increase in foreign dollars by raising their prices on 

farming equipment and services. 


Improving upon deficiencies 


10. The application of the CAP in Lithuania,s agricultural 
process is progressing. Not all farmers feel the paperwork 
is impossible. One farmer stated that the paperwork is now 
something one person can take care of given enough time. 
Ciakas concurs with this opinion. He said the paperwork 
issue is only a temporary inconvenience. He added that the 
paperwork was initially hard for farmers because it was 
something new to them, but that the farmers, experience with 
the paperwork and improvements within the bureaucratic 
process are turning the application process into a non-issue. 
Ciakas also said that there are now farm advisories being 
set up across the country that are easily accessible to 
farmers. 


Comment 
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11. The CAP is not the salvation of all Lithuanian farmers. 
However, it has made a significant difference for some. 
Despite all of the complaints we heard about the negative 
aspects of the CAP process, the vast majority of those we 
interviewed said they would go through the process again to 
receive the aid. This is a testament of the success of CAP 

in the farmers\' eyes. The CAP is improving their livelihood 
and standard of living. Farming in Lithuania is a more 
attractive occupation now than at any time since independence 
from the Soviet Union. As modifications and adjustments are 
made to the CAP over the coming years and farmers become more 
accustomed to the process, agriculture and rural life in 
Lithuania will continue to improve. 

LEADER 
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E.O. 12958: N/A 

TAGS: PREL, AM, TU 

SUBJECT: PRESIDENT, FOREIGN MINISTER, AND OPPOSITION LEADER 
CONGRATULATE GUL ON TURKISH PRESIDENCY 


1. (U) President Robert Kocharian took time out from his 
Greek vacation to send a congratulatory message to new 
Turkish President Abdullah Gul. As Kocharian is abroad on a 
private trip, details of the message were unavailable in 
Yerevan. Foreign Minister Vartan Oskanian sent his own 
letter of congratulations to President Gul. which was 

released to the public. 


2. (SBU) Meanwhile, opposition Heritage Party leader and 
possible presidential candidate Raffi Hovannisian sent a 

longer letter, in which he attempted to foreshadow 

rapprochement with Turkey, while at the same time laying down 
oblique markers about \"genocide\" recognition. COMMENT: The 
somewhat tortured wording serves Hovanissian\'s political 
strategy, which dangles the promise that a \"legitimately 
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elected\" Armenian leader would have sufficient stature to 
achieve normal relations with Turkey while also upholding 
Armenians\' claims for historical acknowledgement. END 
COMMENT) Both Oskanian\'s and Hovannisian\'s letters were 
transmitted in English. 


3. FULL TEXT OF FM OSKANIAN LETTER: 
Dear Mr. President, 


Please accept my sincere congratulations on your election to 
the high office of President of the Republic of Turkey. 


| appreciated our encounters as colleagues and wish you good 
health and boundless energy. There is much work to be done 
in this region, and | am sure you will bring your 

contribution to global peace and prosperity. 


Sincerely, 
/s/ 
Vartan Oskanian 


4. FULL TEXT OF HOVANNISIAN LETTER: 
Dear Mr. President, 


Please accept my congratulations on your election to this 
most responsible position at an equally critical crossroads 
for our nations and their neighborhood. 


It is to be hoped that, during your tenure and that of the 

next Armenian president to be elected in several months time, 
Turkish-Armenian relations will enter a wholly new phase of 
reflection, exploration, discovery, and ultimate 

normalization. The can be done not only by virtue of high 
statesmanship and creative diplomacy, but on the basis of 
sincere mutual contemplation of the future anchored in a 
brave and unprecedented assumption of history. 


Turkey, Armenia, and the nature of their relationship are 
pivotal to the potential of real security and cooperation in 

the broader region. The deep divides between our countries, 
be they of contemporary character or part of the legacy of 
the Great Armenian Dispossession, must be overcome and 
resolved in truth, with integrity, and through the 

partnership of the two new leaders and their fellow citizens 
of good faith and conscience. 


May God grant you the vision, commitment, and health to 
achieve that day. 
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Very truly yours, 
/s/ 
Raffi K. Hovannisian 
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E.O. 12958: DECL: 08/30/2017 

TAGS: EFIN, KTFN, PTER, ETTC, PREL, AU 

SUBJECT: TERRORIST FINANCE: SAUDI FIVE PRE-NOTIFICATION TO 
AUSTRIA 


REF: STATE 121245 


Classified By: Economic-Political Counselor Dean Yap for reasons 1.4 
(b) and (d) 


On August 30, EconUnit Chief delivered reftel talking points, 
background paper, and names to Elisabeth Ottawa from the 
Money Laundering and Terrorist Financing Department of the 
Ministry of Finance. Ottawa said she will distribute the 
information immediately, on a close-hold basis, to the 
appropriate authorities in the Ministry of Interior, 

Financial Markets Authority, and the Austrian National Bank. 
She promised to contact us, should the GoA have any questions 
or concerns regarding the USG\'s plans to submit the names to 
the UN 1267 Sanctions Committee. 

McCaw 
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FM AMEMBASSY VIENNA 

TO RUEHC/SECSTATE WASHDC IMMEDIATE 8463 
INFO RUEHFR/AMEMBASSY PARIS IMMEDIATE 0824 


SIPDIS 


SENSITIVE 
SIPDIS 


PARIS FOR USOECD 


E.O. 12958: N/A 

TAGS: EAID, KDEM, PREL, AU 

SUBJECT: AUSTRIA STILL LUKEWARM TOWARDS PARTNERSHIP FOR 
DEMOCRATIC GOVERNANCE 


REF: A) STATE 115400 B) STATE 108794 C) VIENNA 1771 


(SBU) EconUnit Chief delivered refs A and B talking points on 
August 30 to Ulrike Magloth, Director of the Federal 
Chancellery\'s International Economic Affairs Office (GoA lead 
on OECD issues), encouraging the GoA to support and 
contribute to the Partnership for Governance (PDG). Magloth 
said that the GoA continues to have concerns as to the 
efficacy and utility of the PDG (ref C). The GoA will not 

join as a founding member, but it will not play a negative 

role in the development of the entity. According to Magloth, 
the GoA will monitor the PDG and keep open the option of 
joining at a later date. 

McCaw 
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E.O. 12958: N/A 

TAGS: PBTS, PREL, SNAR, TX 

SUBJECT: DEA DELEGATION MAKES THE ROUNDS, AND A CASE FOR 
FUTURE COOPERATION 


REF: ASHGABAT 871 


1. (SBU) Classified By: Charge dVAffaires Richard Hoagland 
for reasons 1.4 (B) and (D). 


2. (SBU) U.S. Drug Enforcement Administration (DEA) Special 
Agents Paul Hackett and Edward Coffey visited Turkmenistan 
August 13-18 to start rebuilding contacts with Turkmenistan\'s 
major law-enforcement and counter-narcotics agencies 
following several years without any visits by DEA agents. 

While the meetings were pleasant and officials were clearly 
interested in strengthening cooperation with DEA, the 
response was always the same: please send a diplomatic note 
via the Ministry of Foreign Affairs. Although this response 

is not surprising, given both DEA\'s long absence and the 
\"diplomacy-by-dipnote\" culture here, we believe that more 
frequent visits by DEA, and a concerted effort to show the 
benefits of cooperation may eventually make it easier to work 
directly with counterparts. END SUMMARY. 


INITIAL FRUSTRATION WITH UNTRUTHS... 


3. (SBU) U.S. Drug Enforcement Agency (DEA) Special Agents 
Paul Hackett and Edward Coffey are the first DEA agents to 
visit Turkmenistan in several years. From August 13-18, 
2007, they attended the Imamnazar Border Crossing opening 
ceremonies and met with officials at Turkmenistan\'s Ministry 
of Internal Affairs (MVD) Counter-Narcotics Unit, Criminal 
Research Center and Forensic Laboratory (funded by the U.S. 
government\'s ICITAP program), State Counter-Narcotics 
Commission, State Customs Service, State 

Border Service, Ministry of National Security (MSB), and 

the United Nations Development Programme/European Union 
TACIS-sponsored Border Management in Central Asia office 
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(BOMCA). 


4. (SBU) Despite the warm reception, officials were 

reluctant to share statistics or agree to specific proposals. 
For example, the MVD Counter-Narcotics Unit did not want to 
share the statistics from the recent drug burn attended by 
Deputy Assistant Secretary Evan Feigenbaum, although the 
press had openly reported the statistics. However, 
Turkmenistan officials were willing to share general 
information about their work, emphasizing their willingness 

to coordinate with international counter-narcotics 
counterparts via Interpol. 


CAUTIOUSLY OPTIMISTIC DUE TO SOME OPENINGS 


5. (SBU) Hackett and Coffey stressed throughout their visit 
that they valued contacts with their Turkmenistan 
counterparts and that combating major drug trafficking 
organizations required a joint international effort. They 

found the State Customs Service and the MNB to be the most 
engaged in meetings, answering questions directly and asking 
questions in return. However, when they requested the name 
of a working-level contact or contacts with whom they could 
liaise on counter-narcotics leads requiring especially quick 
action, they hit the same response everywhere: all requests 
must be submitted by diplomatic note. Noting the special 
agents growing frustration, however, the Chairman of the 
State Counternarcotics Commission, Myrat Yslamov, suggested 
that it might be possible to obtain such a contact, but that 
such a request needed to go through appropriate channels. 
Yslamov urged Hackett and Coffey to send a diplomatic note 
explaining their interest in developing a one-on-one 
relationship with a working-level contact. (NOTE: This is a 
new area of engagement, and so a request for an initial 
dipnote is not surprising. We will follow up. END NOTE.) 


6. (SBU) COMMENT: President Berdimuhamedov told A/S Sullivan 
Turkmenistan recognizes narcotics as a serious national 
problem and that Turkmenistan will no longer hide such 
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information. Seeping his views down to a cautious 
bureaucracy unused to working with the West will take time on 
counter-narcotics, as it will on every other issue. 


7. (SBU) COMMENT CONTINUED: Notwithstanding the increased 
willingness to pursue bilateral cooperation that we have 
experienced since the former president\'s death, first-time 

visitors seeking to engage Turkmenistan counterparts 


Column 3 

regarding cooperation can still expect that the meetings will 
serve an introductory purpose. However, they should be 
viewed positively, as an opportunity to lay the groundwork 

for partnerships in the future. Counternarcotics and border 
enforcement traditionally have been some of the most 
successful areas of cooperation between the United States and 
Turkmenistan, and we see Yslamov\'s suggestion as a positive 
signal that Turkmenistan counter-narcotics authorities want 

to do more with DEA, as long as they get the political 

coverage to do so. We believe that more frequent visits by 
DEA, and a concerted effort to show the benefits of 
cooperation may eventually make it easier to work directly 

with counterparts. END COMMENT. 


8. (U) Special Agents Hackett and Coffey have cleared this 
cable. 
HOAGLAND 
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SUBJECT: THAILAND LIFTS BAN ON YOUTUBE 


1. (SBU) Summary: The Ministry of Information and Communications 
Technology (MICT) announced on August 30 that it had lifted its ban 
on the popular video-sharing website YouTube, a ban that has made 
the site inaccessible for most Internet users in Thailand for nearly 

five months. The announcement follows directly on the heels of a 
visit by the Deputy Counsel for Google, the owner of YouTube, who 
met with MICT officials earlier this week to resolve remaining 

issues. Although disagreement remains over two videos that the RTG 
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labels defamatory but Google considers political criticism, MICT 
nevertheless unblocked the site. Google has arranged a direct 
communication channel with MICT to review videos that may 
subsequently appear on YouTube\'s site. End Summary. 


2. (SBU) MICT blocked the YouTube website in April in response to 
the posting of videos portraying the King of Thailand in a negative 
light. The controversy engendered a number of copycat videos that 
proliferated on the site. After threats of a civil suit against 

Google in May, Google agreed to remove a set of videos that were in 
direct violation of YouTube\'s terms of use that prohibit videos that 
contain slurs or the malicious use of stereotypes. Google also 
agreed to block other videos from view in Thailand that appeared to 
violate Thailand\'s lese majeste law that criminalizes insults to the 
monarchy, but maintained them on its global site. Google declined 
to block a small number of videos that included negative images of 
the King but that the company considered as political criticisms and 
not intended insults of the monarchy. MICT refused to lift the 

ban. 


3. (SBU) In an attempt to resolve the impasse, Google agreed in 
June to open a direct communication channel with MICT, providing the 
Ministry a dedicated email address to report any videos it believes 
violated Thai law. Google would review the videos and respond 
within one working day and if, after legal review, the video was 
confirmed as illegal would remove it from display. If disagreement 
over the legality arose, Google would remove a video only after a 
Thai court judicially determined it to be illegal under Thai law. 

For its part, the RTG revoked the MICT\'s authority to close 
websites, requiring a court action instead. (Note: Thai Internet 
Service Providers are planning to issue a joint declaration today 
pledging to work with RTG officials to identify offensive videos and 
proceed in accordance with Thai law.) 


4. (SBU) The agreement immediately hit a snag as MICT officials 
claimed that videos that Google had agreed to block were still 
viewable in Thailand. Google and MICT technical staff worked over 
the last two months to define IP addresses assigned to Thailand to 
ensure all gaps in Google\'s blocking were filled. 


5. (SBU) Google and MICT still disagree on two remaining videos 

that the MICT considers illegal but Google files under the heading 

of free speech. On August 27, Google\'s Deputy Counsel Nicole Wong 
met with MICT Minister Sitthichai in Bangkok and confirmed the 
blocking of the previously agreed upon set of videos, and acted to 
block another that had recently appeared and also violated YouTube\'s 
terms of use. Despite the continuing disagreement over the two 
videos, MICT decided to lift the ban. 


6. (SBU) Comment: The wave of censorship and media restrictions 
that followed the September 2006 coup that ousted Prime Minister 
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Thaksin have mostly subsided and many print journalists believe that 
the media is now in a position to enjoy more freedom than before. 
After the coup, the new government imposed tight restrictions on 

Thai media, including the internet, and even blocked images of 
Thaksin from BBC and CNN news reports. Today, however, the severe 
restrictions on broadcast and print media and websites that followed 

in the wake of the coup are gone. The August 29 passage of the 
Printing Bill by the National Legislative Assembly marked an 

important turning point for the press, undoing the 1941 Printing Act 
that required newspaper publishers to be licensed and gave 

authorities power to shut down newspapers. Additionally, amendments 
to the bill and three Revolutionary Announcements that further 

inhibited freedom of the press have also been abolished. While 
material deemed offensive to the monarchy is still punishable by 
imprisonment, journalists we spoke to believe that the new Printing 

Act represents a new era of press freedom for Thailand. End 
Comment. 
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SUBJECT: DELHI DIARY, AUGUST 22-30 


1. (U) Below is a compilation of political highlights from 
Embassy New Delhi for August 22-30, 2007 that did not feature 
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in our other reporting, including: 


-- Narayanan in Moscow for Defense Talks 


-- India and Russia to Conduct Indra 2007 War Games in Russia 
in September 


Narayanan in Moscow for Defense Talks 


2. (SBU) National Security Advisor M.K. Narayanan arrived in 
Moscow August 27 for high level defense talks. In an August 
28 meeting with Acting Secretary of the Russian Security 
Council, Valentin Sobolev, Narayanan reportedly agreed to 
enhance cooperation between the two countries, national 
security councils in view of new challenges to global 

security, citing Afghanistan as an area needing greater 
coordination. According to media reports, Narayanan met 
August 29 with Defense Minister Anatoly Serdyukov to counter 
recent Russian chicanery in several recent mega-price tag 
defense sales to India, such as Russia ex post facto hiking 
the contract price for SU-30 fighters by USD two billion and 
the refurbishment of the aircraft carrier Gorshkov by USD 113 
million, as well as the expected many months delay of the 
Gorshkov to India. Narayanan also discussed nuclear 
cooperation. Narayanan,s visit will be followed by Indian 
Army Chief J.J. Singh,s September 15-19 visit for defense 
and security talks with top Russian brass. A likely topic of 
discussion would be the proposed Indo-Russian 
joint-production of a fifth generation fighter plane. Indian 
Defense Minister A.K. Antony, in a written reply to the 

Indian parliament on August 22, stated that &co-development 
of the fifth generation fighter plane has been identified as 

an important area of cooperation.8 These talks set the 

stage for the Seventh Annual Indo-Russian Inter-Governmental 
Commission on Military Technical Cooperation (IRIGC-MTC) 
between the two Defense Ministers, scheduled for October, 
2007. 


India and Russia to Conduct Indra 2007 War Games in Russia in 
September 


3. (U) For the first time ever, Indian troops will conduct 
joint military exercises on Russian soil September 19 while 
participating in INDRA 2007. The INDRA joint exercises 
between India and Russia have been held biennially since 
2003. The naval portion of INDRA 2007 was conducted by 
Indian and Russian naval ships in the Sea of Japan in April. 
For September,s games, Indian paratroopers will travel to 
Pskov, at the headquarters of Russia,s elite airborne 


Column 3 

division, to conduct joint anti-terrorism exercises with 
their Russian counterparts. 

WHITE 
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E.O. 12598: N/A 
TAGS: BEXP, EINV, ECON, ID 
SUBJECT: GOI OBJECTS TO U.S. TOBACCO LEGISLATION 


1. (SBU) SUMMARY: On August 31, Embassy received official 
correspondence from Government of Indonesia (GOI) Minister of Trade 
Mari Pangestu addressed to United States Trade Representative (USTR) 
Susan C. Schwab. The letter details GOI objections to draft tobacco 
control legislation under consideration by the U.S. Congress. 

Pangestu argues that the legislation, if enacted, would constitute a 
violation of World Trade Organization (WTO) agreements. The full 

text of the letter is included below. End Summary. 


2. (SBU) Begin text: 
Minister of Trade of the Republic of Indonesia 


Our Ref: 1093/M-DAG/8/2007 
Jakarta, 28 Augustus 2007 


Column 3 

H.E. Ambassador Susan C. Schwab 
United States Trade Representative 
Washington, D.C. 

United States of America 


Re: The \"Family Smoking Prevention and Tobacco Control Act\" (S.625) 
Dear Ambassador Schwab, 


It was a pleasure meeting with you a few months ago in Washington 
D.C, in which | had enjoyed discussing with you about the 
increasingly strong relationship between our two countries in trade 
and investment sectors. | would like to take this opportunity, to 
thank you again for the excellent arrangements made during my visit 
to Washington, D.C. 


| am writing to you to raise my Government\'s concern over an 
introduction of a draft legislation entitled the \"Family Smoking 
Prevention and Tobacco Control Act\" (S.625), which currently being 
considered in the U.S. Congress. This draft Act contains a 
provision, which, if enacted as currently drafted, will 

unjustifiably discriminate against Indonesia\'s cigarette exports in 
favor of competing, domestically produced U.S. cigarette products. 
We understand that Senator Kennedy, who has been supportive of 
addressing our concerns with appropriate legislative language, has 
written to you about this matter. 


Specifically, the \"special rule for cigarettes\" in section 907 of 
the legislation states that, beginning 3 months after the date of 
enactment: 


(a) In General. 

(1) SPECIAL RULE FOR CIGARETTES. A cigarette or any of its component 
parts (including the tobacco, filter, or paper) shall not contain, 

as a constituent (including a smoke constituent) or additive, an 

artificial or natural flavor (other than tobacco or menthol or an 

herb or spice, including strawberry, grape, orange, clove, cinnamon, 
pineapple, vanilla, coconut, licorice, cocoa, chocolate, cherry, or 

coffee, that is a characterizing flavor of the tobacco product or 

tobacco smoke. 


The United States does not produce clove cigarettes at all, 

Indonesia produces cigarettes containing cloves and over 99% of the 
clove cigarettes Imported into the United states come from 
Indonesia, That entire volume of imports would be prohibited under 
section 907 of the proposed bill. 


In direct contrast, cigarettes containing menthol sold in the U.S. 
are almost exclusively produced In the United States as imports of 
menthol cigarettes are negligible. However, menthol cigarettes are 
explicitly excluded front the prohibition in section 907. The fact 
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that Section 907 would prohibit the importation and sale of clove 
cigarettes from Indonesia while arbitrarily permitting domestic 
production and sale of menthol cigarettes raises serious concerns 
about the consistency of this proposed provision with the United 
States\' obligations under the agreements of the World Trade 
Organization, In particular, the WTO Agreement on Technical Barriers 
to Trade (TBT Agreement) obligates the United States to ensure that, 
in respect of its technical regulations, products imported from the 
territory of any WTO Member shall be accorded treatment no less 
favorable than that accorded to domestic like products and to like 
products originating In any other country. The Agreement also 
obligates the United States to ensure that its technical regulations 
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are not more trade-restrictive than necessary, thereby creating 
unnecessary obstacles to International trade. In that regard, the 
TST Agreement requires that the United States take account of 
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scientific and technical information, as well as the special 

development and trade needs of developing country Members, such as 
Indonesia. Similar obligations exist under the WTO Agreement on 
Sanitary and Phytosanitary Measures (SPS Agreement) and the General 
Agreement on Tariffs and Trade 1994. 


A stated purpose of the standards in the proposed U.S. legislation 

is to restrict advertising promotional practices most likely to 

entice youth into tobacco use, while affording ample opportunity to 
market tobacco products to adults. Like menthol cigarettes (and 
unlike other flavored cigarettes), clove cigarettes are not targeted 

at youth smokers, Clove cigarettes are estimated to account for only 
0.1% of the total number of cigarettes consumed in the United States 
and only approximately 0.8% of youth smokers have smoked clove 
cigarettes and that number of youths is declining based on recent 
studies. Menthol cigarettes, on the other hand, are estimated to 
account for approximately 26% of the cigarettes consumed in the 
United States and approximately 29.7% of youth smokers smoke menthol 
cigarettes. Moreover, there is no scientifically supportable 

evidence or risk assessment establishing specific human health risks 
associated with clove cigarettes that would justify banning those 
cigarettes while continuing to permit the sale of menthol 

cigarettes. 


These facts are compelling. Imports of Indonesia\'s clove cigarettes 
are prohibited for no reason other than they contain it natural 

herbal additive, while U.S. cigarettes containing menthol - a 
processed herbal additive - are explicitly exempted from the 
prohibition. The Government of Indonesia firmly believes that such 
discriminatory treatment is inconsistent with the United States\' 
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International obligations and, if enacted, will have a significant 
adverse effect on Indonesian trade. 


The Government of Indonesia therefore respectfully asks that you 
carefully consider our concerns and, in the Interest of our positive 
trade relationship, ensure that both the spirit and the requirements 

of the WTO agreements are observed. Further, absent elimination o of 
the prohibition on imports of clove cigarettes, pursuant to Article 

2.5 of the TST Agreement and Article 5.8 of the SPS Agreement, we 
ask the United States to explain how that prohibition is justified. 


As you are aware, Indonesia has expressed concern over the Bill at 
previous meetings of the Indonesia-US Trade and Investment Council. 
We trust that your government would understand the difficulties we 
arc faced with, as well as the severity and the urgency of this 

matter to our people whose livelihood very much depends on the 
existence of the cigarettes industry. We would be very appreciative 

of your attention to this matter and would welcome the opportunity 

to discuss it further with you, at your convenience. 


We look forward to an opportunity in building and strengthening the 
robust relationship between our two countries. Thank you, 


Yours sincerely, 
Mari Elka Pangestu 


End text. 
HUME 
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SUBJECT: AHOY, MATEY - BOOK PIRATES STILL IN TAIWAN 


REF: TAIPEI 0001710 


TAIPEI 00002005 001.2 OF 002 


SUMMARY 


1. (U) By nearly all accounts textbook piracy is less rampant and 

less visible in Taiwan than it was in the 1990s, but it continues to 

be a problem. A recent survey found that over 50 of Taiwan\'s 
college students buy pirated books, but law enforcement officials, 
faculty and students say the scale of piracy has decreased and 
blatant violations less common. Book publishers, however, point to 
declining sales and claim piracy has merely moved underground. Will 
the Ministry of Education\'s IP Action Plan make a difference? End 
Summary. 


The Good Old Days are Gone 


2. (U) The 1990\'s were golden days for pirated books on Taiwan\'s 
university campuses. Pirated editions of textbooks and 

supplementary materials were openly available on and around campus. 
Copy shops often kept copied books on hand and provided entire 
classes with pirated books. Some professors even supported copying 
by providing original material for students to copy. These days are 
gone, but still most Taiwan students are buying at least some 

pirated versions of books and supplementary materials. 


3. (U) Dr. Po-Chung Chuang, an assistant professor of mass 
coQunications at Chinese Culture University, conducted a survey on 
textbook piracy this past school year. Of the 800 college freshmen 
and sophomores from northern Taiwan in the sample, more than half 
(50.6 percent) admitted to buying pirated textbooks. Dr. Chuang\'s 
survey found that the vast majority of students who buy pirated 
books do so because they believe books are too expensive. A number 
of university students around Taipei confirmed to econoff that this 
was the case. They wanted to save money, they said, and some 
pointed out that Taiwan does not have a system where students can 
purchase used books for their classes. 


A Moral Question 

4. (U) According to Professor Chuang\'s survey, almost all students 
know that copying texts is illegal, but continue to believe pirating 
copyrighted materials is not morally wrong. It is not only students 
who share that sentiment. At the August 8th meeting of the Ministry 
of Education (MOE) campus IPR working group, one faculty 
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representative accused the MOE of infringing on academic freedom by 
targeting IPR violations at Taiwan universities. When MOE\'s draft 
Intellectual Property Action Plan was announced to the public a 
number of professors from prominent universities also harshly 
criticized the MOE\'s plan in a media frenzy. reftel Although the 

final plan has not been released, MOE has hinted that it will 
substantially weaken the plan in the face of this strong public 

reaction. 


Piracy Level Dropping... 


5. (U) Informal conversations with students reveal a particular 
pattern of piracy. All of the students who spoke with econoff had 

at some point purchased pirated material. They noted however, that 
today the vast majority of students purchase legitimate copies of 

the course primary textbook, but are much more likely to buy pirated 
versions of solution manuals, workbooks, and books that are hard to 
find in campus bookstores. Dr. Chuang agreed, telling econoff 
students usually buy legitimate editions of books they value and 
expect to use in the future. Interestingly, Chuang believes that 
because many professors are now using Chinese-language textbooks 
instead of more expensive English-language textbooks, students are 
better able to afford the books. 


...And the Intellectual Property Police Want Some Credit 


6. (SBU) Taiwan IP Police Squadron Leader Stephen Su said increased 
police enforcement and raids have greatly reduced the amount of 
physical copying on and around campuses. In his opinion, on-campus 
shops violate IPR laws much less frequently now. He admits there are 
still off-campus copy shops with underground operations, but he 

thinks this in itself means there has been a decrease in activity. 


7. (U) Raids conducted across Taiwan in March of 2007, for example, 
found little printed material in off-campus copy shops, but did 
discover some electronic source files for books. Squadron Leader Su 
said copy shops no longer keep pirated material in stock, only 
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printing it when ordered. The IP Police have seen an increase in the 
number of electronic book files available for illegal download, and 
believe that shops are now printing selections and course-packs for 
students from electronic source files. 


...but Publishers\' Sales Still Falling 
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8. (SBU) Golden Hong, Taiwan Book Publishers\' Association (TBPA) 
Chairperson and Pearson Education\'s Vice President for North Asia, 
told AIT that member publishers continue to see declining textbook 
sales in all categories, and believe this is largely due to 

continued piracy. He is satisfied with the efforts of the 

Intellectual Property Police and said that increased enforcement, 

has forced shops underground, making it only appear that the 
situation has improved. He believes shops now establish orders 
through representatives on campus and standing student 
relationships, then deliver books directly to customers. TBPA\'s 
evidence for this, however, is only anecdotal. Hong said that when 
shops operate under this model, pirated books are only exposed to 
detection for a short period of time, leaving little chance for 

police or rights-holders to pursue the copiers. TBPA declined 
econoff\'s request to be shown one of these shops, suggesting instead 
that we ask students or police to point out these difficult-to-find 
shops. What needs to happen, he says, is for professors to ban 
pirated books from their classrooms, rather than increased 
enforcement. 


9. (SBU) IP Police Squadron Leader Su admitted that there are limits 

to what the IP Police can do to crack down on book piracy. Due to 

the limits in their search powers, they can only raid shops after a 
complaint from the rightsholder. He added, however, that if the TBPA 
believes underground shops are a major problem, book publishers need 
to be more active in helping the IP Police locate the shops, like 

the music and film industries have been in locating DVD factories. 


COMMENT 


10. (SBU) Although the golden days for book pirates may have passed, 
students are still purchasing pirated books in large numbers. An 
effective IP action plan from the Ministry of Education and 

participation from rightsholders will be key in addressing the 

problem. Unless the MOE is prepared to create incentives for 
universities to take action expect very little change. End 

Comment. 


Wang 
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TAGS: OPRC, KMDR, KPAO, TW 
SUBJECT: MEDIA REACTION: TAIWAN\'S UN REFERENDUM 


1. Summary: As Taiwan\'s major Chinese-language dailies continued to 
report on the aftermath of U.S. Deputy Secretary of State John 
Negroponte\'s TV interview on Taiwan\'s UN referendum, news coverage 
on August 31 also focused on the DPP Central Executive Committee\'s 
passage of the party\'s \"normal country\" resolution draft Thursday; 

on the 2008 president poll; and on a Mainland Affairs Council 

decision to allow Chinese-born NBA star Yao Ming to visit Taiwan in 
September. All major Chinese-language papers carried on inside 
pages a story by \"The Nelson Report\" saying if Taiwan insists on 
holding a UN referendum, Washington is likely to change its 

ambiguous policy of \"not supporting\" Taiwan independence. 


2. In terms of editorials and commentaries, Columnist Antonio Chiang 
noted in the mass-circulation \"Apple Daily\" that Taiwan\'s UN 
referendum, which caused strong repercussions on the triangular 
relationship among Washington, Beijing and Taipei, is a game of 

crisis in virtual reality and also a test of the United States and 

China\'s joint management of Taiwan. A separate \"Apple Daily\" op-ed, 
however, said no matter whether the UN referendum bodes well or ill 
for Taiwan, President Chen\'s ability to turn the issue of de jure 

Taiwan independence from a taboo for Taiwan into a hot potato or a 
potential fuse between the United States and China has helped him 
build the foundation for his future political position in Taiwan. 

An editorial in the pro-independence, English-language \"Taiwan News\" 
criticized Negroponte and said he has no right to scold Taiwan\'s 
democracy. An op-ed in the conservative, pro-unification, 
English-language \"China Post,\" on the other hand, urged Washington 
to take effective step to make President Chen \"halt his irrational 

and risky course on Taiwan independence.\" End summary. 


A) \"A Game of Crisis in Virtual Reality\" 


Columnist Antonio Chiang noted in his column in the mass-circulation 
\"Apple Daily\" [circulation: 530,000] (8/31): 


Y... The Taiwan issue will surely become a major agenda to be 
discussed during [Chinese President] Hu Jintao\'s meeting with [U.S. 
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President] George W. Bush when the APEC summit is held in Australia 
in early September. The Chinese Communist Party\'s 17th National 
Congress, which will kick off in October, is essential for 

stabilizing Hu\'s power. Before that, [China\'s Taiwan Affairs Office 
Director] Chen Yunlin will set out for the United States to lobby 

the State Department, the National Security Council, major think 

tanks and overseas Chinese associations [on Taiwan\'s UN referendum]. 
Beijing regards [Taiwan\'s] UN referendum as a test to its 
VAnti-Secession Law;\' the referendum is also a test on the joint 
management of Taiwan by Washington and Beijing. Beijing has 
obviously worked out an all-out plan, trying every way it can to 

stop the referendum. ... 


\"In early September, A-Bian will have a dialogue with U.S. think 
tanks via the digital videoconference, in which former U.S. National 
Security Council official Michael Green is ready to challenge Bian. 
... This will be a great chance for both sides [i.e. Taipei and 
Washington] to communicate and find a way out of their current 
standoff. If the Bian administration can handle this issue as a 
major crisis like Beijing does, there will still be chances to stop 

the trains from colliding with each other.\" 


B) \"A-Bian Toying with the United States and China Stubbornly\" 


Professor Emerson Chang, director of Nan Hua University\'s Department 
of International Studies, opined in the mass-circulation \"Apple 
Daily\" [circulation: 530,000] (8/31): 


Y... President Chen Shui-bian\'s calculated layout for the UN 
referendum and his unbending resistance to U.S. pressure indicate 
that the United States has lost its authority to define the status 

quo across the Taiwan Strait, and that it might as well think about 
how it can employ its power to make Chen make up his mind. ... The 
United States\' feeling of incapability was also reflected in the way 
[Deputy Secretary of State John] Negroponte dodged two critical 
questions [during the interview]: First, how is the United States 

going to stop Taiwan from continuing to push for the referendum? 
Second, what is the United States\' possible reaction if Taiwan\'s UN 
referendum triggers conflicts across the Taiwan Strait? 
Negroponte\'s original intent was perhaps to retain strategic 
ambiguity [to these questions] so that he can enjoy more elbow room. 
But the consequence is that [such ambiguity] might mislead both 
China and Taiwan and make people believe that the United States is 
at its wits\' end or that it is still testing China\'s bottom line. 

Such misunderstanding will encourage Taiwan, while China may be 
forced to adopt a tougher stance, a move that will significantly 
squeeze Washington\'s room for ambiguity. ... 


\"... The real concern of the United States and China lies in the 
fact that, once the referendum is passed and before the new 
president in Taiwan is sworn in, Chen may continue to step on the 
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red line of de jure independence, for instance by linking in one way 


or another the day on which the referendum is held with Taiwan 
Independence Day. Should this happen, the problems and grudges 
between Washington and Beijing will become more serious than they 
are now. Regardless of whether it bodes well or ill for Taiwan, 
Chen\'s ability to turn the issue of de jure Taiwan independence from 
a taboo or red line for Taiwan into a hot potato or a potential fuse 
between the United States and China has helped to build the 
foundation for his political standing in the post-Bian era.\" 


C) \"Negroponte Has No Right to Scold Taiwan\'s Democracy\" 


The pro-independence, English-language \"Taiwan News\" [circulation: 
20,000] editorialized (8/31): 


\"U.S. President George W. Bush took an unfortunate step Tuesday in 
his \'war against referendum\' aimed at the initiative launched by the 
governing Democratic Progressive Party for a nationwide citizens\' 
vote on whether to use the name of VTaiwanY to apply to join the 
United Nations. ... We should add that Negroponte grossly distorted 
the so-called \‘four noes\' by turning them from a pledge to refrain 
from four specific actions into a blank check and by ignoring the 

fact that Beijing has trampled on Chen\'s precondition that the \'four 
noes\' would be valid \'so long as the PRC government bears no 
intention to use military force against Taiwan\' through its 
threatening deployment of hefty offensive forces and missiles 
opposite Taiwan and by the enactment in March 2005 of an 
VAnti-Secession Act,\' which authorizes the use of \'non-peaceful 
means,\' if Taiwan does not \'behave\' and persists in refusing 
unification. ... 


\"The choice of Negroponte as the messenger should have dispelled any 
illusions about Bush\'s commitment to democratic values. No other 

U.S. leading diplomat has anything approaching Negroponte\'s rich 
experience as a hit-man for Washington\'s \'wars\' against democracy 
and social justice under the catch-curse of \communism\' in Asia, 

Latin America and the Middle East and as a specialist in covering up 
gross abuses of human rights by death squads organized by 
U.S.-supported dictatorships. ... 


\"It is no small irony that Negroponte\'s arrogant warning to the DPP 
government to \"behave\" took place almost simultaneously with the 
endorsement of the proposed U.N. referendum as a legitimate exercise 
in \'direct participatory democracy" by \'communist\' Nicaraguan 
President Daniel Ortega, whose Sandinista government had been the 
target of the vicious and ultimately successful \'contra\' war which 
Negroponte helped to stage-manage from Tegucigalpa. We urge the 
Bush administration to cease acting as Beijing\'s \‘enforcer\' and 

return to support democratic values by accepting President Chen\'s 
invitation and engage in direct and equal dialogue on the question 
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of Taiwan\'s U.N. membership, instead of sending paternalistic 
warnings through the media of an authoritarian PRC and a notorious 
defender of military dictatorship who has no right whatsoever to 
speak to us about how to \"behave\" as a democratic nation.\" 


D) \"What\'s the U.S.\' Next Step If the Referendum Passes?\"\" 


Dr. William Fang opined in the conservative, pro-unification, 
English-language \"China Post" [circulation: 30,000] (8/31): 


Y... Taipei will file another formal membership application with the 
world body, only this time on an even stronger basis -- the 
unequivocal support of the majority of Taiwan residents, as 

indicated by the results of the referendum. Of course it is a 

foregone conclusion, which is clear even to \'pan-green\' leaders, 

that in the present world situation the application will fail again. 

Such behavior has been jeered by knowledgeable people as 
\'head-bumping diplomacy\' which will only bring humiliation and other 
bitter fruit in foreign affairs to Taipei. So what? The political 

climate in Taiwan has already become one in which defeats and 
humiliation are a plus for President Chen, in terms of winning 
sympathy votes at polls, as long as he dares to openly assert and 
re-assert the sovereignty of Taiwan against all odds. On this 

matter, many native Taiwanese care more about the process than the 
outcome. There are already indications that the stronger the U.S. 
opposition, the greater solidarity displayed by the \'pan-green\' 

camp. No matter what, in the eyes of large numbers of native 
Taiwanese, President Chen is destined to be a hero, either 
triumphant or tragic. 


\"The real question should be directed to the United States: What is 
the next step it will take to effectively stop President Chen from 

further moving toward Taiwan independence to which Washington has 
voiced its firm opposition? It is generally acknowledged that the 

most important reason that Chen and his supporters have gone so far 
in pursuit of their goal of an independent Taiwan is the tolerance 

and conniving of the U.S. government over the years, as Americans 
believe the island existing outside the sphere of Beijing\'s 

influence complies with their national interest. ... Negroponte 

told Hong Kong-based Phoenix TV that the U.S. believed Taiwan 


authorities should display a responsible attitude in enhancing 
Taiwan\'s interest, while at the same time not trying to undermine 
regional stability. It was well said. But, Washington should lose 
no time in taking effective steps to make Chen halt his irrational 
and risky course on Taiwan independence.\" 


WANG 
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SUBJECT: CHOOSING UP TEAMS: NEW POLITICAL PARTIES EMERGING 


REF: BANGKOK 4214 
Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


1.(C) SUMMARY and INTRODUCTION: Now that the referendum is 
passed, Thailand\'s political class is preparing itself for 

the December elections. This message details the current 
estimates of the relative strength of the emerging parties, 

as well as looking at the electoral chances for established 
parties -- the Democrats and Chart Thai. A few, apparently 
small, new political parties have already registered, but 

many of the major players are still negotiating behind the 
scenes. Proto-parties are seeking to attract as many proven 
vote-getters as possible, and are also looking for party 
leaders with sufficient \"gravitas\" and access to financial 
support. The roster of potential party leaders (and 

therefore, prime ministers) is a veritable \"who was who\" of 
Thai politics, with old-timers like former PM GEN Chavalit 
Yongchaiyut hoping for a new lease on political life. As 
candidates do not have to be registered until 30 days before 
the election (expected to take place on December 23), it may 
be a while before the constellation of new political parties 

is clear. 


2. (C) The dissolved Thai Rak Thai (TRT) party of former PM 
Thaksin has fragmented into three major groups and some 
smaller factions. Although the 111 leading members on the TRT 
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executive committee were banned from political office or 
official party leadership positions for five years as a 

result of the dissolution, many are in unofficial leadership 
roles in the newly-emerging parties. The largest of these 
groups remains loyal to PM Thaksin and, under a new party 
banner, are viewed as the party to beat in the December 
elections. Two other factions have attracted a significant 
number of former TRT MPs and could be strong competitors, 
especially in the countryside. Former finance minister 
Somkid Jatusripitak is leading another, smaller faction, 

which may have support in Bangkok. Although foreign media 
have suggested Democrat Party leader Abhisit Vejjajiva is the 
front-runner for PM, by our count, the DP is unQely to win 
enough seats to guarantee Abhisit the job. The balance of 
power in the new parliament may be held by several small and 
unpredictable parties, who could play a kingmaker role. Even 
though it is very early to be predicting the result of 

elections in December, the widely-held view that Thaksin 
loyalists may be the largest single party in the new 

parliament is making the military and many other Thaksin 
opponents very nervous. END SUMMARY AND INTRODUCTION. 


BACKGROUND - STILL A FEUDAL SYSTEM 


3. (C) Thai party politics traditionally follow an almost 

feudal model. Before the 1997 Constitution, political parties 
tended to be built around a charismatic (and prosperous) 
leader with a strong regional base. The leader provided 
funds or other support to help MPs in his fiefdom campaign, 
and the MPs offered him their loyalty, at least until a 

higher bidder came along. Particularly in the countryside, 
the power of incumbency is very strong. MPs attend the 
weddings and funerals in their district, provide tents or 
bands for local celebrations. Many MPs developed strong ties 
with their constituents that had virtually nothing to do with 
party\'s policies or its senior leadership, enabling them to 
switch parties if they got a better offer from a richer or 

more powerful party boss, or one who offered them better 
opportunities for advancement. As few parties had set 
policies, there were rarely ideological reasons for an MP to 
stick with one party boss if another one would make him a 
better deal. A quick look at the resume of many career MPs 
will show them jumping from party to party, all the while 
retaining their seats. 


4. (C) Former PM Thaksin\'s Thai Rak Thai (TRT) built its 
impressive parliamentary majority in part through \"mergers 
and acquisitions\" of several parties with strong followings 

in the North and Northeast, such as Gen. Chavalit\'s New 
Aspiration Party and Suwat Liptapanlop\'s Chart Pattana. TRT 
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had a platform and a very strong national leader, but it was 

still more of a coalition of factions than a unified party in 

many ways. Now that TRT has been banned, these factions have 
spun off in different directions, and are re-constituting 

themselves as independent parties. Other political groupings 
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are also angling to attract proven vote-getters looking for a 
new political home now that TRT is no more. There are 
accusations that MPs are asking 30 million baht (around USD 
850,000) to sign on with a political party, while a \"grade A\" 
MP can demand 40 million baht (USG 1.2 million) -- although 
we caution that these figures are widely repeated without 
anyone yet providing evidence that these sums are changing 
hands. 


MATCHIMA AND RUAM JAI THAI 


5. (C) One important group to watch is the faction lead by 
former labor minister Somsak Thepsuthin, one of the banned 
TRT executive committee members. Somsak kept a low profile 
during the Thaksin administration, but he was generally 
viewed as controlling the second-largest faction in TRT 

(after Thaksin\'s group), with over 100 of the 377 TRT MPs 
viewed as \"his\" before the party was dissolved. His strength 
is in parts of the rural Northeast, the heartland of TRT 
support. He reportedly draws financial support from former 
TRT Transport minister Suriya Chungrungruangkit (also 
banned). Somsak is the force behind the political grouping 
Matchima (\"Middle Way\"). As noted, most former MPs have not 
yet committed to new parties, so all estimates of party 
strength are back-of-the-envelope calculations. The lowest 
figure we\'ve seen for Matchima is around 80 former MPs, and 
the highest over a hundred. (This is an estimate of current 
support from former MPs, not a prediction of the number of 
performance in the December election.) It is widely presumed 
that Matchima will eventually form either a coalition or 

merge with several of the other proto-parties emerging, 
including Ruam Jai Thai. 


6. (C) Ruam Jai Thai (\"Thai Unity\") is so far a mongrel, and 
the runt of the litter. It appears to be mainly a vehicle for 
former TRT finance minister Somkid Jatusripitak (also 
banned), who is an \"advisor\" to the group. Only a few other 
known politicians are so far associated with the group, and 
they are former Democrat Party MPs, who formed the splinter 
party Mahachon in 2004. This group is getting more attention 
than its numbers seem to warrant; it may serve as a vehicle 
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for other TRT intellectuals like Somkid. 


7. (C) As one Matchima faction member told us, Matchima 
leader Somsak \"is like a man who has a farm, and is looking 
for a farmer.\" In a merger between Matchima and Ruam Jai 
Thai, Matchima would provide a strong base of support in the 
northeast, while Ruam Jai Thai \"intellectuals\" could appeal 

to Bangkok. This could be a reasonably successful party, 
depending on how they solve the problem of choosing a leader. 
Although there have been several announcements in the press 
that the merger is imminent or has happened, these appear to 
be premature. We have heard that one obstacle is that 
Somsak, who cannot have a role in the party\'s executive 
leadership due to his five-year ban, wants his wife to be 
Secretary-General of the merged party, a condition that may 
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not fly with Ruam Jai Thai. 


SAMANACHAN (RECONCILIATION) 


8. (C) The Samanachan faction also represents a strong 
contender for some of the approximately 135 constituency 
parliament seats in the northeast (\"Isaan\") region. 
Samanachan is led by former TRT Health Minister Phinij 
Jarusombat (banned), former TRT DPM Suwat Liptapanlop 
(banned), and former TRT Information Minister Suwit Khunkitti 
(who left TRT before the election irregularities occurred, 

and so is not banned). They reportedly have between 30 - 80 
former MPs loyal to them. They are also expected eventually 
to be drawn into a coalition, or to merge, with Matchima/Ruam 
Jai Thai, but contacts there told us this week that they had 

not decided what to do yet. 


THE \"FORMER POWER\" - 
RUMP THAI RAK THAI TAKES OVER THE PEOPLE\'S POWER PARTY 


9. (C) As reported reftel, Thaksin loyalists who stuck with 

TRT through the court\'s dissolution decision have moved en 
masse to the People\'s Power Party (Pak Palang Prachachon - 
PPP). PPP\'s current support has been estimated at about 220 
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former MPs, while PPP claims to have about 270. (But, at 
this point, there is no way to confirm these claims. We note 
that, according to press reports, only 113 party members 
voted in the election that chose Samak Sundaravej to be party 
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leader last week.) In addition to having a large groups of 
former MPs in the party, PPP is also widely believed to be 
getting financial support from former PM Thaksin. Press 
reports and our own contacts indicate that the controversial 
and combative Samak may not be a very popular choice among 
all the PPP members, and there are indications that he may 
not help the party in the Northeast, although he should 
attract votes in Bangkok, particularly in poorer 
neighborhoods. Nonetheless, the combination of former MP 
support and deep pockets give PPP a decided edge in the 
upcoming elections. 


RAK CHART - THE MILITARY PARTY? 


10. (C) Rumors continue that soldier-turned-businessman Capt. 
Kachit Habananda will form a political party to serve as a 
vehicle for former military leaders. So far, however, he 
seems to have gained little support for Rak Chart (\"Love the 
country”). His first WcatchW was controversial retired 
general Pallop Pinmanee, advisor to Gen Sonthi in the 
Internal Security Operations Command (ISOC). Pallop 
announced he would join the party, but shortly after quit in 

a huff, and declared his intention to set up his own party. 

No prominent political figures are clearly aligned with Rak 
Chart yet. 


THAI DINOSAURS NOT EXTINCT 


11. (C) Thailand has many intelligent and well-spoken 

political leaders -- politicians like the Democrat\'s Abhisit 
Vejjajiva, or former TRT Education minister Chaturon 
Chaiseng (banned; now with PPP). When the time comes to form 
a new political party, however, the Thais are inexplicably 
drawn to an old guard of grizzled political veterans who have 
long, if unimpressive, resumes. The reappearance of these 
ancient mediocrities is one of the more depressing elements 

in the current political landscape. PPP led the way with the 
election of Samak Sundaravej, a 73-year-old known for his 
abrasive manner. 73-year-old former TRT member Sanoh 
Thiengthong, a political operator who left TRT in February 
2006 to form his own party (Pracharat) is being courted by 
some of the factions. And no Thai election would be complete 
without 76-year-old retired General Chavalit Yongchaiyut, 
Prime Minister during the Asian financial crisis, and former 
TRT member. GEN Chavalit, well-known for his large ego and 
his cryptic way of speaking, also retains a strong base in 
Isaan. He told the press last week that he wants to be a 

force for reconciliation, and he is clearly being courted by 
several factions, including some elements in PPP, and some in 
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the Samanachan/Matchima/Ruam Jai Thai groups. Although he 
remains popular in the countryside, he would probably be a 
vote-loser in Bangkok. 


12. (C) There are a few other names circulating as potential 
party leaders or celebrity candidates. Junta chief Sonthi 
Boonyaratglin has not ruled out a political role after his 
retirement in September. A number of parties might be 
prepared to take him; Rak Chart is most commonly mentioned. 
We have heard from two sources that the Matchima/Ruam Jai 
Thai groups hope to attract Sumet Tantivejkul as leader. 
Sumet, in his late 60\'s, is the secretary-general of the 

royal Chai Pattana Foundation and as such is viewed as close 
to the King. Under normal circumstances, it would be very 
unlikely that someone so close to the Palace would enter 
politics, but desperate times may call for desperate 

measures. 


READING THE TEA LEAVES 


13. (C) Although some of these parties are not yet even 
registered, we are already hearing predictions of the outcome 

of the December vote. While this is more than a little 

premature, these guesses are worth examining because they may 
have an influence on decisions made by politicians and the 

junta over the next few months. 
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14. (C) The new government will be formed by whichever party 
or coalition can reach 241 seats (of the 480 seat 

parliament). Thaksin-loyalist PPP is almost universally 
considered to be the party to beat, and the likely largest 
vote-winner. Most guesses give them at least 120 seats in 

the new Parliament, and their own estimate is (naturally) 

much higher, perhaps close to 200. If the other former TRT 
factions (Matchima, Ruam Jai Thai, Samanachan) work together, 
they could well come in second, with over 100 seats. The 
Democrats could win about the same number, around 100-plus 
seats. If these estimates are even close to right, then the 
balance of power is likely to be held by some of the smaller 
parties, such as Chart Thai (perhaps 30 seats) or Rak Chart 
(maybe 20 seats) or even Pracharaj (maybe 10 seats). (Chart 
Thai, which had 25 seats in the 2005 Parliament, is run as a 
kind of family enterprise by another political dinosaur, 
76-year-old former PM Barnharn Silpa-archa, also rumored to 
be ready for a return engagement as prime minister. Chart 
Thai is famous for being willing to go into a coalition with 
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anyone.) Of all the parties currently in the mix, it seems 

like the Democrats, and perhaps Rak Chart, are the only ones 
that would not at least consider a coalition with the PPP, if 

the blandishments were right. 


15. (C) We note that, while the foreign press tends to 

anoint Democrat leader Abhisit as the leading contender for 

PM, most contacts here give him at best an even chance. The 
Democrat party, which won 96 seats in the 2005 election, does 
not yet appear to be gaining much from TRTVs loss, except 
perhaps in Bangkok. Abhisit could be acompromise PM chosen 
by a Coalition including Matchima/Ruam Jai Thai/Samanchan, 
but it would require some older politicians to step aside and 
allow him to take the post, which would be unusual. 


COMMENT 


16. (C) We emphasize again that allthese estimates of party 
strength are based on the instincts and hunches of various 
contacts and commentators - it's a long way until December, 
and many things could change. The view that the 
Thaksin-loyalist PPP is currently the strongest single party, 
however, is clearly causing the military, and other Thaksin 
opponents, to be nervous and unhappy. 


BOYCE 
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SUBJECT: Taipei Economic Brief for August 2007 


REF: TAIPEI 1733 


1. This cable summarizes selected August 2007 economic events in 
Taiwan: 


--TaiwanYs Economy Outperforms Expectations 

--Prices Drop Unexpectedly, But Inflation Still a Risk 
--Effects of U.S. Sub-prime Mess 

--Worldwide Interoperability for Microwave Access (WiMax) 
--Subsidies for Animation and Gaming Industry 

--Customs Clearance Streamlining Efforts Pay Off 
--Foreign Investment in Generic Medicines Plant 
--Semiconductor Equipment Outsourced to Taiwan 
--U.S.-Taiwan JV to Make Solar Photovoltaics 

--DHL to Establish Gateway in Southern Taiwan 


Taiwan\'s Economy Outperforms Expectations 


2. In July, Taiwan\'s economy performed far better than 
expectations. Industrial production in July grew at a y-o-y rate of 
13%, an 18-month high. Electronics, the backbone of Taiwan\'s 
industrial sector, reported a 30% production growth. Semiconductor 
and flat panel plants were expanding their capacity, contributing to 

a double-digit growth in private investment. July export growth of 
8% outpaced the forecasts of private and official think tanks. 

Export growth should accelerate over the next three to six months as 
export orders in July posted a 14-month high of 23.5%. 


3. Consequently, in Late August, the Directorate General of Budget, 
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Accounting and Statistics raised its estimate for Taiwan\'s 2007 
economic growth rate to 4.6% from the 4.4% it projected in May. The 
office predicts that private consumption will expand as both stock 
and real estate markets have been booming. Private investment 
growth in 2007 will set a three-year high. Manufacturing firms 
expecting better performance over the next three-six months were 
more than those predicting worse performance, according to private 
and official think thanks. 


Prices Drop Unexpectedly, But Inflation Still a Risk 


4. Although recent media focus on rising energy and food prices 
(reftel), July inflation figures announced August 6 surprised 
onlookers by revealing a 0.34% year-on-year decline. The July drop 
was paced by steep falls in vegetable and fruit prices. 

Inflationary figures are expected to build in the second half of the 
year, however, as the advent of the tropical storm season crimps 
agricultural production and drives up food prices. Inflation in the 
second half (H2) of this year is predicted to reach 2.5%, up from 
0.6% in H1. 


Effects of U.S. Sub-prime Mess 


5. Problems with U.S. sub-prime mortgages have impacted Taiwan\'s 
stock markets. Prices here have largely followed the recent 
fluctuations in New York and other major markets since late July. 
The Taiwan financial sector\'s exposure to U.S. sub-prime mortgage 
risk, however, has been limited and manageable. According to 
Financial Supervisory Commission, the sector\'s portfolio investment 
directly and indirectly involving U.S. sub-prime mortgages totaled 
NT$70 billion (US$2.1 billion), which represents only about 0.5% of 
total portfolio investment. Likely losses, as disclosed to the FSC 

by the financial institutions themselves, were estimated at NT$2.3 
billion (US$70 million), including losses of about US$36 million for 
Taiwan banks, US$13.6 million for insurance companies, and US$19 
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million for securities firms. Sub-prime mortgage based products are 
also held by 27 mutual funds sold in Taiwan, but the total value of 
these products totaled US$1.95 million, which is less than 1% of 
their portfolio investment positions. 


Worldwide Interoperability for Microwave Access (WiMax) 


6. In an open bid, six companies defeated Chunghwa Telecom and 
Taiwan Cell Phone, the two largest telecom firms in Taiwan, to win 
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six regional WiMax operation licenses - three for northern Taiwan 
and the other three for southern Taiwan. According to press 

reports, Chunghwa Telecom and Taiwan Cell Phone lost the bids 
because they were less interested in regional WiMax than in 
island-wide WiMax, whose operation licenses will be open for bidding 
in 2009. The six regional WiMax license winners include WiMax 
(Taiwan), Tatung Telecom, Far Eastone, First International Telecom, 
Venture Capital I, Wei Da Telecom. 


7. WiMax equipment manufacturing is a rapidly growing industry 

here. According to the Institute for Information Industry (a 
government-funded research and industrial promotion center), 
customer premise equipment (CPE) turned out by Taiwan\'s producers 
will shoot up from NT$750 million (US$22.7 million) in 2006 to 
NT$121.6 billion (US$3.68 billion) in 2012. Taiwan is the second 
largest WiMax investor in the world, after the United States. 

Taiwan\'s cumulative investment in the WiMax industry totals US$664 
million. 


Subsidies for Animation and Gaming Industries 


8. The Executive Yuan has approved the \"Program to Strengthen 
Computer and Other Digital Games\" submitted by the Ministry of 
Economic Affairs. The program will encourage development of 
animation and computer games by subsidizing local firms. The 
National Development Fund (NDF) will allot NT$20 billion (US$606 
million) to fund the program. Two animation production firms, 
currently in cooperation with U.S. companies, are expected to 
receive NT$100 million (US$3 million) each in funding. Over the 
next five years, the program will invest NT$1.36 billion (US$41 
million) in 60 animated programs and another NT$4.12 billion (US$126 
million) in animation and game R&D. According to projections from 
the Ministry of Economic Affairs, the program will create some 2,000 
new jobs, and production value of the industry will reach NT$600 
billion (US$18 billion) by 2011. 


Customs Clearance Streamlining Efforts Pay Off 


9. The Council for Economic Planning and Development (CEPD) 
announced in early August that its five-year \"obstacle-free customs 
clearance program\" has expedited the customs process and 
substantially reduced paperwork for trading companies in Taiwan. 
The program whose cost over the past five years totaled NT$780 
million (US$23.6 million) has cut the customs clearance 
administrative expenditure by NT$5.05 billion (US$153 million) and 
reduced the customs clearance processing time by 14.57 million 
hours. 


Foreign Investment in Generic Medicines Plant 
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10. US-based Impax Laboratories, specializing in generic 
pharmaceuticals, announced it will build a generic medicines factory 
in Taiwan\'s Hsinchu Science Park. Initial investment is NT$200 
million (US$6.1 million). The factory, Impax\'s first production 
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base overseas, will be 100% owned by Impax. Construction will begin 
in October this year, and commercial operation is scheduled for 

2009. Medicines made by the factory will be sold in the United 
States, Canada, and Europe. 


Semiconductor Equipment Outsourced to Taiwan 


11. Taiwan, the world leader in semiconductor production, has now 
started to get orders to produce the high cost equipment used in 
semiconductor production. Media reports indicate that Taiwan\'s 
Marketech International Corporation received NT$1 billion (US$30.3 
million) in orders for semiconductor exposure equipment from ASML of 
the Netherlands, a leading provider of lithography systems for the 
semiconductor industry. ASML\'s seeking a partner in Taiwan marks an 
opportunity for Taiwan to develop its own production capability for 
semiconductor manufacturing equipment. Taiwan\'s semiconductor 
industry is world-renowned for chip fabricating, packaging and IC 
design, but it still relies heavily on foreign suppliers for 

semiconductor equipment. Factory start up costs for a 12-inch wafer 
fab usually exceed NT$100 billion (US$3.03 billion), with 90% of the 
costs going towards equipment. Taiwan already has 10 factories 
producing 12-inch wafers and is building another 12, whose total 

start up costs amount to NT$1.2 trillion (US$36.4 billion), more 

than the semiconductor industry\'s annual output. 


U.S.-Taiwan JV to Make Solar Photovoltaics 


12. Gloria Solar, a subsidiary of Taiwan\'s E-ton Solar Company, 
which specializes in manufacturing solar modules, will enter into a 
joint venture arrangement with US-based Spire Corporation, the 
world\'s largest solar power module equipment supplier. The new 
venture - Gloria Spire Solar - is designed to take on the 
photovoltaic (PV) systems market. The new company, which will be 
based in Bedford, Massachusetts, represents E-ton Solar\'s efforts to 
integrate its supply chain. E-ton Solar recently acquired 100% of 
Adema, a US silicon chip company. With Gloria Spire, E-ton Solar 
will have direct access to resources from upstream (silicon chips) 

to midstream (solar cells) and downstream (solar modules and 
systems). After Gloria Spire is formed, Gloria Solar will have 
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production capacity of 95 MW by the second quarter next year, nearly 
three times its current capacity. It will continue to expand with 

an additional 75 MW of module manufacturing equipment from Spire and 
become a leading PV player in the world. 


DHL to Establish Gateway in Southern Taiwan 


13. DHL (Taiwan) will establish a service gateway at Kaohsiung 
International Airport prior to the end of the year. Due to drastic 

cuts in domestic flights to and from Taipei after the opening of the 
high-speed rail, DHL needs this new service gateway to serve 
companies in central and southern Taiwan. DHL currently operates a 
service gateway at the Taoyuan International Airport and 10 service 
locations across the island, including Taipei, Hsinchu, Taoyuan, and 
Chiayi. 

WANG 
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1. (SBU) SUMMARY: The Corruption Eradication Commission (KPK) 
Selection Committee is evaluating new commissioners for a four-year 
term beginning late December 2007. The new commissioners will lead 
the KPK at a critical time, determining the future direction of the 

KPK and the larger anti-corruption reform campaign in Indonesia. 

The KPK Selection Committee will recommend 10 candidates through the 
President by mid-September and the Parliament will select five 
commissioners from that list by December. These commissioners will 
have a critical role in continuing anti-corruption reform throughout 

the government and work to establish the longer-term institutional 

role of the KPK and ACC within the judicial framework of Indonesia. 
The long-term status of the KPK and attendant Anti-Corruption Court 
(ACC) - the government\'s premier anti-corruption bodies - are 
uncertain after a December 2006 Constitutional Court decision ruled 
that the process used to create the ACC was unconstitutional. End 
Summary. 


KPK Selection to be Completed by December 


2. (U) The KPK Selection Committee (SC) oversees the initial phases 
of identifying commissioner candidates. The SC is a 15-member 
committee composed of academics, civil society, and government 
officials and headed by the State Minister for Administrative Reform 
Tauffiq Effendi. The SC received 662 applications for the 
commissioner positions, reducing the list to 465 through 
administrative selection criteria. The field was cut to 256 through 
written exams. The field was further reduced to 75 candidates 
through profile assessments, which included the support of the U.S. 
human resources company Dunamis. The SC then selected 26 finalists 
for further testing and public interviews. Amien Sunaryadi, 

regarded as a quiet, effective reformer within the KPK, is the only 
current commissioner on the list of 26 candidates. Waluyo, KPK 
Deputy for Prevention, Iswan Helmi, a KPK Director for Preliminary 
Investigations, and M. Yasin, Director of Research, are also 
candidates. 


3. (U) The following is an overview of the remaining steps in the 
KPK commissioner selection process: 
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-- September 3-5: Final public interviews by SC at Hotel Borobudur. 
Each candidate has a one-hour interview. Public invited to observe, 
but only the SC poses questions. 


-- September 6: SC recommends 10 candidates to President Yudhoyono. 
SC makes decision based on public interviews as well as private 
interviews and further Dunamis testing, including psychological 

exams, \"integrity tests,\" writing exams, and management capability 
testing. 


-- September 8: SC plans to meet with President to discuss list of 
candidates. 


-- Mid-September: President presents list of 10 candidates to 
Parliament. 


-- September - December: Parliament conducts interviews and gathers 
further information on candidates, conducting overall \"fit and 

proper" tests. Work in Parliament will be based in Commission III 

on Law and Security. 


-- Early-December: Parliament selects the five commissioners. 


-- Late-December: Commissioners sworn in. Judicial Watch Coalition 
- a group of six NGOs including Partnership for Governance Reform in 
Indonesia (Kemitraan), Indonesia Corruption Watch, MAPPI, LEIP, and 
KRHN - will offer induction training and team-building workshops. 
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4. (SBU) Emboffs met with two KPK commissioners, Amien Sunaryadi and 
Erry Riyana, who are considered the leading reformers in the KPK. 
Sunaryadi and Riyana expressed optimism about the selection process, 
stating that the process has improved since its first use four years 

ago. The SC was enlarged from nine to 15; the SC has a more diverse 
membership with fewer bureaucrats; and the SC was given more time 

for its selection process. Riyana stated that Minister Effendi will 

likely informally consult with President Yudhoyono before Effendi 

presents the final list to him. 


KPK Overview and Role of Commissioners 


5. (U) The KPK was established in 2002 in order to investigate and 
prosecute high-profile corruption cases, particularly cases 

involving law enforcement and government executives, cases over Rp 1 
billion ($109,000), and cases of public attention. The KPK is the 

only institution which can prosecute cases in the Anti-Corruption 

Court (ACC). The ACC and KPK have occupied a central role in 
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President Yudhoyono\'s broader anti-corruption reform campaign. A 
December 2006 Constitutional Court ruling, however, placed the 
future of the KPK and ACC in question. The court declared the 
process which created the ACC unconstitutional, limiting its mandate 
to three years unless new legislation correcting the constitutional 
deficiencies is adopted within that timeframe (see reftel A). The 
KPK and ACC also face challenges due to the disparity between its 
vast mandate and its limited resources. Several groups, including 
the Ministry of Law and Human Rights and a coalition of NGOs, are 
working on draft legislation to address the Constitutional Court 
decision and institutionalize the role of the ACC and KPK (see 

reftel B). USAID has been providing technical assistance on this 
current draft, which preserves the power of the KPK and the ACC\'s 
continued role. Civil society leaders are optimistic that 

legislation will be passed by the December 2009 deadline. 


6. (SBU) The five KPK commissioners are responsible for the overall 
leadership of the anti-corruption body and setting a strategic 

direction for their reform agenda. The current commissioners are: 
Taufiegrachman Ruki (chair), Amien Sunaryadi, Sjahruddin Rasul, 
Tumpak Hatorangan Panggabean, and Erry Riyana Hardjapamekas. 
Multiple sources regard Amien Sunaryadi and Erry Riyana as effective 
commissioners committed to anti-corruption reform, whereas the other 
three commissioners are considered to be ineffective at best, 
obstructive at worst. 


Comment: New Leaders, New Opportunity 


7. (SBU) The KPK commissioners\' role extends beyond the 
administration of an investigative and prosecutorial commission and 
includes a symbolic and strategic role in the anti-corruption reform 
campaign throughout the Indonesian government. These commissioners 
will influence the anti-corruption reform agenda throughout the 
government and work to establish the longer-term role of the KPK 
within the judicial framework of Indonesia. The KPK and ACC have 
encountered resistance, particularly in some corners of Parliament. 
Quiet encouragement from the Embassy on this selection process, 
particularly to Parliament, will allow the KPK and ACC to further 
build its institutional role and capacity within the larger GOI 
anti-corruption reform campaign. 


List of KPK Commissioner Candidate 


7. (U) List of 26 KPK Commissioner Candidates (publicly listed in 
August 16, 2007 edition of Kompas, a leading Indonesian language 
newspaper): 


-- A.M. Krisdarudjati 
-- Ahmad Helmi 
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-- Amien Sunaryadi (current commissioner) 
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-- Antasari Azhar 

-- Bibit Samad Rianto 

-- Budi Santoso 

-- Chandra M. Hamzah 

-- Christianto Wibisono 

-- Daniel Pangaribuan 

-- Eddy RS 

-- Haryanto Hadoon 

-- Haryono 

-- Hening Tyastanto 

-- Iskander Sonhadjii 

-- Iswan Elmi (KPK Director for Preliminary Investigations) 
-- Justitia Tripurwasani 

-- Leonardus Joko Eko Nugroho 

-- M. Saleh Khalid 

-- Mangiring L. Toroean 

-- Marwan Effendy 

-- Moch. Yasin (KPK Director of Research) 
-- Saut Situmorang 

-- Sudibyo Triatmodjo 

-- Surachmin 

-- Waluyo (KPK Deputy for Corruption Prevention) 
-- Sudirman Ali 


HUME 
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Classified By: Ambassador Ralph L. Boyce, reason 1.4 (b) and (d). 


SUMMARY 


1. (C) The People\'s Power Party (PPP), a pro-Thaksin grouping 
of former Thai Rak Thai (TRT) figures, has a good chance of 
winning a plurality in the next elections, according to the 

current conventional wisdom in Bangkok. PPP\'s emerging 
status as the frontrunner is based partly on the results of 

the August 19 constitutional referendum, as well as 

perceptions that Thaksin remains popular and able to devote 
substantial funds to political activities. PPP Party Leader 
Samak Sundaravej told the Ambassador August 30 that PPP might 
even win a majority in the next election, but we believe his 
assessment is overly optimistic. Samak ardently defended 
Thaksin, said he would seek to cultivate royal family support 

for PPP, and advocated a stronger crackdown on southern 
insurgents. It remains unclear how opponents of TRT, 

including top military figures, will react to this perception 

of PPP strength, and PPP figures are unsure the election will 
prove fully free and fair. End Summary. 


INTERPRETING THE REFERENDUM RESULTS 


2. (C) In Thailand\'s August 19 referendum, 42 percent of Thai 
voters rejected the new constitution (ref A), consistent with 

the policy of many leading former Thai Rak Thai (TRT) 

figures. We believe that not all those who voted against the 
constitution did so to demonstrate loyalty to TRT. However, 
since the referendum, numerous figures associated with the 
pro-Thaksin People\'s Power Party (PPP) have told us they view 
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